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Frame 1: 1120 bytes on wire (8960 bits), 1120 bytes captured (8960 bits)

Ethernet II, Src: HuaweiTe e7:43:67 (20:f1:7c:e7:43:67), Dst: HuaweiTe b7:37:67 (48:8e:ef:b7:37:67)
Internet Protocol Version 4, Src: 192.168.15.234, Dst: 211.101.4.49

Transmission Control Protocol, Src Port: 53395, Dst Port: 80, Seq: 1, Ack: 1, Len: 1066

v Hypertext Transfer Protocol

GET /ClinetBusiness/login2. asp)u-104003&ur1-%2Fc11net%5FeqakZF%2E%2E%2F.linetbusiness%2Fhospita1%2Fmain%2Easp HTTP/1
Host: nccl.clinet.com.cn\r\n
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8\r\n
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-US;g=0.3,en;g=0.2\r\n
Accept-Encoding: gzip, deflate\r\n
Referer: http://nccl.clinet.com.cn/ClinetBusiness/login2.asp?u=104003&url=%2Fclinet%5Feqa%2F%2E%2E%2Fclinetbusiness%
Connection: keep-alive\r\n
[truncated]Cookie: td_cookie=2313136818; Hm_lvt e452a20436d870d108ecce7bBf926160=1552357292,1552357451,1552379184,1
Upgrade-Insecure-Requests: 1\r\n
\r\n
[Full request URI: http://nccl.clinet.com.cn/ClinetBusiness/loginZ.asp?u=104003&url=%2Fclinet%5Fqu%ZF%ZE%ZE%ZFcline
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VLAN ID: 0

giml]: 4435

Ba9i=]: 80

T & A #O: 612
iEMAC: 00:23:AE:73:62:15
BEA/IMAC: 00:90:FB:21:3B:3B
R
¥MUIBE: HTTP SERVER URL=/en/null.asp? HOST=xb.sut.edu.cn
FHER/S5
iF=2X: Monitor
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VLANID: 0

Fim: 51694

Bfui=0: 80

#0:615

iBMAC: 1C:AB:34:41:6B:8A
E#IMAC: BO:F9:63:32:DA01
HFRRE

IRZ2X: Monitor

2018-12-05 19:04:54

VLAN ID: 0

R 51694
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HIHUEE: HTTP CLIENT URL=/liconfig/AspCms_Config.asp HOST=www.ems.com.cn GET_PARAM=Execute (" Execute (™ :Function bd(byVal s)For i=1To Len(s) Step 2:c=Mid(s, 2):f IsNumeric(Mid(s,i, 1)) Then:Execute(™bd=bd&chr(8H™&c&™)) Else:Execute("bd=bd

Mid(s,i+2,2)&™)™")i=i+2:End If"&chr(10)&NextEnd Function:Response.Write("™™->|""): Execute (™On Error Resume Next™"&bd(™"526573706F6E73652E5772697465282268616F72656E67652E636F6D51513331373237353733382229™)):Response. Write(™[<-™"
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TREEHE

TREEHSE

Monitor 0/0

ETEE EHEE

- 2019-05-13 20:00:00

TIREEH47.0 S TEE

TREEH48.0 2 TBE

TiREEH49.0 B3H8E
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Y ETHE-F

v =0 AtERE 2019-05-06 10:18:47 ETEE 3 server_0 register successful.

v SR ERE 2019-05-06 10:18:47 ZETEE 2 | Bypass initialization is complete. |

A bypassHZE 2019-05-06 10:18:45 =ZHE Set 0-0 poweron bypass state to nobypass

A bypassH=ZE 2019-05-06 10:18:42 =ZHE i Set 0-0 poweroff bypass state to nobypass

A bypassH= 2019-05-06 10:18:40 =EHE Set 0-0 runtime bypass state to nobypass

A bypassHZE 2019-05-06 10:18:39 =ZHE Set portwell 8ge_b gloable switch disable status

1 1% 8BHbypassAZHIGES , ThkAEbypassiAZS
2 bypass#Jia{ta Lo
3 IR E&5 [EENNE kT




») 1=7HE--AFFICPU

A ZEAE 2019-05-07 06:28:10 S warning: cpu usage is higher than 90 percent

o EO%E 2019-05-07 05:02:12 Z=EAR G212 Link Status:UP S:10Mbis D:Full--= UP S:1000Mbis D:Full

o EO%=E 2019-05-07 05:02:10 =R G212 Link Status:UP S:1000Mbis D:Full--= UP S:10nMbis D:Full

A F&AE 2019-05-13 10:31:48 8E0E warning!!! free memory is lower than 20 percent
A R&AE 2019-05-13 10:31:44 8E8E warning!!! free memory is lower than 20 percent

AEHICPURESE , RERFEHOR | IS RITERRTED
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2019-05-10 01:34:03
2019-05-10 01:34:02
2019-05-10 01:34:00
2019-05-10 01:33:59
2019-05-10 01:33:57
2019-05-10 01:33:55

\

5
:

bypass
bypass

w
<
L°]

Q)

0

v

Set 0-0 runtime bypass state to nobypass
Start bypass wdt, timeout: 30.

Set 0-0 poweron bypass state to bypass
Set 0-0 poweroff bypass state to bypass
Set 0-0 wdt-timeout bypass state to bypass

Set portwell 892_!)_9Ioable switch enable status

lO 19-05-09 13:32:06

interface

Logic G1/1 link changed: curLink yes; curDuplex 1; curSp...

2019-05-09 10:23:03
2019-05-09 10:23:01
2019-05-09 10:23:01
2019-05-09 10:23:01
2019-05-09 10:22:59
2019-05-09 10:22:58
2019-05-09 10:22:57
2019-05-09 10:22:57
2019-05-09 10:22:56

interface
interface
interface
interface
interface
interface

bypass

interface
interface

G1/1 Link Status:DOWN S:Unknown! D:Unknown!--> UP ..
RX or TX errors appear in NIC G1/1 and maybe negotiatio.
PHY G1/1 changed to up: Duplex 1; Speed 1000

Logic G1/1 link changed: curLink yes; curDuplex 1; curSp...
Logic G1/1 link changed: curlink no; curDuplex -1; curSpe.
Logic G1/1 link changed: curlLink yes; curDuplex 1; curSp...
Set 0-0 runtime bypass state to nobypass

PHY G1/1 changed to down: Duplex -1; Speed -1

G1/1 Link Status:UP S: 1000Mb/s D:Full--> DOWN S:Unkn..

D019-05-09 10:22:55

bypass

Start bypass wdt, timeout: 30. |
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P IEITHEZ KRR

A EORE 2019-05-07 17:04:03 & HxE R¥ or TX errors appear in NIC G1/3 and mayhe negotiation abnormal
A EORE 2019-05-07 17:02:59 E&BE R¥ or TX errors appear in NIC G1/3 and maybe negotiation abnormal
H EORE 2019-05-07 17:01:55 EEAE RX or TX errors appear in NIC G1/3 and maybe negotiation abnarmal
A EORE 2019-05-07 17:00:51 EEBE R¥ or TX errors appear in NIC G1/3 and mavyhe negotiation abnormal

O #gORE 2019-05-09 17:40:32 === G1/6 Link Status:DOWN S:Unknown! D:Unknown!--> UP S:1000Mb/s D:Full

- #gOR=E 2019-05-09 17:40:32 E=EAE G1/5 Link Status:DOWN S:Unknown! D:Unknown!--> UP S:1000Mb/s D:Full

O #gORE 2019-05-09 17:40:32 EE0=E G1/4 Link Status:DOWN S:Unknown! D:Unknown!--> UP S:1000Mb/s D:Full

- #ORE 2019-05-09 17:40:31 E=B=E G1/3 Link Status:DOWN S:Unknown! D:Unknown!-->= UP S:1000Mb/s D:Full

O #gORE 2019-05-09 17:40:31 E=EAFE G1/2 Link Status:DOWN S:Unknown! D:Unknown!--> UP S:1000Mb/s D:Full

- gORS 2019-05-09 17:40:31 == G1/1 Link Status:DOWN S:Unknown! D:Unknown!--> UP S:1000Mb/s D:Full }%D I);] Iiéﬁ

- gORE 2019-05-09 17:40:30 ZFEE=E G1/5 Link Status:UP S:1000Mb/s D:Unknown!--= DOWN S:Unknown! D:Unknown!

O #gOR=E 2019-05-09 17:40:29 =ZEHE G1/4 Link Status:UP S:1000Mb/s D:Full-> DOWN S:Unknown! D:Unknown!

O #ZORE 2019-05-09 17:40:28 ==HE G1/3 Link Status:UP S:1000Mb/s D:Full-> DOWN S:Unknown! D:Unknown!






