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1. FEEMT , TEBRZIEEFEH T , FEFXSRR,

-

| readme.ini - 1033
P FEE BR0) BEW)
[winxpsp3_x386]
kb4012598 = \hotfix\windowsxp-kb4012598-x86-custom-chs_dca9bS5adddad778cfd4b7349ff54b51677
[winxpsp2_x64]
kb4012598 = M\hotfix\windowsserver2003-kb4012598-x64-custom-chs 63a2895db36e911af59c2ee133k

#EAN(H)

[win2003sp2_x36]
kb4012598 = \hotfix\windowsserver2003-kb4012598-x86-custom-chs_b45d2d8c83583053d37b20edf5
[win2003sp2_x64]
kb4012598 = M\hotfix\windowsserver2003-kb4012598-x64-custom-chs 63a2895db36e911af59c2ee133k

[win7sp1_x386]
kb4012212 = \hotfix\windows6.1-kb4012212-x86_6bb04d397 1bb58aedbac44219e7169812914df3f.msy
kb4012215 = \hotfix\windows6.1-kb4012215-x86_e5918381cef63f171a74418f12143dabe5561a66.msu

[win7spl_x64]
kb4012212 = M\hotfix\windows6.1-kb4012212-x64 2decefaa02e2058dcd965702509a992d8c4e92b3.msy
kb4012215 = M\hotfix\windows6.1-kb4012215-x64 a777b8c251dcd8378ecdafad1aefbe?f9009c72b.msu

[vista_x86]
kb4012598 = \hotfix\windows6.0-kb4012598-x86_13e9b3d77ba5599764c29607 5a796¢ 16a85c745c.msu

[vista x64]
kb4012598 = M\hotfix\windows6.0-kb4012598-x64 6a186bazb2b98b2144b50f88baf33a5fa53b5d76.msy

[win2008sp2_x36]
kb4012598 = \hotfix\windows6.0-kb4012598-x86_13e9b3d77ba5599764c29607 5a796¢16a85c745c.ms

[Win2008sp2_x64]
kb4012598 = M\hotfix\windows6.0-kb4012598-x64 6a186bazb2b98b2144b50f88baf33a5fa53b5d76.msy

LE THEELMwindowshias( “HeRE"

MHF wEE BN0) ZENV) #EH)

[win2008r2sp1_x86]

kb4012212 = \hotfix\windows6.1-kb4012212-x86_6bb04d3971bb58aedbac44219e7169812914df3f.msu
kb4012215 = \hotfix\windows6.1-kb4012215-x86_e5918381cef63f171a74418f12143dabe5561a66.msu

[win2008r2sp1_x64]
kb4012212 = M\hotfix\windows6.1-kb4012212-x64 2decefaa02e2058dcd965702509a992d8c4e92b3.msu
kb4012215 = \hotfix\windows6.1-kb4012215-x64_a777b8c251dcd8378ecdafa81aefbe7fa009c72b.msu

[win8.1 x386]
kb4012213 = M\hotfix\windows8.1-kb4012213-x86_e118939b397bc983971c88d9cecc8cbec471b05.msu
kb4012216 = M\hotfix\windows8.1-kb4012216-x86_d4facfdaf4b1791efbc3612fe299e41515569443.msu

[win8.1_x64]
kb4012213 = \hotfix\windows8.1-kb4012213-x64_5b24b9ca5a123a844ed793e0f2be974148520349.msu
kb4012216 = \hotfix\windows8.1-kb4012216-x64_cd5e0a62e602176f0078778548796e2d47cfal5b.msu

[win2012_x64]
kb4012214 = \hotfix\windows3-rt-kb4012214-x64 b14951d29cb4fd880948f5204d54721e64c9942b.msu
kb4012217 = \hotfix\windows8-rt-kb4012217-x64 966350716027 1b4fb2f1a202e99a5e21870bc93.msu

[win2012r2_x64]
kb4012213 = M\hotfix\windows8.1-kb4012213-x86_e118939b397bc983971c88d9cecc8cbec471b05.msu
kb4012216 = \hotfix\windows8.1-kb4012216-x86_d4facfdaf4b1791efbc3612fe299e41515569443.msu

[win8 x386]
kb4012598 = \hotfix\windows8-rt-kb4012598-x86_a0f1c953a24dd042acc540c¢59b339f55fb18f594.msu
[win8 x64]
kb4012598 = \hotfix\windows8-rt-kb4012598-x64 f05841d2e94197c2dca4457f1b895e8f632b7f8e.msu
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FHEZlib (LibreSSLE{OpenSSL) LibreSSLEOpenSSLiZ{3t,

EHPAM

fRiFLE=openssl PAM ik BATREGTEE
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Linux®opensshifEidiE & L BRIFE

ED SRR
# cp /etc/init.d/sshd /root/
=1 SSHDRS

# /sbin/service sshd stop

HE RS EREOpenssh

# rpm -qalgrep openssh /[EiEESREZZERopensshE, £EBEIE,,
# rpm -e openssh --nodeps

# rpm -e openssh-server --nodeps

# rpm -e openssh-clients —-nodeps

# rpm -e openssh-askpass

alrpm -e —nodeps “rpm -ga |grep openssh’

[root@gw OpenSSL]# tar -xvf openssl-1.0.2g.tar.gz

[root@gw OpenSSL]# cd openssl-1.0.2q

[root@gw openssl-1.0.2q]# ./config --prefix=/opt/openssl1.0.2q _20170617 --openssldir=/opt/openssl1.0.2q_2017061

7/openssl fips --with-fipsdir=/opt/fips-2.0.16 zlib-dynamic shared -fPIC
[root@gw openssl-1.0.2q]# make depend

[root@gw openssl-1.0.2q]# make

[root@gw openssl-1.0.2q]# make test

[root@gw openssl-1.0.2q]# make install

#tar - jxvfzlib-1.2.11 tar bz2 /ME%%%EzIbE, BMSRzIb GEETEHT
#cd zlib-1.2.11

# /configure

# make&&make install

[root@gw OpenSSH]# tar -xvf openssh-7.9p1.tar.gz

[root@gw OpenSSH]# cd openssh-7.9p1

[root@gw openssh-7.9p1]# ./configure --prefix=/opt/openssh7.9.p1_20170617 --with-ssl-dir=/opt/openssl1.0.2q_201

70617 --with-pam
[root@gw openssh-7.9p1]# make

[root@gw openssh-7.9p1]# make install

[root@gw ~]# service sshd restart

[root@localhost ~]# rpm -ivh pam-devel-1.1.1-24.e16.x86_64.rpm
Preparing... HEFHRHHHS RN R R R R AR AR [ 100%]
1:pam-devel HESHHHEH R R R [100%]

[root@gw ~]# ssh -V

OpenSSH_7.9p1, OpenSSL 1.0.2q-fips 25 Dec 2018
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:~# iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
:~# iptables -I INPUT -p tcp --dport 22 -j DROP
:~# iptables -I INPUT -s 192.168.88.73 -p tcp --dport 22 -j ACCEPT
:~# 1iptables -I OUTPUT -p tcp --sport 22 -j ACCEPT
~# iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination
ACCEPT tcp -- 192.168.88.73 anywhere
DROP tcp -- anywhere anywhere

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -- anywhere anywhere
:~# service iptables save

:~# service iptables restart
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TNS Listener' i RIS =

'TNS Listener'imiAEE S EIERE

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADDRESS =
(ADDRESS =
)
)
SID_LIST_LISTENER =
(SID_LIST =
(SID_DESC
(SID_NAME = PLSExtProc)

I

(PROGRAM = extproc)

(ENVS = "EXTPROC_DLLS=ANY")
)
(SID_DESC =
(GLOBAL = orcl)

(SID_NAME = orcl)
)

)
ADR_BASE_LISTENER =Wracle

# listener.ora Network Configuration File:
# Generated by Oracle configuration tools.

(PROTOCOL = IPC)(KEY = EXTPROC1521))
(PROTOCOL = TCP)(HOST =ioawigewswsse)(PORT = 1521))

(ORACLE_HOME = Swinsewebuipesssssisstuted) b 1)

(ORACLE_HOME = ewinpmpuiwpapupssisstuted b 1)

+\

=NENES

==

TI

\listener.ora

- S opatch prereq CheckCenflictAgainst@HWithDetail -phBaseDir ./12880299

BEoraclemMTRiE X{*listener.ora S cd 12880299

S epatch apply

htSE, w3 patch:12880299

S epatch Isinventery | grep 12880299

ﬁ‘g

RN

LISTENER_PROD =
(DESCRIPTI®ON_LIST =
(DESERIPTION =

)
)

SECURE_REGISTER_LISTENER_PROD = {TCP)

(ADDRESS = (PROTOCOL = TCP)(HOST = netfl-bde){PORT = 1551))

xlistener.oralSil SECURE_REGISTER_listener_name = (TCP) -

S lIsnrctl stop listener_prod

S Isnrctl start lintener_prod

ER'TNS ListenerfESS

NAME TYPE VALUE
local_listener string
NAME TYPE VALUE

remote_listener string
SQL>

SQL> show parameter local_listener

SQL> show parameter remote_listener;

EERIRFEmINSS

04-MRY-2012 10:43:05 * service_register NSGR * 1194
TNS-01194: The listener command did not arrive in a secure transport

04-MRY-2012 10:44:05 * service_register NSGR * 1194
TNS-01194: The listener command did not arrive in a secure transport

[oracle@bde]$ tail /ull/app/oracle/product/11.2.0.2/network/log/listener.log

04-MRY-2012 10:43:03 * (CONNECT_DATA=(CID=(PROGRAM=) (HOST=netfl-bde) (USER=oracle))
(COMMAND=services) (ARGUMENTS=64) (SERVICE=LISTENER) (VERSION=186647040)) * services * 0

EElistenerHE, £HM
TNS-011941B4EFMAEER

— " NSFOCI

S
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MEFZE : 2. BREIEHERE T
FTRFA

(B 2R RS
IRMESER

BEHIERE 'TNS Listener’ BB SAENSIFER

F*{=Listenersif

fxlistener.oraigii"SECURE_REGISTER_LISTENER_PROD = (IPC) ”

[BzxhListenerisif

(&&local listener&%§

BElistenerlogHE | SHILTNS-011941542FHHYER
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Oracl e IEE

FE'TNS Listener' mieSuEig s,
'TNS Listener ' w28 SERIFHE

=NEN[IE

TI

# listener.ora Network Configuration File: \listener.ora
# Generated by Oracle configuration tools.
LISTENER =

(DESCRIPTION_LIST =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC1521))

(ADDRESS (PROTOCOL TCP) (HOST =soweSwiwi®® ) (PORT = 1521))
)
) .
SID_LIST_LISTENER =

(SID_LIST =

(SID_DESC
(SID_NAME = PLSExtProc)

(ORACLE_HOME = Swimessishpessisssmtstes\db_1)
(PROGRAM = extproc)

(ENVS = "EXTPROC_DLLS=ANY")

)
(SID_DESC =

(GLOBAL = orcl)

(ORACLE_HOME = ewiswswspusssssissteteddb 1)
(SID_NAME = orcl)

)

)
ADR_BASE_LISTENER =Wiracle

BForaclemWRE X {Hlistener.ora

"
n

LISTENER.CRA
LISTENER PROD =
(DESCRIPIION LIST =
(DESCRIPTICN =
(ADDRESS = (PROTOCOL

= IPC) (KEY = REGISTER))
(RDDRESS = (PROTOCOL

TCP) (HOST = netfl-bde) (PORT = 1551))

)
)

SECURE_REGISTER_LISTENER PROD = (IEC)

Tlistener.oral&in"SECURE_REGISTER_LISTENER_PRQOD = (IPC)"

S lsnrctl start lintener_prod Bafilistenertz i

SQL> show parameter local_listener

NAME TYPE VALUE BEHIEERINEE

local_listener string

SQL> show parameter remote_listener;
NAME TYPE VALUE

remote_listener string

SQL>

5QL> alter system set local listener='(DESCRIPTION=(ADDRESS=(PROTOCOL=IPC) (KEY=REGISTER)))' scope = both;

System altered. fE¥local listener&2y

SQL> show parameter local listener

NAME TYEE VALUE

(DESCRIPTION= (ADDRESS=(PROTOCO
1=IPC) (KEY=REGISTER)))

local_listener string

S Isnrctl stop listener_prod FfEListeneri50fr

[oraclefbde]$¢ tail /ull/app/oracle/product/11.2.0.2/network/log/listener.log

04-MAY-2012 10:43:03 * (CONNECT_DATA=(CID=(PROGRAM=) (HOST=netfl-bde) (USER=0racle))
(COMMAND=services) (ARRGUMENTS=64) (SERVICE=LISTENER) (VERSION=186647040)) * services * 0

04-MRY-2012 10:43:05 * service_register NSGR * 1194
TNS-01194: The listener command did not arrive in a secure transport

BFlistenerAE, 24N

TNS-011941B5EERANEE

04-MRY-2012 10:44:05 * service_register NSGR * 1194
TNS-01194: The listener command did not arrive in a secure transport
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TI

OracleIEE4T REISEIFHE

[oracle@orcl11204 20299013]% opatch prereq CheckConﬂ|ctAga|nstOHW|thDeta|I -ph ./
Oracle Interim Patch Installer version 11.2.0.3.4
Copyright (c) 2012, Oracle Corporation. All rights reserved.
PREREQ session
Oracle Home - lopt/oracle/product/11.2.0.4/db
Central Inventory : /opt/oralnventory

from - lopt/oracle/product/11.2.0.4/db/oralnst.loc
OPatch version :11.2.0.3.4
QUI version :11.2.040
Log file location : /opt/oracle/product/11.2.0.4/db/cfgtoollogs/opatch/opatch2015-06-29_17-46-33PM_1.log
Invoking prereq "checkconflictagainstohwithdetail"
Prereq "checkConflictAgainstOHWithDetail" passed.
(?Patch succeeded.

e N EE

¥

[oracle@orcl11204 20299013]$ opatch apply
Oracle Interim Patch Installer version 11.2.0.3.11
Copyright (c) 2015, Oracle Corporation. All rights reserved.
Oracle Home - lopt/oracle/product/11.2.0.4/db
Central Inventory : /opt/oralnventory
from - lopt/oracle/product/11.2.0.4/db/oralnst.loc
OPatch version :11.2.0.3.11
OUI version 1112040
Log file location : /opt/oracle/product/11.2.0.4/db/cfgtoollogs/opatch/opatch2015-06-29_18-53-23PM_1.log

LIPSURNT

[oracle@orcl11204 20299013]% sqlplus / as sysdba

SQL*Plus: Release 11.2.0.4.0 Production on Mon Jun 29 19:08:09 2015
Copyright (c) 1982, 2013, Oracle. All rights reserved.

Connected to an idle instance.

SQL> startup

ORACLE instance started.

Total System Global Area 726540288 bytes
Fixed Size 2256792 bytes

Variable Size 478150760 bytes

Database Buffers 243269632 bytes

Redo Buffers 2863104 bytes

Database mounted.

Database opened.

B RHHEE

TTacTc LTV OTT

Security ON: Local OS Authentication

SNMP OFF

Listener Parameter File /opt/oracle/product/11.2.0.4/db/network/admin/listener.ora

Listener Log File /opt/oracle/diag/tnsisnr/orcl11204/listener/alert/log.xml

Listening Endpoints Summary...
(DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=0rcl11204)(PORT=1521)))
(DESCRIPTION=(ADDRESS=(PROTOCOL=ipc)(KEY=EXTPROC1521)))

The listener supports no services

The command completed successfully

[oracle@orcl11204 20299013]$ ps -eflgrep ora_

oracle 1757 24201 0 17:51 pts/2  00:00:00 grep ora_

[oracle@orcl11204 20299013]$ opatch Isinventory
Oracle Interim Patch Installer version 11.2.0.3.11
Copyright (c) 2015, Oracle Corporation. All rights reserved.
Oracle Home - Jopt/oracle/product/11.2.0.4/db
Central Inventory : /opt/oralnventory
from : lopt/oracle/product/11.2.0.4/db/oralnst.loc
OPatch version :11.2.0.3.11
OUI version 1112040
Log file location : /opt/oracle/product/11.2.0.4/db/cfgtoollogs/opatch/opatch2015-06-29_19-07-44PM_1.log
Lsinventory Output file location : /opt/oracle/product/11.2.0.4/db/cfgtoollogs/opatch/Isinv/isinventory2015-06-29_19-07-44PM.txt

HERNT 2EREN

Local Machine Information::

Hostname: orcl11204

ARU platform id: 226

ARU platform description:: Linux x86-64

Installed Top-level Products (1):

Oracle Database 11g

There are 1 products installed in this Oracle Home.
Interim patches (1) :

Patch 20299013 : applied on Mon Jun 29 19:00:43 CST 2015

Unique Patch ID: 18573940

Patch description: "Database Patch Set Update : 11.2.0.4.6 (20299013)"

11.2.040
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) Struts2 s2-057FEN0

@

SEhEANET R

@ BEHEAMEERARIASE ;

@ EATRITE SLRER R BT LAFES AT REK
AR TR S RZ BRI ;
® FwHIDHIEIMERRISCIEHER | TR TIHESIE
e E SR E I ES B 7o HIRIIE ;
@ MHESNESTENRR  LMRIETE SCHEREIER
BRBRISIR ;
©® RRTASCIEEIREIT Y | LAEESCHE R sEH
REHET.

EhHENNEE

BRI B EE N R SR T A iR AYIPithiE

2z

BEi&
O WRLMEFHHTES
ESTIRSHBOAR, 0. HHSAR

|-

N=NEIEA R

ey b= DR
Apache Struts 2.0.4 — Struts 2.3.34
Apache Struts 2.5 .0- Struts 2.5.16

iR

@ Struts2EES TRt ARSrvlet, JSP,
JavaBean, JDBC, XMLEHEXFFEIAEM
Z FR—FWEBFFARIER , E—MEFMVGE
IHERXAIWeb i FAHELE,

@ TEStruts2F & EZRF{FEHnamespaceIgEE
NXMLECERT , namespacefBR#IRERAE L
EERRE ( Action Configuration ) i5kig
EaFAEAcffnamespace , AJEES IR
7. FE , urltrERigEvalueflactiond
B FEMERIRESABEffnamespaceldts
AIRESEURE BT

LR FE—ERRY  FERE—ERM.

e x
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2.5 "MAREAHRE2.5.17

FoRF
FRREStruts 274 BimiR AP B RYE A KGR E
HEFWEBIIH RIS

RIELP IR
FIRr S EERAYstruts 2k
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»» Struts2 s2-057;
struts2im/iiiE 8 T EIERE

77|

=NENES

[ root@localhost ~]# |}

File Edit View Search Terminal Help

[root@localhost ~]# find / -name struts2-core-*_(i3
/root/Documents/struts-2.3.32/1ib/struts2-coref2.3.32jar

root@localhost:~

¥JE?’_—Liﬁ]StrutSZH§2|S

|£ commons-fileupload-1.3.2,jar
| %] commons-io-2.2.jar

| %] commons-lang3-3.2.jar

|£| commons-logging-1.1.3jar

| % freemarker-2.3.28 jar

| £ javassist-3.11.0.GAjar

| £ ognl-3.0.21,jar

| £ struts2-core-2.3.35.jar

7

5| xwork-core-2.3.35jar

2018/7/24 11:18 Executable Jar File 69 KB

2018/7/24 9:11 Executable Jar File 170 KB

ki A ERWEB T EWEBINF flib E 3176 @

3 24 10:58 Executable Jar File 61 KB
R .

Ff24 11:18 Executable lar File 1,459 KB
2018/7/24 10:58 Executable Jar File 600 KB
2018/7/24 10:58 Executable lar File 226 KB
2018/7/24 1149 Executable lar File 885 KB
2018/7/24 1148 Executable Jar File 695 KB

.
Index of /dist/struts/2.3.35
Name Last modified Size Description

a Parent Directory -
h struts-2.3.35-all.zip 2018-08-11 16:33 79M

N
struts-2.3.35-all.zip.asc 2018-08-11 16:33 827
struts-2.3.35-all.zip.mdS 2018-08-11 16:33 32
struts-2.3.35-all.zip.shal 2018-08-11 16:33 40
ﬁ struts-2.3.35-apps.zip 2018-08-11 16:33 3sM

N
struts-2.3.35-apps.zip.asc 2018-08-11 16:33 827
struts-2.3.35-apps.zip.mdS 2018-08-11 16:33 32
struts-2.3.35-apps.zip.shal 2018-08-11 16:33 40
ﬁ struts-2.3.35-docs.zip 2018-08-11 16:33 11M

L
struts-2.3.35-docs.zip.asc 2018-08-11 16:33 827
struts-2.3.35-docs.zip.md5S 2018-08-11 16:33 32
struts-2.3.35-docs.zip.shal 2018-08-11 16:33 40
ﬁ struts-2.3.35-1ib.zip 2018-08-11 16:33 21M

L
struts-2.3.35-1ib.zip.asc 2018-08-11 16:33 827
struts-2.3.35-1ib.zip.mdS 2018-08-11 16ﬁ3

; Fukxunans
struts-2.3.35-1ib.zip.shal 2018-08-11 16:33
% struts-2.3.35-min-1lib.zip 2018-08-11 16:33 4.0M
= struts-2.3.35-min-lib.zip.asc 2018-08-11 16:33 827
struts-2.3.35-min-lib.zip.md5 2018-08-11 16:33 32

77— NSFOCUS
—
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namespaceip B = [@AIpackageTs RirMNan & =G E.

4

4

<package name="user" namespace="/user" extends="struts-default" >
<action name="login">

</action>

</package=

= 'NSFOCUS
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@

SEhEANET R

@ BEHEAMEERARIASE ;

@ EATRITE SLRER R BT LAFES AT REK
AR TR S RZ BRI ;

® FwHIDHIEIMERRISCIEHER | TR TIHESIE
e E SR E I ES B 7o HIRIIE ;

@ MHESNESTENRR  LMRIETE SCHEREIER
BRBRISIR ;

©® RRTASCIEEIREIT Y | LAEESCHE R sEH
REHET.

EhHENNEE

BRI B EE N R SR T A iR AYIPithiE

BEi&
O WRLMEFHHTES
ESTIRSHBOAR, 0. HHSAR

—1

z|

B

/ACVE-2018-3245)0[&

N=NE =4 =]
ey b= DR
Oracle WebLogic Server10.3.6.0

Oracle WebLogic Server12.2.1.3
Oracle Weblogic Server12.1.3.0

iR

@

WebLogic Server ff§ RMI i&(S{#A T3 thH¥E
WebLogic ServerflEfth Javai2F ( BIFEFimk
Hfth WebLogic Server stffl ) [BE@EEE ( 5L
#92¢ ) . HHFWebLogichIT3tMYFIWebtiiltF
E—NmO , EttREREBEWebLogicsial#FT3
MY ECE payloadF B irARSS 88 H0E(E.

Weblogic javazF5ItiRiR ( CVE-2018-3245 )
1B TIRMPIMFIFRMIFLEIRIERRS | TR
BEHITRENFIAR. REETLERENNERT |
Bpayloadit®t , FiBiTWebLogichIT3HhiLH TIE
I, BT T3t R RIpayloadif TR FFML | 5E
MXIEERANWebLogic B TITfE W E., LI
ERRBEHT , FIRBBERRRNFENR,

WEE A LMERFEINAIIER MG payloadHZAE T3t
WA, BEXT3tMY PRIpayloadiF# TR FFML . M
MECHXIFERREAIWebLogic B TIRIEIRG: |
PATIERRIEH AR B IRR SRR AR,

e X
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FIRr = REEAOweblogichk A
{E1EweblogichRSS , FHRATHERIHIE
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& bsu.shiflA , BREFEKX , fERAFHLAYE-
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»» WeblogicmfEUiBHTRmiAICVE-2018-324 50
Web logi ciBIZER BB TIRIAIEE T BIERE

[root@app1 bsu]$ cd /wis11g/wiserver_10.3/server/bin/ [root@appl bsul# ./bsu.sh -prod dir=/wlsllg/wlserver_10.3 -status=applied -verbose -view
ProductName: WebLogic Server TN T BESRETH
[root@app1 bin]$ source setWLSEnv.sh = /dev/null ProductVersion:  10.3 MP6
Components: WebLogic Server/Core Application Server,Weblogic Server/Admi
[root@app1 bln]s java weblogic.version ﬁﬁ%blogidﬁ* nistration Console,WebLogic Server/Configuration Wizard and
Upgrade Framework,WebLogic Server/Web 2.0 HTITP Pub-Sub Serve
WebLOgiC Server 10.3.6.0Tue Nov 15 08:52:36 PST 2011 1441050 r,WebLogic Server/WebLogic SCA,WebLogic Server/WebLogic JDBC
Drivers,WebLogic Server/Third Party JDBC Drivers,WebLogic S
Use 'Web|OQiC-VefSi0n -verbose' to getSUbSYStem information erver/WebLogic Server Clients,Weblogic Server/WebLogic Web S
erver Plugins,WebLogic Server/UDDI and Xquery Support,WebLog
Use "'weblogic.utils.Versions' to getversion information for all modules ic Server/Evaluation Database,WebLogic Server/Workshop Code
Completion Support
- i pr [ - BERHome : /wlsllg
[root@appl cache dir]# unzip p28343311 1036 _Generic.zip YD & /wlsllg/wlserver 10.3
Archive: p28343311 1036 Generic.zip B TERE PatchSystemDir: /wlsllg/utils/bsu
extracting: GENM. jar Patc}-'lDJ.r: /wlsllg/patch wlsl036
Profile: Default
inflating : pat ch—catalog 26256.xml DownloadDir: /wlsllg/utils/bsu/cache dir
inflating: README . txt - JavaVersion: 1.6.0_29
JavaVendor: Sun
Patch ID: GENM
root@appl bsul$ ./bsu.sh -install -patch download dir=/wlsllg/utils/bsu/cache di PatchContainex: GENM.Jax
- - — [Checksum: -345780037
-prod_dir=/wlsllg/wlserver 10.3 ST Severity: optional
Checking for conflicts............... Category: General
No conflict(s) detected CR/BUG: 2A343311
. Restart: true
Installing Ratch ID: GEHN.: Description: WLS PATCH SET UPDATE 10.3.6.0.181016
Result: Success WLS PATCH SET UPDATE 10.3.6.0.181016

—
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Weblogicmfe A iBHiTiRRACVE-2018-3245 &

MEBE : 2. Wt3Fet3sthiyGHiTihaiEHl
TR

WebLogic Serverf1Efth JavatgR ( BiEWebLogic Server 32| ) 5 T3 tiMYAJIPHBLE,
RIECR

HAWeblLogiciz#lg , £base_domainlIELERET , HA\ "&f" 1K HE , Rt "TF
E2E" | ENIEEHIESEELE.

EEETmRes i - weblogic.security.net.ConnectionFilterImpl , EEEHIESS NSt
A :127.0.0.1 * * allow t3 t3s, 0.0.0.0/0 * * deny t3 t3s ( t3F0t3sMYIFFBIROR DIFA
HoigIE] ) .

RFIRFRENIEEN , MNTFTETERL.
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»» WeblogicimfZUiE 1 TimilaCVE-2018-3245710

It TR = A

Ieigpc]

St i%

WebLog i cHYT3AR 55,
IEII_.I E(JI&_T o

~
A =

[) %2 - base_domain -

EEEERE. SREeN FNNIEL
HRHNEY, RENMEREEY,

= C | ®17216.1.1287 sole/console.porta & pageLabel=DomainSecurityfiterTabPage&:
ORACLE Weblogic Server® Administration Console

R @ =7 i3 =50 & 23 8 Q.

BEBXNESHHRD 7 >base_domain

we

¢ EXREFERN, BE BEZLENEN, 4ASFENE 18,

« EREFRE,
base_domaintigE
EE = =8 R WebEES=2 =B
} —fEEE BER NREAHE BAZILOP B8 S8 SUISREES

&F
TS, SETLIENE WebLogic Server ANSRRERIE,

BREROSCRER

EEER
 EESRRE

o g

weblogic.security.net Connet

IEREBEIIN:
127.0.0.1 * * allow t3 t3s

REUHS
EEEFNRSHOIRAT

| Failed (0)

| Crtical (0)

[ Overloaded (0)
| Warning (0)
I oK (1)

172.16. 1. 128 * * allow t3 t3s
172.16. 1.1 * * allow t3 t3s
* % % deny £3 t3s

handle=co

n.bea.console.handles.))

MIXHanc

ndle%28"com.bea

AName%3Dbase domain%2CType%3DDomain 44

%, weblogic| :£55); base_domain

ecurity.net.ConnectionFilter #&01) 89 Java ZEMIR, MRieHE
BEE8..
;3] ConnectionFilterRulesListener ISR AN, EERASRRE

ERNET, FEERNLnnE, K

L. target localAddress
EEER.

localPort action protocols,
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