: P o=
0x01 BEStAssB=
BT MEEOTE, EE— R, B RS R B e LR T
B, AEERE— e BTG T

—: YA T gonmapEsuRAIE, FRERTLURENGO/Abanner, X—RRZMEIAEE, Hla0
fscan,

—: kscanBUMEZREMTTE, ERIEAMUBINESAE, T RitE, “HSURAHARRIIE.

= EESEN T M HHURERAIEIRCONIIRE, FILURRBECHNEFHEEN—T, EIn—LERLh
IRPY

0x02 kscanijRi3 - FIE RSt Azl
OkEFIfscanByXIEk

B ERMgithubfil FRE&#HTHIKkscan

https://github.com/lcvvvv/kscan

kscan-master-new’

build.sh

build_release.sh

domain.txt

LERAEAESR
FMNAXHFHRER

WHERIXNkscan.go


af://n0
af://n7
https://github.com/lcvvvv/kscan

SRIeEZEkscan.gofImainiEEy

kscan-master-new1l

build.sh

md
_EMG.m d




XEBAER R/ NV T —IKE], TENZATRAFTRD
HILBNHREIRPERINE Y, NRENEENNAEE.

B MR




Init()

app.Args.SetlLogo(
app.Args.SetUsage(
app.Args.SetHelp(
app-.Args.SetSyntax(

app.Args.Parse()

stdio.SetEncoding(app.Args.Encoding)

app.Args.CheckArgs()

app.Args.Debug {

slog.SetlLevel(slog.
{

slog.SetlLevel(slog.

0s.Getenv(
color.Enabled()

app.Args.CloseColor ==
color.Disabled()

s Cadl arnmend eloan Dabaiscd 3 )
DOOL.seliodderttsctoag.Jepual 1)

XN T BRIRHN—EIRE, BERRIREEIRTIRTY, REFEEREINER LERINT —L,
REBIR— N TEqqwrytEiR

app.Setting.DownloadQQwry ==

slog.Println(slog.

err := cdn.DownloadQQWry()
err != {
slog.Println(slog.
slog.Println(slog.
slog.Println(slog.

Ir

slog.Println(slog.

0s.Exit( )

XN qqwrySEF—NKEE, SJLBRESMipl—EiF4ER.,

RIEEEspytEtk, Rkscanf—NIHEE.




app.Setting.Spy !=

spy.Keyword = app.Setting.Spy
spy.Scan = app.Setting.Scan
spy.Start()

spy.Scan {

app.Setting.Target = spy.Target

XEERZIETILEZNFERIhelpER

/8| /4/

|#]/4/ * -
|#.#/ /Edge/ /Forum\  /#\ J#\ /#\
[ |#l____ |#] JRV2\ [\ | #]
[#.#\ \rocky\|#| J8/_\#\ |#.4.#]
[#INEN/\___ | #] 8] ____/#/Rui\s\ |# | \##]
\#t| \#\lcvvvv/ \aels/#/ v1.87#\#/ \#/

usage: kscan [-h,--help,——fofa-syntax] (-t,—-target,—f,——fofa,--spy]) [options] [hydra options] [fofa options]

optional arguments:
-h , ——help show this help message and exit
-—fofa MfofaiREUAE MY S, FiRAIECEFHHE R FOFA_EMAIL, FOFA_KEY
, ——target IBERNNTSHR:

IPHBHE : 11d.114.114.114
IPHBHEER : 114.114.114.110/24, REEWF M E BN F12
IPHBHEER : 114.114.114.114-115.115.115.115
URLHtBIE : https://www.baidu.com
b file:/tmp/target.txt
BU{]]¥%: paste or clipboard
WERRNEN, EXTEEMRNENTERNRNMERTERSHA:
(). 192, 18, 172, all, iEFEIPHEIL CERIMZIPHIIBERFIFEMX)

HImEMERRE, EEFK S EARITkscanfhX/ N hgE, EAXANIIEEESZATHM, FKEWHsanfor
[FERA9EB N netspy, RETELR,

PIE T ED AR EARR

(app.Setting.Fofa) >

&k app.Setting.Scan ==

app.Setting [
app.Se .Target = fofa.GetUrlTarget(
slog.P n(slog.

app.Setting.Hydra ==

slog.Println(slog. nisc.Intersection(hydra.Protocollist, app.Setting.HydraMod))

hydra.InitCustomAuthMap(app.Setting.Hydralser, app.Setting.HydraPass)

(app.Setting.Target) =

nce(startTime)

elapsed.5tring())

ALANEREHEER, Hfofa, hydra, kscanZ &R,




BLBIMEFIIERmMain R EEEIEH AT LURIE FK T .

B — BRI TR, AaES, BBIREZEMN-->THqqwryiXNipE-->IREspySEUEHE T
FSaNspyERHUH TR EIRN--> ¥R fofat&ER-->#NiRit hy d ral@ iR R --> FF s ks canfYi 3 Hat&EsR, T
ip, portZEAYTiE,

ok, EXNZIBMIEET, XERRTEMFRIEIS, R8I LB CESILRIRA, i
BRI IE R RS AR

thHE FEXHR

(app.Setting.Target) > 0 {

InitKscan()

XEM=01E, RER, BAM—9—THNE.

XBETarget>0REABEE TE, BBATargetEH4.

XERRH

Setting

New() Config {
Config{

Target: []
Path: []
Port: []
Output:
Proxy:
Host:
Threads:
Timeout:

Encoding:

XERIKE T Target, BRESHEUESAO.

H—Z R Config



Config
Target
Port
Output
Proxy, Encoding
Path, Host
OQutputdson
OQutputCSV
Threads
Timeout time.Duration
ClosePing, Check, CloseColor
ScanVersion
Spy

Hydra, HydraUpdate

HydraPass, HydraUser, HydraMod []

Fofa []
FofaFixKeyword
FofaSize

Scan

RIREEHZE T — MR
HLRXBERGM 7, FEEAFMEER 7XA TargetA EMR B 7.
HItX B2 FigzRSetting. Target



Find in Files & matches in 3 files

Setting.Target

app\type-config.go 49

Open in Find Window

XEEETLAERIMargs. Targetlit{E45 7 Setting. Target

H—C IR




args {
USAGE, HELP, LOGO, SYNTAX

Help, Debug, ClosePing, Check, CloseColor
ScanVersion, DownloadQQwry, CloseCDN
Output, Proxy, Encoding

Port, ExcludedPort

Path, Host, Target

OQutputJson, OutputCSV

Spy, Touch

Top, Threads, Timeout

Hydra, HydraUpdate

HydraUser, HydraPass, HydraMod []

Fofa []
FofaField, FofaFixKeyword
FofaSize

FofaSyntax

Match, NotMatch

HET args LRI REY
I ENEERITS

Parse
(o *args) Parse() {

sflag.SetUsage(o.L0GO)
o.define()

sﬂag.()

o.printBanner()

(o *args) define() {
sflag.BoolVar(&o.Help
sflag.BoolVar(&o.Help
sflag.BoolVar(&o.Debug
sflag.BoolVar(&o.Debug

sflag.AutoVarString(&o.Spy

.BoolVar(&o.Hydra

BoolVar(&o.Hvdralpdate




.StringSpliceVar(&o.HydraPass
.StringSpliceVar(&o.HydraMod

.StringSpliceVar(&o.Fofa
.StringSpliceVar(&o.Fofa
.StringVar(&o.FofaField
.StringVar(&o.FofaFixKeyword
.IntVar(&o.FofaSize
.BoolVar(&o.FofaSyntax
.BoolVar(&o.Scan

.StringSpliceVar(&o.Target
.StringSpliceVar(&o.Target
.IntSpliceVar(&o.Port
.IntSpliceVar(&o.Port
.IntSpliceVar(&o.ExcludedPort
.IntSpliceVar(&o.ExcludedPort
.StringSpliceVar(&o.Path
.StringSpliceVar(&o.Host

Ct+rinalVar(s
oLl

ALt Prowy
Ll |

&0 . FOX

TFERBZENER, mEETARslagiEkiTargetS#keyREVE, AEREENBIRES, 7
TTargetfyValuef&,

XN R BRANREE T

*args) [Parse

sflag.SetUsage(o.L0GO)

o.define()

sflag.Parse()

0.printBanner()

X ParselNERMNEFTE




main() {
startTime := time.Now()

app.Setting.DownloadQQwry ==
slog.Println(slog.
err := cdn.DownloadQQWry()
err I= {
slog.Println(slog.
slog.Println(slog.
slog.Println(slog.
}
slog.Println(slog.
0s.Exit( )

lInit() {

app.Args.S
app.Args.S
app.Args.S
app-Args.S
app.Args.Parse()
stdio.SetEncoding(app.Args.Encoding)
app.Args.CheckArgs()
app.Args.Debug {
slog.SetlLevel(slog.

{

slog.SetLevel(slog.

XERATRPREERET, MABERT.

ok, FBABBEK, EREIXDIE,

(app.Setting.Target) > 0 {

InitKscan()

run.Start()

MEIEEAE, target—BHRT, WHMEABNBERE T, B{EFE.
RIEN BRI




Pkscan.exe -t https://baidu.com

/#] /#/

| #1/#/ R * - -
|#.#/ /Edge/ /Forum\  /#\  /#\ /#\
[##]  [#]____ |#] /Kv2\ |\ | #]
[#.4\ \r@cky\ |#]| J8/\E\ |#.%. %]
[ INEN/N\ L] ] o/ /RudN#\ [ |\ |
\#| \#\lcvvvv/ \aels/#/ v1.87T#\#/ \#/

Tips: ALMERA-PnSHXAFELERN, BLBMEINANER

[+]2023/10/09 15:00:45 MFJIRIES : windows, HHRIZH: utf-8

[+12023/10/09 15:00:45 BEINNNEHTTPIE 50 [2u758] &

[+]2023/10/09 15:00:45 Y IAA0ENMAPIR §F: [150]14, $84X[11916] 5%

[+]12023/16/09 15:00:u5 1@ MiZqqury.dat, & E F S ZHCONIR MINAE, o (5 FA-On S B X AT e

[+]2023/16/09 15:00:U46 Domain, IP. Port. URL. Hydra3|Z B &M%

[+12023/10/09 15:00:46 FIERMIESE T AR

http://baidu.com BE—T, RHEMNE Digest: RIKMFTH PRSI E., HHFILNEEEEMIRE, Length
1400998, FingerPrint:JQuery;HTML5, Port:80,Domain:baidu.com, FoundDomain:om, 1.su.bdimg.com, 2.su.b

https://baidu.com BE—T, RHEAE FingerPrint:JQuery;HTML5, FoundDomain: .com, smartapps.cn, bdtjr
c,Domain:baidu.com,Digest: £ IRMH P IEEF|E, O TFiLMWEEEHEMIFE, Port: U3, Length: 401004

https://baidu.com BE—T, REEHE Domain:baidu.com,FingerPrint:JQuery;HTML5, Length: 401044, FoundD
omain:, cdnO@l.baidu-img.cn, e.in,Port:ud3 Digest:"SIKMAEMNPXEBES|IE, MAHOFILNEEFEMIX

WEBER _IE

EREHXAMnitKscani&iE]

InitKscan() {

fs, _ := fingerprintEmbed.0Open(
appfinger.Init
slog.Println(slog.
{

slog.Printf(slog.

gonmap. Set
slog.P Lt ( . gonmap .UsedProbesCount, gonmap.UsedMatchCount)

app.Setting.CloseCDN ==
err := os.Lstat( ); os.IsNotExist(err) ==

slog.Printf(slog.

app.Setting.CloseCDN =
{

slog.Printf(slog.

scanner.CDNCheck =

cdn. Init( )

RIEERE, AL Mkscantlinb & T =45, — I Ehttpiesilialt, — M EBITLINR BEE
&, —MNECONENHIEL.

XEBFENESR, FITEZICONIEUERIXE,



app.Setting.CloseCDN == {
); os.IsNotExist(err) ==

slog.Printf(slog.

app.Setting.CloseCDN =

{

slog.Printf(slog.

scanner.CDMCheck =

cdn.Init( )

XEHEFEECDNChedkiX/MEAtrue, ALBEahia,

REERRNNE=61E
(app.Setting.Target) > 0 {

InitKscan()

run.Start()

IRHHEEE
Start() {

watchDog()

wg = &sync.WaitGroup{}
wg. Add( )
DomainScanner = generateDomainScanner(wg)
IPScanner = generateIPScanner(wg)
PortScanner = generatePortScanner(wg)
URLScanner = generateURLScanner(wg)
HydraScanner = generateHydraScanner(wg)

start()

_, expr := app.Setting.Target {
pushTarget(expr)

}

slog.Println(slog.

stop()
wg.Wait()

XE{FERT golanghIMERIAESS, IBEERETERN.
BT, MRFEFT

DomainScanner = generateDomainScanner(wg)
IPScanner = generateIPScanner(wg)
PortScanner = generatePortScanner(wg)

URLScanner = generateURLScanner(wg)

HydraScanner = generateHydraScanner(wg)




= app.Setting.Target {

pushTarget(expr)
1
J

slog.Println(slog.

stop ()

wg.Wait()

BMIMESHIHRIET

XEALARIHX N start(&&

start() {
DomainScanner.Start()
IPScanner.Start()
PortScanner
URLScanner.
HydraScanner.Star

time.Sleep(time.

slog.Println(slog.

FIHE— TN, BRHEXERStartEE

(c *client) Start() {

c.pool.Run()

RIRERIFHRUN



(p *Pool) Run() {
). Done

). threads; i++ {
)
(p.Interval)

).wg . Wait ()

ABAXEBEANR FRAMRTIERE T
HpiiE o EiEih BmEES, FREEESEHNT.
RE—MESBR— MERIAINES, EEEH=SET.

ZFLM&fscani®BkscaniXffidfies, #BMAgolangkE, HMEFIAgolanglIEF AR FIE, BEFFHIR/\AY
BHA.

fscanfUIFEMIEERBRIHRERT, (tEER, EEEFHEEREBNgolangRARIsynciEiR:

0O A
found := results {

AliveAddress = (AliveAddress, found)

Addrs {

ect(addr, results, timeout

X EBfthAYm O3 2 FAPortConnectER &N Tim &

RHEEE



PortConnect(addr Addr, respondingHosts adjustedTimeout wg *sync.WaitGrou

host, port := addr.ip, addr.port

conn, err := common.WrapperTcpWithTimeout ( fmt.Sprintf( ), time.D

0 A
conn != {
conn.Close()

O

erp == {
address := host + + strconv.Itoa(port)
result := fmt.Sprintf( )
common.LogSuccess(result)
wg.Add( )
respondingHosts <- address

EITHME—NE—T
XEEZTERR

MrapperTchithTimeout[network address timeout time.Duration) (net.Conn
d := &net.Dialer{Timeout: timeout}
WrapperTCP(network, address, d)

MrapperTCP[network address forward * net.Dialer) (net.Conn

conn net.Conn
Socks5Proxy ==
err
conn,err = forward.Dial(network, address)
err !=
{
dailer, err := Socks5Dailer(forward)
err !=
conn,err = dailer.Dial(network, address)
err !=

*Dialer) Dial(network, address ) (Conn ) {
.DialContext(context.Background(), network, address)

BEAWBREM T
DialZgolangBHHI—MeS2s, EIT—MNEE—T.
EILEZIfscanAUIXER

PortConnect(addr Addr, respondingHosts adjustedTimeout
host, port := addr.ip, addr.port
conn, err := common.WrapperTcpWithTimeout ( fmt.Sprintf(

04

conn !=

ation(adjustedTimeout)*time.

conn.Close()

HABER, #EMtcpatihi), fARdial—TX M host:portlIMEMIE, BRI ERE CIRENATE,




XA ERftAIportiIEAIFIE, REE.

fscanBUZ A2 RINE

i < workers; i++ {

0 {

addr := Addrs {

PortConnect(addr, results, timeout, |&wg)
wg.Done()

HRgolangthiZ 5%,
ok, XEEFEE, FFAiIAkscan,
Start() {

watchDog()

wg = &sync.WaitGroup{}
wg.Add ( )

DomainScanner = generateDomainScanner/(wg)

IPScanner = generateIPScanner/(wg)
PortScanner = generatePortScanner/(wg)
URLScanner = generateURLScanner/(wg)
HydraScanner = generateHydraScanner|(wg)

start()

_, expr : app.Setting.Target {
pushTarget (expr)

}
slog.Println(slog.

stop ()
wg.Wait()

XEKIBFIAgolanghItME, RRIEWeEA—MTIERF, XEATHfscanItbinEAIS,
MITEFKscaniin IFHEEEAMAT,

LI 2RI AE




(app.Setting.Target) >

InitKscan()

run.Start()

elapsed := time.Since(startTime)
slog.Printf(slog. elapsed.String())
slog.Println(slog.

Start() {

watchDog()

wg = &sync.WaitGroup{}
wg.Add( )
DomainScanner = generateDomainScanner(wg)
IPScanner = generateIPScanner(wg)
PortScanner = generatePortScanner(wg)

URLScanner = generateURLScanner(wg)

HydraScanner = generateHydraScanner(wg)

start()

expr := app.Setting.Target {

pushTarget(expr)
I
slog.Println(slog.

stop()
wg.Wait()

generatePortScanner(wg *sync.WaitGroup) *scanner.PortClient {

PortConfig := scanner.DefaultConfig()

PortConfig.Threads = app.Setting.Threads

PortConfig.Timeout = getTimeout( (app.Setting.Port))
app.Setting.ScanVersion == {
PortConfig.DeepInspection =

}.

client := scanner.NewPortScanner(PortConfig)

client.HandlerClosed = (addr net.IP, port

Iy

client.HandlerOpen = (addr net.IP, port ) {
outputOpenResponse(addr, port)

}.

client.HandlerNotMatched = (addr net.IP, port response
outputUnknownResponse(addr, port, response)

Iy

client.HandlerMatched = (addr net.IP, port response *gonmap.Response) {

URLRaw := fmt.Sprintf( response.FingerPrint.Service, addr.String()

URL, _ := url.Parse(URLRaw)

appfinger.SupportCheck (URL.Scheme) ==
pushURLTarget (URL, response)

Iy
outputNmapFinger(URL, response)
app.Setting.Hydra == {




NewPortScanner(config *Config) *PortClient {
client = &PortClient{
client: newConfig(config, config.Threads)
HandlerClosed: (addr net.IP, port ) {r
HandlerOpen: (addr net.IP, port ) {r
HandlerNotMatched: (addr net.IP, port response ) {r
HandlerMatched: (addr net.IP, port response *gonmap.Response) {}
HandlerError: (addr net.IP, port err ) {}
}.
client.pool.Interval = config.Interval
client.pool.Function = (in {1 1
nmap := gonmap.New()
nmap.SetTimeout(config.Timeout)
config.DeepInspection ==
nmap.0OpenDeepIdentify()
}.
value := in.(fool)
status, response := nmap.ScanTimeout(value.addr.String(), value.num *config.Timeout)
status {
gonmap.
client.HandlerClosed(value.addr, value.num)
gonmap.
client.HandlerOpen(value.addr, value.num)
gonmap.
client.HandlerNotMatched(value.addr, value.num, response.Raw)
gonmap.
client.HandlerMatched(value.addr, value.num, response)

XEftEANgolangSLIfINnmap, HEIRHEEE

(n *Nmap) ScanTimeout(ip port timeout time.Duration) (status Stat
ctx, cancel := context.WithTimeout(context.Background(), timeout)
resChan = make( )

0 {
(resChan)
cancel()

J; r = nil {
fmt.Sprint(r) !=

FO
status, response = n.Scan(ip, port)
resChan <-

FO

{

<-ctx.Done():

<-resChan:
status, response

.ScanTimeout(ip string, port int, timeout time.Duration) (status Status, response *Response)




(n *Nmap) Scan(ip port ) (status Status, response *Response) {
probeNames ProbelList
1.bypassAllProbePort.exist(port) == {
probeNames = (n.portProbeMap[port] .allProbeMap...)
{
probeNames (n.allProbeMap .portProbeMap[port]...)
}

probeNames (probeNames, n.sslProbeMap...)

probeNames probeNames.removeDuplicate()

firstProbe := probeNames[0]
status, response = n.getRealResponse(ip, port .timeout, firstProbe)
status == || status ==
otherProbes := probeNames[1:]
.getRealResponse(ip, port *time. otherProbes...)

(n *Nmap) getRealResponse(host port timeout time.Duration, probes ... ) (status Statu
status, response = n.getResponseByProbes(host, port, timeout, probes...)
status !=
response.FingerPrint.Service == {
status, response := n.getResponseBySSLSecondProbes(host, port, timeout)
status ==

status, response

Reader Mode 1
*Nmap) getResponseByProbes(host timeout time.Duration, probes ... ) STatug

responseNotMatch *Response
requestName := probes {
.probeUsed.exist(requestName) {

F
.probeUsed = (n.probeUsed, requestName)

p := n.probeNameMap[requestName]

status, response = n.getResponse(host, port, p.sslports.exist(port), timeout, p)

status == || status ==
responseNotMatch

status == 1{
responseNotMatch = response

responseNotMatch !=




(n *Nmap) getResponse(host
port == {
DnsScan(host, port)

timeout time.Duration, p *probe) (Status, *Respoi

I
text, tls, err := p.scan(host, port, tls, timeout
erp I= {
strings.Contains(err. 0 )
strings.Contains(err. 0 )

p.protocol == && strings.Contains(err

response := &Responseq
Raw: text
TLS: tls
FingerPrint: &FingerPrint{}

(p *probe) scan(host timeout time.Duration, size
uri fmt.Sprintf(

sendRaw := strings.Replace(p.sendRaw fmt.Sprintf(

text, err := simplenet.Send(p.protocol, tls, uri, sendRaw, timeout, size)
err ==
strings.Contains(err. @] ) && tls == {

text, err := simplenet.Send(p.protocol uri, p.sendRaw, timeout, size)
text err

text, tls, err

Send(protocol tls netloc data duration time.Duration
tis {

size

LsSend(protocol, netloc, data, duration, size)

tcpSend(protocol, netloc, data, duration, size)

EIXEHS AT MRRHETR D, —MEFssIiY, — AW, FeBEAHRtcpSend

tcpSend(protocol netloc data duration time.Duration
protocol = strings.ToLower(protocol)
conn, err := net.DialTimeout(protocol, netloc, duration)

err !=

size

conn.Close()
err = conn.Write([] (GEYEDD)
err I=

buf []
tmp = make([]
length

|DialTiremUt(network address timeout time.Duration)
d := Dialer{Timeout: timeout}

d.Dial(network, address)

(d *Dialer) bial(network address

.DialContext(context.Background(), network, addre

=
55)

BB A SR T




BARTR, RNHELHEZLERNEZgolanghydialt&iR, ffscanigG X3,

Aft4ifscan55EE, RRAMAFREENBESERMEECSE—TEER

COMIman
B config.g
gi

WrapperTcpWithTimeout(network, address timeout time.Duration) (net.Conn
d := &net.Dialer{Timeout: timeout}
WrapperTCP(network, address, d)

{BRkscanBT¥X, Bidgonmapi/gAAEI TiX/ \Dial, EXIRTHK, KE!

ok, BPAXANILLTR, HLMESZ—H, BRIEREHBE—HR, TLIERAREEREMTE LR
SHEAKRER.

EREBIRIRkscanfFERBEEREIFELTL, GE— I TUFAHERBELZENA.
P ARG, FHAJBEIFZIEEIERI L MERERS

¥ cdngo » | @ rungo © | & yp

Start() {
watchDog()

WaitGroup{}

etting.Target {

ERIXERAE, FBEREMXNPortScanneras SRR MAIS %,

MIXEERBIBA9IXNgeneratePortScannerd



-] cdn.go

8§ kscango § rungo

generatePortScanner|
PortConfi
PortCc
PortCc

type-client.go

aitGroup) *scanner.Po
fig()

ing.Threads

-] pool.go

&ty‘pe—nmap.go Ety‘pe-probe.go

Y

8§ type-client-port.go

eout( (app.Setting.Port))
ScanVersion == |

g.DeepInspection

scanner.NewPortScanner (PortConfig)

dlerClosed = (addr net.IP, port

client.HandlerOpen = (addr net.IF

Response(addr, port)

client.HandlerNotMatched = (addr net.IP, port response

tput Response(addr, port, response)

client.HandlerMatched = (addr net.IP, port response *gonmap.Response) {

URLRaw :
URL

mt Ca

rintf( response.FingerPrint.
_ := url.Parse(URLRaw)
ortCheck(URL.Scheme) ==

response)

apFinger(URL, response)
g.Hydra == |
response.FingerPrint. ! hydra.0k(protocol) {

HydraScanner.Push(addr, port, protocol)

client.HandlerError =
0g.

(addr net.IP, port

slog.Println(slc

BB EP—OBNXENE, MEATRE287178Y

client scanner.NewPortScanner(PortConfig) // HifclientsE X 7 H#H:OMEL, Sk

S

generatePortScanner (wg xscanner. Po

PortConflg := scanner.Def

app.Setting.Threads

PortConflg.Threads =

PortConfig.Timeout = (app.Setting.Port))
app.Setting.ScanVersion == {
PortConfilg.DeepInspection

client

:= scanner.NewPortScanner(PortConfig)

client.HandlerClosed = (addr net.IF, port

XNMeEXENTER, —2BE, BAA.
FTMNXREEEIE.

generatePortScanner(wg *sync.WaitGroup) *scanner.PortClient {

REUENNSEI I IER, HLHEIENS.




FhwgitE, 2MEMsync.WaitGroup KBAYEET, FgolanglEERc, Frligolang KEMIFEFEIE
FHXFMEE,

XA weglEHRIIBRIRBTIMEZANREY, BT HRELRIF RSB FREBT.
RIEBERIREE

*scanner.PortClient
XERE—T
PortClient
(addr

(addr

(addr

(addr

client
config *Config
pool  #*pool.P

deferFunc

BRRREER—MERSARIETT
RERXNMEANE T —MEEIR, Aclient, BEMTEENMHNLEBSEH, UR— TR,
FEFE

Handler Sec (addr net.IP, port

Handle 1 (addr net.IP, port

)
Hand 3 ec (addr net.IP onse *gonmap.Re

HandlerError (addr

XEE XA MREERARIEREL, YA T EIREPRIARRE
BiRNABSRIT



er(PortConfig)
(addr net.IP, port

client.HandlerOpen |= (addr net.IP, port
outpu se(addr, port)

}_

client.HandlerNotMatche (addr net.IP, port response
outputUnk (addr, port, response)

}_

client.HandlerMatched |= (addr net.IP, port response xgonmap.R

URLRaw := fmt. intf( response.FingerPrint. yice, addr.! ng(), port)

outputNmapFinger(URL, response

I
sponse.FingerPrint.Service; hydra.0Ok(protocol) {
HydraScanner.PL addr, port, protocol)

r.PoriClient  func(addr ne

client.HandlerError| = (addr net.IP, port

client

BER, HINXAPMEHRESIS RN, wOZHTF
LFEX N ENEEREL

client.HandlerOpen = (addr net.IP, port
ddr, port)

NRBAZRKAN, BMEXD

client.HandlerClosed = (addr net.IP, port

BELEXANER, /EEEgenerateiX—Er, RELINBLE, HASCHMEARRINEE, BIXMNRERR
OIEITHEEREY, (BEREIEH TR OEAIRIFAEXE, mEES—ET.

RMZIEMISCRRINREAS D &,

HI-NFESE.

XERAZSIETES, RREROEME:



wg. Add( )

DomainScanner =

IPScanner =

PortScanner = gene

URLScanner = generateURLScanner(wg)
HydraScanner = generateHydraScanner(wg)

|generateP0rtScanner(wg *sync.WaitGroup) *scanner.PortClient {
PortConfig := scanner.DefaultConfig()
PortConfig.Threads = app.Setting.Threads
PortConfig.Timeout = getTimeout (app.Setting.Port))
app.Setting.ScanVersion == 1
PortConfig.DeepInspection

3
client := scanner.NewPortScanner(PortConfig)
client.HandlerClosed = (addr net.IP, port ) {

WechrtScanner(cnnfig *Config) *PortClient {
client = &PortClie
client: newConfig(config, config.Threads)
HandlerClosed: (addr net.IP, port ) {}
HandlerOpen: (addr net.IP, port ) {}
HandlerNotMatched: (addr net.IP, port response ) {}
HandlerMatched: (addr net.IP, port response xgonmap.Response) {}
HandlerError: (addr net.IP, port erp ) {}
I
client.pool.Interval = config.Interval
client.pool.Function = (in M {
nmap := gonmap.New()
nmap.SetTimeout(config.Timeout)
config.DeepInspection ==
nmap.0OpenDeepIdentify()
b
value := in.(fool)
status, response := nmap.ScanTimeout(value.addr.String(), wvalue.num *config.Timeout)
status {
gonmap.
client.HandlerClosed(value.addr, value.num)
gonmap.
client.HandlerOpen(value.addr, value.num)
gonmap. :
client.HandlerNotMatched(value.addr, value.num, response.Raw)
gonmap.
client.HandlerMatched(value.addr, value.num, response)

client

BTEANmapAInmap.ScanTimeoutiRE, SARIKEEER status

SAERYEstatush EERAS AIEIEREL, T




Lue.addr, value.num)

t.HandlerOpen ve.addr, value.num)

gonmap.
client.HandlerNotMatched(value.addr, value.num
gonmap.

client.HandlerMatched(value.addr, value.num

REHERE E—F, EIEEREEHE

Finger(URL, response)

ting.Hydra == {
protocol := response.FingerPrint.Service; hydra.Ok(protocol) {
HydraScanner.Push(addr, port, protocol)

(addr net.IP, port ) {
fmt. Sprintf(

slog.Println(slog.
}
client.Defer(

wg.Done()

REEAIZE, HET E—ERXE



start() {

Wg
DomainScanner = g

PortScanner = g
URLScanner =
HydraScanner

app.Setting.Target {
expr)

app.Setting.Target {

expr)

slog.Println(slog.

stop()

XBRMIREFRE—&5E
BicEstart



start() {

IPScanner
PortScar
URLScanner
HydraScanner
time.
slog.Println(slog.

— 1 golEREE, MEBMN—IMME, REXEstartiIERHMIRICXL(ESBER LXK,
[EEXEREZEBmHE

expr := app.Setting.Target {
pushTarget(expr)
I

slog.Println(slog.

op()

wg.Wait()

Hxm2Es
FoAaforfBEIMEBIMENRITargetS#— NI HR
AEFApushTargetEEHE

XEBRH—T



pushTarget(expr

expr == {

expr == Il expr ==

clipboard.Unsupported == {
slog.Println(slog. runtime.
Iy
clipboardStr, _ := clipboard ALL()
line := strings.Split(clipbhoardStr
line = strings.Re ceAll(line

get(line)

uri.IsIPv4(expr) {
IPScanner.Push(net.ParseIP(expr))
app.Setting.Check == {
pushURLTarget(uri. ~se("h +expr)

+expr)

XEBER(EZERI TEAYER T PortScanner.PushAgt&ELR

uri.Is C {
netloc, port := uri.SplitWithNetT ort(expr)
uri.IsIPv4(netloc) {
PortScanner.Push(net.ParseIP(netloc), port)

*PortClient) Push(ip net.IP, num

(fool{ ip num})

XEEEB—Moo 1 LK

fool

addr net.IP

num

SRR, WURHERT

BIREXMpool



(p *Pool) Push(i
).Done {

ELIEHESIFIR

Pool

Function

threads

Interval time.Duration

JobsList *sync.Map

length

wg *sync.WaitGroup

Done

FIXE e REERX T, KFX M kscanfVimfHEE,
XEBMLFIE—IX
7




PortScanner = generatePortScanner(wg)

XESLHY PortScanner

N
BIEEEEE
Ria

expr := app.Setting.Target {
pushTarget(expr)

EEAENRASERE
MXAANER, BERETHE, BNBCERBIEIREES, BINERL.
RiaHEsynchIERD
stop()
wg.Wait()

XEERSHERE
33:10)

wg.Wait()

XERERERER T XWOIENERMER

0x03 EthRIRAI N A FEAIELN

XEmASEEANXMEX, EftAEHERE, tbalN34-38rIX5615


af://n244

Start() {

DomainScanner =
IPScanner =

PortScanner =
URLScanner =
HydraScanner =

t(

expr := app.Setting.Target {
pushT t(expr)
¥

slog.Println(slog.

M34(TFHIRERS

|generateDDmainScanner(wg *sync.Wa p) *scanner.DomainClient {

DomainConfig := scanner.DefaultConfig()

DomainConfig.Threads =

client := scanner. ainScanner(DomainConfig)

client.HandlerRealIP (domain ip net.IP) {
IPScanner.Push(ip)

client.HandlerIsCDN = (domain, CDNInfo
rd(domain, CDNInfo)

client.HandlerError = (domain

slog.Println(slog. domain, err)

client




anner (config *
&DomainClientd{

(domain

(domain
(domain

config.Interva

re(domain, 1ip)
{

erRealIP(domain

client.HandlerRealIP(domain

client

Resolution(domain ) (
ips, err := dns.LookupIP(domain)
err !=
ips[0]

LookupIP(domain
IPs []
lastErr
resolver := resolvers {
0O A
querySemaphore <- {H}
() { <-guerySemaphore }()

ips, err := resolver.LookupIPAddr(context.Background(), domain)
erp != {
lastErr = err

ips A
(IPs, v.IP.String())

}
IPs = misc.RemoveDuplicateElement(IPs)
IPs, lastErr

XBESLARRE, HELT.




REANFERRRAFREILZEFRZFRdnsserver>ki#tr, EAdnsserverfU#E/THIE, @G LLurl
AIREA—ERERRITE,

RS, FiEAZIcdn, EIHEXBMTIEH,
Rt EEEREFRIEERdomainServersiX BN Y —H#Eserver

(
domainServers

MERE TS TEIN L dnsserver, R AEEINASADE,
BEEINLE, m—%, SERBEHRRMAEurlflip, MmFEizkElcdn,
SRR EE RS RXER




package dns

import (
"context"
"github.com/miekg/dns"
"kscan/lib/misc"
"net"

"time"

var domainServers = []string{
"114.114.114.114:53",
//"8.8.8.8:53",
223666353,

var resolvers = generateResolver()

func LookupCNAME(domain string) ([]string, error) {

var lastErr error

for _, domainServer := range domainServers {
CNAMES, err := LookupCNAMEWithServer(domain, domainServer)
if err != nil {

lastErr = err

}
return CNAMES, nil

}

return nil, lastErr

REM N dnsserver

AEBINRBMEXERS, PEERNETERBIurfip, LATEEmERNIE

Tips: TEWindowsiZ{ERA T, T LA 83K 55 BKSCAN_COLOR=TRUE, FEFi & B =

[+]2023/10/10 14:16:52 HATIRE A : windows, HHRIZH: utf-8

[+]12023/10/10 14:16:53 FLIANEHTTPE 5 : [24758] &

[+12023/10/10 14:16:53 pEIOANENMAPIRET: [150]14 }Ellty[ll916]d<

[+]2023/10/10 14:16:53 ffﬁiﬂﬂ%ﬂqury-dat,#‘%aiﬂFﬂJCDNL,LJIJJac. A] { Fi-DnZ #1 X 1% T &8

[+]2023/10/10 14:16:54 Domain. IP_ Port URL. Hydra3|% BS54

cdn://baidu.com CDN&E = CDNInfo:IPMitt, BARER—MER, %15 o #EEF 7 CDN,Domain: bal
du.com,Length:0

cdn://taobao.com CDN#&E = Length:0,CDNInfo:ig M Z AN IPHLE, BATER —MER, 2 ZFTRE(E

F4 ,Domain:taobao.

cdn://qq.com CDN& = Length:0,CDNInfo:IPHtll, BARER—MER, %A TRE A T CON,
omain:qq.com

http://tentcent.com 502BadGateway Digest:</hl></center>\r\n<hr><c,Length:339, Port:80,Domain:ten
cent.com

[+]2023/10/10 14:16:55 FrEIAEESE TRTE

Tips: BJLAEM--spy 172, §&34172.16.0.1/12 TR X FF R

[+]2023/10/10 14:18:52 M¥F[IRIEE A windows, HIHHIBA: utf-8

[+]12023/16/10 14:18:52 R INANECHTTPIE 42 : [24758] 5%

[+]12023/10/10 14:18:52 mINfNHENMAPIR £ : [150]1, 54 [11916]%

[+]12023/10/10 14:18:52 f U Elqqury.dat, § B 2 S EHCONIE WINEE, BT A-Dns 83 % Th &

[+12023/10/10 14:18:53 Domain, IP. Port. URL. Hydra3|#B/E& %

http://tentcent.com 502BadGateway Port:80,Domain:tentcent.com,Digest:color=\"white\">\r\n<cen,
ngth:339

[+]2023/16/16 14:18:55 FIEHAMESE T R=E

http://taobao.com A= FingerPrint: 15 % 0A(EKP) ; Citrix-Netscaler;KISSY;Tengine;HTML5,
ength:93507,FoundIP:0.0.603,730.0.0.1,832.0.,Port:80,Domain:taobao.com, FoundDomain:.com  sf.taobao.com.  ju.ta,Digest:jF)|
SHEMITMNEAON LR EE, RS LR,

https://taobao.com hEE FingerPrint: 5 & 0A(EKP) ; Citrix-Netscaler;KISSY;Tengine;HTML5,
ength:93507, FoundIP:.0.0.603,730.0.0.1,832.0,Port:443, Domain:taobao.com,FoundDomain:hk, food.tmall.com, jia.ta,Digest:"
EEEHEMTMRANN ERXZFEES, RBUESERD

http://baidu.com BE—T, {ReiAE Digest: @ BKMGRIPXERSIE. HAFILWEBEFEEMIRE, Lengy]
:100977,FoundDomain:idu.com, d.hiphotos.baidu,Domain:baidu.com,FingerPrint:JQuery;HTML5,Port:80

https://baidu.com BE—T, RuME Port:uu3 Digest: ML P NHE RS E, BHFIIMREEE ]
EY,Length:401142,Domain:baidu.com,FoundDomain:  tll.baidu.com, t12.baidu,FingerPrint:JQuery;HTMLS

http://163.com " 2 Digest: "/ 3 M B EEFEIFLFH B A B IR R T UL =8I E£L, Length)
603186,Domain:163.com, FoundDomain: .com, id5.163.com, run.spo,Port:80,6 FingerPrint:Windows;DigiCert-Cert;360-Webmaster-P|
tform; Sogou-Webmaster-Platform;Apache-Struts2;Frame;baidu-webmaster-platform;google-webmaster-platform

hﬂﬁlﬂmcm T %M4%Dw5tW@Wm%émﬁﬁﬁmak%ﬁﬁliﬁﬁﬂr>
; S, . L . i




AL ERIEEIN LIS ERserverZ FR T RIRBcdn T,

thigBip, FILFBEBRITERKEERIserver PR T SR,

BABABIR? XBAREL, MEXNIREREHRBIIEMR,

B EERIRMEE T — LNk, FIRNENRERE, 1BINESE, SEdomianFiERIESES, BB
RIXANERE, ARHEAFHET

FREARTXPserverfyE

HNINREEANTF, B—TEA9BIE, SARIEINFIMTRINER.

Http9FMiSan s, BT, EEfscant¥, BHSRERESR, X kscanfIEEY, LERBHEFRE
ZEMA, — N ILEEXAME, EXAEFTFHA,

YR

BX B EENBFIFTCONAIZIE, X NMEEEMNIK+ERX

fR/RARICHS R CDNTEIX

FindWithDomain(domain ) (
IPs, err := dns.LookupIP(domain)
err I= {
slog.Println(slog. domain
err

uri.SameSegment(IPs...) ==

func SameSegment(ips ...string) bool {
if len(ips) == @ {
return true
}
first := ips[@]
_, hetwork, _ := net.ParseCIDR(first + "/24")
for _, ip := range ips[1l:] {

if Contains(network, net.ParseIP(ip)) == false {

return false

j

return true

XMUBHAEER, #EkR
NFINRAINT Z4Nip, BRAMARIEER—"Nip, RATRZL3ERCER.

REBNEEipFAforfEARMEYENptsk, ARMREEAIpFIREAYipE— RS, BPRiERS,
= i S[de N

GFIFYF, XA, BRCRRRIFERNEEE IR,



dn://baidu.com CDN#& =
gt ,Domain:baidu.com

dn://taobao.com CDN& =
Domain:taobao.com

ssh://u7.254.33.193:22 ssh
BB Z = HfJE = ,Length:41,Digest: "¢
p)
dn://qq.com CDN& =

ERRFILEET, B,
(BERALAASIETBEE 7T —FER, SE—HCDNF, HTEE—CERIICONAIP.
REREZINT M RIENFIE, REFTATRY, BETE

SameSegment (ips ...

first := ips[0]
network, _ := net.ParseCIDR(first +
_, ip := ips[1:]1 {
Contains(network, net.ParseIP(ip)) ==

FBHMEERICONFIRTER 73 F AT HHSRAVIpAICERFIBT, BB cnameRJFI#T.

chame := CNAMES {
strings.Contains(cname

BEHEmamethiIREBcdn, BFiEREe, #rAcdn,
XNRREAE, R,

REHRETENRBLBE T —MiER, MEHsTHERAPKIE,
XANKIEIE, F—HR0, HRARTERE TR ER, WO,



http://147.96.193.199:81 B BB = Web 7 FB By Kk 15 Port:81,FoundDomain:yundun.console.aliyun.co,FingerPrint:Tengi,
ne;HTMLS; Tenginehttpd;cpe: Digest: f] B z K7 A [ K 43 &) {4 o 32 B B = 7 AR B3 DK 355 o) ik 1 A, Length : 11000, Addr: T iT &M B E =
http://47.96.193.199:7001 B E2 = Web A7 FH B K 155 FoundDomain:yundun.console.aliyun.co,FingerPrint:Tengine;HTML5
;Tenginehttpd;cpe:,Port:7001, Addr: # ;T & #i M T E =, Length: 11000, Digest: " fi B2 = 7 B B K 5% fi] 4 oh ST FaJ BB = Joz R B oK 455 0 i
pop3://47.96.193.199:110 response is empty Port:110,Length: 0@
shell://U47.96.193.199:514 response is empty Length:0,Port:514

XEBEFBE— 3R filter, EHER, AREEITXIMRITEZE, MELEERHITESAIX M

=,

BLRREHERD, kscaniXBHSTE/MFHHIHES.

Eiz{THORYR, BRRARMIA TR, (BEftt=BahiambE2 TP,
1EE BAMBITE?

BEEERAITRERVE

(app.Setting.Target) >

InitKscan()

run.Start()

Etaht() {

watchDog()

wg = &sync.WaitGroup{}
wg . Add( )
DomainScanner = generateDomainScanner(wg)
IPScanner = generateIPScanner(wg)
PortScanner = generatePortScanner(wg)
URLScanner = generateURLScanner(wg)
HydraScanner = generateHydraScanner(wg)

generateDomainScanner(wg *sync.WaitGroup) *scanner.DomainClient {
DomainConfig := scanner.DefaultConfig()
DomainConfig.Threads =
client := scanner.NewDomainScanner(DomainConfig)
client.HandlerRealIP = (domain ip net.IP) {
IPScanner.Push(ip)
Ir
client.HandlerIsCDN = (domain, CDNInfo
outputCDNRecord(domain, CDNInfo)
Iy
client.HandlerError = (domain
slog.Println(slog. domain, err)
Ir
client.Defer( 0 1
wg.Done()
i)

client




DomainScanner = generateDomainScanner(wg)
IPScanner = generateIPScanner(wg)
PortScanner = generatePortScanner(wg)
URLScanner = generateURLScanner(wg)

HydraScanner = generateHydraScanner(wg)

generateIPScanner(wg *sync.WaitGroup) =xscanner.IPClient {
IPConfig := scanner.DefaultConfig()
IPConfig.Threads =
IPConfig.Timeout = * time.
IPConfig.HostDiscoverClosed = app.Setting.ClosePing
client := scanner.NewIPScanner(IPConfig)
client.HandlerDie = (addr net.IP) {
slog.Println(slog. addr.String()
+
client.HandlerAlive = (addr net.IP) {

slog.Println(slog. addr.String()
port := app.Setting.Port {
PortScanner.Push(addr, port)
}
+
client.HandlerError = (addr net.IP, err ) {
slog.Println(slog. addr.String(), err)

}

client.Defer( O {
wg.Done()

B

wg = &sync.WaitGroup{}
wg . Add( )
DomainScanner = generateDomainScanner(wg)
IPScanner = generateIPScanner(wg)
PortScanner = generatePortScanner(wg)
URLScanner = generateURLScanner(wg)
HydraScanner = generateHydraScanner(wg)




cPortClient {

HandlerMatc
HandlerkE

Fun
1= gonmap.N

nmap .

config

value.num *config.Timeo

e.addr, value.num)

lue.addr, value.num)

Ue.num

alue.num, r

client

FRIAESER— P ERERAYITAE

BER#Z, domianggf#fTakip, BB RipE SN,
ipgEiE, BBEmFFREXIMipAYRO.
RIe—L LB TE.

FFF, I EMRE.
HIEREEX M ERKIETT, WIESEEINE.

BHAEER, HATEEESXEMFM.

expr app.Setting.Target {
pushTarget(expr)




pushTarget(expr

expr == {

expr == || expr ==
clipboard.Unsupported == {
slog.Println(slog. runtime.
}
clipboardStr, _ := clipboard.ReadA11()
line := strings.Split(clipboardStr
line = strings.Re L1(line
pushTarget(line)

SEMFE ALME—MERHERSR
SRS AR

pushTarget(expr

expr == {

expr ==

ERXBAEELT, FRRERERRBERIN AR KIEUIN, HiZpass
LMF A2 MERDAH

ERERER—R, XLIRA, WJREARTRAKE, TEERZERN, MRXMFLE, EHTSETT
T, BRI

mssql://U7.96.193.199:1433 response is empty Port:1u433,Length:0@
pop3://U47.96.193.199:110 response is empty Port:110,Length:0

pop3://U47.96.193.199:110 response is empty Length:0,Port:110
rdp://47.96.193.199:3389 response is empty Port:3389,Length:0@

FItEEEN— M EATVWER, FBINT,
FREME—NipHTAS NN, MAENEEE™R, Bk,

const NUM_PORTS_TO_CHECK = 50 // {KnJ DLl EOMAT R4k A S A ) A i

type PortClient struct {
*client



HandlercClosed func(addr net.IP, port int)

Handleropen func(addr net.IP, port int)

HandlerNotMatched func(addr net.IP, port int, response string)
HandlerMatched func(addr net.IP, port int, response *gonmap.Response)
HandlerError func(addr net.IP, port int, err error)
heuristicChecked map[string]lbool

func (client *PortClient) heuristicCheck(addr net.IP, config *Config) bool {
if _, alreadycChecked := client.heuristicChecked[addr.string(];
alreadycChecked {
return false

3
openPortsCount := 0
nmap := gonmap.New()
nmap.SetTimeout(config.Timeout)
for i := 1; i <= NUM_PORTS_TO_CHECK; i++ {
status, _ := nmap.ScanTimeout(addr.string(), i, 100*config.Timeout)

if status == gonmap.Open {
openPortsCount++

client.heuristicChecked[addr.string()] = true
return openPortsCount >= NUM_PORTS_TO_CHECK

func NewPortScanner(config *Config) *PortClient {
var client = &PortClient{

client: newConfig(config, config.Threads),

HandlercClosed: func(addr net.IP, port int) {3},

HandTleropen: func(addr net.IP, port int) {},

HandlerNotMatched: func(addr net.IP, port int, response string) {},

Handlermatched: func(addr net.IP, port int, response *gonmap.Response)
{},

HandlerError: func(addr net.IP, port int, err error) {3},

heuristicChecked: make(map[string]bool),

client.pool.Interval = config.Interval
client.pool.Function = func(in interface{}) {
value := in.(fool)

// Ak
if client.heuristicCheck(value.addr, config) { // Pass config here
fmt.Printf("Skipping %s due to heuristic detection of open ports\n",
value.addr)
return

nmap := gonmap.New()

nmap.SetTimeout(config.Timeout)

if config.DeepInspection == true {
nmap .OpenDeepIdentify()



status, response := nmap.ScanTimeout(value.addr.string(), value.num,

100*config.Timeout)
switch status {
case gonmap.Closed:

client.HandlerClosed(value.addr, value.num)

case gonmap.Open:

client.Handleropen(value.addr, value.num)

case gonmap.NotMatched:

client.HandlerNotMatched(value.addr, value.num, response.Raw)

case gonmap.Matched:

client.HandlerMatched(value.addr, value.num, response)

}

return client

SEMAFES IWINRB B XET
[ER A TLINS

const ALIYUN_FIREWALL_KEYWORD = "[i] B =web/w B k"

type PortClient struct {

*client

HandlercClosed func(addr net.IP,
HandTleropen func(addr net.IP,
HandTerNotMatched func(addr net.IP,
Handlermatched func(addr net.IP,
HandlerError func(addr net.IP,

port
port
port
port
port

int)
int)
int,
int,

response string)
response *gonmap.Response)

int, err error)

func (client *PortClient) isAliyunFirewallDetected(response string) bool {
return strings.Contains(response, ALIYUN_FIREWALL_KEYWORD)

func NewPortScanner(config *Config) *PortClient {

var client = &PortClient{

client: newConfig(config,

HandTlercClosed: func(addr net.1IP,

Handleropen: func(addr net.IP,

HandTerNotMatched: func(addr net.IP,

HandTerMatched: func(addr net.1IP,
{},

HandlerError: func(addr net.IP,

config.Threads),

port
port
port
port

port

client.pool.Interval = config.Interval

int)
int)
int,
int,

int,

client.pool.Function = func(in interface{}) {

value := in.(fool)

nmap := gonmap.New()
nmap.SetTimeout(config.Timeout)
if config.DeepInspection == true

nmap .OpenDeepIdentify()

{

{1,

{},

response string) {1},
response *gonmap.Response)

err error) {},



status, response := nmap.ScanTimeout(value.addr.string(), value.num,
100*config.Timeout)

if response != nil & client.isAliyunFirewallDetected(response.Raw)

fmt.Printf("Detected Aliyun Firewall at %s, skipping the rest of the
scan\n", value.addr)
return

switch status {
case gonmap.Closed:
client.HandlerClosed(value.addr, value.num)
case gonmap.Open:
client.Handleropen(value.addr, value.num)
case gonmap.NotMatched:
client.HandlerNotMatched(value.addr, value.num, response.Raw)
case gonmap.Matched:
client.HandlerMatched(value.addr, value.num, response)

}

return client

]Y, 8Kz, BT,

EEXTMEERIN—responsefRBE, ERRAMAEGER, FRAFRMIMERBENGH, ELX
MIHKBREERSBTR, FLEHPSITIX.

rocrail://d7.96. .199:8051 response is empty Port:8051,Length: 0
rocrail://u7.96. .199:80851 response is empty Port:8051,Length:0
rocrail://u7.96. .199:80851 response is empty Port:8051,Length:0
rocrail://u7.96. .199:8051 response is empty Length:0,Port: 8051
rocrail://u7.96. .199:8051 response is empty Port:8051,Length:0
Detected Aliyun Firewall at .96.193.199, skipping rest of the scan
Detected Aliyun Firewall at .96.193.199, skipping rest of the scan
Detected Aliyun Firewall at .96.193.199, skipping rest of the scan
Detected Aliyun Firewall at .96.193.199, skipping rest of the scan
Detected Aliyun Firewall at .96.193.199, skipping rest of the scan
Detected Aliyun Firewall at .96.193.199, skipping rest of the scan
Detected Aliyun Firewall at .96.193.199, skipping rest of the scan
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response != && client.isAliyunFirewallDetected(response.Raw) {
fmt.Printf(

status {
gonmap.

client.HandlerClosed(value.addr, value.num)

gonmap.

client.HandlerOpen(value.addr, value.num)

gonmap.

client.HandlerNotMatched(value.addr, value.num, response.Raw)
gonmap.

client.HandlerMatched(value.addr, value.num, response)

client
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isBlockedIP(ip ) {
blocked := blockedIPs.Load(ip)
blocked

blockedIPs sync.Map

response != && client.isAliyunFirewallDetected(response.Raw) {
fmt.Printf(
blockedIPs.Store(value.addr.String()

XELEHEAVBB N ipTREER
BoBERIERTIER
c *PortClient) Push(ip net.IP, num ) £

IIP(ip.String()) {
rintf(

.pool.Push(fool{ i num})
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package scanner

import (
llfmtll
"github.com/Tcvvvv/gonmap"

net
"strings"
llsyncll

type fool struct {
addr net.IP
num int

const ALIYUN_FIREWALL_KEYWORD = "[il H Zweb FH B kik"

var blockedIPs sync.Map

type PortClient struct {

*client
HandlercClosed func(addr
HandTleropen func(addr

HandTerNotMatched func(addr
Handlermatched func(addr
HandlerError func(addr

net.
net.
net.
net.
net.

1P,
1P,
1P,
1P,
1P,

port
port
port
port
port

int)
int)
int,
int,

response string)
response *gonmap.Response)

int, err error)

func (client *PortClient) isAliyunFirewallDetected(response string) bool {
return strings.Contains(response, ALIYUN_FIREWALL_KEYWORD)

func NewPortScanner(config *Config) *PortClient {

var client = &PortClient{

client: newConfig(config,
HandTlercClosed: func(addr net.1IP,
Handleropen: func(addr net.IP,
HandTerNotMatched: func(addr net.IP,
HandTlermatched: func(addr net.1IP,
{},
HandlerError: func(addr net.IP,
3

client.pool.Interval =
client.pool.Function =
value := in.(fool)

nmap := gonmap.New()

nmap.SetTimeout(config.Timeout)

config.Threads),

port
port
port
port

port

config.Interval
func(in interface{}) {

if config.DeepInspection == true {

nmap .OpenDeepIdenti

fy O

int)
int)
int,
int,

int,

{1,

{},

response string) {1},
response *gonmap.Response)

err error) {},



status, response := nmap.ScanTimeout(value.addr.string(), value.num,
100*config.Timeout)

if response != nil & client.isAliyunFirewallDetected(response.Raw)

fmt.Printf("Detected Aliyun Firewall at %s, skipping the rest of the
scan\n", value.addr)

blockedIPs.Store(value.addr.string(), true) // Mark this IP as
blocked.

return

switch status {
case gonmap.Closed:
client.HandlerClosed(value.addr, value.num)
case gonmap.Open:
client.Handleropen(value.addr, value.num)
case gonmap.NotMatched:
client.HandlerNotMatched(value.addr, value.num, response.Raw)
case gonmap.Matched:
client.HandlerMatched(value.addr, value.num, response)

}

return client

func isBlockedIP(ip string) bool {
_, blocked := blockedIPs.Load(ip)
return blocked

func (c *PortClient) Push(ip net.IP, num int) {
if isBlockedIP(ip.String()) {
fmt.Printf("IP %s is blocked by Aliyun Firewall, skipping...\n", ip)
return

3
c.pool.Push(fool{ip, num})
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openPortCount sync.Map

PREIEIN— TR RN

o xPortClient) incrementOpenPortCount(ip
count, _ openPortCount.Load0rStore(ip
newCount := count.(int) +

openPortCount.Store(ip, newCount)
newCount > {

blockedIPs.Store(ip

fmt.Printf(

XENERHME, FRMERHENE— iphmOEEE=R.
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isBlockedIP(ip ) {
blocked := blockedIPs.Load(ip)
blocked

xPortClient) Push(ip net.IP, num

sBlockedIP(ip.String()) {
fmt.Printf(

1
J

c.pool.Push(fool{ i num})
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loadBlacklistedKeywords(filename
file, err := os.0pen(filename)
err != {

file.Close()
decoder := json.NewDecoder(file)
data {
Keywords [] json:
err := decoder.Decode(&data); err

err
=

blacklistedKeywords = data.Keywords

(client *PortClient) isBlacklisted(response
keyword := blacklistedKeywords {
strings.Contains(response, keyword) {

PARIEIN T — MR ISR A TEE

NewPortScanner(config *Config) *PortClient {

err := loadBlacklistedKeywords(
err I= {

fmt.Printf(

RaERRHENEEBE—HRY

response != && client.isBlacklisted(response.Raw) {
fmt.Printf( value.addr)

blockedIPs.Store(value.addr.String() )
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