IR 1 ------ ueditorifEiH F8LRIB D HriEHhR
0x01 JmiEE

AREFXNERE LERE, ESUXNM R LERR, BREH TERR.

RESRL T A TAMBIRHREITIRBwgetalEF certutil BB payloadsiZexe T EIBisles £, ARIET LS,

Rl

Ueditor L& IRIAEI +IMEEEE - pd0x0001 - 182 (cnblogs.com)

REFAEXEHTEMAAT, MEERE , XEFEHFRED.

0x02 ueditor CH#hRAERSARAT
* TEIFRREAH, HITES

B ERAMES » utfB-net > net »

| == e

B 2pp Code 2021/11/18 15:22

il ein 2016/8/10 11:05

.[E config.json 2016/8/10 11:05 JSON File
controller.ashx 2021/11/18 15:22 ASP.NET Generic...
E net.sln 2016/8/10 11:05 Microsoft Visual...
B README.md 2016/8/10 11:05 MD ZZ{5

iﬂ Web.config 2016/8/10 11:05 XML Configurati...

EmEX M controller.ashxi8HF—MzHlgs, BHEAOSR, REFmvcZigFidcontroller, FithinkphpBRfEziE =L
* FTHE—TIXMEB


https://www.cnblogs.com/hei-zi/p/13394764.html

8

9 public class UEditorHandler : IHttpHandler
{

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

public void ProcessRequest(HttpContext context)

{

Handler action = null;
switch (context.Request["action"])//RnZZELAFFEL ?action=xoodXEmEHYE

.{

|case "config"ﬂ

action = new ConfigHandler(context);
break;

|case "uploadimage":

action = new UploadHandler(context, new UploadConfig()//iX—aIiELlr HAA TIHEEEL
{/ iXEBfconfighiZEARSHIF TN config OFERFT BT config

1)

AllowExtensions = Config.GetStringList("imageAllowFiles"),
PathFormat = Config.GetString("imagePathFormat"),
SizeLimit = Config.GetInt("imageMaxSize"),

UploadFieldName = Config.GetString("imageFieldName™)

break;

[ case "uploadscrawl": |

action = new UploadHandler(context, new UploadConfig()

{

AllowExtensions = new string[] { ".png" },

PathFormat = Config.GetString("scrawlPathFormat"),
SizeLimit = Config.GetInt("scrawlMaxSize"),
UploadFieldName = Config.GetString(“scrawlFieldName"),
Base64 = true,

Base64Filename = "scrawl.png"

AEcase, MERRNEMEHEE:, SHMRIERAaction=configEAfEN, REHENGE, WEAERCcase, BIHARREILZLE.
BINEAIETRE, SBERETENBIEIES.
* EEEMNAFRENEIEE

wa

62
63
64
65
66
67
68
69
70

}

LT T e O R LI LT =% W S R SRR S R

"catchinage" J/ /KBRS TBkES

action = new CrawlerHandler(context);//3Effl{t—"crawlerhander HFLENEHIME
break;

default:

action = new NotSupportedHandler(context);

break;

action.Process();

AEXEBERIB N CrawlerHandler, Enew 3kl

break;

hmrr e m e sy e m—a e J mmerr g mm = ms ey e smamm e e ma m o=

case "catchimage"://iIXBEUSITHEE

defa

crifERIEE

action
break;
ult:

action
break;

new CrawlerHandler(context);//3Efff—crawlerhander tOF2BH4ME

new NotSupportedHandler(context);

/3

s

~
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using System.Web;

-public class CrawlerHandler : Handler

{

9 public CrawlerHandled(HttpContext context);
LO

11 public override void Process();

2 |}

O~ Oy 1 B

IFEF, EHRE, XERMHUARRTR, TRESGTRRERARANXHRE

B > EEEEES > utfB-net 5> net >

- [ App_Code 2021/11/18 15:22

| Bin 2016/8/10 11:05

l_if config.json 2016/8/10 11:05 M File

ol ; 2021/11/18 1 ASP.NET Generic...
|ﬁ| net.sln 2016/8/10 11:05 Microsoft Visual...
B README.md 2016/8/10 11:05

l'il Web.config 2016/8/10 11:05 XML Configurati...

XEFHKE T X RIAY s34
B> EFAHES > utfBnet > net > AppC

B ==
B Config.cs 2021/11/18 14:12 C# Source File
[B] ConfigHandler.cs 2016/8/10 11:05 C# Source File

B B CrawlerHandler.cs 2021/11/18 15:22 C# Source File

5 6/8/10 11:05 C# Source File
ource File
portedHandler.cs y 0 11:0 ource File

[E) PathFormater.cs 2016/8/10 11:05 C# Source File

[B| UploadHandler.cs 2016/8/10 11:05 ource File

CSIHTRAHIHATIREG, ¢ sharp = cs, BRAA, HEBN, THERTRXARAIRNGE.



REIFE—T

CrawlerHandler.cs + x gl H Y

o I = %z CrawlerHandler - @ CrawlerHandler(HetpContext context)
7
8 ©/// <summary>
9 |/// crawler HIEHZEREA
10 /// </summary>
11 epublic class CrawlerHandler : Handler//SL{El{Y— &
12 |{
13 private string[] Sources;//fENsources
14 private Crawler[] Crawlers;//ENX[EH
15 public CrawlerHandler(HttpContext context) : base(context) { }
16
17 & public override void Process()
18 {
19 Sources = Request.Form.GetValues("source[]");
20 = if (Sources == null || Sources.Length == @)
21 {
22 Writedson(new
23 {
24 state = "SGR SHIETEMER"
25 1)
26 return;
27 }
28 Crawlers = Sources.Select(x => new Crawler(x, Server).Fetch()).ToArray();
29 Writelson(new
30 {
31 state = "SUCCESS",
32 list = Crawlers.Select(x => new
33 {
34 state = x.State,
35 source = X.SourceuUrl,

ERHE, AR, BREaZH

case "catchimage"://iXBFHH Bk
action = new CrawlerHandler(context);//3Ei{t—"crawlerhander tHFIENCHLME
break;
X—17, AR, fttfEnew—NRA, new RANMBEEERA—MIESZE, BHEMCrawlerHandlerB&M— MG E.
RMGES AR



] [ 1] “rawliel” QYTEEC TR
10 |/// </summary>
11 =public class CrawlerHandler : Handler//SCHMk—NZE
12
13 t private string[] Sources;//TENsources
14 private Crawler[] Crawlers;//TENX[EHR
157 | public CrawlerHandler(HttpContext context) : base(context) { }
16
17 +® public override void Process()
18 {
19 Sources = Request.Form.GetValues("source[]");
20 - if (Sources == null || Sources.Length == @)
21 {
22 Writedson(new
23 {
24 state = "SEEIR: QEIEEMNER"
25 1)
26 return;
27 }
28 Crawlers = Sources.Select(x => new Crawler(x, Server).Fetch()).ToArra)
HiRIER
RENERZE
R4
=7 i ow el LlillAg~
58 action = new ListFileManager(context, Config.GetString("
59 break;
60 case "listfile":
61 action = new ListFileManager(context, Config.GetString("
62 break;
63 case "catchimage"://iIXB&HoZBkEE
64 action = new CrawlerHandler(context));//sCHHt—" crawlerh
65 break;
66 default:
67 action = new NotSupportedHandler(context);
68 break;
69 }
70 action.Process();
71 }
72

XEERT— 1 Processix, HERE— I IMAIcsXEHEE— Process/5ik, BIESHZENE, MEHIE.



bwlerHandler.cs & x RliiellEEH

FU + *z CrawlerHandler = @ CrawlerHandler(HttpContext context)

13 private string[] Sources;//TEMsources

14 private Crawler[] Crawlers;//ENXIEH

15¢ public CrawlerHandler(HttpContext context) : base(context) { }
16

17 = public override void Process()

18 {

19 Sources = Request.Form.GetValues("source[]");
20 = if (Sources == null || Sources.Length == @)
21 {

22 WriteJson(new

23 {

24 state = "SRR REIEENEUR"

25 1)

26 return;

27 }

28 [Crawlers = Sources.Select(x => new Crawler(x, Server).Fetch()).ToArray(); |
29 Writelson(new

30 {

31 state = "SUCCESS",

32 list = Crawlers.Select(x => new

33 {

34 state = x.State,

35 source = x.SourceUrl,

36 url = x.Serverurl

37 )

38 })s

39 }

40 |}

41

XEBH MetchTiE, B—TF



public Crawler [Fetech()

{
if (!IsExternalIPAddress(this.Sourceurl))
{
State = "INVALID_URL";
return this;
}

var request = HttplWebRequest.Create(this.SourceUrl) as HttplebRequest;
using (var response = request.GetResponse() as HttpWebResponse)

{
if (response.StatusCode != HttpStatusCode.OK)
{
State = "Url returns " + response.StatusCode + ", " + response.StatusDescription;
return this;
ks
[if (response.ContentType.IndexOf("image") == -1) |
{
State = "Url is not an image";
return this;
}

ServerUrl = PathFormatter.Format(Path.GetFileName(this.SourceUrl), Config.GetString("catcherPa
var savePath = Server.MapPath(Serverurl);
if (!Directory.Exists(Path.GetDirectoryName(savePath)))

{
¥

trv

Directory.CreateDirectory(Path.GetDirectoryName(savePath));

XN fHresponsefiJcontenttypefif T, RERimageRI™, EtiEMpocHAYEEERD.
poch B MEHINR, WM LRSS RIER

B ENSHE

1.gif?.aspx

ZRRASH AR .gif?. aspx A BEER, XBIMEETRIG

BEXESHE T responseffiicontent-Typeimage

e RREEATERD



Response

Raw Render \n Actions v

[a

HTTE/1.1 500 Internal Serwver Error

Cache-Control: priwvate

Content-Type: text/html; charset=utf-8

en 11

[a]

o

Server: Microsoft-IIS/ 7.5
H-AspNet-Version: 4.0.303219
¥-Powered-By: ASP.NET
Access-Control-Allow-Origin: *

Accegss-Control-Allow—-Headers: *

S Access-Control-Allow-Methods: GET, FPOST, FUT, DELETE
LD Date: Thu, 18 MNowv Z0Z1 09:41:45 =MT
11l Connection: close
L2 Content-Length: 3297
FTLA EAERIRAE DR — N BB image X LRIRFE
HREENTXHEHIEREN RHE
WX —TE
75 return this;
76 }
77 ServerUrl = PathFormatter.Format Path.GetFileName(this.Sour‘ceUr-lj, Config.GetString("catcherPathFo
78 var savePath = Server.MapPath(ServerUrl); d
79 © if (!Directory.Exists(Path.GetDirectoryName(savePath)))
80 {
81 Directory.CreateDirectory(Path.GetDirectoryName(savePath));
82 }
R = trv

MANEX GetFileNameJ5i&

XANTIEEIS ERATNN



e e e e R

HIRZEIAcode

System;
System.Collections.Generic;
System.IO;

System.Ling;

System.Net;

System.Web;

Test
Main()

str;
str=Path.GetFileName("http://127.8.8.1/x0¢/1.gif2?.asp™);

Console.WritelLine(str);

wn (ciil+x) || EA Copy | HEHEMGRE | B
® wEARXER O htmAXER

|_ 1.gif?.asp |

XA payload 2= — 1R N1.9if?AI, BRERER asp, BHlERRaspEH#T

XXM, FERIS1.gif000cdRIBNESRRAIEE, EEMESH, EIRIEHmX T http://127.0.0.1/xx/1.gif?.asp
RSP ST SRS

EREERR RECEAIfRET SRESEIXE

KIABNKIBREL, FiEHB M response.ContentType.Index(RERZFIMTHARA, MREFIBIHEL, BPABBRSSHRABHALT, XHRKIBR.
aspXf, ZRHMRE=EIN—T, 1218, EESsM—Fpoc,


http://127.0.0.1/xxx/1.gif?.asp
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