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TN - 192.168.1.102 Debian

0f : 192.168.1.2 Windows 7
192.168.1.115 Windows 2003
192.168.1.119 Windows 2003

F—FFE M A scanner FAYRMER | HEIAIIAREEEN , 2517

e auxiliary/scanner/discovery/arp_sweep
e auxiliary/scanner/discovery/udp_sweep
e auxiliary/scanner/ftp/ftp_version

e auxiliary/scanner/http/http_version

e auxiliary/scanner/smb/smb_version

BEFFE M Escanner FAIRMER | BHEIAIIAMEEEN , 2517

auxiliary/scanner/ssh/ssh_version

e auxiliary/scanner/telnet/telnet_version
e auxiliary/scanner/discovery/udp_probe
e auxiliary/scanner/dns/dns_amp

e auxiliary/scanner/mysqgl/mysqgl_version

A

F=FFENBscanner FEIRMELR |, HHEIAIIAMNFEEN , 23078 :

auxiliary/scanner/netbios/nbname
e auxiliary/scanner/http/title

e auxiliary/scanner/db2/db2_version
e auxiliary/scanner/portscan/ack

e auxiliary/scanner/portscan/tcp


https://micropoor.blogspot.com/

BIUEFEE M Escanner FAIRMER | 3HEIAIIAREEENL , 2517

e auxiliary/scanner/portscan/syn

e auxiliary/scanner/portscan/ftpbounce
e auxiliary/scanner/portscan/xmas

e auxiliary/scanner/rdp/rdp_scanner

e auxiliary/scanner/smtp/smtp_version

BREFEMEscanner FRI=MER |, LIKdb_nmapiiBi RIMRMNEEEN , 258179

e auxiliary/scanner/pop3/pop3_version

e auxiliary/scanner/postgres/postgres_version
e auxiliary/scanner/ftp/anonymous

e db_nmap

e —+—: EFauxiliary/scanner/pop3/pop3_version KA MEE

I msf auxiliary(scanner/pop3/pop3_version) > show options
3 Module options (auxiliary/scanner/pop3/pop3_version):
5 Name Current Setting Required Description

7 RHOSTS 192.168.1.110-120 yes The target address range or CIDR identif
ier

8 RPORT 110 yes The target port (TCP)

9 THREADS 50 yes The number of concurrent threads

11 msf auxiliary(scanner/pop3/pop3_version) > exploit

13 [*] Scanned 5 of 11 hosts (45% complete)
14 [*] Scanned 11 of 11 hosts (100% complete)

15 [*] Auxiliary module execution completed



m=f auxiliary(scanner/pop3/pop3 version) = show optlons

Module options {auxiliary/scanner/pop3/pop3 versiond:

Mame Current Setting Fequired Description

FHOSTS g2.15 The target address range or CIDR identifier
RPOF ] The target port (TCP)

THREADS 50 ¥es The number of concurrent threads

:f auxiliary (scanner/pop3/pop3 version] = exploit

Scanned 5 of 11 hi
ned 11 of 11

—+— : EFauxiliary/scanner/postgres/postgres_version A MEEEL

I msf auxiliary(scanner/postgres/postgres_version) > show options

)

3 Module options (auxiliary/scanner/postgres/postgres version

5 Name Current Setting Required Description

7 DATABASE templatel yes The database to authenticate against

8  PASSWORD msf no The password for the specified username. Leave blank
for a random password

9 RHOSTS 127.0.0.1 yes The target address range or CIDR identifier
[0 RPORT 5432 yes The target port

11 THREADS 50 yes The number of concurrent threads

12 USERNAME msf yes The username to authenticate as

13 VERBOSE false no Enable verbose output
15 msf auxiliary(scanner/postgres/postgres version) > exploit

17 [*] 127.0.0.1:5432 Postgres - Version PostgreSQL 9.6.6 on x86 64-pc-1i
nux-gnu, compiled by gcc (Debian 4.9.2-10) 4.9.2, 64-bit (Post-Auth

18 [*] Scanned 1 of 1 hosts (100% complete

19 [*] Auxiliary module execution completed



uxiliary (scanner/postgres/postgres_version)} 7w options

e. Leave blank for a random pa
ntifier

G4-pe-linux-gnu, compiled by gee (Debian 4.9.2-10) 4,9.2, 64-bit (Post-Auth)

e 1= : ETFauxiliary/scanner/ftp/anonymous&ZIA MTEEEN

I msf auxiliary(scanner/ftp/anonymous) > show options
3 Module options (auxiliary/scanner/ftp/anonymous

5 Name Current Setting Required Description

7 FTPPASS mozilla no The password for the specified usernam

8 FTPUSER anonymous no The username to authenticate as

9 RHOSTS 192.168.1.100-120 yes The target address range or CIDR identif

10 RPORT 21 yes The target port (TCP
[l THREADS 50 yes The number of concurrent threads

13 msf auxiliary(scanner/ftp/anonymous) > exploit

15 [+] 192.168.1.115:21 - 192.168.1.115:21 - Anonymous READ (220 Slyar Fi
pserver

16 [+] 192.168.1.119:21 - 192.168.1.119:21 - Anonymous READ (220 FTPserve

17 [*] Scanned 3 of 21 hosts (14% complete
18 [*] Scanned 6 of 21 hosts (28% complete
19 [*] Scanned 17 of 21 hosts (80% complete
20 [*] Scanned 21 of 21 hosts (100% complete

21 [*] Auxiliary module execution completed



m=f auxiliary (scanner/ftp/anonymous} = show options
Module options (auxiliary/scanner/ftp/anonymous):

Mame current Setting Fequired [escription
no The ard for the specified username
na The rname to authenticate a:
The target addre ange or CIDR identifier
The target port |
THREADS 50 YES The number of concurrent threads

f auxiliary (scanner/ftp/anonymous) = exploit

168,1.115:21 - Anonymous READ (220 Slyar Ftpserver)
168.1.119:21 - Anonymous READ FTPserver)
S ed 3 1 ; % complete)
Scanned & 1osts (28% complete)
Sc 1 mplete)
complete]
xecution completed

e M : EFdb_nmapAMAMEEEN

MSFREEARIRCIFE T ENmap , ATEFHXE] , RE&<S7 : db_nmap , 7
B&BaifFtEnmapi3EREEEES , HEREFHENEEEN , LIRERERHIT
BEIRAtpERE , (ER7SESnmap—2. BRAELKTRERINAIAMEEETLNZ

(-]

1

msf exploit(multi/handler) > db _nmap -p 445 -T4 -sT 192.168.1.115-120
--open

*] Nmap: Starting Nmap 7.70 https://nmap.org ) at 2019-02-17 15:17
EST

*]1 Nmap: Nmap scan report for 192.168.1.115

*] Nmap: Host is up (0.0025s latency

*] Nmap: PORT STATE SERVICE

*] Nmap: 445/tcp open microsoft-ds

*] Nmap: MAC Address: 00:0C:29:AF:CE:CC (VMware
*] Nmap: Nmap scan report for 192.168.1.119

*] Nmap: Host is up (0.0026s latency

*] Nmap: PORT STATE SERVICE

*]1 Nmap: 445/tcp open microsoft-ds

*] Nmap: MAC Address: 00:0C:29:85:D6:7D (VMware

*] Nmap: Nmap done: 6 IP addresses (2 hosts up) scanned in 13.35 secc
nds



exploiti{multishandler) = db_nmap -p 445 -T4 -sT 192.168.1.115-120 --open
Nmap: Starting Nmap 7.78 { http ap.org ) at 2019-02-17 15:17 EST
Mmap: MWmap 1 rep 2. 1¢ 115

Mmap: Host 1is '-.- lth”CFJ.

Mmap PHFT 5

Mmap

Mmap: M -:-. | s - (vMware]

Nmap:
Nmap:
MNmap: PORT
Mmap: 445/tcp
Mmap: MAC Addr 30 26 85: 05: 70 (WM '7
*] Mmap: Nmap done: : sts scanned in 13,35 seconds

ip T hosts EEFUEETE R IMAIAMEEEN

I msf exploit(multi/handler) > hosts

6 address mac name os_name os_flavor os_sp purpose info comments

8 1.34.37.188 firewall

9 10.0.0.2 00:24:1d:dc:3b:16

10 10.0.0.3 00:e0:81:bf:b9:7b

Il 10.0.0.4 00:30:6e:ca:10:b8

12 10.0.0.5 9c:8e:99:c4:63:74 2013XXXXX Windows 2008 SP1 client

14 10.0.0.242 00:13:57:01:d4:71
15 10.0.0.243 00:13:57:01:d4:73

17 10.162.110.30 firewall

18 59.125.110.178 firewall

19 127.0.0.1 Unknown device

20 172.16.204.8 WIN-6FEAACQI691 Windows 2012 server

21 172.16.204.9 WIN-6FEAACQI691 Windows 2012 server

22 172.16.204.21 IDS Windows 2003 SP2 server

23 192.168.1.5 JOHN-PC Windows 7 SP1 client

24 192.168.1.101 JOHN-PC Windows 7 Ultimate SP1 client
25 192.168.1.103 LAPTOP-9994K8RP Windows 10 client

26 192.168.1.115 00:0c:29:af:ce:cc VM_2003X86 Windows 2003 SP2 server
27 192.168.1.116 WIN-S4H51RDJIQ3M Windows 2012 server



28 192.168.1.119 00:0c:29:85:d6:7d WINO3X64 Windows 2003 SP2 server
29 192.168.1.254 Unknown device

30 192.168.50.30 WINDOWS-GAMMTV8 Windows 7 SP1 client

31 192.168.100.2 Unknown device

32 192.168.100.10

EfFhostsap SRR FEIINSER |, HEREYNBiFMEEEL

I msf exploit(multi/handler) > hosts -h
2 Usage: hosts options addrl addr2

| OPTIONS:

5 -a,--add Add the hosts instead of searching

6 -d,--delete Delete the hosts instead of searching

7 -c <coll,col2> Only show the given columns (see list below

8 -C <coll,col2> Only show the given columns until the next restart (se
e list below

9 -h,--help Show this help information

0 -u,--up Only show hosts which are up

Il -o <file> Send output to a file in csv format

12 -0 <column> Order rows by specified column number

13 -R,--rhosts Set RHOSTS from the results of the search
14 -S,--search Search string to filter by

15 -i,--info Change the info of a host

16 -n,--name Change the name of a host

17 -m,--comment Change the comment of a host

18 -t,--tag Add or specify a tag to a range of hosts

multi/handler} = haosts -h
: [ options 1 [addrl addr2 ...

&dd the hosts instead of &Pjrchlnq
[m]ptp thp hios i i

: Tist below)
ormation
which are u p
Hd uutput a file in format
Grder r by specified column number
5 om the results of the search
string to filter
ge the info of a h
» the name of a k
1ge the comment of ;
add or specify a tag to a range of hosts
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a |:| |:| ress

msf exploit(multi/handler) > hosts -S 192

192.168.1.5 JOHN-PC Windows 7 SP1 client

192.168.1.101 JOHN-PC Windows 7 Ultimate SP1 client

192.168.1.103 LAPTOP-9994K8RP Windows 10 client

192.168.1.115 00:0c:29:af:ce:cc VM_2003X86 Windows 2003 SP2 server
192.168.1.116 WIN-S4H51RDJQ3M Windows 2012 server

192.168.1.119 00:0c:29:85:d6:7d WINO3X64 Windows 2003 SP2 server
192.168.1.254 Unknown device

192.168.50.30 WINDOWS-G4MMTV8 Windows 7 SP1 client

192.168.100.2 Unknown device

192.168.100.10

= hosts -5 182

purpose 1nfo comments

Wind 7 client

Window SP client
' Window

Window

e  Micropoor



