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IP HEADER
20 bytes

UDP HEADER
8 bytes

RPC REQUEST HEADER
40 bytes
(10 32-bit words)

XDR Stream
WDE PARAMETER WRAPPER
12 bytes

XDR encoded PARAMETERS
(common information
WDB_CORE and

function input para

+
UDP:
ubP:
ubP:
UDP:

RPC:
RPC:
RPC:
RPC:
RPC:
RPC:

IP Header
version = 4
Header length = 20 bytes

service = 0x00

gth = 96 bytes
Identification = 13825
Flags = Ox0
Fragment et - 0 bytes
Time to live = 128 seconds/hops
Protocol = 17 (upeP)
Header checksum = 3d7e
Source address = 147.11.80.136
Destination address = 147.11.80.111
NO options

UDP Header
Source port = 690
Destination port = 0x4321 (Sun RPC)
Length = 76
Checksum = F729
- SUN RPC Header

Transaction id = 1033354674
Type = 0 (call)
RPC version =
Program = 3 ? v =1, proc =
Credentials: /or len = 0 bytes
veriftier

= 0, len = 0 bytes

Checksum
Packet Size
Sequence #

1




IP Hea

IP HEADER IP: version = 4

20 bytes IP: Header length = 20 bytes
IP: Type of service = 0x00
IP: Total length = 64 bytes
IP: Identification = 340
IP: Flags = 0x0
IP: Fragment offset = 0 bytes
IP: Time to live = 32 seconds/hops
1P: pProtocol = 17 (uoe)
IP: Header checksum = d:

IP: Source address = 147.11.
IP: Destination address = 147.
IP: NO options
UDP Header
UDP HEADER UDP:Source port = 0x4321
8 bytes upP:Destination port

UDP:Length = 44
uppP:Checksum = D7FD
+ SUN RPC Hea
RPC REPLY HEADER RPC:Transaction id
24 BYTES RPC:Type = 1 (Reply)
(6 32-bit words) :This is a reply to frame 28
atus = 0 (Accepted)
:verifier : Flavor 0, len = 0 bytes
tAccept status = 0 (Success)

XDR Stream
WDE REPLY WRAPPER Checksum
12 bytes Packet Size
WDB Error Status

XOR encoded REPLY
(function output)
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¢ EThernet II, Src: vmware D
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00 00
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6b 73
00 00
4f 00
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00 00
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1111111111111311111111131111111 UxHorks 6.6
J1111111311331311331132111) RERNEL: WIND version 2.11
J1111111131113111311111111 Copyright Uind River Systems, Inc., 1984-2887

CPU: PC PENTIUM3. Processor #8,

Mermory Size: Bxe6aBB8. BSP version 2.879,
Created: Dec 31 2815, 14:85:88

EDER Policy Mode: Deployed

HDB Corm Type: HDB_COMM_END

HDB: Ready.

->

Page Fault

Page Dir Base ;. Bx0877968688

Espd BxH0814448 : BxBB8fddad, BxAAET4468, BxBB7aBB624, BxBA0AE260
Espd 8xB08814458 @ BxB083d8608, BxABSf4dad, BxABBr4468, BxHB8A82608

Program Counter @ 6xB883dcbef

Code Selector : BxBBB6RBAD
Eflags Register @ B8xB8818282
Error Code ! BxBBB8RBE"

Page Fault Addr @ Bx226a69e8

Task: Bx79622¢ “tPortmapd"
Bx79622c (tPortmapd): task 8x79622c has had a fallure and has been stopped.

Bx/962Z2c (tPortmapd): ratal kernel task-level exception?






FUZZHE 28

@
®
&
Fuzzer ‘
VxWorks 0S N
I|EHII
' X
- ?
' N
IIHHHHI



DataUSER

' » - — T —
ALLOL PBS2 * ™ DataroRt ™ DataRBST ™ DataRiER




FTP1pi (TCP/21) FUZZING
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interrupt:
interrupt:
interrupt:
interrupt:
interrupt:
interrupt:
interrupt:
interrupt:
interrupt:
interrupt:
interrupt:

interrupt:

panic:
panic:
panic:
panic:
panic:
panic:
panic:
panic:
panic:
panic:
panic:

panic:

netJobAdd :

netJobAdd:

netJobAdd:

netJobAdd:

netJobAdd:

netJobAdd:

netJobAdd:

netJobAdd:

netJobAdd:

netJobAdd:

netJobAdd:

netJobAdd:

ring
ring
ring
ring
ring
ring
ring
ring
ring
ring
ring

ring

buffer

buffer

buffer

buffer

buf fer

buffer

buffer

buffer

buffer

buffer

buffer

buffer

overf low?

overflow?

overflow?

overflow?

overf low?

overf low?

overflow?

overflow?

overf low?

overflow?

overflow?

overflow?

S
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RPCBIND JR %% |n

rpcbind iR 557& SUN-RPCH]—%ER 4, fEVxWorks &4t
%R S ST #E tep/111 Kudp/11138% 1, B
%3 R RS R E SR |, aIE
rmMMW%ﬁﬁ,EQW%%hXT%Tu%&
gigﬂﬁﬁo et ARG R, MERFR
1] :

CPU:

Runtime Name:
Runtime Version:
BSP version:
Created:

ED&R Policy Mode:
WDB Comm Type:
WDB :

=>

Page Fault

Page Dir Base
Esp8 8xB8d951ac
Esp8 8xB88d951bc
Program Counter
Code Selector
Ef lags Register
Error Code

Page Fault Addr
Task: B8xd954cc

PC PENTIUM3

UxHWorks

6.6

2.8/9

Dec 14 2815, 16:31:13
Deployed

WDB_COMM_END

Ready.

: BxBB8c180688
: BxBBd95218, BxBBd951d4,
: Bx88397f3c, BxBBd95218,
: BxB8839cB2b
: BxBBBB8068
: BxB8818282
: BxBBBB00608
¢ Bx22649fec
"tPortmapd"
Bxd954cc (tPortmapd):
Bxd954cc (tPortmapd):

BxB88cb14fB, BxB80860260
Bx88d951d4, BxB80860260

task Bxd954cc has had a failure and has beer ctopped.
fatal kernel task-level exceptiont?



22 VxWorksBx_192. 168, 102,88 (2) 52 = O |[%5 Debug 52

tPortmapd @ 0xTad28c = 82 VaWorks6x_192. 168.102.88 (2) [Attach to Target]
003ddf76: mov eax,dword ptr [_null auth] - J Pentium3: ViWorks 6.6 (Task Mode)
003ddf7c: mowv dword ptr [ebx+0x20],eax = % tFortmapd © UxTadZ8c (Stopped — Exception)
003dd£7£: mow dyord ptr [ebx+0x28],0 Eu _authenticate () - 0x003dd£97
mov eax,dvord ptr [ehp+8] =" sve_getregset () - 0x003d9ea3
oV ebx,dvord ptr [eax+0xC] =" sve_run() - 0x003da078
crp ehx, 2 =" portmapd ) - 0x003d8457
jnle Ox3DDFA3 En 0x0032ccBf
003dd£o1: push dword ptr [ebp+0xC]
003ddfo4: push dword ptr [ebp+8] ()= Variables ( &4 Expressions | [J Memor

0 £ . *
DIDL‘ISch:Q?. call near [ebx 4 Home Value

uosddre: add esp,o R3&

o101

003ddfal: Jrap Ox3DDFAS
003ddfal: mowv eax,2
003ddfas: pop ebx
003ddfag: mow esp,ebp
003ddfab: pop ebp
003ddfac: ret
003ddfad: nop
003ddfae: nop
0o03ddfaf: nop

_svcauth null:
003ddfh0: push ebp

0x009074A4
0x007TB7S54
Q00000011
0x88888888
0x00907440
0x0030744C
0x80000000
0x009076F4
0x00000282
0x003DDFT
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JHE
RET

[ESI+0]
[EDI+0]

attach OxfBbb94 ‘:‘ ,,,,,,,,

Failed: cannot attach to task with V_UNBREAKABLE option set



.text:003BE350[ TaskSpawn I proc near
-text:003BE350

-text:003BE358
-text:003BE358
.text:0063BE358
.text:003BE358
.text:003BE358
.text:003BE358
-text:003BE350
-text:063BE350
-text:003BE350
-text:003BE350
-text:003BE350
-text:003BE358
-text:003BE358
.text:003BE358
.text:003BE358
.text:003BE358
.text:003BE358
.text:003BE358
-text:B03BE350 var_18
.text:003BE350 arg_0
.text:003BE350 arg 4
.text:003BE350 arg_8
.text:003BE350 arg_C
.text:003BE350 arg 10
.text:B03BE350 arg 14
.text:0803BE358 arg_18
.text:08063BE358 arg_1C
.text:0803BE358 arg_20
.text:003BE358 arg_24
-text:003BE350 arg_28
-text:003BE350_arg

=_dyord
-text:003BE35@ arg_30 dword ptr 38h

.text:003BE350 arg_
.text:003BE350 arg_38
.text:083BE350
.text:083BE350
.text:083BE351
.text:083BE353

000B63B0 003BE350:

ptr -18h
ptr 8

ptr 6Cch
ptr 16h
ptr 14h
ptr 18h
ptr 1ch
ptr  26h
ptr  24h
ptr  28h
ptr 2Ch
ptr 36h

ptr
ptr  40h

ebp

ebp, esp

esp, 14h
taskSpawn

i — 1 n
; telnetdIoTasksCreate+1747p
; telnetdStart+1637p

; tftpChildTaskSpaun+361p

; tftpdInit+A9ip

; tftpdTask:loc_3566E27p

; dcacheDeuCreate+1FFip

; excInit:loc_382BD31p

; logInit:loc_387¢731p

; shelllnit+78fp

; sub_39A958+611p

; taskRestart+A51p

; DATA XREF: .data:standTbljo

; CODE XREF: wdbSp+361p
; sub_342D38+951p
; ftpdInit+1BBip
; muxPollStart+F5ip
ne iblndi I-

;or :loc_351DE27Tp

.text:0806351DC9
.text:0808351DCB
.text:008351DD0
.text:0808351DD1
.text:008351DD6
.text:080351DD7
.text:008351DDC
.text:0806351DDD
.text:008351DE2
.text:080351DE2
.text:0808351DE2
.text:008351DE7
.text:080351DEA
.text:008351DED

loc_351DE2:

8
offset portmapd
eax

eax,| portmapdOptions

eax

eax, portmapdPriority

eax

offset gcc2_compiled_ 86

; CODE XREF:

taskSpaun

esp, 46h

eax, OFFFFFFFFh
ds:portmapdId, eax

-text:gcc?
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VXWORKS 5. 53 [n] i

> fdefine UYX MAX TASK DELETE RTNS l& /* max task c 2 callout routines
taskLib.h fdefine VX MAX TASK CREATE RTNS 16 /* max task create callout routines

option bits */;
i 1fndef _ IHCtaskl A
#_INCtaskLibh : %0001 f* OBSOLETE: task: -:tl":-.Ya'_',"':_- in sup mode *
#i ifdef _ cplust fdefine x0002 /* INTERNAL: ints ignored */
EE,'! endi £ #define VX DERALLOC STACK 0x0004 #* INTERNAL: de: ate stack */
¢ include "wxWor fdefine WX _FP_TASK 0x0008 /* 1 = f-point coprocessor support */
@31JW1“de “wMoc fdefine VX_STDIO 0x0010 /* HE:ULETE need not be set for stdio*/

ﬂ1 AA ﬂ1 ~-e N » o — -~ Y.~

803D6394 60 060 060 060 60 60 60 60 0606 a6 gg 88 00
003D63A4 OO0 00 00 060 60 06 66 ©60 60 60 60 60
003D63B4 OO0 66 86 686 B3 00 80 1E 060 80 0808 36
003D63C4 |HH 00 60 (10 27 60 66 OO0 60 66 66 66
803D63D4 00 60 00 00 06 66 ©60 60 60 60 60
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EEP
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cauth_null
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2000 1878
1800
1600
1400
1200
1000
800
600
400
200

250
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