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02:14, X[EZE FFloxy&ZH

BRRIE], BREifERIR A
AR FELly

Date: Mon, 7 Mar 2011 02:14:02 -0800
Subject: Thanks for your response
o@gmail.com)

Thanks for the response to our message on the website.
We saw a similar product so please confirm to us if you/your
company can make provision of the exact product which you can
view by clicking the link below and login:

Click Here.

We will await your response with details, prize and quantity
that can be made available.

Thanks.
Mrs Floxy
Management.
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3H08H | From: ¢ u@notmailcom
To: >@gmail.com

Subject: RE: Thanks for your response
Date: Tue, 8 Mar 2011 13:48:59 +0000

13:48, FHAEKRKLly

B XEEFIEEIEE
RiF, FRiAEESE

Hi,

Somethin seems strange Ireceived many customer ‘s reply like yours, ask me to CLICK HERE
to login, then can find what you want, I tried, but never work .

If you want our products, pls send me your requirement .

we can do all the products which we already show on our list.

Best,

Lily
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From: ???? [mailto.. J@qq.com]
Sent: Thursday, April 07, 2011 1:42 PM
To: camill

Subject: email

13:42, FHAEKRKLlYIE
KEEFSBstevel MG T

Dear Steve :
I transmit all the email between Susan and me . Pls kindly let me know if you received

SIS S

them all . If ves, could vou pls check with Susan what happens and show to your police .
Tomorrow I will call our police too .
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Subject: RE: email
Lily
We did receive the emails. Our MD in UK is contacting the police and the bank
We'll contact you with any news

Steve
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Original —
: 5. com>
L Fn, Apx & 2011 54:00 A

“* Susan Ardry’ "¢

To:
Ce: “camillsv” «
' Keefe' “<tokee “Mike Holding’ "
Subject: Vire transfer fraud

Dear Lilly,
As we discussed today, . did not receive the funds from your conpany. I believe your hotmail account has been
and you sent the funds to a hacker in the UK. The IP addresses I )nvest)zz!ed—+rﬂK—]—arlg)l\aQ= Inthe Toroor
Fashe ofties T . . only has banking facilities in the USA. [  has not

Tere.
bark in the UK and no association With DareTays Bank PLC or Fuga Fares.

e have a person in the UK who has contacted

Ve will assist you in any way ve o deternine what happened to the funds you sent. I
both Barcave Bank and the sutharitios in the UE 4 where your payment went Ve Rope To Rave MoTe TREGIRATION Tof you
Rerve et amto the oTtics or Frder

s the sender of the vire transter I vould recomnend that you contact Barclays Bark as e have no authorization on your vire

transfer or the account it was se

Does your company have insurance to protect against fraud such as this?
Best regards,

Dave
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From: 2222 [mailto: 3@qq.com]
Sent: Friday, April 08, 2011 12:23 AM

To: deon

Ce: camill; "Susan /4897 Tom G ik
‘Subject: Re:URGENT - Wire transfer fraud

Dear Dave :
Thank you for help .

Due to T didn't realize the email were from heker not Susan , and they even changed three time bank information , I keeping send to Susan to confirn

» and copied to Lisa , i think Lisa is together wiht susan to do the inspection . so when she told me can be send to England , T did that foolish
transfer. 1°’m not realize the hcker copied the same confirm email to Lisa too .
Today I already asked the bark at our end to send the application to Barclays Bank PLC , ask for return the funds back. but they think it is too late

Here T attached the bark receipt to you for you reference . Our bank told me you can use this receipt to show to Barclays Bank , will be more easier
to £ind the funds vhere it is .

we also report to our local police. Could you pls help to report to your FBI in U.5?

T very appreciate it if you can help for me . and update me all the information at your end .
Thank you ,

Best ,

Lily
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17:06, ﬁ _'g_ F' [5] %M ike E= NT - Wire transfer fraud
=1} "E ]:Fl 7‘5 N Al 1—%%5L"y , Please be advised that I have reported this situation to the Police in the UK as well as to the Barclays Bank plc, fraud department
HFRE, ¥ I"'l% regards Mike ~
ARCLAYS(E‘.E'E;E)”EE?T
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Federal Law provides severe civil and criminal penalties for
the unauthorized reproduction, distribution, or exhibition of
copyrighted motion pictures (Title 17, United States Code,
Sections 501 and 508). The Federal Bureau of Investigation
investigates allegations of criminal copyright infringement
(Title 17, United States Code, Section 506).
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Dear Lily, I have been advised today that the London Metropolitan Police are now dealing with this incident, they will probably call me with in the next 2 or 3
days with a crime reference number which I will send you. Untilthe Police have communicated with Barclays bank it is impossible to find out i the money has
gone, I will keep pushing to get an answer for you.

regards Mike Holding

2011/4/11 & < 3@qq.com>
Dear Mike:
Sonry for trouble you so much.
1 just want to know f the bank tell you where the money is? Does the hacker already took all the money away ?
‘What the action took by the police?
Tl be very appreciate it if you can send me some update?

KCon West 2016




22:33, ZEEXFAREMikeEEH

FaaiELly: RERHBHER

FEFLEBITNEESCILR, H

£5106549/11, EIRIER:

FETEEANETHE, ANE

wtﬂﬂ EEMERAR. RITERER
T T Bk

HH, FEALIYETFIRERIE,
ReEm L/ RIRE

London Metropolitan Police
EHAREAHERT

Dear Lily, I have now spoken with PC ( Police Constable) Ablett who works at the Crime myfiagement unit at Dagenham and Barking Police station
He has recorded the crime but can take no further action untl the Chinese police advise thyfAfetropolitan police that a crime has been committed.

P “Tatiana,
E8: Fd: URGENT -

The Chinese Police will have established procedures for reporting crimes like this to the London
recorded under Number 5106549/11 by the Dagenham and Barking police.

Police and thay can tell them the crime has been

There is nothing more I can do, so please ask the Chinese Police to contact the Metropolitan police as soon as possible with details of the transaction, name of
‘bank, name of Company that has sufered oss etc. so that it can be fully ivestigated.
= A = o i EE e (] e
KEBARCLAYS(B R SSRITHR T T Z R E B /7 BT,
B e n I ¥ =E
ENEENE, ENPEEFREFEREEEHEZE.
s anything to do with this matter until the UK Police advise them that some fraudulent activity has taken place. The information is with

the crime management unit bf Barking and Dagenham police station and they have said the crime needs to be reported to them by the Chinese Police before they
can investigate. I will keepfealling untl I get some nevws

regards Mike Holding

Please ask the Chinese Police to report this crime to the police On telephone 44 300 123 1212 and quote crime reference 44110144581

(Hampshire) regards Mike Holding
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WRPEA
5 Fwd BIE:  Fwd: URGENT - Wire transfer fraud.

Lily-

Please find below a copy of the message | received today fiom the Metropolitan Police. They have said that your bank must contact Barclays fraud office and report the loss.
Your bank should refer to the police record number 5106549/11 as well as details of the victim, i.e. your companies name , bank account details etc. Once the bank

receives this notification from your bank they will communicate with Police who will then investigates transaction. | feel we have now made some progress but it is important
that your bank contact Barclays bank as soon as possible.You can call 44 1604 252 073 (Canlac( is Slephame]

ez SEERIHIRIREEE, BEIFERE, MIHRAEAASE
- ERRERNTARERE

| have spoken witfBarclays bank fraud line again to day and they have confirmed which account the money went into and will now show it as ‘suspicious activity’ They are not
/& will be able to recover the money but they are now reporting 1t to the Police as they can see the transaction

The s aken out of the account very quickly but as above thev are not very hopeful of getting it back, 5o your company would need to take the person to court for

isation. If your bank contact barclays that may speed things up but I now have the Bank and the Police talking to each other which is good. Do your company have
S of soictore n Ching and f o0 do they have contact with a UK or USA firm of solicitors. Thank you for the letter of authorisation and the account details | will pass them
on to the Police and the bank as soon as | am able.

Regards Mike Holding
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Dear

Please take a look at the advice from our Chinese seconded officer from the Ministry of Public Security of China.

1 think that you can count on the local police authority regarding your case.

I hope that your case will be resolved soon.
Best Regards,

Information Systems and Technology Directorate

0.P.C. INTERPOL
TEL: (334
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