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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation

ORERVER =

® SRR RIS

® NMSERIE =751

® [EITRAVIER: EFSARA
o TR

D3NSR F
ANT GROUP



o LiERIERAE
o YITEH
® EHIN
° =5

o EEREEI-EIEEIRE]
® RIZZIHRHE

o EEREEIHIEINEFESE]
o RNiZfRE
0 EFELERER

D3NSR F
ANT GROUP

Ja *u;nt

Returning to the source Intelligent transformation



KCon B Jﬁ *" =

Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation

&l setuid
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Returning to the source Intelligent transformation

MlEl . ptrace

® ptraceZLinuxPHI—RGFE A
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® LFERI LA ptrace RIZHIF ER IV TERIIER
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Returning to the source Intelligent transformation
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® scccompELinux B BIILZ2HH
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Returning to the source Intelligent transformation

Ml capabilities

® capabilities ZLinuxPHILEHH, FRENBRIFITRIS
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Returning to the source Intelligent transformation

&l chroot

® chroot2LinuxFAS— R FE B
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation

MEl: netfilter

® netfilterRRIZ T RS
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Returning to the source Intelligent transformation
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FZ: setuid-sandbox

® I FEHERGTERDINR
® HTFnamespaceHJUIDIFE

® chroot

® Z=E: https://code.google.com/archive/p/setuid-sandbox/

- - - - Tt = - - - - ™ 4 T - --== &7 T Tr = - - =" L

est@ubuntu: S /sandboxme -u4 /bin/sh
Helper: wrlte to 4 ($SBX_D) to chroot the sandboxed process
Could not find user suidsandbox
Hi from the sandbox! I'm pid=1, uid=1000, gid=1000, dumpable=Y
Executing /bin/sh
$ echo C>&$SBX_D
S Helper: I chrooted you
s /
sh: 2: 1s: not found
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® systemd IARSSIRM 7 SFOFEIERE
® FTIREI MERIF IR

® ProtectSystem=yes: /usr, /boot HisE

® ProtectDevics=yes: /dev namespaceF/3
® ReadOnlyDirectories= : $5E {4 R

® PrivateNetwork=yes: ;ZBYMEMZZ1RIN R

® systemd {83 namespace/seccomp, BPF-LSM
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[Service]
ProtectSystem=strict
ProtectHome=yes
PrivateDevices=yes
ProtectKernelTunables=yes
ProtectKernelModules=yes
ProtectControlGroups=yes

SystemCallFilter=@system-servi

SystemCallErrorNumber=EPERM

NoNewPrivileges=yes

PrivateTmp=yes
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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® Sentry{§EHptrace/KVM/systrapf=&{syscall
® Gofers: EEINLSBENHRGHZ

® Sentry/Gofers: #B SHERN L E/RIBIRIF

® scccomp/capabilities/chroot/namespace/cgroup, 55_sREH1EH

D3NSR F
ANT GROUP

Ja *u;nt
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Returning to the source Intelligent transformation

gVisor{E N/ PFaTRlIE
® oVisor FE(FAERRE/JEES

® oVisorSCHL 7 OCI spec

® OCI specH BN BRLLEXRNRE, BER(FAIRESVEER=ZEEE
® OCI speciREMEEXIESE, XEBSEHCNIAInetwork policyfSEAY

® T4E: gVisor REG THANIEE, MASRMEE DR, BER=EMAiEE
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® ¢Visor2ERAGoERIN A%
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® 5|+ PHIE/ust/bin/IsEIHIT

root@test-virtualBox:/home/test/test11# ./runsc --debug run abc
/usr/bin/1s

axecute: /Jusr/bin/ls

deny 1s

sh: 1: Jusr/bin/ls: Operation not permitted
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Returning to the source Intelligent transformation

root@test V1rtualBox /home/test/gvtsor# git diff

diff --git a/pkg/sentry/syscalls/linux/sys_thread.go b/pkg/sentry;
/sys_thread.go

index 9b448821f..0c1bb53b0 100644

--- a/pkg/sentry/syscalls/linux/sys_thread.go

+++ b/pkg/sentry/syscalls/linux/sys_thread.go

package linux
import (

"gvisor.dev/gvisor/pkg/abi/1linux"
"gvisor.dev/gvisor/pkg/errors/linuxerr"
"gvisor.dev/gvisor/pkg/fspath”
func execveat(t *kernel.Task, dirfd int32, p:
gvAddr, envvAddr host
pathname = executable.MappedName(t)
1

J// Load the new lasklmage.
wd := t.FSContext().WorkingDirectory()
defer wd.DecRef(t)



KCon B *" =

Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation
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[Feature request] gVisor backend #

O (o].I-, I ghost op

ghost commented on Feb 2, 2021 « edited by ghost

gVisor emulates the majority of linux syscalls in userland, providing a respectable sandbox.

gVisor provides a runtime (runsc) capable of running OCl spec containers. ht

t should be possible to either modify gVisor to accept a different interface or to have firejail output an OCI config for an OCI

runtime.
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® vmjail ZL KA
® Process/file/networking
® Memory/CPU
® vmjail ZRAE -> OCI spec
® runsc:[3nfSentryf1Gofer
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® OCI spec

® ERIY
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Returning to the source Intelligent transformation

OCI 7145

® Open Container Initiative: EFZMspec, BEFIEITHT. R&
® FTEEMN T BEMIZEARISITIERK

® OCIEZMLI, HEEHIrunc

® OCIEH ERFEASHIRIEZEAVA M

® OCI specFIEERD ZEMHERAIRES

® vmjail JLABEFERIXED T2 R
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Returning to the source Intelligent transformation

vmjail Z5f& -> OCI spec
® vmjail SRIFEESFBELRETEREE: HIZ/ 34/ Memory/CPUSE o ,1
® IR RIBEIEIFIR/IOCI spec Lo
® H{thZH&7ESentryFSLI }

"security”: { o |
"network™: {

"mode": "hostwithpolicy”,

"policy™: {
"listen™: [80],
"tcp™: ["1.1.1.1:"],
"udp™: ["*:53"],
"dns": ﬂ"npm.org:'", "python.ord:‘"l

-

L L e L =S SV N
-

} t

J 2

“file™: {
“writablePaths™: ["/tmp"], mount
"maskedPaths™:["/mnt"] :

"process”: { 2 1

%m% ~ “allow”:[*/usr/bin/1s"] ]..I,m,‘t.,
ANT GROUP y !
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Returning to the source Intelligent transformation

SAFZGEBR

® EN T TEHZRIBERERI ) R FERIGIENN R
® vmjailSCI 740 T ERAK :
® rootfs ik REFDAIERABEREAN
® (EfiwriteablePaths: TE X AJLAS NRIS4FIER
® EfftmaskedPaths: FEX#PIEHEAT WAISH4FIB =
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Returning to the source Intelligent transformation

AFE SR HI-OCIEEE

® OCL#EREvmjailiYE
® rootfs RIERJLUBISECE /4 : root.readonlyBC & /ItrueSCIR

® writeablePathsB] LB S Ft EmountsSCIR

® maskedPathsAJ LUBISECE NS .linux.maskedPathsSCIJ

"mounts”: [

3z
L Ll — Ll
o . "destination™: “/tmp", linux": m
ROULM IL "type": "bind", " k d h -
"path”: "rootfs", ~source™: "/tmp", maskedPaths :
"readonly”: true “options”: [ "/mnt"
e "rbind"

>
P ]
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Returning to the source - Intelligent transformation

NAFZH FeBR ) -vmyjail !

® vmjail FFHOCI spec PRI HECE “network”:

"mode":'”hostwithpolicy",
o ESEHERE M vmail SEBEEEHEAOCI spec el .
isten™: .
~Ege 2 |[Taloilosl-ils T
"udp”: ["*:53"],
"dns": I"npm.org:‘", "python.ord:‘"l

}
"system”: { i;ile":
:runtime"i"rHTsc", "writablePaths": ["/tmp"],
rollback™: "", "maskedPaths”:["/mnt"]
"accel": "ptrace”, 1
"POOE": f" . "process”: {
path": "/, "allow":["/usr/bin/1s"]

“"readonly”: true 1
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Returning to the source Intelligent transformation
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® MM TEHAZ R THIRZR1E)

® ijail ;EIW,T&DF%H]% "security": {
"network": {
S s "mode": "none",
® %@7§EM2§1}5|@ "policy": {
"listen": [80],
N R R T P P P
® [RAEIHEAIPAHT udps [reisaly
dns": ["*.npm.org:*", "*.python.org:*"]
o [RAIHEANESS y, )

® (R IrAYim ]
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Returning to the source Intelligent transformation

X)X PR -CNI
® OCI XIMZERIKIKBRE
® Container Network Interface(CNI)EN. T MRS
® CNIfnetwork policyXEX. T pod/Ze8 Z [BIRYMILS SR lg 1=
® HELPFEPR(ERCNIKE
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® {FHgVisorfilhost PZ&H% (--network host)

® {ZKgVisor{{fi3

® ZgVisoriz{THY, B anSITIEIEM SRS G
o LA MEIT AN, INERBRKTEHRE

I_ vmijail —c security.json wget xxx.com

runsc —network host —security security.json run test

wget
XXX.com
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Returning to the source Intelligent transformation

HIZ (R

® AZHHIMPIEHIEERIEIT— MER

® [ RBRshell, REEMTEREEIEIT

® ZINRERERDPAERRIRE, vmjailtBibTFFFA S
® TIHTI ISR EATREE
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Returning to the source Intelligent transformation
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® OCLZBEXIHERITHITIRS!
® ] LEIJOCI specHHImaskedPathsZSCE)
o BRIZAZREERE, HIIEFEQARRELR
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Returning to the source Intelligent transformation

HAE PRl -vmjail

® vmajil ZREEE X T HRLAT I TS REE AT
® {ZXgVisorf{i

® HiEfTgVisorfly, BLMmSITIEIBRIREE

® SN AREFHIITAMERRARIEPRISRT, EEHRIT
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CPU/Memory/Devices

® OCI spec FEX T IXLEESREAIPRH
® vmjail BJ LA B 1 (ER

® CPU/Memory/Devices/Capabilities
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"system": {

"runtime”:"runsc”,
"rollback™: ""
"accel": "ptrace”,
"root™: {
“path": "/",
"readonly”: true

“"memory"™: {
"max”: 1073741824

"cpu”: {
“number”: 4

3517 - B

ttttttttttttttttttttttttttttttttttttttttttt

””ebou ces”: {

cpu”: {
"period”: 100000,
“quota”: 4999@9

||r1er]oy'\}/'| : {
“limit": 1073741824
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Returning to the source Intelligent transformation

SCH FRHY—LE o) RN

® oVisorfJjaEh
® wget can't connect to https websites in host network mode #8156
@® statx syscall is not supported before Linux 4.11 #8229
® g Visor cgroupHIMHIBREERFSs
® oVisor; 8L readOnlyPathsfImaskedPaths
® IRRRIRIAFNRIIT
® octuid, {£1EZ50CI spec
® gVisorEK4 14T

® vmjail FRIFEARIFAIRZ LIE1TESELR
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® JRITAIAZ

® rootfs HjiE
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'system": {

"runtime":"runsc",
"rollback": "",
"accel": "ptrace",
"root": {
llpath": ll/ll,
"readonly": true

3

root@test-virtualBox: /home/test/test# ./vmjail -c security.json

[ e L N N N N e N W N N W |
WINNNRERRRRR,OO

0.
.410024]
.765850]
.124008]
.585270]
.742580]
.753824]
.782736]
.097989]
.544215]
.807455]
.269826]
3.

000000 ]

739661]

Starting gVisor...

Mounting deweydecimalfs...
Daemonizing children...

Creating cloned children...
Preparing for the zombie uprising...
Segmenting fault lines...

Forking spaghetti code...

Rewriting operating system in Javascript...
Constructing home...

Moving files to filing cabinet...
Waiting for children...

Setting up VFS2...

CEELA

root@test-virtualBox: /home/test/test# ./vmjail -c security.json
touch: cannot touch '/abc': Read-only file system
root@test-virtualBox: /home/test/test# ./vmjail -c security.json
touch: cannot touch '/home/abc': Read-only file system

-

dmesg

-- touch /abc

-- touch /home/abc

357

Returning to the source
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® writablePaths

® maskedPaths
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Jo

"file": {
"writablePaths": ["/tmp"],
"maskedPaths":["/var"]

}s

—===: ==-=z ~===- ——

root@test- V1rtuaIBox /home/test/src/test# ./vmjail -c security.json touch /abc

touch: cannot touch '/abc': Read-only file system
root@test-VirtualBox:/hnmp/fp<f/<rr/fp<f# ./vmjai] -C <prnrify.j<nn touch /fmp/ahr
root@test-virtualBox: /home/test/src/test# ./vmjail -c security.json echo aaa >> /tmp/abc
root@test-virtualBox: home/test/src/test# cat /tmp/abc

aaa
root@test-virtualBox: /home/test/src/test# 1s -1h /var

total 48K

drwxr-xr-x 2 root root 4.0K 88 17 08:32

drwxr-xr-x 16 root root 4.0k 78 22 19:22

drwxrwsrwt 2 root whoopsie 4.0K 8H 16 13:38

drwxr-xr-x 71 root root 4.0k 88 17 14:42

drwxrwsr-x 2 root staff 4.0k 48 18 2022

lrwxrwxrwx 1 root root 9 78 22 13:03 lock ->

drwxrwxr-x 13 root syslog 4.0k 8H 14 19:15

drwxrwsr-x 2 root mail 4.0k 48 19 2022

drwxrwsrwt 2 root whoopsie 4.0K 4H 19 2022

drwxr-xr-x 2 root root 4.0k 48 19 2022

Lrwxrwxrwx 1 root root 4 78 22 13:03 run ->

drwxr-xr-x 11 root root 4.0k 7H 23 12:49

drwxr-xr-x 6 root root 4.0k 78 22 13:05

drwxrwxrwf 11 _root _root 4 _0AK RE 17 15:28 m

root@test-virtualBox: /home/test/src/test# /vm]all -c security.json ls /var

J/var

Frantlracrt S rvun1Dave Thamaldvacrt lerr lvnc+# A

IJJE *

Returning to the source
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ANIIRIER)

| ® REEHIAIHRAERLATMTIER "dns”
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357

Returning to the source

"security": {
"network": {

"mode": "hostwithpolicy"”,

"policy": {
"listen": [80],
R T T Wy ey ey =
"udp": [rE:E53"]

:["*.npm.org:*", "*.python.org:*"]

3,

root@test-virtualBox: /home/test/test# wget pypi.org

--2023-08-04 10:36:46-- http://pypi.org/

Resolving pypi.org (pypi.org)... 151.101.64.223, 151.101.0.223, 151.101.192.223, ...
Connecting to pypi.org (pypi.org)|151.101.64.223|:80... connected.
HTTP request sent, awaiting response... 301 Moved Permanently
Location: https://pypi.org/ [following]

--2023-08-04 10:36:46-- https://pypi.org/

Connecting to pypi.org (pypi.org)|151.101.64.223|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 23162 (23K) [text/html]

Saving to: ‘index.html.1’

index.html.1 100%[============================================= >] 22.62K --.-KB/s

2023-08-04 10:36:46 (2.61 MB/s) - ‘index.html.1’ saved [23162/23162]

root@test-virtualBox: /home/test/testit ./vmjail -c security.json wget pypi.org

URL transformed to HTTPS due to an H3TS policy

--2023-08-04 10:36:54-- https://pypi.org/

Resolving pypi.org (pypi.org)... 2a04:4e42:600::223, 2a04:4e42:200::223, 2a04:4e42:400::223, ...
Connecting to pypi.org (pypi.org)|2ad4:4e42:600::223|:443... failed: Operation not permitted.
Connecting to pypi.org (pypi.org)|2ad4:4e42:200::223|:443... failed: Operation not permitted.
Connecting to pypi.org (pypi.org)|2aP4:4e42:400::223|:443... failed: Operation not permitted.
Connecting to pypi.org (pypi.org)|2aP4:4e42::223|:443... failed: Operation not permitted.
Connecting to pypi.org (pypi.org)|151.101.128.223|:443... failed: Operation not permitted.
Connecting to pypi.org (pypi.org)|151.101.192.223|:443... failed: Operation not permitted.
Connecting to pypi.org (pypi.org)|15i:i81:9-223]:443 ... fatted: Operation not permitied:
Connecting to pypi.org (pypi.org)|151.101.64.223]|:443... failed: Operation not permitted.
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Returning to the source Intelligent transformation

"security": {
"network": {
"mode": "hostwithpolicy"”,

A1) - X 285 U L e,

"tcp": ["1.1.1.1:"],
"Udp": ["*:53"},

| o ﬁgﬂgiﬁ[ﬂg%%ﬁﬂjﬁ)@:’ﬂﬂgiﬁg "dns": |["*.npm.org:*", "* . python.org:*"]

3,

ACroot@test-vVirtualBox: /home/test/test# ./vmjail -c security.json wget npm.org
--2023-08-04 10:37:17-- http://npm.org/

Resolving npm.org (npm.org)... 72.167.71.164

Connecting to npm.org (npm.org)|72.167.71.164|:80... connected.
HTTP request sent, awaiting response... 301 Moved Permanently
Location: https://npm.org/ [following]

--2023-08-04 10:37:18-- https://npm.org/

Connecting to npm.org (npm.org)|72/167.71.164[:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/html]

index.html.2: Read-only file system

Cannot write to ‘index.html.2’ (Success).

root@test-virtualBox: /home/test/test# ./vmjail -c security.json wget python.org
--2023-08-04 10:37:26-- http://python.org/

Resolving python.org (python.org)... 151.101.0.223, 151.101.128.223, 151.101.64.223,
Connecting to python.org (python.org)|151.101.0.223|:80... connected.

HTTP request sent, awaiting response... 301 Moved Permanently

Location: https://www.python.org/ [following]

--2023-08-04 10:37:26-- https://www.python.org/

Resolving www.python.org (www.python.org)... 151.101.76.223, 2a04:4e42:12::223
Connecting to www.python.org (www.python.org)jI51.101.76.223|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 50260 (49K) [text/html]

%m% index.html.2: Read-only file system
Cannot write to ‘index.html.2’ (Success).
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root@test-virtualBox: /home/test/test# ./vmjail
--2023-08-04 10:42:17--
Resolving python.org (python.org)...
wget: unable to resolve host address
root@test-vVirtualBox: /home/test/test# ./vmjail
root@test-virtualBox:/home/test/test#

D3I SR ]
ANT GROUP

-c security.json
http://python.org/

-c security.json

7
"security": {
"network": {
"mode": "none",
"policy™: {
"listen": [80],
"tcp": ["1.1.1.1:"],
"udp": ["*:53"],

"dns": ["*.npm.org:*", "*.python.org:*"]

1,

wget python.org

failed: Temporary failure in name resolution.
python.org’
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation

FH2ZHJruntime7 §5

o HTgvisorlZ e EN L eAmEFRHETEN
¢ HIfHAHARRERTLERT

® vmjail FEMBERBANAS ZRMMELRK

o HHEFEXRDMREMARLE

® vmjail FERFabNTE, LABINEEE

® runlc, BREZKAYPFEruntime, EHTFnamespace/cgroupZF(EFITA
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® vmjail 3B runlc/Rim{ F/IIERERERI— IR
o (BEEHISEIRE MERE

® vmjail /ERERAFSMES: slirp, past

® TERFSMBIEMMN S RES

® X(LCNI, ERREEKRE

vmijail-runic

vmijail-gvisor

tap
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slirp4netns

packet
filter
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Returning to the source Intelligent transformation
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Returning to the source Intelligent transformation

L

gVisor T HERIEIES DT

® FISoTELENS— MR
® oVisorA] LURHIE R ERIFTE1T
RS/ WL/ STH1 T
root@test-virtualBox: /home/test/gvisor# ./bazel-bin/examples/seccheck/server_cc

® TJLU{#FE g VisoriliE= 4T Socket address | tnp/gvisor_events. sock

Start =>lid: "abc" cwd: " /" arge: "ch"

E Open sysno: 257 fd: -100 pathname:—"/ectc/itd-so-cache"Flags: 524288
X Open exit { result: 3 } sysno: 257 fd: -100 pathname: "/etc/ld.so.c¢ache" flags: 5242¢
E Open sysno: 257 fd: -100 pathname: "/1ib/x86_64-1inux-gnu/libc.so.6"|flags: 524288
X Open exit { result: 3 } sysno: 257 fd: -100 pathname: "/1ib/x86_64+1inux-gnu/libc.so
E Read context_data { time_ns: 1690967929600693083 thread_id: 1 container_id: "abc
=m= . .. . . X Read exit result: 832 } fd: 3 count: 832
root@test-virtualBox:/home/test/test11# ./runsc --pod-init-config=../gvisor/exam E Read conte){(t_data { timeins: 1690967929610689075 thread id: 1  container_id: "abc'
ples/seccheck/pod_init.json run abc X Read exit { result: 3 } count: 8192
ls CloneInfo => created_thread_id: 2 created_thread_group_id: 2 created_thread_start_time_n
bin E Open sysno: 257 fd: -100 pathname: "/etc/ld.so.cache" flags: 524288
boot X Open exit { result: 3 } sysno: 257 fd: -100 pathname: "/etc/ld.so.cache" flags: 5242
I E Open sysno 257 fd -100 pathname "/1ib/x86_64-1linux-gnu/libselinux.so.1" flags: 5242
Cdrom ............ T T Aare £d. AnA mmdbbhaama. MMk lune 24 V12 aiiie mmee M2 ka2,
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Returning to the source Intelligent transformation

2K

® vmjailiF 2B IR

® FRIZITAZEENT
® ETgVisorfiruntime: gVisor, EixT%E
® HTFnamespace/cgroupF(EHEHJruntime: runle, EFF4EE
o EifSEEAEAMMENLERE

® Ak TIEFHENS ST
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Returning to the source Intelligent transformation

Cast

ISNEO

® SRRV AN ERZ BB T EEKRAVEFE

® gVisorE— " TeRHLTE =

® oVisor BB RZE D ZERME

® gVisorA] AR TEHREHESTILETR

o EToVisorA] LIZEEHEEINEREL ERBIHERZEVRA
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