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Windows Station Desktop
I FINEEEEREREIITSR
Desktop
Winsta0 €124 Desktop :
* Winlogon
e Default
* Secure

e Disconnect
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Session Space 43 /94
* Session Structure

* Session Image Space
* Session View Space
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Kernel Space

Session Space / Session Space

Kernel Space

Session 0 Physical Memory Session 1
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Kernel Space . 2&1F{Eig[r Session SpacefVigET ?

1: kd> dt nt!_KTHREAD Win32Thread Kernel Space

+0x1lc8 Win32Thread : Ptr6d Void
ffff9987 01ea3d80
1: kd>y dg poi{(@$thread + 1lc8) 11 _

ff££99687 0lea3ds0 ff£f£f£f081 82£02870

1: kd>y dt —r nt!_ EPROCESS Session Session.PagedPoolStart Session. PagedPoolEnd @$proc SeSSion Space

fffff081°82f02870
]

+0x400 Session c Oxffff8380 bcf00000 _MM_SESSION_SPACE
+0x038 PagedPoolStart » O=xfff££081° 80000000 Void
+0x040 PagedPoolEnd c Oxfffff0al " 7fffffff Void

Session 1
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RO EERIGRNSETES A ?

f805 26blcf 40 488b8108010000 nov
f805 26b0cfd? c3

2

f0c0 3143fc74
f "3143fc79
f "3143fce
f "3143fcE83
f "3143fci4
f "3143fcE8
f "3143fc91
f "3143£c93
f "3143£c95

1n3
fff
fff
fff
fff
fff
fff
fff
fff
fff

kbase | HmgAllocateDcAttr:

45895c2410
45896c2418
4869742420
57
4883ecl

ret

mowv
mowv
mowv
push
sub

65488b0c2588010000 mow

33db
8bib

=Oor
mow

48££159c3d2200 call

rax,qword ptr [rcxE+1C8h]

gqword ptr [rsp+l0h].rb=
gqword ptr [rs=p+l1l8h].rbp
qword ptr [rsp+20h].r=i
rdi

rsp. 20h

rcx,qword ptr g=:[188h]
ebx, ebx

edl,ebx
gqword ptr [win3Zkbase! _imp PsGetThreadWin32Thread (fffffl0cl 31663a38)]
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0: kd> !pcr

Session Pool S2{HY|0]E0

EOF-

KPCR for Processor 0 at ff£f££805252b5000:

Major 1 Minor 1

NtTib. EzxceptionlList:
NtTib.S5tackBase:
NtTib.StackLimit :
NtTib . SubSy=stemnTib:
NtTib.Version:
NtTib.UserPointer:
NtTib.SelfTib:

SelfPcr:

Prcb:

Irgl:

IRR:

IDR:
InterruptMode:
IDT:

GDT :

TSS:

CurrentThread:
NextThread:
IdleThread:

DpcQueue :

fff8052cecdibl
ff£8052cecc000
0000000000O000D0
fff££005252b5000
00000000D252b5180
fff££005252b5870
000000dae3292000

ff
ff
00

goooooo000000000D
ffff£005252b5180
gooooooo00000000D
gooo00000000O0O0O0D
goooo0000000000D
gooooo000000000D
goooooo000000000D
gooooooo00000000D
goooo00000OOOO0O0D

ff££9906£7568080
goooooo00000000D0
fffffo0526£8c400

0: kd> dg £££££805252b5000 + 188 11
fff££605° 252b51688 ff££9986 £7568080

2ra AR
5 ZX

IGHYFEETHES|

?

Unable to read nt!_KDPC_DATA DpclistHead Flink @ ffff£805252b7£50
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RO EERIGRNSETES A ?

KeStackAttachProcess function (ntifs.h)

Article = 10/22/2021 « 2 minutes to read

The KeStackAttachProcess routine attaches the current thread to the address space of the target process.

Caution Use this routine with extreme caution. (See the note in the Remarks section.)

Syntax

C++

void KeStackAttachProcess(
PRKPROCESS PROCESS,
[out] PRKAPC_STATE ApcState

s
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Win32Thread = PsGetThreadWin32Thread(KeGetCurrentThread())

Access Win32Thread Member *

$
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NtTerminateProcess 1£x[7]"

"7d967828
"7d967830
"7d9678el
"7d967960

$7d96794d0
"7d9%67all
"7d967acl
"dablf/co

(o W T O O O e W R g
Lo W T 0 O O O O
o B N W o sl W e s e s W e W s

CVE-2019-0892

Lo W T o O O o O O S
~J =] Fh R R S e L

L
=

Q0
-
(g

37d334cc
37d055e0
37blfa%hb
37bcbhb7ct
37bcb599

37724085
"7f26ebld
" 7b7 3cecl

AARATIE R KiStackAttachProcess

Call Site

ntlKisStackAttachProcess

nt | ExSweepHandleTable+0x13f lec

nt | PepRundownSingleProcess+0x19069c
nt ! PspTerminateAllThreads+0x21f

nt | PepTerminateProcess+0zel
ntINtTerminateProcess+0=xal%
ntlKiSystenServiceCopyEnd+0=x25
ntdll INtTerminateProcess+0x14
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DxgkCompositionObject XFgAfrHaRT)

"4b13f3ch
"4b13£3d0
"4b13£430
"4bl13f460

"4bl13f4b0
"4bl3f4el
"4b13£510

RetAddr

ffffoell’
ffffeel”
fffffe03”
fffffe03"

CVE-2019-0892

683dbfla
683dbeb9
19206dd2
1922a235
"192070fDb
"19217469
"19216£d3

RGNMEMOBJ::vPushThreadGuardedObject

JOH

Call Site

winidZkbase | RGNMEMOBJ : : vPushThreadGuardedObject
win3dZkbase | CRegion: : InternalCombine+0xbb
win3dZkbase | CRegion: : Combine+0x9

drgkrnl |CCompositionToken: UpdateDirtyRegions+0xlla
drgkrnl |CCompositionToken: :Discard+0x13abtb

drgkrnl |CCompositionToken: :MarkInvalid+0=x3b

drgkrnl |CCompositionToken: :Delete+0x29

"4b13£540

"18a4a5f0

drgkrnl | DegkCompositionObject : :Delete+0x73
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RGNMEMOBJ::

CVE-2019-0892
vPushThreadGuardedObject 1§ PsGetThreadWin32Thread

)Thread )

1 = v3 + 63
( 3 1= OxFFFFFFFFFFFFFFDO164 )

KeEnterCriticalRegion();
, = 9164;
in32Thread = PsGetThreadWin32Thread( readgsqword(@x188u));
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CVE-2019-0892

R Kernel 'net:port=50000 key=*******' - WinDbg:10.0.17763.132 AMD64

File Edit View Debug Window Help

| & |

Command

NEREE: SE RS KA

O HREEEEREEOBE| ] A e

Debugger entered on first try; Bugcheck callbacks have not been invoked.

A fatal system error

rax=0000000000000000
rd=x=000000000000008a
rip=fffff8023c=e58b90
ra8=0000000000000065
r11=0000000000000000
r14=0000000000000000
10pl=0 nv up

c==0010 ===0018 ds==

ffff£802 3ceS8b90 co

has occurred.

rbx=0000000000000003
r=1=0000000000000000
rep=fff£f8186d68bd938
r9=0000000000000000
r12=0000000000000003
r15=ffff8c02dcd?74080
21 ng nz ha pe nc

rcx=0000000000000003
rdi=ff£f££8023c011180
rbp=ffff8186d65bdaal
r10=fff£5186d68bd730
r13=00000000c0000005

002b e==002b £f==0053 g==002b
nt | DbgBreakPointWithStatus:

int

0: kd> .cxr OxFFFFS186D6SEEASD

rax=ffff9=08038c=e688
rdz=fff{f9=0803186ce8
rip=ffff9=50776de3e9
r8=fff£f9=0803186c80
r11=fff£f8186d68bf410
rld=fff£f9=080061a3£f0
1opl=0 nv up

c==0010 ===0018 ds==

rbx=fff£9=0803186ch0
re1=fff£f9=08038cebt 30
rep=ffff8186d68bf420
r9=0000000000000000
r12=ffffa288aa09554d0
r15=f£f£f£f9=08030£4180
21 ng nz ha po nc

3

rex=4141414141414141
rdi=ffff9=0803186c80
rbp=ffff5186d65bf480
r10=ffff8c02d91d40d480
r13=fff£f9=08030£4180

002b e==002b £f==0053 g==002b
win3d2kbase | RGNMEMOB] : : vPushThreadGuardedObject+0x99:
fff£9e50" 776de3e9 48394108 CImp

efl=00000282

efl=00010286

0: kd> |

Ln 0, Col 0 Sys 0:KdSrv:S Proc 000:0 Thrd 000:0 ASN
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5| ANBRZY IsThreadCrossSessionAttached 3+

PEPROCESS CurrentProcess; //
int Id: // ek

Ly S

PEPROCESS CurrentThreadProcess; //
g pp— _;__\‘,*,, ‘{/
ALy J

1t 2;
KeIsAttachedProcess() )

Prc PsGetCurrentProcess();
PsGetProcessSessionIdEx(CurrentProcess);
1tThreadPrc = PsGetCurrentThreadProcess();
l= PsGetProcessSessionIdEx(CurrentThreadPrc
1;
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NtGdiDeleteObjectApp

bDeleteDCOBJ

GreGetDeviceCaps

ReleaseCacheDC

_GetDCEx

GreGetBounds

XDCOBJ::bCleanDC
HmgDecrementShareReferenceCountEx

HmgLockEx

MERRIZE =
EEFRAT

FRARITIRE

HANDLELOCK::.vLockHandle
ResetOrg
HANDLELOCK::bLockHobj
hbmSelectBitmap
DCMEMOBJ::DCMEMOB)
W32GetThreadWin32Thread
SURFMEM::bCreateDIB
XDCOBJ::bDeleteDC
GrelntersectClipRect
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2T PsGetThreadWin32Thread BYEJ3E W32GetThreadWin32Thread

int64  fastcall W32GetThreadWin32Thread(PETHREAD Thread)

__int64 v2; [/ _
__int64 *Win32Thread; //

2 = 0164;
if ( !IsThreadCrossSessionAttached() )

‘ead = PsGetThreadWin32Thread(Thread);
Thread )
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_MM_SESSION_SPACE F

kd> dt nt! MM SESSION SPACH

+0=000 ReferenceCount : IntdB

+0=004 u . <unnamed-tag>
+0=x008 Ses=ionld : TJintdB

+0x00c ProcessReferenceToSession : IntdB
+0=x010 Processlist . _LIST_ENTRY
+DHDZD NonPagablePages : UintBB

+DxU3U PagedPoolStart Ptr64 Void
+0x038 PagedPoolEnd Ptr64 Void

+0=048 SBSSIDHObJBCtHandle : Ptr64 Void
+0=x050 ImageTree . _RTL_AVL TREE
+0=058 Localeld . UintdB

+0=x05c AttachCount . JintdB

+0=x060 AttachGate . _KGATE

+DxU?8 UslistEntry ; LIST ENTRY

+UHUCU Vm ; HHSUPPORT FULL
+0=200 UorklngSetllst : HHUSL INSTANCE

T_AGGREGATION
i\_DRIVER_UNLOAD

+03318 PDDlBlgEntrlesInUse : Int4B

+0x31c PagedPoolPdeCount : IntdB

+0x320 DynamicSessionPdeCount : UintdB
+0x328 PoolTrackTableExpansion : Ptr6d Void
+0x330 PoolTrackTableExpansionSize : Uint8B
+0x338 PoolTrackBigPages : Ptred Void
+Dx340 PoolTrackBlgPagesSlze . Jint8B

+Dx350 IoState o _I0_ SESSION STATE
+0x354 IoStateSequence Uint4B

+0x358 IoNotificationEwvent : _KEVENT

+0x370 ServerSilo ; Ptr64 _EJOBE

+02380 PoolTags Ptred Void

kd> dt
+0=000
+0=004
+0=008
+0=00c
+0=010
+0=020
+0=028
+0=030
+0=x038
+0=040
+0x048
+0=x04c
+0=050
+0=068
+0=078
+0=088
+0=x0a0
+0=x0c0
+0=x200
+0x240
+0x260
+0x268
+0x2e8
+0=2f0
+0=2f4
+0=2£f8
+0=x310
+0x318

#8827 Session Pool XK R

nt!_ MM SESSION_SPACE

ReferenceCount . IntdB

u . <unnamed-tag:>

Sessionld . Uintd4B
ProcessReferenceToSession : IntdB
ProcessLlist - _LIST_ENTRY
NonPagablePages : Uint8B

CommittedPages . Uint8B

Ses=zionObject . Ptr6d Void
SeszionObjectHandle : Ptr6d Void

ImnageTree - _RTL_AVIL_TREE

Localeld . Uintd4B

AttachCount . Uintd4B

AttachGate . _KGATE
AttacherslUsingPxeCopies : [2] Ptr64 _EPROCESS
N=LlistEntry . _LIST_ENTRY

=TreeEntry . _RTL_BALANCED_ NODE
CombineDomain . Uint8B

Vm . _MMSUPPORT_FULL
UorkingSetlList . _MMUSL_TIHNSTANCE
AggregateSessionlls | _MMSUPPORT _AGGREGATION
DriverlUnload - _MI _SESSION_DRIVER_UNLOAD
ToplevelPtelockBits : [32] Uintd4B
PageTables - [1] _MHMPTE

IoState . _I0_SESSION_STATE
IoStateSequence : Uintd4B
IoNotificationEvent : _KEVENT

ServerSilo : Ptred _EJOB

CreateTime . Uint8B
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ExAllocatePool & SESSION_POOL_MASK

ExAllocatePoolWithTag

ExpAllocatePoolWithTagFromNode
ExAllocateHeapPool

ExPoolState.PoolINode[NodeNumber].Heaps|2]

$
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ExFreePool g MiVaSessionSpace

ExFreePoolWithTag

$

ExFreeHeapPool
ExGetHeapFromVA

MiDeterminePoolType
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ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,
ExAllocatePool (0x21,

5[5 Session Pool BY=20n]

OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)

Session Pool SEfr_EE Paged Pool F

OXFFFFE3830FD49410
OXFFFFE3830FD49C10
OXFFFFE3830FD4A010
OXFFFFE3830FD4B116
OXFFFFE3830FD4BE10
OXFFFFE3830FD4B2160
OXFFFFE3830FD4A210
OXFFFFE3830FD4A910
OXFFFFE3830FD4A610
OxXFFFFE3830FD4C010
OXFFFFE3830FD4AA10
OXFFFFE3830FD4A110
OXFFFFE3830FD4A410
OXFFFFE3830FD4A710
OXFFFFE3830FD4A510
OXFFFFE3830FD4AC10

3

ExAllocatePool(0x1,
ExAllocatePool (0x1,
ExAllocatePool(0x1,
ExAllocatePool(0x1,
ExAllocatePool (0x1,
ExAllocatePool(0x1,
ExAllocatePool (0x1,
ExAllocatePool(0x1,
ExAllocatePool(0x1,
ExAllocatePool(0x1,
ExAllocatePool(0x1,
ExAllocatePool (0x1,
ExAllocatePool(0x1,
ExAllocatePool (0x1,
ExAllocatePool(0x1,
ExAllocatePool (0x1,

OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)
OxFO)

OXFFFFE3830FD48410
OXFFFFE3830FD4B616
OXFFFFE3830FD4B510
OXFFFFE3830FD4B710
OXFFFFE3830FD4B8160
OXFFFFE3830FD4AF10
OXFFFFE3830FD4B310
OXFFFFE3830FD4B410
OXFFFFE3830FD4B9160
OXFFFFE3830FD4BB160
OxXFFFFE3830FD4C610
OXFFFFE3830FD4CD160
OXFFFFE3830FD4DC10
OXFFFFE3830FD4CB160
OXFFFFE3830FD4D216
OXFFFFE3830FD4DB16
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- {TEHE

kd>

DirBase:
Inage:

L=

: lprocess ffffb8861lacB8eldl 4
ROCESS ffffb8861lac8eldl
Sessionld:

THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD
THREAD

10fcel002
CSYSS . eXe

1 Cid: 0294

ttttb““rl 1HdU 11

Peb:

ObjectTable:

Cid
Cid
Cid
Cid
Cid
Cid
Cid
Cid
Cid
Cid
Cid
Cid
Cid
Cid
Cid

ShE20s
ffffe3830210240

0294.
0294 .
0294.
0294 .
0294.
0294 .
0294.
0294 .
0294 .
0294.
0294.
0294.
0294.
0294.
0294 .

2[R Session Pool BY=Z1[d]

3=

D2ad
02bd
0D2d4
02dec
02el
D2ed
D2fc
0304
0308
01lel
0198
03e8
1cald
1450
0478

HY Win32Thread XS &} -

ParentCid:

Teb:
Teb:
Teb:
Teb:
Teb:
Teb:
Teb:
Teb:

Teb:

Teb:
Teb:
Teb:
Teb:

Teb:

Teb:

Va)

Handlebéunt:

373.

10 Win32Thread:
Win32Thread:
Win32Thread:

._IZ Win32Thread:

10 Win32Thread:

00 Win32Thread:

10 Win32Thread:

00 Win32Thread:

10 Win32Thread:

000 Win32Thread:
000 Win32Thread:
D00 Win32Thread:
4000 Win32Thread:

'Z Win32Thread:

Win32Thread:

R T AR FA—EE

ffffb8861lacdSall
000000000O0O0OOO0OD
ffffb8861aebf700
ffffb8861b327140
ffffb8861cdbeb?0
000000000OO0OODO0D
ffffb8861ad9%948a0
ffffb8861a0d47d480
ffffb886lacfalel
oo0oo0000000OOO0OOD
ffffb8861af2£340
oo0oo0000000OOO0OD
ffffb8861c9=£590
ffffb8861c732bdl
ffffb8861cd3df 30

kd>

lprocess -1 0

ROCESS ffffb8861a1110830
Sessionld: 0

DirBase:
Inage:

Cid:
10e6l1lc002
CESTrss . exe

0238

FPeb:

ObjectTable:

kd> dq poi(ffffb8861lacdSaln)

"043£2620

"043£2630
"043f£2640
"043£2650
"043f2660
"043£2670
"043£2680
"043£2690

fftffb886°
oooooooo”

oooooooo”
fftffe383°
oooooooo”

ffffb886°
ffffe383°

12104080
00000000
00000000
043£2648
00000000
laaf8260
043£2678

bada?8

oooooooo”
00000239°
ffffe3ss’
oooooooo”
oooooooo”
ffffe383°
oooooooo”
pooooo00on"

ParentCid:
HandleCount :

ffffe38301leabcll

ooo00o01
1£dd09%al
043f2648
00000000
00000000
043£2678
00000000
00000000

0Z21c

552
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2[R Session Pool BY=Z1[d]

£ Paged Pool ##FIFH Bitmap

o2 0]15HY Paged Pool R{Z50 L
o X/NAJFE
- HERE

JI

A LMERAPSIERNES o BRI ATF
« GetBitmapBits
« SetBitmapBits
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