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APIEEM
Loader & Run Mach-O

 Foundation | @ ...
libobjcso | libxmli2zso | libdispatchso | @ o . .

| libeso | libc++abiso | libct+so | oo . ]
Qemu (Armv7) Docker (Aarch 64)

Linux (Aarch 64)
Hardware (Aarch 64)
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QEMU

z ’:‘ Q Ep:@raspber

pi@raspberrypi:
Linux raspberrypi 4.4.1 #3 SMP Sun Sep 25 13:12:50 CEST 2016 armv7l GN
pi@raspberrypi: 1

pi@raspberrypi: - y file pios
pios: Mach-0 armv7 executable, flags:<NOUNDEFS|DYLDLINK|TWOLEVEL |PIE>
pifraspberrypi: v
pifraspberrypi: v run_macl

(

KCon

[root@localhost jul#
[root@localhost jul# uname -a

Linux localhost.localdomain 4.14.36-6.1.hxt.aarché4 #1 SMP Tue Jul 17 @7:81:42 UTC 2018 aarché64 aarché4 aarché64 GNU/Linux
[root@localhost jul#

[root@localhost jul# docker run iosvm—debian9 /usr/bin/file /root/iost4
/root/iosé4: Mach-0 64-bit armé4 executable, flags:<NOUNDEFS|DYLDLINK|TWOLEVEL|PIE>

[root@localhost jul#

[root@localhost jul# docker run iosvm-debian? /bin/run-macho /root/iosé4
Hello World!

[root@localhost jul#

[root@localhost jul#
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Segment#EIRGIZEI EHLRTEF

VM Protection{g -> EIRFEVMPREE

TEXT LLVM LINKEDIT

Segment&FR

LINKEDIT

Segment{5 8

Segment Name

VM Address

WM Size

File Offset

File Size

Maximum VM Protection
00000001

00000004

Segment Name

WM Address

WM Size

File Offset

File Size

Maximum VM Protection
00000001

00000002

Segment Name

W Address

W Size

File Offset

File Size

Maximum VM Protection
00000001

00000002

Segment Name

WM Address

W Size

File Offset

File Size

Maximum VM Protection
00000001

KCon
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__TEXT
4294967296
;”"’B (slide + text_vm_addr) ->
32768 (slide + text_vm_addr +
0x8000)
VM_PROT_READ

VM_PROT_EXECUTE

__DATA

4295000064

e (slide + text_vm_addr +

16384 0x8000) -> (slide +
text_vm_addr + 0xC000)

VM_PROT_READ

VM_PROT_WRITE

__LLvM
4295016448
16384

s (slide + text_vm_addr +
16384 0xC000) -> (slide +
text_vm_addr + 0x10000)

VM_PROT_READ
VM_PROT_WRITE

__LINKEDIT

e (slide + text_vm_addr +
536 0x10000) -> (slide +
20 text_vm_addr + 0x15010)

VM_PROT_READ
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. . 80000028 Command LC_MAIN
FEAOlRLE (EbimaingR#l ) 00000018 Command Size 24
0000000000007F58 Entry Offset 32600
Load Commands--LC_MAIN 0000000000000000 Stacksize

slide + text_ vm_addr + O0x7F58

ik = Atk

+ slide + text vm_addr
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% it ( Rebase#{iE ) (E1E

Lazy Symbol Pointer, CFString Rebase Info __DATA _ la_symbol ptr 0x100008010 Pointer
Opcodes __DATA __cfstring 0x100008028 Pointer

Actions

Dynamic Loader Info Description

0 |EgE(Pointer) | @ |#iZ (Pointer)

0x100007F9¢ > 0x100007F9C

Section64 (__DATA,_ la_symbol_ptr) Address Data Description Value
Lazy Symbol Pointers 100008010 00PPAPV1PAPA7FIC Indirect Pointer [08x100088018—> NSLog]

Section64 (__DATA,_ cfstring) Address Data Description Value

ObjC CFStrings 100008018 0000000VVV0VO000 CFString Ptr _ CFConstantStringClassReference
100008020 00000000000007C8 0x7C8
100008028 0000000100007FA8 String 0x100007FA8: "Hello World!™

CFString 0x100007FA8 e g
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itehit (API) EBEM

Lazy Symbol Pointerf{ig <- t&$\SCH eRiithiit

Section64 (_DATA,_la_symbol_ptr) Address Data Description Value
Lazy Symbol Pointers 100008010 0000000100007F9C Indirect Pointer [0x100008010-> NSLog]

I - N

NSLog slide + 0x100007F9C NSLog@gzzoundatlo
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APIEEME

NSLog(@"Hello World!"); iOS Executable
- Layer

Call API

NSLog@Iibl;'.éundation.so Linux
Redirection Layer

RedirectAPI A EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR

Linux

NSLog(NSString *format, ...) Implementation
B Layer
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App Layer

ibFoundation.so
| _________NSlog |

Virtualization
Layer

(Framework)

Kernel Layer
(Qemu or Docker)

KCon

root@raspberrypi
root@raspberrypi: uname -a
Linux raspberrypi 4.4.1 #3 SMP Sun Sep 25 13:12:5@ CEST 2016 armv7l GN
root@raspberrypi
root@raspberrypi:~# file /root/iosvm/nslog32
/root/iosvm/nslog32: Mach-O armv7 executable, flags:<NOUNDEFS|DYLDLINK|TWOLEVEL|PIE>
root@raspberrypi:~#
root@raspberrypi:~# run-macho /root/iosvm/nslog32
4 = openSNOCANCELSUNIX20803(/dev/urandom@@x755dbfa2, @, 3)
= open$NOCANCELSUNIX2003(/etc/localtime@@x755dbb7c, @, 0)
open$SNOCANCELSUNIX2003(/usr/share/zoneinfo/UTC@EOx7ef279cf, 8, 48040)
= open$NOCANCELSUNIX20083(/usr/share/zoneinfo/posixrules@@x7ef2790f, @, 48011)
open$SNOCANCELSUNIX2003(/dev/random@@x755db1fe, @, @)
open$NOCANCELSUNIX2003(/etc/master.passwd@@x757e0d98, 0, 438)
open$NOCANCELSUNIX2003(/etc/master.passwd@@x757e0d98, @, 438)
open$NOCANCELSUNIX2003(/etc/master.passwd@@x757e0d98, 0, 438)
open$NOCANCELSUNIX2003(/etc/master.passwd@@x757e0d98, 0, 438)
open$NOCANCELSUNIX2003(/etc/master.passwd@0x757e0d98, @, 438)
open$NOCANCELSUNIX2003(/usr/share/locale/en_GB.UTF-8/LC_COLLATE@Ox7ef295%9e, @, 438)
openSNOCANCELSUNIX2003(.@0x755d8791, 0, 34705)
open$NOCANCELSUNIX2003(/usr/share/locale/en_GB.UTF-8/LC_COLLATE@®x7ef296fe, ©, 438)
open$NOCANCELSUNIX2003(/usr/share/locale/en_GB.UTF-8/LC_COLLATE@@Ox7ef2942e, ©, 438)
= openSNOCANCELSUNIX2003(/etc/timezone@@x74f081b0, @, 438)

Unable to create time zone for name: 'E'
(source '(null)’').
61 = write$SNOCANCELSUNIX2003(2, 0x74f08780, 61)

You can override the timezone name by setting the 'Local Time Zone'

NSUserDefault via the 'defaults' command line utility, a Preferences

application, or some other utility.

eg "defaults write NSGlobalDomain 'Local Time Zone' 'Africa/Nairobi

See '(null)'

for the standard timezones such as 'GB-Eire' or 'America/Chicago’.

324 = write$SNOCANCELSUNIX2003(2, 0x74f@8f9e, 324)

2019-05-20 11:10:52.883 nslog32[5736:1961886520] Using time zone with absolute offset @.
2019-05-20 11:10:52.824 nslog32[573 961886520] Hello World!

root@raspberrypi:~#
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[AppD'F'.-'Iegate iOS Executable
application:didFinishLaunchingWithOptions:]
Layer

Loader

Call Back Linux
Redirection Layer

libUIKit.so Linux
Implementation
Layer

[UlApplication didFinishLaunching]

root@raspberryp # uname -a

Linux raspberrypi 4.4.1 #3 SMP Sun Sep 25 13:12:5@ CEST 2016 armv71 GNU/Linux

root@raspberryp #

root@raspberrypi:~# file /root/iosvm/uiapplicationmain32

/root/iosvm/uiapplicationmain32: Mach-0 armv7 executable, flags:<NOUNDEFS|DYLDLINK|TWOLEVEL|PIE>

root@raspberryp #

root@raspberrypi:~# run-macho /root/iosvm/uiapplicationmain32

4 open$NOCANCELSUNIX2803(/dev/urandom@@x755bcfaa, @, 3)

= openSNOCANCEL$UNIX2003(/etc/localtime@@x756bcb84, @, @)

= open$NOCANCELSUNIX2003(/usr/share/zoneinfo/UTCEBx7e8badbf, @, 52144)

= open$NOCANCELSUNIX2003(/usr/share/zoneinfo/posixrules@@x7e8ba8ff, @, 52115)

= open$NOCANCELSUNIX20083(/dev/random@ex755bc1f8, @, 8)

objc_msgSendSuper2: undefined symbol

3 = open$NOCANCELSUNIX2003(.@0x755b9799, @, 38809)

= openSNOCANCELSUNIX2003(/etc/master.passwd@@x757¢1d98, @, 438)
openSNOCANCELSUNIX20083(/etc/master.passwd@@x757c1d98, @, 438)
openSNOCANCELSUNIX2003(/etc/master.passwd@@x757¢1d98, @, 438)
open$SNOCANCELSUNIX2003(/etc/master.passwd@@x757¢1d98, @, 438)
openSNOCANCELSUNIX2003(/etc/master.passwd@@x757¢1d98, @, 438)
openSNOCANCELSUNIX2003(/etc/master.passwd@@x757¢1d98, @, 438)
open$SNOCANCELSUNIX2003(/etc/master.passwd@@x757¢1d98, @, 438)
openSNOCANCELSUNIX2003(/usr/share/locale/en_GB.UTF-8/LC_COLLATE@@x7e8bc@2e, @, 438)
openSNOCANCELSUNIX2003(/usr/share/locale/en_GB.UTF-8/LC_COLLATE@@x7e8bcl8e, 8, 438)
0penSNOCANCELSUNIX2003(/usr/share/locale/en_GB.UTF-8/LC_COLLATE@@x7e8bbebe, @, 438)
= open$NOCANCELSUNIX28@3(/etc/timezone@@x74f08ebd, 8, 438)

4
4
4

Unable to create time zone for name:
(source '(null)').
61 = writeSNOCANCELSUNIX2003(2, ©x74f@9480, 61)

You can override the timezone name by setting the 'Local Time Zone'

NSUserDefault via the 'defaults' command line utility, a Preferences

application, or some other utility.

eg "defaults write NSGlobalDomain 'Local Time Zone' 'Africa/Nairobi'"

See '(null)'

for the standard timezones such as 'GB-Eire' or 'America/Chicago’.

324 = write$SNOCANCELSUNIX2003(2, 8x74f@9cde, 324)

2019-08-14 02: 2.997 uiapplicationmain32(32545:1961886520] Using time zone with absolute offset @.

2019-08-14 @ 2.950 uiapplicationmain32([32545:1961886520] Unable to get name of current host - using 'localhost
-1 = openSNOCANCELSUNIX2003(/usr/share/locale/en_GB.UTF-8/LC_CTYPER@x7e8bc5e8, 6, 438)

7 = open$NOCANCELSUNIX2803(/root/slide@@x72a13d3d, @, 438)

2019-08-14 02:52:44.687 uiapplicationmain32(32545:1961886520] AppDelegate-application:didFinishLaunchingWithOptions:
2019-08-14 @ 4.708 uiapplicationmain32[32545:1961886520] AppDelegate-applicationDidBecomeActive
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