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- HERERERFHHERRE XA
* [k EHAR: Namespace. Cgroup -
 LER R (vs EEIMEIRA):
VR A R A BRE. HIE
vV iEkE: EFAK, RETES

VM
App A App B App C
Bins/Libs Bins/Libs Bins/Libs
Guest OS Guest OS Guest OS
Hypervisor
Infrastructure

CONTAINER

App A App B App C

Bins/Libs Bins/Libs Bins/Libs

Container Manager

Host OS

Infrastructure
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Dockerazgs

£ 4t [m1Docker SL A5 1R {1 P 45 B (S 8E 1

D BEELEEMRAH (bridge);

@ BIERUE—NEMMO;

@ ¥ & MM 1 9 HF A B Docker 5 4] A= & 4ok B .

poIgs

Net Namespace 1: : Net Namespace 2:
4026532444 : 4026532723

Instance 1:

IP:172.17.0.2
MAC:
02:42:AC:11:00:02

Instance 2:

IP: 172.17.0.3
MAC:
02:42:AC:11:00:03

Linux Bridge

Host Net Namespace: 4026531993
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Net Namespace 3:
4026532789

Instance 3:

IP: 172.17.0.4
MAC:
02:42:AC:11:00:04
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* ARPEIES R I3

Who has paiae 17.0.27

ARPHXYR

MAC 3¢ ht

Tell 172.17 e

172.17.4.2 ks at e2:

o ARPHRUE: ARP#E @1,

42:ac:11: Utl
A M R ERIE
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/ # arp -a
?(172.17.0.4) at 02:42:ac:11:00:04 [ether] on ethO
?(172.17.0.1) at 02:42:fa:4f:be:25 [ether] on eth0

/ # arp -a

?(172.17.0.4) at 02:42:ac:11:00:04 [ether] on ethO
?(172.17.0.2) at 02:42:ac:11:00:04 [ether] on ethO
?(172.17.0.1) at 02:42:fa:4f:be:25 [ether] on eth0
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« BIE31 DockerZ &5 3Lfl (UbuntuB{g):
D EFMm%H (No.1) , EFHttpR$H;
@ %EF# (No.2) , AEHMSH B R i&Httpif £,
@ H&EH (No.3) , #HATARPRIaFe ¥ RIASK .
* FEJAZEHPoCHR:

R IR G A LA

A RRIEE

Net Namespace 1: Net Namespace 2:

: Net Namespace 3:
4026532444 . 4026532723
1

4026532789

Instance 1: : : Instance 3:
Http Server ; Instance 2: : Http Server

(Normal) 5 Http Client (Malicious)

1
IP:172.17.0.2 i IP:172.17.0.3 i IP:172.17.0.4
MAC: . MAC: ; MAC:
02:42:AC:11:00:02 ! 02:42:AC:11:00:03 ! 02:42:AC:11:00:04

Linux Bridge

Host Net Namespace: 4026531993

KCon

/| EFEIERIE SRS

/ # wget -0 - 172.17.0.2

Connecting to 172.17.0.2 (172.17.0.2:80)
hello from NORMAL server.

/| B RK it & 1B ERE
/ # wget -O - 172.17.0.4
Connecting to 172.17.0.4 (172.17.0.4:80)

hello from MIMA server.
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Attacker
Process

Docker Docker Docker
Instance 1 Instance 2 Instance 3
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D CIBEREET: RERELERERKE.
@ MEREDASLER:
El %Mac j’g r“;,t % %‘ , ;,}?\ Mac 7".] Ji%;g‘ o Source Mac Dest Mac Protc Info

02:42:ac:11:00: @2:42:ac:11:00: ARP 172.

N I sI2, :bb:cc:dd:ee: 02:42:ac:11:00: ARP 172.

@ *ﬂlﬁARP@ﬁ?}E (Eﬂﬁﬁfpﬁmg) . 22:42:22: :00:04 02:42:ac:11:00:03 ARP 172.

aa:bb:cc:dd:ee: 02:42:ac:11:00: ARP 172.

E]%|Pj@%‘:%;g—||3’ ?.}?JP?"?%%E]% (i%"}j&%%) 1P, ©2:42:ac:11:00:04 ©2:42:ac:11:00:03 ARP 172.

e — aa:bb:cc:dd:ee: 02:42:ac:11:00: ARP 172.
Attacker ©2:42:ac:11:00:03 ARP 172

S A, 3 9242 ack1: 00k 5
— @ Egkﬁ—tﬁ%% iﬁﬂ{]ﬁﬁ@- aa:bb:iz: zeek 02:42:ac:11:00: ARP 172.

Linux Kernel ©2:42:ac:11:008: @2:42:ac:11:00: ARP 172.

Docker Docker
104 1stance Instance

© 0O ©®©O 0O ®O 0O OO O
N W N WNWNWN

Linux Kernel (Bridge)
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Linux Kernel

ARPHRIRRI BRI

FIREZEFHERFM:
@D UID: 0 (i.e. Root)

* XFRoot F P EITX PR PR 1 :

v Linux capabilities (2.2 &3 A\)

vV BEE D @R

v /proc/{pid}/status or getcaps
{pid]
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Linux Kernel (Bridge)
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FEL: ESUPHELE FiEk2: &mFIP J755%3: FIANetfilterSTTLNAT
« Kb « Rgigb « Raisb
ionig 01721702 [N oz v 172.17.02 [N s st A PREROUTING
172.17.0.2 -) DNAT --to 172.17.0.4
o AR I EAF: o BRI EA4F:
I « BRI Ak
attacker @ Root @ Root

@ Root

Linux Kernel (Bridge)
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R AIREEESF4

%4 FREET + N RRRAER 7155 FREET + EREFRRERAELN

o XA /XA . o XL,
sock = socket(PF_ PACKET, SOCK RAW, htons(ETH_P_ALL));

sock = socket(PF_PACKET, SOCK_RAW, htons(ETH_P_ALL));

mr.mr_type = PACKET_MR_ PROMISC;

ifr.ifr flags |= IFF_PROMISC;
setsockopt(sock, SOL PACKET, PACKET _ADD MEMBERSHIP, &mr, mrsz);

ioctl(sock, SIOCSIFFLAGS, &ifr);

Attacker o ;&4 : Root + « B %4 : Root

Li K |
Linux Kernel (Bridge)




REIARERGESFEE --

NET ADMIN NET RAW *: ARHMNKIAE R AINREZE (UbuntubR{)
# ps -ef
%P UID  PID PPID C STIME TTY TIME CMD

FhaF P root 1 0 802:46 pts/0 00:00:00 /bin/bash
root 12 1 002:46 pts/0  00:00:00 ps -ef

NAT#£ 3% | P

RIEEIET & # getpcaps 1
[ NS Capabilities for "1": =
BB & cap_chown,cap_dac override,cap fowner,cap fsetid,cap kill,cap setgid,cap setuid,cap_setpcap,c

Attacker
Process

Linux Kernel BAEF IR ap_net_bind_service,cap_net_raw,cap sys chroot,cap_mknod,cap audit write,cap_setfcap+eip

Linux Kernel (Bridge)



iy AR R I S

.Sourc.e IP .Dest IP Source Mac Dest Mac Protoc Info

168 172.17.0.3 172.17.0.2 ©02:42:ac:11:00:03 ©2:42:ac:11:00:04 TCP 55496 - 80 [SYN] Seq=0 Win=29

| 173 172.17.0.4 172.17.0.3 02:42:ac:11:00:04 |02:42:ac:11:90:03 ICMP Redirect (Redirec
174 172.17.0.3 172.17.9.2 02:42:ac:11:00:04  02:42:ac:11:00:02 TCP [TCP Out-Of-Order] 55496 -» 80

» BRMEATHRAERFRFEK ', TERWAKIEELERE; - ICMPEEEHEEMAK;

== « RSARHENo. 18BN BAMIES, SHNo.173-174% H, . TP RAHS RN EESEERSBZAHEES,

Linux Kernel (Bridge)
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« EPR: METRF B E P R ZERA N KEEE,

, © Source IP Source Mac Dest Mac Protoc Info
'%E-Eﬁ: ’i‘]’xd'iﬁu%"Htth&%'%ARP,ik%o 172.17.8.3 2 62:4):a€:11:80:03 02:42:ac:11: TR 5546
| 173 172.17.0.4 172.17.0.3 902:42:ac:11:00:04 02:42:ac:11:00:03 ICMP Redire
£H1 (JR$B) L& ENFARPLE 4 174 172.17.0.3 172.17.0.2 ©2:42:ac:11:00:04 ©2:42:ac:11:00:02 TCP [TCP C
,root@9a57a2bbOff3:/# arp -a 3 211:00:02 3
? (172.17.0.4) at 02:42:ac:11:00:04 [ether] on etho 3 -11:00:04

? (172.17.0.3) at aa:bb:cc:dd:ee:ff [ether] on eth®
? (172.17.0.3) at aa:bb:cc:dd:ee:ff [ether] on etho
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412 (BP3%) L FEARPE A 54k & thHt tp R & :
root@Ob3b65b2b57f: /# arp -a
? (172.17.0.2) at 02:42:a3c:11:00:04 [ether] on eth®

? (172.17.0.2) at 02:42:ac:11:00:04 [ether] on ethO
root@0b3b65b2b57f: /#

root@9b3b65b2b57f: /# wget -0 - 172.17.0.2

--2019-08-16 01:55:11-- http://172.17.0.2/

Connecting to 172.17.0.2:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 25 [text/html]

Saving to: 'STDOUT'

- 0% 1 ®© --.-KB/s

hello from MIMA server.

- 100% ===============:===>] 25 --. -KB/S in Os

2019-08-16 01:55:11 (493 KB/s) - written to stdout [25/25]

A AIZZEDemo

TZ6R17210 700 82
1830721

172007503

02:42:ac:11:00:04
B2:42: ac:

©2:42:ac:

KCon

TCP [TCP Out-Of-Order

55496 [ACK]

184 172.17.9.2
188 172.17.0.2

2007003
7275603

mAamA 100 N1

ke A

02 42 ac 11 60 e3
00 4d e4 71 40 00
00 03 00 50 d8 c8 ba db
00 eb 47 57 00 00 01 01
CLEROa 68 65 6C 6C 6T
4d 41 20 73 65 72 76 65

02 42
40 06

02:42:ac:11:00:04
02:42:ac:11:00:04

1A 70 a4~ N\ n1

ac 11 90 904 08 09 45 @0
fe 11 ac 11 00 082 ac 11
23 35 9b d6 50 4a 80 18
08 Pa 5d 56 @c ff f9 50
20 66 72 6f 6d 20 4d 49
72 2e Pa

©2:42:ac:
©2:42:ac:

TCP Retransmissi

TCP Retransmissi

L7790 a4+~ \

B B
M-gqe-@
P #5--PJ

GW Jv---P

-hello from MI
MA serve r.-
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* FaaS (Function as a Service, BEIRSE) :
vV —#HREZREFIE;

vV AR P RBREEFHMAITIRS, X 3NodedS.
Python¥ &% ;

v\ & FDocker £ 8 LM F[HPATIRIZME FH ;
v BB P &% &Docker 47 T g £ X 18 T M

o 33 B AR B BB - « E =] ®DockerfR5s :

v BEAETUH I LA P MDocker KR, 7 T roRyDUCKer S EHAT

~ RFM f tDocker EWEH FR—B2hk, ¥ =7 KCORIT RAICHE BB & RIRFHES o

- FHABRNER:

v’ Docker R#I3E TR F AA = EM;

v’ Docker =] A2 6IUID SRR E A P B E 0 7o




Hostname: localhost

IP: 127.8.0.1

MAC:29:db:a2:d9:f3:df

Get Route Info:

STDOUT:

Iface Destination Gateway Flags RefCnt Use Metric Mask MTU Window IRTT
STDERR:

- -
(S I, ]

-
-
[5,]

-
[5,]

[
(5]

IR S5 &R '

-
[
(5]

-
[
(5]

i = TR % % = &% SCF LR
i — Tk oL A » 15: 96 Get ARP Info: MBABﬁ %‘E&
TE = o Koot H ) 15: STDOUT:
. » 15: address HW type Flags address Mask Device .
&) 3 A iR = T E R T De ow I s Ik D v UID #0;

-
5]

& ot H CFC ,

5]
wJ
=

3 :J Get Dev Info: \/ Rootm }‘? i‘CAP_NET_RAW;

STDOUT:

-
[5,]

Cloud Functions ,

[5,]

Inter-| Receive | Transmit
face |bytes packets errs drop fifo frame compressed multicast|bytes pad \/ ﬁﬁ Fg éjéﬁffﬁ‘ (GCP) o
ethG: e 0BO0POEOBOBOBOEOSG
ethl: e 0b0opPO00BOBOBEBOG
eth2: e ocpbo0opo0BO00O0DOBGBOE
lo:ecoEROBOEROOBOORD

-
[5,]

AWS Lambda N

[5,]

-
[5,]

Cloud Functions N

[
(5]

-
(5]



 RERBHITHE R R EL&M4:
v UID == 0 & CAP_NET RAW
A PR .

* R IR R ) -
vV R#rREF R P RER;
v RHEEBRIMY R,

P

‘

Before attack, check ARP records.
IP address HW type Flags
172.16.109.1 Ox1 0x2

HW address
0a:58:ac:10:6d:01

In one same network, recheck ARP records.

IP address HW type Flags HW address
172.16.109.30 0x1 0x2 aa:bb:cc:dd:ee:ff
172.16.109.1 0x1 0x2 0a:58:ac:10:6d:01

B FaaSESIEEPoC

Mask Device
eth(

Mask Device
eth(
eth(

func_victim : func_attack
Collect IP & : Collect IP &
MAC & Gateway | : | MAC & Gateway
Check ARP Get Victim’s
Cache Information
Send Request
I N
: Put Results
Parse Response (<.} ;
t into Response

End
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* Docker&F£5 N LEARPHAIR 5 8] AT Y B 45

* FaaS L —SBE I BRRAR:
vV BEGR: ATHEECRK
v RSBRN: ETmoa. RELAEN;
vV REIRAESE: K8SAY IR T REAL 3R
* FaaSZEMIIREMNE:
vV EATHAE or MM, [&ETRE R P #Docker K& .

KCon

v feh%f&: UID + Capbility;

v TH%: IP Forward BT A X EEIE;

V REEHRRLEN: ZFE LEBEH SIRM A LB,
vV P EAGRAME RE: Docker E| R &6 IBEME .
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