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Email: yegenshen@360.cn
Twitter/WeChat: @zom3y3

#Botnet #Pentest #Honeypot #Sandbox Network Security Researcher @360Netlab
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widAnglerfishZiE, FEIBIKRZIAEMEKZIHPayloadflloT Botnet, FFIEE—EATHEE TIHHIRE, HPEHE: Mirai,

MR, =<

http81, DDG, Hajime, TheMoon, loT reaper, Satori, Muhstik, HNS, Fbot, MikroTik, GhostDNS, Ngioweb,
Godlua, GwmndyZ,

BRI — L EREREA, BoWETHER E#unknown_botnet, FE— N EH 0T AU DEIRB ATHRE.

s, BaktikzI31N0day, EpaiE#Satori BotnetFFHAYCVE-2017-17215]F%R, #TheMoon BotnetFl|FHAYGpon Home
Routers RCEJFiE, #FbotFlFRYiEILDVRIPIMGEE.
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Payload Analysis
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Exploits: EEMEREA =&

Malware: EEfEFEEABEME LLIEIT
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BT EHEETelnetiR trO69tMYImIRIERE, (2 iFl, HrhVarcon NVR Router HG532 0-day CIA ChimayRed®z= T OIS 200

FERE. EAExploit FMEESEL 1 RCER/RELTE2 mfEE, 12B5535X B&h, MRERssIE DVRIPFER#M0-
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MikroTiki@&S5tt Mg CIA ChimayRed BETEEN, MEBRIGEEMITRETRE, BURITEA, BT RB, P Count
37.1.207.114
MikroTik RouterOSI@ & s FAFFERGERES LD, FHEMRAMLE I R EIRE treamBES338, 0015523

BRiFEE] 7.5k MikroTik RouterOSIREIPERHKINLEIFALYT, FATZSPREZISERIPHIL, BSimOUDP/37008, 8.2
Hp—AIEE (37.1.207.114) 5077 KEMikroTik RouterOSigss, EZEMRITTCPINN20, 21, 25, 110, 143ix0, HBIXIRFTP-data, FTP,
SMTP, POP3, IMAPIMWARE. IXENAIMYESEISIEXEEEIEN, NEEUSCEERERIZIRE THEXEETEANERE, SEFTP
M4, FTPIKRSETE, BFEMERE, BFEpHIKSEES.

BIXNREEIPEBEMST, RIERRSHZHINRTE,

BZWZA: https://blog.netlab.360.com/7500-mikrotik-routers-are-forwarding-owners-traffic-to-the-attackers-how-is-yours/



The VPNFilter malware is a multi-stage, modular platform with versatile capabilities to support
both intelligence-collection and destructive cyber attack operations.

As of this writing, we are aware of two plugin modules: a for collecting traffic that

passes through the device, including theft of website credentials and monitoring of Modbus
SCADA protocols, and a communications module that allows stage 2 to communicate over Tor.

BEZWZA: https://blog.talosintelligence.com/2018/05/VPNFilter.html
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BRI oTimiRA BB AR I THE XKLL,

Top 20 Most Probed Ports (2019-08-19 ~ 2019-08-20)

Source: Anglerfish Honeypot

others 10.5 %
TCP:82 0.6 %
TCP:8089 0.7 %

W
TCP:88 0.7 % \
TCP:443 0.8 % RN

TCP:22 0.8 %
TCP:81 0.8 %
TCP:1433 14 %
TCP:8888 1.7 %

TCP:8088 1.9 %

TCP:445 3.0 %
TCP:5900 5.1 %
TCP:2323 6.3 %
TCP:80 10.2 %

TCP:23 53.0 %
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FXEBEERIR 10002 "MiraitEAMD5,

Jun 23

Jun 30

Jul 21

Jul 28
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Mirai
Gafgyt
TrojanDownloader

CoinMiner
Dofloo
Setag
Ddostf
Agent
Chinaz
HackTool

=== Elknot

Hajime
DDoS

=== Flooder

Xorddos
Tsunami
Dnsamp



Yonathan Klijnsma @ydklijnsma - Jul 24 KCD n

There's honeypots and then there's this guy.
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* SwiftOnSecurity

Ls @SwiftOnSecurity

Replying to @
Ez P\]g : Followed

11:48 AM - Jul 25, 2019 - Tw
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2017-02-09 23:52

2018-07-09 06:11

2018-08-09 20:13

2018-08-11 13:25

2018-08-11 13:25

2018-08-19 03:09

2018-08-22 12:19

2018-11-12 20:06

2019-01-01 05:36

2019-06-24 06:58

2018-10-07 02:02

2019-08-19 10:56

2019-08-20 10:46

2019-08-13 20:35

2019-08-03 07:37

2019-04-26 02:50

2018-11-29 12:45

2019-02-26 00:25

2019-08-19 11:02

2019-07-31 05:44

53413

5555

52869

37215

8291

7547

9000

49152

60001

34567

91.64

99.09

98.81

98.86

97.36

94.83

99.80

99.64

97.89

96.38

2c3d957fcc56caf402b84894e4f986de

7b0ae0038cc4a8ba3cee0d459d9943f8

abde9f41a92f8132c9ba582c866d7ch7

03e39fb27eb2626526964222c122c16d

f047b5467b1dfeaf08c1924b9bf54a99

6eecae4387d119ea3f5a0174f11872cc

d2f3ae69fc94c21089fa215e674a73be

e49e2b772796feae1d42d805e48bc454

eb3111d9525e38decfle97cb1d2d5071

a5f8eb80f9c8421707a407c8d0ebed98
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TR069- WAN Side Remote Command Injection

ASUS Router infosvr UDP Broadcast root Command Execution
MCTP SetPppoeAttr RCE
EnGenius EnShare loT Gigabit Cloud Service 1.4.11 - Remote Code

Execution

Netcore/Netis Routers - UDP Backdoor Access

D-Link Devices - UPnP SOAP Command Execution

Realtek SDK - Miniigd UPnP SOAP Command Execution
MiCasa VeraLite Remote Code Execution

Huawei Router HG532 - Arbitrary Command Execution

Dahua DVR 2.608.0000.0/2.608.GV00.0 - Authentication Bypass

QNAP Transcode Server - Command Execution (CVE-2017-13067)

XiongMai DVRIP Remote Code Execution

JAWS DVR Remote Code Execution

Google Android ADB Debug Server - Remote Payload Execution

MikroTik RouterOS Winbox & Webfig

Zyxel Router

ASUS Router

Swann, Lorex, Night Owl, Zmodo, URMET, kguard

security, etc

EnGenius EnShare Router

Netcore/Netis Routers

D-Link Router UPnP SOAP interface

Realtek SDK UPnP SOAP interface
MiCasa VeralLite Controller

Huawei Router HG532

Dahua Camera

QNAP NAS

XiongMai DVR
Mvpower 8 Channel Security DVR

Google Android ADB Debug Server

MikroTik RouterOS Winbox & Webfig

TCP/7547
TCP/5555

UDP/9999

TCP/9000

UDP/53413

TCP/49152

TCP/52869

TCP/49451

TCP/37215

TCP/37777

TCP/9251

TCP/34567

TCP/60001

TCP/5555

TCP/8291
TCP/80

https://www.exploit-db.com/exploits/40740

https://github.com/jduck/asus-cmd
http://console-cowboys.blogspot.com/2013/01/swann-song-dvr-
insecurity.html

https://www.exploit-db.com/exploits/42114

https://www.exploit-db.com/exploits/43387

https://www.exploit-db.com/exploits/27044

https://www.exploit-db.com/exploits/37169
https://www.exploit-db.com/exploits/1188

https://www.exploit-db.com/exploits/43414

https://www.exploit-db.com/exploits/29673

https://www.exploit-db.com/exploits/42587

https://twitter.com/zom3y3/status/1100667242159558656
https://www.pentestpartners.com/security-blog/pwning-cctv-cameras/

https://www.exploit-db.com/exploits/39328

https://wikileaks.org/ciav7p1/cms/page_16384604.html

Mirai DGA

TheMoon
Mirai

Hajime
Mirai

Gafgyt
Mirai

Mirai
Mirai
Mirai
Satori
Mirai

CoinMiner

Fbot
Mirai

Fbot

ChimayRed
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BITRRAZIHTTPIR O3 EF

BT AnglergishZFEARTIEFuzz testing,
R RB7cERE, BEEGRSFbotiFA

HE AR FbotiFERERIENIRE, 3K
EXZIDVRIP Y x#2Exploit

xabolfpzbz.ukrainianhorseriding.com:6592

Search for uc-httpd 1.0.0— 3
1. basic http scan (TCP: 80/81/88/8000/8080)

md5: 43a7d9956720b86330d4985¢773e76c1

2. report device's ip and port

1 Reporter

185.61.138.13:6565

S —

3. get device's ip and port

KCon

| 150 of the 284 |
i firmware models

Fbot Bontet
XiongMai Firmwal
Sofia App

4. login dvr web (TCP: 80/81/88/8000/8080)

5. login dvrip via hard-coded password (TCP: 34567)

6. OPSystemUpgrade and open a telnet backdoor at TCP/9000 -
7. load Fbot downloader via telnet backdoor \

= Fuzz Testing Fbot Loader and skipping step 6,
but also get Fbot downloader.

Loader

185.61.138.13
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users-MacBook-Pro:Fbot DVRIP user$ 1s -al InstallDesc
crw-r--r-- 1 user staff 547 Dec 8 2018 InstallDesc
users-MacBook-Pro:Fbot DVRIP user$
users-MacBook-Pro:Fbot DVRIP user$ cat InstallDesc

i

T

InstallDesc File Created: December 8, 2018 at 05:39 (UTC+8) },3322?1"52??:-:22‘{2213’-,, o0 1 it

"Command": "Shell",
"Script": "busybox telnetd -p 9000 -1 /bin/sh"
1

: FoPSystemUpgrade”) m = _»m - __ . h
: "OPSystemUpgrade", "Ret" : 100 "SessionID" : "@X00000004" } -l VI
InstallDesc).M..1...~..0.%0.. i
u ]
‘Em s
L E R W S S TR UL PR =R Bunnssus sasanse InstallDesc
.{ "Name" : "", "Ret" : 100, “SessionID" : "0x00000004" } [ L.
: "", "Ret" : 100, "SessionID" : "0x00000004" } - mE
OPSystemUpgrade", "Ret" : 100, "SessionID" : "0x00000004" } R —
i | ]
ol ul "
[ ] ]

BEZAA: https://blog.netlab.360.com/the-new-developments-of-the-fbot/
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BEZAS: https://twitter.com/zom3y3/status/1100667242159558656
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AR : Anglerfish Honeypot, VirosTotal, 360NetlabEBFANR
PEARZERY . ELF Executable (x86, x86-64, arm, mips)
Unknown Botnet: VT 0/11R5l, Bot ¥4, BC2

PAREMH: B, B3R, bFE, CURBRIIE, ARDH (IDA)

KCon

¥ESZ: #unknown botnet

Blog#gss: Linux.Ngioweb, Godlua

1SRRI RloTiHL, RKaFF

BEZAZE: https://twitter.com/search?q=#unknown_botnet
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positives:0 tag:"elf" not tag:"contains-elf" not tag:"shared-lib" not tag:"coredump" not tag:"relocatable" size:10MB-

£ FAVT Intelligence Search APIZKERELFHE AT F, SAIE{F 360 PR Tz O NEMEAR

BEZAS: https://support.virustotal.com/hc/en-us/articles/360001387057
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HHER HARSER

Total File

Code Section
Symbol Section
String Section

Disassembly Function Code

X, WiERZEHEAR (SSDC)
FHIEE, WEERAIES (ESET NOD32)

FrE/NTH: https://github.com/zom3y3/ssdc
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blt€ubuntu@l: $ python detux.py -h
usage: detux.py [-h] [--params PARAMS] [--rename] [--user {root,user}]

[--run_mode {cpath,fpath}] [--strace] [--fakedns] [--memdump]

[--edition {Debian7,Sandbox0S}]

[--clibrary {glibc,uclibc,mus1}]

[--cpu {x86-32,x86-64,arm32el,arm32hf,mips32,mips64,mips32el,mips6del,powerpc32}]
[— vm_time VM_TIME] [--date DATE] [--command COMMAND

ing System: Sandb
Operating System: SandboxOS
.
--int {python,perl,sh,bash,ruby}] [--dnat_protocol {tcp,udp}]
[--dnat dport DNAT_DPORT] [--dnat_dip DNAT_DIP]

SAMPLE

optional arguments:
-h, --help show this help message and exit

sample options:

: :
Network: iptables, mitmproxy, fakedns
* , , SAMPLE Set the ELF file path
--params PARAMS Set the Sample file execute params (default: None)
--rename Rename the sample name in sandbox (default: False)
--user {root,user} Set the Sample file exec user (default: user)
--run_mode {cpath,fpath}
Set the sample run method (default: cpath)
Set the Strace option (default: False)
Set the fake dns option (default: False)
Set the gdb memory dump option (default: False)

--strace
fakedns

Malawre Analysis: ESET NOD32, Yara, VirusTotal

--edition {Debian7,Sandbox0S}
Set the Linux edition (default: Sandbox0S)

--clibrary {glibc,uclibc,musl}
Set the ¢ library (default: auto)

--cpu {x86-32,x86-64,arm32el,arm32hf,mips32,mips64,mips32el,mipsdel ,powerpc3z}
Set the VM CPU type (default: auto)

--vm_time VM_TIME Set the VM exec time (default: 30)

.
Packet Analy5|5' DNS, HTTP
M I
date DATE Set the VM localtime date (default: None)
--command COMMAND run some commands before sample executing (default:
None;

b
--int {python,perl,sh,bash,ruby}
Set the Sample Architecture type (default: auto)

iptables options:

--dnat_protocol {tcp,udp}
Set the dnat protocol (default: tcp)

.
Strace Analysis: Stracer
ysis.
--dnat_dport DNAT_DPORT
Set the dnat destination port (default: None)
i Set the dnat destination ip (default: 192.168.40.136)

--dnat_dip DNAT_DIP

FrE/NTH: https://github.com/zom3y3/stracer
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IDA FLIRT
i [ 10- 5] st W o _ W cinileritie £ _ W cimilaritie- ™ similaritie W cinilerition [©] He

fn fuzzy ssdeep score | machoc matched primary function primary bsize | secondary analyzed function secondary prototype
- 100 True sub_ASAC 0 at 3 Hone
100 True = o ip Hone
Ka rta 100 True 3 r_method_asy Hone

100 True 5 Hone

. . 100 True 5 56 ectio Hone
I d e n LI b 100 True 5

100 True

100

Diaphora 1

6

BinDiff
Intezer Analyze

https://github.com/TakahiroHaruyama/ida_haru/tree/master/fn_fuzzy
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RiBcETwitter/WeChat: @zom3y3

KB GZER, BotnetHE
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