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BGPs RFC 1771 RFC 4271(¢ X

~

n Border Gateway Protocol, T B BGPvA BGP ¢ 2t W e
T v\ A B b ) L W 7 4 1A
BGP ’ IR v T 10D a TCP o 7 179 y v Ty
Y ) " fb b~ o fragment © D ABGP Wa TCB uwbD
L A [ b =D A
H NO
AgAutonomous system): “ Wa” Q@” ! P ne” ' ¢
§ A 3 © G¢ " Wae AS Wa ‘ A @ AS W “ A )
W @ wNe Wan W 168~ ~ ASN :1-65535;164511 ¢ ‘E ASN ASN:645155535A
AS PATH: e AS v’ T A ( LHYA
EBGP BGR (EBGP)h b AS L H A

IBGEp BGR (IBGP) h b A L H A




BGPa%i3a

(adjancytable).G BGP H A

BGP (forwardingdatabase)c ( W @
(routing table)BGP b A

[ Ye n G

7 G 0 v

showip bgp summary

R3 AS5304sh ip bgp summary

BGP router identifier 1582.168.50.2, local AS number 30

BGP table wersion is 17, main routing table wersion 17

13 network entries using 1521 bytes of memory

32 path entries using le64 bytes of memory

17/8 BGPE path/bestpath attribute entries using 2108 bytes of memory
15 BGP AS-PATH entries using 360 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-li=st cache entries using 0 bytes of memory

BGP using 5653 total bytes of memory

BGPF actiwvity 13/0 prefimxes, 3472 paths, scan interval &0 secs

Heighbor W L5 M=sgRovd M=gSent ThlVer InQ Outd Up/Down State/PfxRcd
172.16.30.2 4 200 1z 1z 17 ) 0 00:01:45 &
152.168.30.2 4 20 1z 1z 17 a 0 0D:01:48 B
1582 .168.40.1 4 40 10 1z 17 0 0 00:01:48 B
182 .1&68.50.1 4 50 10 12 17 0 0 00:01:50 6

BGP °

R3_RS5304sh ip bgp
BEGPF table wversicon is 17,
Status codes:

Origin codes=:

SEF
s

I

I

I
o

o

i

Hetwork
10.10.220.0/23

showip bgp

r RIE-failure,
i - IGP,

10.10.220.0/22

172

172

172

182.

.16.30.0/24

.16.60.0/24

.16.100.0/24

Hetwork

182

182.

182.

182.
192.

192.

182.

.168.

168.

168.

168.

168.
168.

168.

168.

10.0

20.0

30.0

40.0

50.0
60.0

100.0

200.0

e — EGP,

Hext Hop

18z2.
152.
172.
152.
18z2.
172.
172.
0.0.
182.
152.
182.
182.
182.
182.
182.
172.
182.

168.50.1
168.40.1
16.30.2
168.30.2
168.30.2
16.30.2
16.30.2
0.0
168.40.
168.50.
168.50.
168.40.
168.30.
168.50.
168.40.
16.30.2
168.30.2

o R S e

Hext Hop

182.
172.
182.
182.
0.0.
182.
0.0.
0.0.
192.
182.
192.
182.
192.
182.
172.

168.40.1
16.30.2
168.30.2
168.30.2
0.0
168.40.1
0.0

0.0
168.40.
168.50.
168.40.
168.30.
168.50.
168.30.
16.30.2

RIS ORI B

5 Stale

? - incomplete

local router ID i=s 152.168.50.2
s suppressed, d damped, h history,

* wvalid, > best, i - imntermnal,

Metric LocPrf Weight

Lo e R Y e

Lo T e T e T e R R T T e Y o

Metric LocPrf Weight

[ O T e Y e O e O

Path
S0 &0 100 i
40 100 i

200 20 10 100 i
20 10 100 i

20 200 i

200 i

200 i

i

40 i

o0 &0 i

50 &0 100 i

40 i

20 10 100
50 &0 100
40 100 i
200 20 10 i
20 10 i
Path

40 100 10 i
200 20 i

20 i

20 i

i

40 i

i

i

40 &0 i

50 i

40 100 i

20 10 100 i
50 &0 i

20 i

200 i

e

showip route

R3 A530#sh ip rou
E3 AS530:sh ip route

Code=s: C — connected, 5 - static, R — RIP, M — mobile, B - BGP

D - EIGRP, EX - EIGRP extermal, O - OSPF, I&A - OS5PF inter area
H1 - OSPF HS5A external type 1, H2 — OS5PF HS5A external type 2

El — OS5PF extermal type 1, E2 - OSPF extermal type 2

i — I5-I5, su — I5—I5 =zummary, L1 — I5-I5 lewel-1, L2 — I5-I5 lewvel-2
ia — IS5-I5 inter area, * — candidate default, U - per—user static route

o — ODR, P - periodic downloaded static route

Gateway of last resort i= not =et

[l e s R e [ = = B

{5 v g

192.168.30.0/24 is directly comnmnected, FastEthernet(/1
192.168.60.0/24 [20/0] wia 192.16B8.50.1, 00:01:20
192.168.10.0/24 [20/0] wia 192.168.30.2, 00:01:19
192.168.40.0/24 is directly comnmnected, FastEthernet2/0
172.16.0.0/24 is subnetted, 3 subnets
172.16.60.0 [20/0] wia 152.168.40.1, 00:00:48
172.16.30.0 is directly connected, FastEthernet0/0
172.16.100.0 [20/0] wia 152.16B8.40.1, 00:00:48
192.168.200.0/24 [20/0] wia 172.16.30.2, 00:01:20
192.168.20.0/24 [20/0] wia 152.16B.30.2, 00:01:21
10.0.0.0/8 is wariably subnetted, 2 subnets, 2 masks
10.10.220.0/23 [20/0] wia 152.16B.40.1, 00:00:50
10.10.220.0/22 [20/0] wia 172.16.30.2, 00:01:21
182.168.50.0/24 is directly connected, FastEthernetl/0
192.168.100.0/24 [20/0] wia 192.16B.50.1, 00:00:55

r3_as30#f]
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BGP n

BGPEHIERE RN

7. EBGP{IL T IBGP

8. #lliANext—hop {4
9. AT FEHr MR I
10. EBGP 2% FH 432 st ) I 7>
11. B¥ ¥ JRouter—1ID

12. Cluster—list B
13. At B AKIBGP Peerds & Huhk

1. Weight)g@ 1%
2. Local Preference)gE

3. A< Hb % B UG &K 73
4. AS—Path B

5. Origin/g ¥
6. MEDJE 14

I 7 BGP k
¥ G z ©OAST O CustomerAS Y PeerASi
ProviderASA =2 ) No OB 7R
1. CustomerAS "H D Customea Peer Provider A
2. PeerAS "H D Customer b 'H T Peer Provider A
3. ProviderAS "H D Customei b "H T Peer
Provider A
m t
D Rd A [ 3G P Pee
Martian Unallocated Your AS Transit Private Customer
Address Address Routes Routes Peer Routes
Space Space Routes
Transit Peers

Private Peers
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Northrop Grumman 4 bgp ~ [ 2003€ H YouTube €t [ 2008€
2003 5 ° W ) Do : E p " 2008 2 ~ Y YouTube 0 W 3
§ B i3 AN ap :: L . L + YouTubd L ~
- a, W A 0 P~ Y ) A - ¢ BGP H "~ PCCW 0 H ~ A
' ‘ 20 P - e i ; PCCW £ V@ H A
A ) G (. 1) Y~ Northrop Grumman IP n ) H ;'t ¥ 3, static route 208.65.153.0/24 [ =
a A nullo o ° ~ . H static route redistribute(Cisco
R )[ BGR™ 3 5'e
——- v [ BGP " [T 7 noy I\
BGP I 1 Peer AS v wT
"~ PCCW~ [np A £ Ne
Youtube R~ Tox @ null o

< CyberPatriot Featured
on The Today Show

b A

| TODAY SHOW || CYBERPATRIOT l
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Hacking Teamr

Z  bgp hijack
Adobe flash Oday
A

1

BGP Hijacky . —

acking Team|

Rely on us.

¢

" [ 2015€

5A J € BIBGPG .2 ' T

How Hacking Team Helped Italian Special

Operations Group with B

Posted b ndree Toonk - July 12, 2015 - H

By Andree Toonk and Dhia Mahjoub As part of the Hacking Team fall out and all the details
published on Wikile it became public knowledge that Hacking Team helped one of their
customers Special Operations Group (ROS), regain access to Remote Access Tool (RAT) clients.
As first reported here: http .
Hacking Team helped with tt post we'll take a

look at the exact details of this incident and support the Wikileaks findings with BGP data.
Raggruppamento Operativo Speciale and Hacking Team The Raggruppamento Operativo
Speciale or ROS is the Special Operations Group of the Italian National Military police. The group
focuses on investigating organized crime and terrorism. Hacking Team sells its RAT software
known as Remote Control System (RCS) to law enforcement and intelligence agencies, ROS
included. ROS infected and installed the RCS client on the machines of persons of interest
(referred to in the emails as targets). These Remote Access Tools can provide ROS with all kinds
of information and typically provide the tool’s operator with full access over a victim's machine.
The RCS clients normally need to check in with a server, which is a machine the clients can get
their commands (orders) from and then upload stored data, recorded communications, logged
keystrokes, etc., to. The Wikileaks emails uncovered how after ROS abruptly lost access to one of
its RCS servers and worked together with Hacking Team to recover the loss. Initially, ROS used
machines from a provider called Santrex, a well known bulletproof hoster. Brian Krebs dedic

an article about them in Oct 201 3. Obviously the RCS clients (also referred to as agents in the
Wikileaks emails) only work well if they can communicate with the server. If the server becomes
unreachable the client essentially becomes an orphan and loses most of its value. This is exactly
what happened on July 3rd, 2013 when after nine earlier outages that year, the Santrex IPv4
prefix 46.166.163.0/24 became permanently unreachable. The Wikileaks document described
how the Italian ROS reached out to Hacking Team to work together on reco ing the VPS server
that ran on 46.166.163.175. In ROS terminology, the server was called “Anonymizer”. The emails
also revealed that this server relays updates to another back end server called “Collector” from

Wikileaks documents show how ROS worked with the Italian network operator AS31034 (aka
Aruba S.p.A) to get the prefix announced in BGP and bring up a new “Anonymizer” server with
the IP address 46.166.163.175. ROS also was hoping that other Italian ISPs wouldn't filter that
hijacked announcement. When we look at historical BGP data we can confirm that AS31034
(Aruba S.p.A) indeed started to announce the prefix 46.166.163.0/24 starting on Friday, 16 Aug
at 2013 07:32 UTC. The Wikileaks emails outline how ROS complained to Hacking Team that the
IP was reachable only via Fastweb but not yet through Telecom lItalia, concluding not all RCS
clients were able to connect back to the server immediately, since the prefix was not seen
globally. BGP data further confirms this per the visualization below.

(15609
i

A
(12874)

(assos)
Nt

 [e2s9)
(1280) 7
1280

BGPlay screenshot - BGP Network Graph for 46.
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BGP: MW1730b ®ETH [ 2018€

DA Do z DNS BGP N
A 1 = a M A
Hio T° n - [ W e
ISP ¢ A MyEtherWallet 0
A

(@

5A 4 € BIBGPG 3,2 °

BGP hijack this morning affected Amazon DNS. eNet (AS10297)
of Columbus, OH announced the following more-specifics of
Amazon routes from 11:05 to 13:03 UTC today
205.251.192.0/24

205.251.193.0/24

205.251.195.0/24

205.251.197.0/24

205.251.199.0/24

BGP Hijack of Amazon DNS to Steal Crypto
Currency

Research // Apr 25,2018 // Doug Madory

Conclusion

@ Paul Baftun Follow

Most of the funds have just been bounced
i
0xb3AAAae47070264f3595c5032eE94b620A
583a39 There's $17.3M USD in there so
these guys are well resourced.

cnve GOOOO L HO®

11 12
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la BGP

Pl Y

(@l ]
>

BGP:) BGP:,

192!00:0/16) AS] 1920100/16) AS1|AS2!

T

g »
19210.0.0/24 19210.0.0/24:

AS_PATH i

BGR:
192:0:0:0/24) AS/)
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BGP hijack

AD 5.5.5.5/16 1 0 AY v1.1.2.2/18 1.1.2.2/18

Dol oL A AS v 1.1.2.2/18 F 1.1.22/18
Al 1.1.1.1/18 1.1.2.2/18 I S R U ¥ L VASA

1.1.1. 1/ 18 7 21.1.1.118 1.1.2.2/18A I °

N

All the 1.1.2.2/18 traffic redicrect to AS5

101:1:1/18] 2.2.2.2/16 3.3.3.3/16 td 4416 5.5.5.5/16

1.141:1/18) 2.2.2.2/16 3.3.3.3/16 4.4.4.4/15
11112.2/18)

1:12:2/18)

1122118 o
Ay REY BNpANSE R BGRIA )
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BGP hijack

Dplr

hi, i'm AS4
and lhave network:
1.1.1.1116

route)to \ route)to
L4217 ; 1.1L1L1716) AS4)

route)to

FEEFEI T MASIFIASSH 1 1L 11],—1’ 6/ASA

1111160 B BN T B ER BTk

5.5.5.5/16
1.:1.1-17186 24222016 0 4.4.4.4/16

i

5.5.5.5/16
1.1.1.1/16 2.2.2.2/18 3.3.3.3/16 4.4.4.4/18 /

-

| Hijacked
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BGP hijack

Dplr*

AR ST BT B R A% 1)

10110722011 i BUE T Tl s e Rl

R2_AS20

.200.0/24

Victim

Ori_net->Loopback0:10. 10.220.1/22

R4_AS10

A

172.16.30.0/24

By 360TIL

R8_AS100
192. 168. 10. 0/24

.40.0/24

R6_AS50

H> BGP

Lf U

IELY

%BE_E%, EHZ‘}J#—E ‘fjmj,ﬁ‘d 0:10:220:1 l“]?%
FRT R At P D)

192. 168

R2_AS20,

192. 1/68. 200.0/24

R4_AS10

172.16.30.0/24

R1_ASPO0

Victim é

Ori_net->Loopback0:10. 10. 220. 1/22

192.168.10.0/24

By 360TI

R6_AS50

Fake_net—>Loopback0:10. 10. 220. 1/23

R8_AS100

R7_AS60

.60.0/24

KCon



H- BGPY b f U
BGP hijack

Dp

By 360TL AS:EA‘TH| hlj?Ck:{t.{\.‘thi\ R7;£IJ)1 By 360TI

Fake_net—>Loopback0:10.10.220.1/23 Fake_net—>Loopback0:10. 10. 220. 1/23

R4_AS10D R8_AS100 ISI'CI rt Attack \,_,ﬂ R8_AS100
— 192. 168. 10.0/24 ~ 192. 168. 10. 0/24 -

AHacker £ : Attacker

192. 168 . ¥6.400.0/24 192. 168, " 172.16.400. 0/24

_100.0/24

R2_A520 R5_A34

- £0/1 ) = £0/1
£l RT_AS60 1 RT_AS60
éﬂ]m W éﬂw W A

. 40.0/24

E3_AS530 192. 1J68. 200. 0724

£,
ﬂfﬂ’ﬂ 192. 15467 60. 0/24
s 0

172. 16. 30. 0/24 R6_A550 R1 ASHOO 172. 16.30. 0/24

RI_ASPOO = for1
_Jros0 . ifu/u
é . £0/1
£0/1 TR ]
Vlchm Vlchm

0ri_net—>Loopback0:10.10.220.1/22

192, Y58. 200. 0/24

Ori_net—>Loopback0:10. 10. 220.1/22




(Route leak)

AS /ISP

T A

IMITM
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New y 3 °

Qo

BGP
Y %0

S BGP

D

Lf U

- ASa A3 ASA ASIA AD

Cloud | 1.1.100.0/23 |
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BGP TTL modify ( )

EBGP A ASy e | a A b -
) TOAw o _ H 3 k (hop) A ebgp
ttl vul b k ebgp multihop w ebgp T3 W

~

vhe
FARN

~ AT A

ebgp-multihop

To configure the exterior Border Gateway Protocol (eBGP) time-to-live {TTL) value to support eBGP multihop, use the ebgp-multihop command. To return to the default setting. use the no form of this command.
ebgp-multihop {-value

no ebgp-multihop {f-value

Syntax Description

TTL value for eBGP multihop. The range is from 2 to 255. You must manually reset the BGP ¢ ns after using this command.

Usage Guidelines

Use the ebgp-multihop «
allow these multihop s

This command requires the LAN Enterprise Semvice:

Examples

This example shows how to configure the eBGP multihop value:

switch (config)# rooter bgp 1.1

switch (config-router)# neighbor 1%2.0.2.1 remote-as 1.2

switch (config-route-neighbor) ebgp-mmltihop 2

IELY

EBGP A

ebgp

R

rd ~

BGPTTLv Hk ° MlTM BGP TTLy
Wovwei I D L Tk TTv

\ ~ ~

¥
TTly ~ i A [ W b A
switch(config)# router bgp 1L

switch(configrouter)# neighbor 192.0.2.1 remotas 12

switch(configroute-neighbor)ebgp-multihop 2

nmand to configure the eBGP time-to-ive (TTL) value to support eBGP multihop. In some situations, an eBGP peer is not directly connected to another eBGP peer and reguires multiple hops to reach the remote eBGP peer. You can configure the eBGP TTL value for a neighbor
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Use BGP Break HTTPS .

u CA certificate  authority = i
U H |F BGPhijack 7 (. TLS inv” https A L y:s "y ¥ 7 G 3T B3 o R TLS
n A | 3, CA BGP CA 3bw 0 A
(i TLSCAwu TLS i A
Dol 7 HG@
la @ CA We = ° . :
2a CSR certificate  signing request™ - T lawe ] ) _
W CA “H t CA O ’ 2an BGP  H ° . H E” F 3 Qrator Radar
3 CA L 3, ‘ I Y 3 BGP A We ‘ H ~ AS_PATH - A
a BGP whiosa URL servera DNSTX&R DNStoken
3 server’
43 Y:': i b AU " CA TLS i |
@ TLS n =& M., A” N ~ 2
s 4 A TLS i A
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BGP Routes Monitingl €

R7_ASG0

’T_ASGO#sh ip bgp - . ] ~ :
AT pssofen ip o u a traceroute D TTL H A Rt -'
J ~

BGP table wersion is 17, local router ID is 1%2.168.100.2

- - - - BGPF tabl i i i7 1 1 = ID i 152.168.100.2
Status codes: = suppressed, d damped, h history, * walid, > best, i — intermal, B y I/l ! y |4 e wersion 1s . ocal router is

Status codes: s suppressed, d damped, h history, * wvalid, > best, 1 - internal,
r RIB—failure, 5 Stale
Origin codes: i — IGP, & — EGP, ? — incomplete

r RIB—failure, S5 Stale
Origin codes: i — IGP, = — EGP, ? — incomplete

.
TTI!' H
Network Next Hop Metric LocPrf Weight Path H AS OO Hetwork Hext Hop Metric LocPrf Weight Path
* 10.10.220.0/23 192.168.60.2 0 50 30 20 10 100 i 1 " ~ * 10.10.220.0/23 192.16B.60.2 0 50 30 20 10 100 1
L3 172.16.60.1 0 40 100 i - > 172.16.60.1 0 40 30 20 10 100 i
s 192.168.100.1 0 0 100 i A * 192.168.100.1 [o] 0 100 100 100 100 100 100 i )
10.10.220.0/22 192.168.100.1 0 100 40 30 200 i = 1 o L i:z-i::-;goél g ;goséogoéo‘? 40U AP0 GrD 20 Y0 =ib 4
- —_ 1 ~ [{ M . - . al
: SR S8 n 0 i o 0 %5 200 4
= ToEeEE. * * 172.16.30.0/24 192.168.100.1 0 100 40 30 i
* 172.16.30.0/24 192.168.100.1 0 100 40 30 i o 192.168.60.2 0 50 30 i
* 192.168.60.2 0 50 30 i . 172.16.60.1 0 40 30 i
*> 172.16.60.1 0 40 30 i * 172.16.60.0/24 172.16.60.1 [o] 0 40 i
* 172.16.60.0/24 172.16.60.1 0 0 40 i *> 0.0.0.0 o] 32768 i
L 0.0.0.0 (1] SIZ2TEE i = 172.16.100.0/24 172.16.60.1 a 0 40 1
* 172.16.100.0/24 172.16.60.1 0 0 40 1 = 192.168.100.1 o oo &
"y 192.168.100.1 a 0 100 i : 192.168.10.0 172.16.60.1 0 40 100 i
= 192.168.10.0 172.16.60.1 0 40 100 i = 192.168.100.41 . . 9 ioe s
"y 192.168.100.1 a 0 100 i Network Next Hop Metric LocPrf Weight Path
. . . . ) * 192.168.20.0 192.16B.60.2 0 50 30 20 i
> 192.168.20.0 192.168.100.1 0 100 10 i ~ AmE fo3moa T AT ATT a1 A
* 192.168.60.2 0 50 30 20 i . 192.168.100.1 0 100 10 i
Network Next Hop Metric LocPrf Weight Path * 182 168.30.0 192.168.100.1 0 100 40 30 i
* 172.16.60.1 0 40 30 20 i = 192.168.60.2 0 50 30 i
* 192.168.30.0 192.168.100.1 0 100 40 30 i - 172.16.60.1 0 40 30 1
192 .168.60.2 0 50 30 i " o " * 152.168.40.0 192.168.100.1 0 100 40 i
x> 172.16.60.1 0 a0 30 1 U g U ’{J . : 192.168.60.2 0 50 30 1
192.168.40.0 192.168.100.1 0 100 40 i . v 192 es. 500 i;z-izésiéé ) o g igolgc o s
192.168.60.2 0 50 30 i ~ . : T : : . _ =+
. - 192.168.60.2 0 50 30 i
= drZodeoacid B Lo i ) > > > *> 172.16.60.1 0 40 30 i
192.168.50.0 192.168.100.1 0 100 40 30 i ~ 192.168.60.0 192 .168.60.2 o 0 s0 4
192.168.60.2 0 50 30 i -~ v . 0.0.0.0 o 32768 i
*> 172.16.60.1 0 40 30 i I/l * 192.168.100.0 172.16.60.1 0 40 100 i
* 192.168.60.0 192.168.60.2 0 0 50 i = 192.168.100.1 o] 0 100 i
. 0.0.0.0 o 32768 i *> 0.0.0.0 [o] 32768 1
# 192.168.100.0 172.16.60.1 0 40 100 i 2 AERAERcEIT AEH i lildoil W 0D d0 =0 A
. ¥
- 192.168.100.1 0 0 100 i . igz'igaégoiz g ig 28 zgg 2
* - - - - ps
*> 0.0.0.0 0 32768 i ) R7 AScoitrac
192.168.200.0 192.168.100.1 0 100 10 20 i AR ED ermeTEe 0. A0SR0
* 192.168.60.2 0 50 30 200 i -
> 172.16.60.1 0 40 30 200 i Iype escape sSequence to abort.
R7_ASe0ftrace Tracing the route to 10.10.220.1

R7 AS60#traceroute 10.10.220.1
- 1 172.16.60.1 16 msec 16 msec 20 msec

2 192.168.40.2 [AS 40] 60 msec 56 msec 68 msec
3 192.168.30.2 [AS 30] 88 m=sec &8 m=sec 84 msec
4 1592.168.20.2 [AS 10] €4 msec 72 msec 52 msec
5 152.168.10.2 [AS5 100] 56 msec €4 msec 72 msSec

1 1592.166.100.1 24 msec 28 msec 16 msec RT BEED
e 7_ASa0¥
R7_ASalFj = RT_ASGO*. — (C

Type escape sSequence to abortc.
Tracing the route to 10.10.220.1
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https://www.ris.ripe.net
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AST — AS2 — AS3 — AS6 & AS666

192.168.0.0/16 192.168.0.0/24

Routing Information Service (RIS)

e 13 BGP collectors all over the world
e 263 BGP peers

e BGP messages dumped into binary files
e 550 GB per year

ANSSI - Detecting BGP hijacks in 2014

—n
1]

N
b [ BGP

a n BGP

No ) RouteViews

r RIB-failure, S Stale
Origin codes: i1 - IGP, e - EGP, ? - incomplete

Network Next Hop
* 0.0.0.0/0 203.189.128.233 0
* 0.0.0.0/0 103.247.3.45 0
* 1.0.0.0/24 198.129.33.85 0
* 1.0.0.0/24 134.222.87.1 750
* 1.0.0.0/24 213.144.128.203 <

* 178.253.104.0/22 147.28.7.1 0
* 178.253.104.0/22 67.17.82.114 2523
* 178.253.104.0/22 89.149.178.10 10
* 178.253.104.0/22 137.164.16.84 0
* 178.253.104.0/22 195.22.216.188 100

IP PREFIX _IP ADDRESS
ANNOUNCEMENT BROADCASTING

ANNOUNCEMENT

0
0
0
0
0

MULTI EXIT DISCRIMINATOR
LOCAL PREFERENCE

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,

Metric LocPrf Weight|Path

023673 9902 i
0)58511 2764 i
0/293 15169 i
0286 15169 i
0113030 15169 i

03130 2914 3491 29386 29256 1

0]3549 3356 3491 29386 29256 1

0]3257 3491 29386 29256 1

012152 11164 3491 29386 29256 i

0/6762 29386 29386 29386 29386 29386 i

ADVERTISED PATH

WEIGHT O EREELS

6. - 0 BGP

v - AD BGP

u aq 3. BGP

IAR (Internet Alert Registry)

© PHAS (Prefix Hijack  Alert
System)

O RIPENCOMyASNKbervice

O BGPmon

O WatchMWET

O RenesysRouting Intelligence

¢

KCon
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Table 2 Routes Received from EBGP Peers

Martian Unallocated  Your AS
Address Routes
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D0 |Fc Y[ f AS_PATH A2 A9

BGP External/-AS| MITM)| Detection) Model
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FRIEE AS-PATH ; -
ABEBIE ASY (AS5) #i5%H AS-PATH ; -
ABEEASY (AS5) BlAT (AS1) MHIBRESITHARE

—n
1]

)
3 20 1
AS path
AS path

~

(

\4 t

H

MOAS(multiple origin  AS)I

A

~

BGP External

| M EXFRREE.
| ALY EI10.1.16.14) B 1K &

A1

net:10. 1. 16.1/22

I B P 4516

-AS) MITM|Detection Model

AS6

Bty 9 45 X
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‘H i RPKIbL BGPsed €
0 RPKI RFC6810

BGP |t ks RPKI Resource Public Key Infrastructure ¢ g 'E " A
H | o T~ St YW H T D ~ A0297 YW O = ‘

205 251 192 0/ 24

205 251 193 0/ 24

205 251 195 0/ 24

205 251 197.0/ 24

205 251 199 0/ 24

ol (=
o o o [ o [ | | | |

I8 I I
3 e |ba

e
|

RPKI  © i ROA ~T Hi 3 RPKI Y X A i
T T a RPKI i 0y WROAD [n T
H 3 RPKI 0T " " Y RPKw ( P AS —— o . 6 AS6509
Y iG "yl o Do 0 ¢ A0297 WX o0 KT n - — =
RPKb 4 W S 7 L R L n * Y RPKI QY = 2 DA
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U BGPséc RFC8206

[ :Dpf Dp ) D~ " ¥y RPKI YA T IETF F W

N Li | BGPséc I % ABGPsec Wae AS i 0D bu

BGPsec Path_Signatures AR

p ’ t
(1 : Wae AS BGPsec Path_Signaturés
@) ‘ AS '’
) 0 ) AS '’
(4 AS RPKI E A

’ BGPsec_Path_Signatures :: 7 =JAS T [FWAS WAS A

3 BGPsec AS H |F ) n
W a AS Ty AS T WwWa AS BGPsec =~ ° BGPsec_Path_Signature§ ~ A n

~
€

w” AS © [kAs” A BGPséc Y @ BGP DpA

RPKI

PROPOSED
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BGP,AT&T and NSA

L
b¥ M &M I |
78~ PRISM W n -~ NSA 2007
78 A 78 Ty US984X N A
V¥ T Ne ~ @+ I H |k
! ~ M ! 1 b A FAIRVIEW DEFINED
i Y O Kv . L I 0] P i
T ~ o~ T L V A « (TS//SI//NF) Large SSO Program involves NSA and
p T PRISM 7 y H A & . = Corporate Partner (Transit, FAA and FISA)
" Ky Y Ma ab 7%E F i Kv b H AN 52 s <% . (TS/SI/REL FVEY) Cooperative effort associated with mid-
‘E A N PRISM 7/8'[‘ Y P A ’ - A A _. j ¥ 0 7 point collection (cable, switch, router)
, « D « ~ o v . ~ , ) o L 2l A | A 285 LN "'. 1
VolP p & a7 Yl ] AL D | L R TN = = "WI& 1| - (TS/SVINF) The partner operates in the U.S., but has
T 2012 p 1,47 788, 3 PRISM 7s A ' ' P Y3l access to information that transits the nation and through its
corporate relationships provide unique accesses to other
v 2009 Y ° T 0~ =3, ~ - * A Dp telecoms and ISPs (TSISIND o5

( eH 1T A -
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[@) Backbone Node with Peering
M Backbone Node

'R|Remote GSR Access Router
B Remote Access Router

A\ carrier Hotel Site
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LX Miami
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