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Iôm the BGP protocol.At least so far,nothing is as 

irreplaceable as me,

PART 01

Ԋ҇BGP



BGPεRFC 1771 RFC 4271ζχ

ԋ ₦Ổ

ῃ Border Gateway Protocol, Ҭ ῏ ̆ BGPv4ȂBGP ԑ ҉ѿҩ ԑ
Ҭ Ȃ ᵝ Ҍ ̆ ╠ ѿ 7 4 Ȃ
BGP ̆ ԍ ̆ῒᴰ ᶏ TCP̆ 179Ȃ ҹ ̆ ץ

ҹ ̆ ғҌ ᵬ̆ᶛ fragment̆ ̆ ᴰ ȂBGP ѿᶏ TCPᵬҹᴰ
̆ῒז ⌠Ҍԅᴰ Ȃ

AS(Autonomous system): ̆ ѿҩ̂ ҩ̃ Ҋ IP ῃᵣ̆ ױ ԑ
῍ ȂӞ ̆ ԍԑ ̆ѿҩAS ѿҩ ᵣ Ȃ ҩAS ѿ Ȃ

ѿҩ ᴪ№ ѿҩῃ ѿ 16β ̆ASN :1-65535;1-64511 ԍῈ ASN̆ ASN:64512-65535Ȃ

AS PATH: ѿҩAS ᴪ֟ ѿҩ Ȃ( └)Ȃ

EBGP: BGP (EBGP) Һ ᵬ AS ᶫ Ḥ Ȃ

IBGP:ῤ BGP (IBGP) Һ ᵬ ASῤ ᶫ Ḥ Ȃ



BGP￼3ắ

(adjancytable):Ḡ BGP Ḥ Ȃ
BGP (forwardingdatabase):Ḡ ׆ ѿҩ ⌠ Ḥ Ȃ

(routing table):BGP ҌẠ ̆ᴪ׆BGP Ҭ ₮ѿ

⌠ ҩ ᴨ ̆ ῀ Ḡ Ȃ
Ḡ Ȃ

̔showip routeBGP ̔showip bgp

̔showip bgpsummary



BGP ᴨ

’Ҋ̆⌠ ѿ ̆BGP ̆ Ҍ
ӊ Ȃ

BGP ̆ ԍ
ᴨ ̆BGP ӊ ѿ ̆

ѿ ῃ ̆ Ҭ Ҋѿ Ȃ
₮ ᶃ ҹ Ȃ

ῗԓBGP ҟ

₮ԍ ≠ ̆ASᴨᾢ CustomerAS ̆ῒ PeerAS
ProviderASȂ ̆ № ↕ Ҋ̔

1. CustomerAS ᾛ ᴰ CustomerȁPeer Provider Ȃ
2. PeerAS ᾛ ᴰ Customer̆ Ҍᾛ ῒז Peer Provider Ȃ
3. ProviderAS ᾛ ᴰ Customer̆ Ҍᾛ ῒז Peer

Provider Ȃ
Ҋ ̔



There has never been a shortage of vivid BGP security incidents in history.Of course,we only selected 

five classic ones
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5Ѧ Ԑ￼BGPḠԅᶽ҆ҭ

Northrop Grumman ⅎbgp ⌐ Ѓ2003Є

2003 5 ̆ѿ ᴆ ₯ԅ · Ὲ ᵖ̂Northrop 
Grumman̆ ҕ ҈ ´ ֟ ȁҕ ҉ └ ´ └

̃ ᶏ ѿ Ȃ ᴆ̆ץ ᴆ Ȃ ̆
´ 2ҩ ֓IP ̆ ԑ ҉ ֓

Ȃ ̆ ԍ ↓῀ ᴆ ̆Northrop Grumman IP ῃ
ᶏ Ȃ

Ḫ YouTube ԐᴌЃ2008Є

2008 2 ̆ ץ YouTube ֭ ῤ ҹ פ
Ⱶ YouTubeȂ Ḥ(Pakistan Telecom) └ ῀

YouTubĕ BGP Ḥ ̂PCCW̃ Ḥ ̂ ̃Ȃ
PCCW ԑ ԅ ҩ Ḥ Ȃ

̆ Ḥ ҉ⱴԅ static route 208.65.153.0/24 ⌠ԅ
null0 ̂ ̃; Ḥ static route redistribute(Cisco
҉ Ҍ )⌠BGPԅ̆Ӟ ҉
ⱴ⌠BGP ԅ̆ ⌠ῒז ᴨᾢṿ Ȃ

BGP ῒזPeer AS ԅ̆ ᾢҬ
̂PCCW̃ ̆ ⌠ԅῃҕ Ȃ ԑ № ҉

Youtube Ṝ̆ ҡ⌠ ҩ null ̆
Ҍ Ȃ

http://www.northropgrumman.com/
http://www.ptcl.com.pk/
http://www.youtube.com/


Hacking Team⌐ BGP Hijack ꜡ ⌐ ᵩ ₵ ꜠Ѓ2015Є

≠ bgp hijack ꜝ ̆
Adobe flash 0day / ῀RCS̆

Ȃ

5Ѧ Ԑ￼BGPḠԅᶽ҆ҭ



Google 800Ҍ 1 Ѓ2017Є

Google ̆ ꜝ ԅNTT Ḥ ᴪ
Ȃ(NTT ѿ Һ ISP̆ῒ OCN KDDIңҩ

ISPȂ ̆NTTҹ767̓ 48̓ Ὲ ᶫԑ
Ⱶ)Ȃ 40№ ̆ Ҍ
Ȃ ᵣ ̆ Ⱶ ̂Ministry of

Internal Affairs and Communications̃ Ԋ
̆ ISP ᶫ Ȃ

Google ֲ ױז ̆ ֲ
̆Google ԅ Ḥ ̆
ҌḂҍ ץ Ȃ Ԋᴆ ̆Google

8№ ӊῤ ԅḤ Ȃ

ҹָӇ ᴪ Ҥ ̙
16̓ Ҭ̆ 25, 000 ԍNTT

̆ ῃ ̆ NTT Ȃ
҉̆ Ҍ KDDI Ȃ ᵖKDDIҹᵥᴪ

̙ ҹKDDI Verizon ԑ ̂IP Transit ̃ ̆
Ӟ ̆KDDIӯԅVerizon ԑ ̂IP Transit ̃ ⱵȂ
KDDI׆Verizon ԅ 95, 000 ╠ Ȃ ѿҩ
Ḥ IIJ Ӟ׆Verizon ԅ 97, 000 ╠ Ȃ
KDDI׆̆ IIJ ⌠NTT ᴋᵥԑ ̆ ᾢᴰ ⌠
ⱴ Ҭ ȂNTTȁKDDIȁSoftbank BB IIJ ╠

ԑ ӊױז̆ ԑ ԑ Ȃ BGP Ԋ
ῒҬ҈ ӊ ῤ ̆
̆ ӊ ᴧ ̆

ⱴ Ҭ Ȃ ’Ҋ̆ ᶏ ӊ
ᾟ ̆Ӟ Ҍԅ ῤ ԑ ӊ ̆

ԑ Ὲ Ҥ ̆ԑ ׆̆
₮ ԑ ҡ ̆ ԑ Ҭ Ȃ

5Ѧ Ԑ￼BGPḠԅᶽ҆ҭ



֘ BGP꞉ ᴍẅ1730Ҍ ᾣETH Ѓ2018Є

4 24 ҉ ̆֒ Ⱶ ⌠BGP
ꜝ ₯Ȃ ₯ ≠ DNS BGP ῃ
ⱴ Ȃ ꜝ ԅ ȁ Ȃ

ԊᴆҬ̆ ῃ ꜝ ⌠ѿҩḇ
ISP ᶫ ȂMyEtherWallet
ҹ ₯ Ȃ

5Ѧ Ԑ￼BGPḠԅᶽ҆ҭ



Security flaws or vulnerabilities regarding the BGP protocol.
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BGP Ҏ ∑

2ȁ ̆AS_PATH ΐ ᴨᾢ Ȃ1ȁ BGP ̆ Ȃ



3ȁ ̆ ΐᵣ( ) ᴨᾢ Ȃ

BGP Ҏ ∑



BGP hijack

Ԋ҇BGPַײ ҍḟԄ /╩∕

ü AS ̔
Ҍ ԍ ̆ᵖ ԍῒז ғ Ȃ

AS1 1. 1. 1. 1/ 18 1. 1. 2. 2/ 18 ̆ᵖῒ ╠ ᶏ ԅ
1. 1. 1. 1/ 18̆ ԅ1. 1. 1. 1/ 18̆ 1. 1. 2. 2/ 18Ȃ Ҋ ̔

AS5 5. 5. 5. 5/ 16̆ ז AS1 ԅ1. 1. 2. 2/ 18̆ 1. 1. 2. 2/ 18
ғ ȂAS5 ԅ1. 1. 2. 2/ 18 ╠ 1. 1. 2. 2/ 18
ԅAS5Ȃ

Ҋ ̔

₯╠̔

₯ ̔



Ԋ҇BGPַײ ҍḟԄ /╩∕

BGP hijack

ü AS ̔
≠ ᵝ ̆ Ҍ ԍ ꜝ Ȃ

₯╠̔

₯ ̔



Ԋ҇BGPַײ ҍḟԄ /╩∕

BGP hijack

ü ̂ ̃Special - Prefix hijack ̔≠ BGP ᴨᾢ ꜝ ῃ Ȃ

₯╠̔ ₯ ̔



Ԋ҇BGPַײ ҍḟԄ /╩∕
BGP hijack

ü AS_PATHhijack ( Ҁ )̔≠ AS_PATHprepend ᴋ ḱ , ⱴAS_PATH AS └ῒ ᴨᾢ ̆ Ȃ ⌠ └ Ȃ

₯╠̔ ₯ ̔



Ԋ҇BGPַײ ҍḟԄ /╩∕

(Route leak)

BGP ̔

BGP Ҍ ῒ ̆ѿ BGP ᴰ
⌠ῒ ӊ ӊҹ ̆ ᴪ֟ ‰ץ
Ȃ

ῒ №ҹץҊ3 ̔

ü Ҭ Ȃ

ü Ҭ Ȃ

ü AS /ISP /MITM Ȃ

AS1 ╠̆AS1ȁAS2ȁAS3ȁAS4ȁAS5 Ȃ Ҋ ̔



Ԋ҇BGPַײ ҍḟԄ /╩∕
BGP TTL modify ( )

BGPTTLṿ ӈḱ ̆ MITM̂ BGP TTLṿ
ѿ ṿᴪ⁞ 1̃ ₯ └ ̆ḱ TTLṿ̂ ⱴ

TTLṿ̃ ῒ Ȃ ⌠ѿ ᵬ Ȃ

switch(config)# router bgp 1.1

switch(config-router)# neighbor 192.0.2.1 remote-as 1.2

switch(config-route-neighbor) ebgp-multihop 2 (1-255̃

EBGP ASҍASӊ ҉̆ ’Ҋ ᶏ Ȃ Ҍ ̆ EBGP Ȃ
↕ ῏ Ȃҹ ‗ ӈԅebgp- multihop ḱ (hop) Ȃ ebgp Ṝ

ttl ṿҹ1̆ Ҍḱ ebgp- multihop ᴪ ebgp ῏ ̂ Ӟ ѿ ebgp
̃Ȃῒ ḱ ₮ TTL ṿȂ



Ԋ҇BGPַײ ҍḟԄ /╩∕

Use BGP Break HTTPS

ԅӊ╠ BGPhijack ̆ ⌠ TLS ӥ https Ȃ

ü TLS CAҹ TLS ӥ Ҋ̔

1ȁᾢ CA ѿҩ ̕
2ȁ CSR̂ certificate signing request ̃⇔ ῀̆

̆ѿ֓CA ᾛ CAҬ׆ ̕
3ȁCA ᶫԅ ̆ῒҬ Ҋץ 3 ̔

whois
῀ html url
ᶏ dns Ҭ ӈtoken

4ȁ ҉ץ ̆ ט Ȃט ̆CA TLS ̆ ױ
ҩTLS ӥ ᵰ ᴍ Ȃ̂ ̆ῃ

̃

ü ꜝ CÂ certificate authority ̃ ӥ̔

҉ץ׆ ױ ץ ₮̆ Ḡ 3Ҭ 3ҩ ᴆ ̆ ⌠ TLS
ӥȂ ױ ԅ CĂ BGPꜝ CA ӞҌᴪ Ȃ

₯ᵰ ңҩ

1ȁѿҩ └
2ȁᵰ BGP Ḥ ̔ ̆ ᶫ ̆ Ḥ ̆Ὲ῍ Ⱶ ᵌQrator Radar

BGP Ȃ ѿҩ ֓ Ḥ ̆AS_PATH ̆ Ȃ
̔
ᶏ BGPꜝ whiosȁURL server ȁDNSTXTȁDNStoken

3 server ̔

whois ̂ ᴰ ᴺ ̃
῀ html url ̂ ᴰ ᴺ ̃

ᶏ dns Ҭ ӈtoken ̂ ᴰ ᴺ ̃
4 TLS ӥ Ȃ

҉ץ ⌠ TLS



Ԋ҇BGPַײ ҍḟԄ /╩∕

ѿҩ ľ Ŀ̆ ꜚ

1/64512
ᶛ



How to detection and defense.
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‭≡ & 
BGP Routes MonitingЃ Є

ü ᶏ traceroute פ TTL ῏Ḥ Ȃ
ҍ ’Ҋ Ȃ ’Ҋ

TTLṿ ⁞ AS ∞
ꜝ Ȃ

ꜝ ̆ Ҋ ̔

ꜝ ̆ ԅ:
AS40- >AS30- >AS10- >100Ȃ
Ҋ ̔



‭≡ & 
BGP Routes MonitingЃ Є

ü ῃ ȁ ῃ BGP ̆
ҍ ⌠ BGP Ȃ Ȃ

Ҋ ̔

№ ̆ RouteViews̔

ü ̆ ῤ BGP Ҋ
Ȃ

ṿ ̆ ASῤBGP ̆
Ȃ

ü ᶏ ҙ BGP

IAR (Internet Alert Registry)
ѻ PHAS (Prefix Hijack Alert

System)
ѻRIPE NCCMyASNService
ѻBGPmon
ѻWatchMY. NET
ѻRenesysRouting Intelligence



‭≡ & 

┼ Ѓ Є

ü AS ῤBGPȁIGPῃ ֓ ᾛ ȁ ֓ Ȃ ᶏ ACLȁRoute- map BGPPrefx Filtering └ ȁᴰ Ȃ

ü ȁ Ⱶ ᶫ ᶭ Ҋץ ↕̆ Ҍ ҙ └ BGPPrefx Filtering Ȃ

Ҋ ̔



‭≡ & 

Ѓ --- Є

Ҭ ֲ ₯
Ҭ ֲ ₯ ԍ╠ ꜝ Ȃ╠ ꜝ

ᴺ ꜝץ Ȃῖ ╠ ꜝ
ȂAS6 ԍAS1 ╠ 10. 1. 16. 1/ 22̆ ᶏ AS4 AS5
ᴺ Ȃ ̆ ⌠ױ AS1 Ӟ ꜝ

⌠AS6ҬȂ Ҋ :
AS1 10. 1. 16. 1/ 22 ̆ ױ ҹ: f
AS5ҹ / ̆ ױ ҹ: Y

AS6ҹ ₯ ̆ ױ ҹ: X
₯ Y⌠f׆╠ AS_PATHҹ̔AS2 AS1Ȃ

₯ Y⌠f׆̆ AS_PATHҹ̔AS6 AS2 AS1Ȃ Ҋ :



‭≡ & 

Ҭ ֲ ₯
ᾢ̆ ҉ ̆ Ҭ ֲ ₯ 1 ╠ ꜝ Ȃ ԍ╠ ꜝ ᴪ MOAS(multiple origin AS)‖ ̆
֟ MOAS Ҭ ֲ ₯ ѿҩ Ȃ
҉ № ̆ ֟ ҉ └ MOAS ̆ Ҭ ֲ ₯ ΐ 2ҩῖ ̆ ̔

1) ₯ӊ ̆ῒ⌠ ╠ └ AS- path ( ӊ̆ └
AS- path ῒ )Ȃ
2) ₯ӊ ⌠ ╠ ₯ӊ╠⌠ ╠ AS- path Ȃ
҉ № ̆ ᶏ Ὲ ̔
̔

Ѓ --- Є



Ὴ RPKI ҍBGPsecЃ Є

ü RPKÎ RFC6810̃

BGP ╠ ꜝ ̆ ╠ҙ RPKÎ Resource Public Key Infrastructure : ԑ Ὲ ̃Ȃ
ӊ╠֒ ᶛҬ̆ ҉ ҹ ң Ҭ̆ ₯ ̂AS10297̃ ╠Ҋץ ԅ ̔

205. 251. 192. 0/ 24, AS10297
205. 251. 193. 0/ 24, AS10297
205. 251. 195. 0/ 24, AS10297
205. 251. 197. 0/ 24, AS10297
205. 251. 199. 0/ 24, AS10297

֒ RPKI ӥ ROÂ ̃̆ Ӈῒז ԅRPKI ץ ꜛ ֓ Ẋ Ȃ
ΐᵣ ̆֒ ᶏ RPKI ӥ ҊROAץ ⌠ῃ Ҭ̔

<205. 251. 192. 0/ 23, AS16509>
<205. 251. 193. 0/ 23, AS16509>
<205. 251. 195. 0/ 23, AS16509>
<205. 251. 197. 0/ 23, AS16509>
<205. 251. 199. 0/ 23, AS16509>

Ӈ ԅRPKI ῒז ̆ RPKIɰ׆ץ ⌠ IP╠ AS ῏ ̆ ∞ ԍAS16509
ҹ ῒḠ ץ̆ ∞ ₯ ԍAS10297 ҹẊ ῒҡ ׆̆ ῃ ꜝ Ȃ

RPKIᵬҹѿ ῃ └̆ ᶫ ̆ Ҍ ᶫ ῃ ̆ RPKIץ ᾧ҉ץ ╠ ꜝ ₯Ȃ



Ὴ RPKI ҍBGPsecЃ Є

ü BGPseĉ RFC8206̃

ᵖῒז ₯̂ ₯ ₯̃ ץ RPKI ꜝ Ȃ ’̆IETF ₮ԅѿ RPKI
ӊ҉ ῃ └ĺĺBGPsec̆ ῒ ‰ ȂBGPsec ѿҩAS ⌠ ̆ ῤ ᵬҹ

BGPsec_Path_Signatures ASȂ
ῤ ̔

( 1)҉ѿҩAS BGPsec_Path_Signatures̕
( 2) AS ̕
( 3) AS ̕
( 4) AS RPKI Ὲ Ȃ

̆BGPsec_Path_Signatures ף҉ ԅAS Ҭ ╠ѿAS ѿAS Ȃ

ԅBGPsec AS ӊ╠ ̆ Ҋ̔

ѿҩAS ⌠ ̆ᴪᶭ AS Ҭ ѿҩAS BGPsec ̂ BGPsec_Path_SignaturesҬ̃Ȃ ῃ
ⱳ̆ AS ̆ ╠AS ȂBGPsec ץ ᾧBGP ₯Ȃ



Say good,but you exchange the CARDS under the table
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BGP,AT&T and NSA 

Ҍ₮ ̆ᵰ ŀŀ

ɼ é

⅞̂PRISM̃ ѿ ῃ ̂NSÃ 2007
⅞Ȃ ⅞ ҹľUS- 984XNĿȂ

¥ Ҭ № ̆ȇ Ȉ ̆ ӊ╠
ῃ ꜚҬ ̆ Ҭ ᵬȂ

̆ ץ ᴋᵥֲ פ̆ ῤ ₱ ̆
ז ῀᷅Ҭ ҍ Ȃ

ᴆҬ PRISM ⅞ Ḥ Ȃ
ᴋᵥ ץ ᶏ ҍ ⅞Ὲ Ⱶ ̆ ᴋᵥҍ ֲ Ḥ

Ὲ Ȃ ῃ PRISM ⅞Ҭ ץ ᴆȁ ֜ ȁ ȁ ȁ
VoIP֜ ῤ ȁ ᴰ ȁ ῀ ץ̆ ֜ Ȃ ᴆľ Ŀ
Ҭ 2012 ῤ 1, 477ҩ ⅞ᶏ ԅ PRISM ⅞ Ȃ

̆ 2009 ץ ̆ Ҭ ꜚԅ ῀᷅ ꜚȂ ₯
⌠ ҩӊ ̆ῒҬ Ȃ ̆ Һ ῀᷅ ׆

ѿҽ῀᷅ ҉҆ ̆ Ҍ №≢῀᷅ ѿ Ȃ



BGP,AT&T and NSA 


