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1.3 Huawei EPC Solution

In response to the latest evolution of the network architecture, Huawei provides an EPC
solution supporting different network elements (NEs) such as the MME, S-GW, P-GW, and
policy and charging enforcement function (PCEF). This is in line with the developmental
trends in multi-service and multi-access convergence.

The UGW9811 is deployed at the evolved packet core (EPC) and can provide the
functionalities of the gateway GPRS support node (GGSN), serving gateway (S-GW), PDN
gateway (P-GW), PCEF, or any combination of them. It is maintained as a single piece of
equipment.

Application of the UGW9811 in Huawei EPC Solution

Figure 1-3 shows the network environment for application of the UGW9811 in a Huawei EPC
solution.
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PROTOCOLS and their SPECIFICATIONS

LTE NETWORK REFERENCE

EMM EPS Mobility Management, 24.301
ESM EPS Session Management, 24.301
GRE Generic Routing Encapsulation, RFC 2784, RFC 2890

GTPv2-C GPRS Tunneling Protocol ver. 2 Control Plane, 29.274 P-GW/PCEF
GTP-U GTP-U GPRS Tunneling Protocol User Plane, 29.281 | Gx

IKEV2 IKEv2 Internet Key Exchange ver. 2, RFC 5996
P Internet Protocol, RFC 791
MAC Medium Access Control, 36.321
2 PDCP Packet Data Convergence Protocol, 36.323
[EPHVENN] PHY Physical Layer for the Radio Link, 36.302
PMIPvE | PMIPvE Proxy Mobile IP version 6, 23.402, 29.275

RLC Radio Link Control, 36.322

RRC Radio Resource Control, 36.331

it

Network
b

3GPP ACRONYMS and NODES

z @ 3GPP Third Generation Partnership Project
RTP Real-Time Transport Protocol, RFC 3550 2} = AN Pl i i
S1AP S1 Application Protocol, 36.413 _S_ 3 g CPE Customer Premise Equipment
S101-AP S$101 Application Protocol, 29.276 LEs HSS SWx 3GPP AAA AN Evolved Access Network
2 eHRPD Evolved High Rate Packet Data
SCTP Stream Control Transmission Protocol, RFC 4960 Diameter Server oNB Evolved Node B
SIP Session Initiation Protocol, RFC 3261 ¢PDG Evolved Packet Data Gateway
TCP Transmission Control Protocol, RFC 793 @2 & E-UTRAN  Evoived UTRAN
UDP User Datagram Protocol, RFC 768 ) «0\ GERAN  GSM-EDGE Radio Access Network
3 < H-PLMN  Home PLMN
X2AP X2 Application Protocol, 36.423 d’ > HRPD High Rate Packet Data
Not Specified (proprietary) HSGW HRPD Serving Gateway
HSS Home Subscriber Server
IMS IP Multimedia Subsystem
LTE Long Term Evolution
MME Mobility Management Entity
NAS Non-Access Stratum
PCC Policy and Charging Control
PCEF Policy and Charging Enforcement Function
PCRF Policy and Charging Rules Function
PDN Packet Data Network
PGW PDN Gateway
PLMN Public Land Mobile Network
PSTN Public Switched Telephone Network
RAT Radio Access Technology
RNC Radio Network Controller
SGSN Serving GPRS Support Node
SGW Serving Gateway
SPR Subscription Profile Repository
UE User Equipment
UTRAN Universal Terrestrial Radio Access Network
V-PLMN  Visited PLMN
3GPP INTERFACES and TECHNICAL SPECIFICATIONS
Interface  Nodes Technical Specification
1 Gx PCRF «» PCEF 29.212
Beate[ > Gxa HSGW «» PCRF 29.212
BES S ] LTEUs  UE<« eNB 36.300
R Beal NAS UE <> MME 24.301
oS = et 3 _ Rx AF «» PCRF 29.214
i Bea®> SLMME  eNB <> MME 36.413
e > S1-U eNB «» SGW 36.414
i S2a HSGW <> P-GW 23.402, 29.275
= s2b P-GW «» ¢PDG 23.402, 29.275
Mo s3 MME <> Rel. 8 SGSN 29.274
SE s4 SGW <> Rel. 8 SGSN 29.274
En ey $5/58 S-GW > P-GW 29.274 (control plane)
35 SIRT> SW 29.281 (user plane)
3 Q%rn,,.,r - S6a HSS <> MME 23.401, 29.272
3 A <2 % S6b 3GPP AAA «» P-GW 29.273
A s6d SGSN «» HSS 29.272
s9 H-PCRF «» V-PCRF 29.215
$10 MME <> MME 29.274
gWN® S11 MME <> SGW 29.274
<528 P " NI s12 RNC <> SGW 29.281
2 > ﬂﬁ, Iy - $101 MME «> eHRPD eAN 29.276, 23.402
v \P 5103 S-GW <> HSGW 29.276, 23.402
—  Traffic SGi P-GW «» IP Network 29.061
e P \ Traff ik Sp PCRF > SPR 29.203
—  Tra nd Signalin 3 :
PP2 AAA v STa Trusted Access «» AAA 23.002, 23.402, 29.273
I ke P = Swa Untrusted Access <» AAA 23,002, 23.402, 29.273
roxy Sar swd AAA Proxy «> AAA Server  23.002, 29.273, 23.234
Trusted non-3GP Untrusted non-3GPP 2 - SWm ePDG > 3GPP AAA 23.002,29.273
Wi-Fi E— € \ SWn ePDG «» Untrusted Access  23.402, 23.234
eHRPD ( I- ') SWx HSS > 3GPP AAA 23.002, 29.273, 23.402
X2 eNB «» eNB 36.423 (control plane)
I 36.424 (user plane)
Solutions
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« SS7: SendAuthlnfo, Sendldentification
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e BB CHIGRXIRES

GPRS Tunneling Protocol port:"2123" - Shodan Search - Google Chrome

Q Explore Downloads Reports Enterprise Access Contact Us
¥ Exploits ¥ Maps W Share Search & Download Results |l Create Report

190.182.32.1
GPRS Tunneling Protocol
Setrom SN LS Correct data le for version 1
mm Colombia, Bamanquilla Version:
Details Flags: XXX1 ge1e
Type: 2 (Echo r
Length: 6
Data: \x@c=\x22\x2e\x2e\x21

218.75.87.241
China 188,756 China Telecom Ningbo GPRS Tunneling Protocol
lengt cersi

Hong Kong 55,087 Bl China, Ningbo Correct data length for version 1

rersi
United States 22518 Details Version: 1
Turkey 13188 Flags: XxX1 e012

Type: 2 (Echo respons
Canada 11,133 Type: 2 (Echo re e)

Length: 6

Data: \x@c=\x22\x20\x2e\x21

Wharf T&T 36,680

China Mobile g 115.160.132.65
China Telecom Ningbo 20,942 Vihart ‘T&I ! p
China Telecom Shanghai 19,060

China Telecom Guangdong 15,011

GPRS Tunneling Protocol

E3 Hong Ko’ng Tuc;\lAun Correct data length for versicn 1

Detalls Version: 1

Flags: XXX1 221
Type: 2 (Echo res se)
Length: 6

Data: \x@8c=\x22\xed\x8e\x86

GPRS Tunneling Protocol 35622

223.68.155.96

China Mobile i GPRS Tunneling Protocol

B China, VShum,"a; Correct data length for version 1

Details Version: 1

Flags: XXX1 ge10
Type: 2 (Echo response)
Length: 6

120.199.142.160
Chine Woblle GPRS Tunneling Protocol
B China Correct data length for version 1

Details Versio
Flags: XXX1 g@19
Type: 2 (Echo response)
Length: 6




RX — FFKGGSN (1)

GTP echo request:
@ S GTPO1.pcapng

v | Expression.

Time Source Destination Protocc Leng! Info
10 12.742600253 192.168.31.236 221, GTP 54 Echo request
11 12.742671408 192.168.31.236 221. GTP 155 Create PDP context request
12 12.777733613 221 A 192.168.31.236 GTP 56 Echo response

P e P P - A e ae P T

Src Port: 2123, Dst Port: 2123

[unverified]
: Unverified]

Version: GTP release 99 version (1)
Protocol type: GTP (1)

Is Next Extension Heac
Is Sequence Number pr




GRX - F#GGSN ( 2)

GTP echo response;
@ S & GTPO1.pcapng

® BORB Q¢

¥ | Expression...

Time Source Destination Protocc Leng! Info

10 12.742600253 192.168.31.236 221 GTP 54 Echo request
11 12.742671408 192.168.31.236 221 GTP 155 Create PDP context request
12 12.777733613 E— Y 192.168.31.236 GTP 56 Echo response

R T P - s e e P T N

Datagram P )CO Src Port: 2123, Dst Port: 2123

Source Port:

Oxc8bb [unverified]
s: Unverified]

(1)

d: 0
Next Extension Header present?: No
Sequence Number present?: Yes
S N-PDU number present?: No

v m

- e~ -~




GRX — 5GGSNXHiE

.9 o) seeker@calisson: ~/openggsn

seeker@calisson:~/openggsn$ sgsnemu --remote 78.9.
--apn wonet --imsi 46001016 --msisdn 86156

Using default DNS server
Local IP address 1is: 192.168.31.236 (192.168.31.236)

Remote IP address is: 78.9. (78.9. )
IMSI is: 46001016 (oxf594:
Using NSAPI: 0

Using GTP version: 1

Using APN: wonet

Using selection mode: 1
Using MSISDN: 86156

Initialising GTP library
<000c> gtp.c:700 GTP: gtp_newgsn() started
Done initialising GTP library

Sending off echo request
Setting up PDP context #0
Waiting for response from ggsn........

Received echo response
Received create PDP context response
seeker@calisson:~/openggsn$ I

--listen 192.168.31.236 --timelimit 10 --contexts 1
-create --gtpversion=1
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« S6a : MME-HSS

 Authentication-Information-Request / Answer , Immediate-
Response-Preferred

« HSS i1%[a] E-UTRAN-Vector ::= <AVP header: 1414 10415>
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{ KASME }




ERER () R TREIAKEG

« FemtoCell EEHR kL
- EU+HIRENBEER O MAJAVE
- BRI EEHI TR AT

« B EL L BESEHER
+ RRCEEM +GSMAE] AT

<
[

i 1
=P ="
” ==

/IIIIF




TEEWN



Q& A
o 159157 !






