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Unauihorlsed drone cause delay ai Queenstown Airport | Btuff.co.nz

www stuff.co nz/___funauthorised-dronecan EyEE queens Gwh-arport - FHELLE
ZOTEESHTTE An unauthorised drol \ght ﬂd lays at Queenstown Airport. .. According to
civil aviation rules, UAVs must not be flown within fou
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DRONE: DJI Phantom 3
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DroneTracker:
identification and counter-measures platform to defeat drone
http://www.dedrone.com/en/dronetracker/drone-protection-software
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Sl D, 420uU00 DLU JLIBL _£2092 00U oAU JLIBE_1WiQar 40 ows, 1L 141 Yoo Lk

31 5.455140 S§zDjiTec_25:95:bd (.. 882.11 40 Ackno
o2 Broadcast 802, .11 Beaco
33 6.042087 Broadcast 802,11 221 Beaco
34 8.807052 5zDjiTec_25:95:hd Broadcast 8e2.11 221 Beaco
35 8.909764 5zDjiTec_25:95:hd Broadcast 802,11 221 Beaco
Wi-Fi fﬁﬂE 36 0.729072 S5zDjiTec_25:95:hd Broadcast 80Z2.11 221 Beacal
37 9.751478 SzD]iTec_10:d7:46 5zDjiTec_25:95:hd 802,11 204 QoS Di
38 0.751553 5z0jiTec_10:d7:46 (.. BBZ.11 40 Ackno
ohn A TEATES CmMiaa Tas A AR kA C=mMiaaTas A0 AT AS [=Tale BN B 4 A4 Nl M

+ Frame 32: 221 bytes on wire (1768 bits), 221 bytes captured (1768 bits) on interface 0
+ Radiotap Header vO, Length 30
- 802,11 radio information

PHY type: 802.11bh (4)

Short preamble: False

Data rate: 1.0 Mb/s

Channel: 3

Frequency: 2422 MHz

Signal strength (dBm): -64 dBm

+ [Duration: 1720 us]

+ IEEE 802.11 Beacon frame, Flags: ........
IEEE 802.11 wireless LAN management frame
+ Fixed parameters (12 bytes)
- Tagged parameters (155 b

11(B), 6, 9, 12, 18, [Mbit/sec]




802.11 Probe Response Frame

End I W UJ_L}J.LIL.-L-_.LLI'-UI‘ @ T W' g o AL, L L

26 7.382288 Broadcast 802,
; 171Tec_10:d7 ;46 =

5z0DjiTec_25:95:bd (.. B0Z,
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28 7,384125

28 7, 385867 §zDjiTec_25:95. hd S5zDjiTec_10:d7 . 46 802.11
27T 2OoanRER C=MaaTar O AR A i omnT 14
Wi-Fi $3HIE ne 27: 215 bytes on wire (1720 bits), 215 bytes captured (1720 bits) on interfac

Lotap Header v@, Length 30
.11 radio information

Hy type: 802.11b (4)

hort preamble: False

ata rate: 1.0 Mb/s

hannel: 2

requency: 2417 MHz

ignal strength (dBm): -67 dBm

Curation: 1672 us]

802.11 Probe Response, Flags: ........
B02.11 wireless LAN management frame
ixed parameters (12 hytes)

parameters (142 byte
SSID parameter set,
Supported Rates 1(8)

PR PR e A T s Tl s

PHANTOM3_2

(B), 6, 9, 12, 18, [Mbit/sec]
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OUI SSID Drone Model
60:60:1f PHANTOMS3_XXXXX PHANTOMS3
X
60:60:1f Mavic-XXXXXX MAVIC
e4:12:18 XPLORER _xxxxxx XPLORER
KONGYING-XXXXXX KONGYING
MiRC-XXXXXX XiaoMi

OUIL, SSIDK&EIS¥fh KR
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No. Time Source Destination Protocol
52 20, 448503 SzDjiTec_32:39:al1 (60.. QikulInte_9c:0c: (. 802,11
53 20451912 S5zDjiTec_32:30: (.. B02.11
54 20452804 SzDjiTec_32:39:al QikuInte_9c:0c: 802,11
55 20 . 453006 SzDjiTec_32:39: (.. B802.11

D6 20453242 SzDjiTec_32:39:
57 20453481 SzDjiTec _32:39:al QikuInte_9c:0c:
453673 SzDjiTec_32:3 QikuInte_o

454285 5zD]1iTec_32:3

61 20454323 QikuInte_9c:0c:38 (74.. SsziTecZSz:SQ:al o
62 20 . 454404 S5zDjiTec_32:39:al (..
22 NN ARAR741 O=Na3iTar 20,201 a4 AsleaTimeEn NAa NAT2N
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Length Info
58 802.11 Block Ack, Flags=........ I
40 Clear-to-send, Flags=..

1287 QoS Data, SN=49, FN=0, Flags- Pl
40 Acknowledgement, Flags=........

40 Clear-to-send, Flags=........
1287 QoS Data, SN=50, FN=0, Flags=.p....F.
1287 QoS Data, SN=51, F

1287 QoS Data SHN=53, F
58 802.11 Block Ack, Flags—
40 Clear-to-send, Flags=........

1007 ARG Meata  OM—EA  LCM—A Clame— n E

+ Frame 59: 1287 bytes on wire (10296 bits), 1287 bytes captured (10296 bits) on interface 0

+ Radiotap Header v@, Length 33
+ 802,11 radio information
- IEEE 802.11 QoS Data, Flags: .p....F.
Type/Subtype: QoS Data (0x0023)
+ Frame Control Field: 0x8842
.000 PEE0 OE11 MOEO = Duration: 48 microseconds
Receiver address: QikuInte 9c:0c:39 (74:ac:5f:9c:0c:39)
Destination address: QikulInte_8c:8c:39 (74:ac:5f:8c:0c:39)
Transmitter address: SzDjiTec_32:39:al (60:60:1f:32:39:a1)
Source address: SzDjiTec_32:39:al (60:80:1f:32:39:al)
BSS Id: SzDjiTec_32:39:al (60:60:1f:32:39:a1

N [o[o]c] Fragment number: @
0000 0011 0100 .... = Sequence number: 52
+ Qos Control: @x0OGO
+ CCMP parameters
+ Data (1220 bytes)

O ?  Station Hardware Address (wlan.staa), 6 £

$348:11406 - BE7T: 11406 (100.0%) - NKAE: 0:0.35  EREfF: Default
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Deauthentication Attack
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Requiremnts

S

Hardware:

o Linux host

> 5G&2.4G Dual Band WiFi module
> GPS module

Software:
o Kismet
> Analysis scripts

Test UAV:
> DJI Phantom 3

Router

TEGPSUS
h 4
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#kismet_drone.conf

servername=Kismet-Drone
dronelisten=tcp://<LocallP>:2502
droneallowedhosts=<ServerIP>

ncsource=<Interface>:channellist:IEEE80211b
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#kismet.conf
ncsource=drone:host=<DronelP>,port=2502
#(FT AN ])

filter_tracker=BSSID(60:60:1F:00:00:00/FF:FF:FF:00:00:00)

filter_tracker=BSSID(e4:12:18:00:00:00/FF:FF:FF:00:00:00)
logtypes=netxml,pcapdump



Monitoring

MAC Type Freq Pkts Size Manuf

[ --- No clients seen --- ]

Packets

| EE

Established connection with Kismet server 'localhost:2501'
: Connected to Kismet server 'gingxp9-pc'
: Got configure event for client
: Detected new managed network "XPLORER_00138F",

BSSID E4:12:18:00:13:7F, encryption no, channel 10, 144.40 mbit
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(S .
<wireless-network number="1" type="1infrastructure" fir: ‘ .
<SSID first-time="Fri Mar 10 16:33:06 2017" last-time %Ajﬂ'“‘"“ H/es

<type>Probe Response</type> © ESSID
<max-rate>144,400000</max-rate>

<packets>166</packets> -BSSID
<wps>No</wps> I
<encryption>WPA+PSK</encryption> © 'J’FIJE
<encryption>WPA+AES-CCM</encryption> 5 ,_i;ﬁ
<wpa-version>WPA2</wpa-version>

<essid cloaked="false">[IIlDIE 05087b</essid> . Efjln.. ETJ- |‘ET_|

</551D>

<BSSID>60:60:1F:05:08: 7B</BSSID>
<manuf>5zDjiTec</manuf>
<channel>10</channel>

- ] “ TR ATy A . F ] E
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== ALl o .
</wireless-client> §J':I uﬁﬁ1|=| '§‘ .
<wireless-client number="2" type="established" firs C’hﬂ/\(:

6:41:35 2017" last-time="Fri Mar 10 16:41:58 2017">
<client-mac>74:AC:5F:9C:0C:39</client-mac> ‘DC)LJI
<client-manuf>[ilaninas</client -manuf>
<channel>0</channel>
<freqmhz>2442 2</freqgmhz>
<fregmhz>2447 3</fregmhz>
<fregmhz>2452 3</fregmhz>
<fregmhz=2457 4</fregmhz=
<fregmhz>2462 5</fregmhz>
<maxseenrate>1000</maxseenrate>

Log Analysis




uav:
uavs
uavs

H=

[

xnl = File.open("/tmp/uav_logs/uav-#{date}.netxnl")

= Hash. from_xml(xml)["detection_run"]["wireless_network"]
= (uavs.class == Hash)? Array.new.push(uavs) : uavs
.each do |iten|

time = DateTime.parse(item['last_time']).strftime("%T")
meg = []

MEE.PUSN "==sscmmsmmmcc e cc i cneanc e :

meg.push "| WARNING, an UAV was found! "

meg. push #{time}"

It:-ush

|
|
|
.push "| #{item['SSID'][ 'essid']}"
|
|
|

L

B o
=R w =]

push "| (#{item['BSSID']})"
push

push "

oo oo ong O

5]

clients = item["wireless client"]
clients = (clients.class == Hash)? Array.new.push(clients) : clients
clients.each do |client
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1.39K/s B8 ¥ il 4G il 62% EET

AR EEE a

@ | WARNING, an UAV was found!
| 15:52:01

|

| PHANTOM3_05087b

| (60:60:1F:05:08:7B)

|

| Clients:

| Qikulnte 74:AC:5F:9C:0C:39
15:52:00

@ | WARNING, an UAV was found!

| 15:49:11

|

| XPLORER_00138F

| (E4:12:18:00:13:7F)

|

| Clients:

| RealtekS 00:E0:4C:81:96:C1
15:47:51

| HuaweiTe 5C:A8:6A:A4:32:C9

15:48:24
I Qilulnta 74-AC-RE-Q0-N0-20

YEN T (1)
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DEAUTH ATTACKING DISCONNECTING
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https://drive.google.com/file/d/0B5LLwBgKenfloGZnVE9VU19iN3M/view
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Airport ~ p . .
irpo : ¥ , -‘ | Monitoring Analysis

A @m<
M /\/\,-4/

¢ UAV Details

Location: HL3AE IRIBITHRAF
Time: 2/9/2017 22:55:00
Duration: 17 Minutes

Type: Mavic

MAC: 60:60:1f:32:39:a1

wP
“ L

0
| "\ e | R A | 3 4 5 6 7 B8 0 11 12 13 14 15
\/_S— =T
\ = o " | Location Ranking (2/9/2017)
/‘

4 | )_ Ranking Location Count Duration
& g 1 AUEEERERAE 10 00:4051
L i g 2 RSN ERERE o3 00:33:00

&P : s

& 25y o
- ar 3 sk 96 003011
= 4 HBEE 5 00:35:24
> ; : 5 ALEAERER 95 00:22:30

N dzgy

5 6 HERAREYERESL 0 93 00:10:55
iZ s % Q3 00:05:03

2/9 +=)




Prison - I Monitoring Analysis

.
N

™\ oo

% Details . \/’/ @ﬁ’\ihﬂﬁ. 7
\
: \

Location: & SFATSH ELIE 7R AU /
Time: 2/9/2017 22:55:00 5
Duration: 17 minutes 1 /-\/\"J‘

Type: Mavic *
MAC: 60:60:1f:32:39:a1 I ' 2
| / \ :E;@j 03111345676.101112131415
7N, 1-\‘ _,
\ &= | Location Ranking (2/9/2017)
| Ranking Location Count Duration
T
N ) ) W 1 ESFEEEN 0 00:40:51
2 BSFHTSNEEER 8 00:33:00
(B}
&
3 IE| TR 6 00:30:11
4 B—Edt 5 00:35:24

2/9+=)
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802.11EEME Rt EHM=8F5340R%: Type-Length-Value

TypefEMO0~255, FRIIFSAREERMHIFRIER,
tag=0 ZSSID;

tag= 12T ARSI EE;
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v Tagged parameters (142 bytes)

Try It! SSID: SmellOfWifiTalk
» Frame 9: 199 bytes on wire (1592 bits), 199 bytes caj Tag #0
» Radiotap Header v@, Length 25 Tag #1
» 802.11 radio information Tag #33
» IEEE 802.11 Association Request, Flags: ......e.. Tag #36
v IEEE 802.11 wireless LAN management frame ag
» Fixed parameters (4 bytes) Tag #48

Tag #70
» Tag: SSID parameter set: XXXXXXXXXX Tag #45
» Tag: Supported Rates 6(B), 9, 12(B), ' Tag #191
» Tag: Power Capability Min: 249, Max ; ag
» Tag: Supported Channels Tag #221, Vendor OUI 00:17: £2, #10
» Tag: RSN Information ( Tag #221, Vendor OU| @0:10:18, #2
» Tag: RM Enabled Capabilities (5 oct®t RO
» Tag: HT Capabilities (802.11n D1.1 Tag #221, Vendor OU| @0:50: £2, #2
» Tag: VHT Capabilities (IEEE Std 80271 D
» Tag: Vendor Specific: Apple ©. 1 33.36.48 70 .45 191
» Tag: Vendor Specific: Broadcom R R Rl ORI R 4
» Tag: Vendor Specific: Microsof: WMM/WME: Inform: 221 (00‘17f2’ ‘10) ; 221 (G@i@

18,2),221(0050£2,2)




7/
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Tag Data: GEEIE1EIAIETIALGIGIETALIATETI61SIGLEIAIGIAITALGIAY. .
* Tag: Supported Rates 1(B), 2{B), 5.5(B), 11(B). [Mhit/sec]

Tag Mumber: Supported Rates (1)

Tag length: 4

Supporied Rates: 1(B) (Bud2)

Supported Rates: 2{B] (GxB4)

5upp-nr'tu-d Rates: 5 515] Iﬁ:leb

el e e

WFZRT IR EBWMERZMNZ (ECC:Elliptic Curve Cipher) &
%, WARAREMEREE, ECCEER—MANAATILAS,
RN KEZEIL/NFRSAMZER AR,




b

2 /\FramebodyS K %2312, fEEHHEER, ERAECC
£384*3blt7JI] AR, —IRERET L& % EEA%E.MMO

- 2mte k- 2Byt ek— Bjte —k— EByte —l— GByte —fr ok ooytey dAte

Frame Fr ame
355

cram | Dirati on DA SA BSSID Sl_jﬂ o FES

.--l""'..l...l Il,‘_

_,...4-""#-.-# %

-r""'.'. \

---l""'-.-'..'.l..l \
_.',.-l-""' 1"4,
..:-""".-—.F.- "'4-
o 1 L Bye L L Bae i].:-'E].:-IE L Bye 5
ojlL L A0 L | eEammE] | D1 L | rEEemeE | o . | L | eEesimEn

IR E R
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ILMESTAMp: YXUEUYFHENEREELE

Beacon Interval: &.102400 [Seconds]
¥ Capabilities Information: @x@001
‘Tagged parameters (813 bytes)

* Tag: S5ID par set: 0012345678%9abcdefl2345673%9abodef
* Tag: Reserved Undecoded
* Tag: Reserved : Undecoded

» Tag Mumber: Unknown (201}
Tag length: 25&
Tag Data: 62626262626262626262626026262626262026260262626262. ..

* Tag: Reserved (262): Undecoded

»* Tag: Supported Rates 1{B}, 2(B), 5.5(B), 11(B), [Mbit/sec]

* Tag: D5 Parameter set: Current Channel: 6

» Tag: CF Parameter set: CFP count 1: CFP Period 2: CFP Max Duration 8: CFP Dur Remaining @
» Tag: Traffic Indication Map (TIM): DTIM @ of 8 bitmap
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