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Bluetooth 4.0 fm¥3% (2012)

ZHVESE ( Classic Bluetooth )

(KIh#EsSF ( Bluetooth Low Energy )



- BLE VS 284

ot
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BLER(TA ?

BARIE
{EFRREES
P RISERS
2ot

EHRIEIEE=R

BLE

2.4GHz
100m
1-3ms
128-bit AES
1-50%

1Mb/s

ZHIRTF
2.4GHz
10m
100ms
64/128-bit
100%
1-3Mb/s
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BLE1X#%
APP
HOST

CONTROLLER

CONTROLLER
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= hIRRER S

( Controller)

IIER
( Physical Layer)

HERR R
( Link Layer )

FHlEHROER

( Host Controller Interface )

EM
(Host)

GATT BAREMBEENXHE
( Generic Attribute Profile )

GAP BRLAEENHE

( Generic Access Profile )

L2CAP iZiE5% 1= 5 N BiEN MY R
( Logical Link Control and Adaptation Protocol )

L EHEZE ( Security Manager )
ATT EMEMYE ( Attribute Protocol )




IR AN =

- VIR RS

- AZEAISMITES : 2.400 - 2.4835 GHz

- 4010ER - 0- 39 (B /92MHz )

- BBES ( Hopping )
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- [IERER SEWESNER

- 3 channels ; 37 38 39

- 37 channels : 0 - 36

- | RSRERHER S 2RI RER B ST
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37

2402MHz IS
2404MHz = 0

&

2424MHz = 10
2426MHz

2428MHz &E 11
L

2478MHz = 36
2480MHz
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Hop Increment = 0x0C

Data Channel 12

Data Channel 24

Data Channel 36

Data Channel 11

Data Channel 23

Data Channel 35

Data Channel 10
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~ a4 iPhone ( LightBlue, BLE Finder ... )

Peripherals Nearby
| iPad1

-47 No services

| 2B-EFBD

-65 1 service

Virtual Peripherals
~ MI_SCALE

(&) ;
3 services

Create Virtual Peripheral




’B-EFBD Pad
UUID: 88979E33-AT el e UUID: 9C6DE1F2- S es—

Connected Connected

ADVERTISEMENT DATA ADVERTISEMENT DATA

UUID: UUID: DO611E
22BB746F-. A5F8-487910

Ox22BB746F-2E Ox8667556C-9A37 -
Properties: Write Propertias: Write Naotify

Ox22BB746F-2E

Properties: Notify UUID:

OFA480E0-49
UUID: OxAFOBADB1-5B99--
22BB746F- Properties: Wite Notify

Ox22BB746F-2E
Properties: Read V Battery Service

Ox22BB746F-2E

Properties: Write Battery Level
25%

Ox22BB746F-2E

Properties: Write

...0




BLE Devices i

® RSSIdBm
® 3 sec. rolling avg.

Services

Rss!: @) 2B-EFBD

Advertising Da...

Local name: 2B-EFBD
Data channel:
Connectable: yes
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- #JF nRF51822 thBE 3k

Available devices:

# public name RSSI device address
= L e -69 dBm 21:Bc:fbh:88:bB:ec random
R (S W -?75 dBm 56:a9:c8:8d4:d6:83 »random
R - S —-86 dBm dB:5f:45:68:ef:hd random

canning for devices.
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Available devices:

# public name

device address

B v
1 T
2 U
3 (LAl
4 (LA
5 (LAl
6 (LAl
7 (LAl
8

g wv
18 v
it v
£ Y
13 mn

[ 34 M
canning for devices.

e SNy SR T o R o R e B o BN s [ o [ o e oo R o B o B
bd  bd hd hd b b beed b bl beed b bl ed e

dBm
dBm
dBm
dBm
dBm
dBm
dBm
dBm

47:2c=65:f3:2fab
88:8f-18:9d:cd=36
34:36:=3b:c%:el1zeb
Jazdf-ac:20:fd=cc
4d:78:32:ee:h7:e?
32:1a:=08c:d2:90:=d9
3a:17:56:88:44:73
6f:1f=42:50:f8:=6c
55:71:=£3:83:8b=35
69:0c-h4:e6:1d:=95
£f4:5¢:-89:c8:94:-84
3d:26:-80:29:8e:-48
64:fa=25:66:36:=7d
Ca'd1:292:97:fd=a2
19:1a:=08c:d2:98:=49

public
random
random
random
random
random
random
random
public
random
random
random
random

eeccc HEEE T 3 @ 9 () 76% W)

Peripherals Nearby

BeatsX

No services

Unnamed

0 No services

Unnamed

No services

Unnamed

No services

Unnamed
No services

Unnamed
No services

Unnamed
No services

MI_SCALE

1 1 service

-78

(0]

Bose QuietComfort 35

1 service
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- IRIR [ 1BnaidE

]
- [RER EUESNESTE

- ARSI

- AFIEARBLEVMY EUEAVIR S
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- Ubertooth One (2011)

- Ubertooth EZ&Z L& (422 Michael Ossmann &

EI’J NETF2AGHZAIFRLEIET HAFE |, EEMIhRA
782 Ubrtooth-One #[ Ubertooth Zero , [ Zero k4~

E&ELFE , EZSHNEHINEELANEEERTIES T Zero

- Ubertooth + Wireshark + Kismet + Crackle



QN{A]IRIRBLETIMY ZG/E

- Ubertooth A= IRIRBLEIMY EHBEHIFE

- Wireshark + Kismet 59frBLERSZ

- Crackle TE3REVE|—EZ=/IBLEHRN 2|
BRmEELH STK/LTK

https.//github.com/mikeryan/crackle

=, BRI LARE
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Ubertooth One
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- HackRF SDR , 8 bit

- Michael Ossmann #] Jared Boone —2if & —2REE EIHRE

=FEHISDRAEH

- TEGNURadiof§£FHESDR |, ]

- USB 2.0

T1Es= 10MHz - 6GHz

- btle_rx btle_tx (https://github.com/JiaoXianjun/BTLE)
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BladeRF SDR , 12 bit

T/ESR=R : 300 MHz - 3.8 GHz

W THY—FR =S
USB 3.0

btle_rx btle_tx (https://github.com/JiaoXianjun/BTLE)
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- NRF51822i5:/ CC2540i¢,

B =

- X mELfr EERERFERNGH | (BE2a] LUK
BLE Sniffers&{&

- DIEEER—RSUFIEA BLEWMY

- IMEEE
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QN{A]IRIRBLETIMY EG/E

Ubertooth HackRF BladeRF nRF51822

T{Ejn== 2.4G 10 MHz - 300 MHz - BLE 2.4G
6GHz 3.8GHz

TR FWIL FWIL EWT FWIL

=0 USB 2.0 USB 2.0 USB 3.0 USB 2.0

iy SDR SDR IEFBLE
2R a3 a2y

2000 2800 100
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BLEWY 721
- BLEIRI 5514

LI

- FOF | ASHEFTEEMNME
-l - ST FDIERET , B
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BLEWMNX 53T

- IR ZAbit] B OEEE. 2bitfREENL. 1bit/&iXtt
HFZSESFN1 bitiz i S AY

PDU( P i £ 48 2 Jt)




BLEWMNX 34T
BLE/ SBIR S 7FhR

ADV_IND I L

ADV_DIRECT _IND SE M =BT s

ADV _IND
SCAN_REQ SCAN_REQ | EFHFAHER
SCAN_RSP SCAN_RSP | % B3 4 e B
CO N N ECT_REQ CONNECT _REQ | EH W K

ADV_NONCONN_IND | AR

ADV_SCAN_IND CE=E T s

Reserved %
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- BLEZURBERICRCIGIEZNT

"D 24 I( 9 6 4 3 |
CRC=x+x"+x"+x°+x*+x +x' +x°

h

- 'R : Access Address OXxS8ES89BED6




BLEV/MY1ZE j:zz/ 1|:|uuﬁ£

Slave 37>38>39> ADV IND
Master > SCAN_REQ

Slave > SCAN_RSP

Master > CONNECT_REQ
Master >data> Slave (Hopping 0-36)
Slave >data> Master (Hopping 0-36)
Master >LL Terminate Ind or & K3




M 76 20.106689000 Slave Master 43 LE LL ADV_IND

# Frame 76: 43 bytes on wire (344 bits), 43 bytes captured (344 bits) on interface 0
-l Nordic BLE sniffer meta

board: 3
uart packet counter: 5410
flags: Ox01
.... .0.. = encrypted: No
.0. = direction: Slave -> Master 'ﬂ—
1 = CRC: OK ;ﬁ@

"RSSI (dBm):
delta time (us end to start): 270376 ADV IND 38
delta time (us start to start): 270744 e

-/ Bluetooth Low Energy Link Layer

Access Address: 0x8e89bed6
-] Packet Header: 0x1140 (PDU Type: ADV_IND, TxAdd=false, RxAdd=false)

w00 ..o =REUSO

.1.. .... = Randomized Tx Address: True ety
...0 .... = Reserved: False ’ %@EEM
.... 0000 = PDU Type: ADV_IND (0x00)

00. = RFU: O

Ad;u'ar?}:ig?gglg Ad;r?:gg:.l:?i?la:32:a3:90:90 (71:1a:32:a3:90:90) Access Address

-] Advertising Data

! 0x8e89bedb6

Type: Flags (0x01)

000. .... = Reserved: 0x00
.1 .... = Simultaneous LE and BR/EDR to Same Device Capable (Host): true (0x01)
1... = Simultaneous LE and BR/EDR to Same Device Capable (Controller): true (0x01)
.0.. = BR/EDR Not Supported: false (0x00)

..1. = LE General Discoverable Mode: true (0x01) $ t
..0 = LE Limited Discoverable Mode: false (0x00) 1&
-l Manufacturer Specific
Length: 7
Type: Manufacturer specific (Oxff) 71°1a°32'a3°90’90
company ID: Apple, Inc. (0x004c) R ® - ol ~
-] bata: 10020700
# [Expert Info (Unknown (83886080)/Protocol): uUndecoded]
-/ CRC: 0x03228a
i [Expert Info (Chat/Protocol): correct]




M 82 40.266690000 Slave Master 38 LE LL SCAN_REQ

# Frame 82: 38 bytes on wire (304 bits), 38 bytes captured (304 bits) on interface 0
-l Nordic BLE sniffer meta

board: 3

uart packet counter: 5416

flags: Ox01

... «0.. = encrypted: NO

.0. = direction: Sslave -> Master

sreeran srane b= CRC S IOK

channel: 38

RSSI (dBm): -49

delta time (us end to start): 18806326

delta time (us start to start): 18806654
- Bluetooth Low Energy Link Layer

0
= Randomized TXx Address: True
Randomized Rx Address: True
PDU Type: SCAN_REQ (0x03)
00; .. oo =UREUSD
..00 1100 Length: 12
Scanning Address: 71:1a:32:a3:90:90 (71:1a:32:a3:90:90)
Advertising Address: d0:5f:45:68:ef:bd (d0:5f:45:68:ef:bd)
- CRC: 0x000edO
# [Expert Info (Chat/Protocol): correct]

[T EHEEK
SCAN_REQ

Fimig e it
71:1a:32:a23:90:90

[ itk
d0:5f:45:68:ef:bd

BIKE 12



M 31 7.365302000 Slave Master 32 LE LL SCAN_RSP

il Frame 31: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) on interface 0
- Nordic BLE sniffer meta

board: 3

uart packet counter: 5365

f16\9500)(Oi encrypted: No ;H;E“Iﬂ,ﬁ

ve.. ..0. = direction: slave -> Master

v iw e seadi= CRCSOK SCAN RSP
channel: 38 -1

RSSI (dBm): -44

delta time (us end to start): 150
delta time (us start to start): 430

- Bluetooth Low Energy Link Layer A
____Access Address: Ox8e89bed6 Bﬁm:tﬂ’.t.lt
1 B EZnéogﬁzed TX Address: True 71:13:32:33:90:90

Reserved: False
= PDU Type: SCAN_RSP (0x04)
O0: o woa RFU: O
..00 0110 = Length: 6
Advertising Address: 71:1a:32:a3:90:90 (71:1a:32:a3:90:90)
Scan Response Data: <MISSING>
- CRC: 0Ox76ledc
- [Expert Info (Chat/Protocol): correct]
[correct]
[Severity level: chat]
[Group: Protocol]




M 83 40.674591000 Slave Master 60 LE LL CONNECT_REQ

i Frame 83: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
-] Nordic BLE sniffer meta

board: 3

uart packet counter: 5417

flags: 0Ox01

... .0.. = encrypted: No CONNECT RE

..0. = direction: Slave -> Master 25

ey oreedi="CRCVHOK

channel: 38

RSSI (dBm): -48 =

delta time (us end to start): 404912 H I t I

delta time (us start to start): 405416 opplng n erva
- Bluetooth Low Energy Link Layer

Access Address: Ox8e89bedé - d d
. InitAddress
e s RFU:
.1.. .... = Randomized Tx Address: True
1... .... = Randomized Rx Address: True AdVAdd ress
. 0101 PDU Type: CONNECT_REQ (0x05)

(0, RFU: 0O —_—— s &
..10 0010 = Length: 34 LLData (Part 2)

Initator Address: 71:1a:32:a3:90:90 (71:1a:32:a3:90:90) Latency Timeout ChM Hop SCA

Advertising Address: d0:5f:45:68:ef:bd (d0:5f:45:68:ef:bd) 0x0000 Ox0048 1F FF FF FF FF 0x09 0x01
- Link Layer Data

Access .Ac.idress: Oxaf9a8223 Data Channel 9
CRC Init: OxbS5Sbh2ed

window size: 3 Data Channel 18
window offset: 11 Data Channel 2?

Interval: 24
Latency: O Data Channel 36

Timeout: 72 Data Channel 8
channel Map: FFFffFffif Data Channel 17
0010 1... = Hop: 5

.... .001 = Sleep Clock Accuracy: 151 ppm to 250 ppm (1) Data Channel 26

- CRC: 0x09be82 Data Channel 35
il [Expert Info (Chat/Protocol): correct] Data Channel 7

Data Channel 16




BLEWMNX 53T

- BRI oM Data Type: Empty PDU

|info| Packet nbr. | Time stamp

| E9 03 E4 A0 OB 00 00 00 | ! - 13 30 FB D9 37 94

RIS, KE , $UBNZ , CRC, (S8




BLETIMNX 73 #T

- BUEIRI o1 Data Type: L2CAP

| Length| Packet data

|info| Packet nbr. | Time stamp

s S o tm———— - o~ -
| 01 | 33 0D 00 00 | C4 12 88 B6 OA 00 00 00 | 19 00 | 18 23 82 9A AF 02 0D 09 00 04 00 1B

10 00 FF FF 00 43 01 BB EA 60 B3 38 A2

|info| Packet nbr. | Time stamp | Length| Packet data

s S e tom - e
| 01 | 18 11 00 00 | E9 03 E4 RO OB 00 00 00 | OE 00 | OD 23 82 9A AF 0B 02 02 13 30 FB D9 37 94

R e o o = -

Logical Link Control and Adaptation Protocol

1B EEPE RIS N BEN MY SN
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B AT

CE S TIERE - Phone M <----- >S BleCar

=l

] AIZE : Phone M<--->S1 /X182 M1<--->S BleCar

RIEBunfEPE SRR | TLUBSEPRSIEAS
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