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Censys — Internet-wide search engine ( censys
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— https://github.com/zmap/zgrab

—  https://github.com/zmap/ztag

AR AE T & (https://scans. io/)
N3

T KB EFER LS ik &4 A T SSLv34 & i,
UB % ik het S’ R

443.https.tls.version:SSLv3

Example

What is the impact of disabling support for SSLv3?

Durumeric Z, Adrian D, Mirian A, et al. A search engine backed by Internet-wide scanning[C]//Proceedings of the 22nd ACM
SIGSAC Conference on Computer and Communications Security(CCS). ACM, 2015: 542-553.
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Nmap — Network Mapper
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Nmap 7.12
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ZMap — Internet Wide

Scanner
5% BAR K 5 ) PAAE 201355 FF & T Ak
KA F22/BUSENIX &L E C:ggfeir:iﬂ;"’ Probe Packet Tx
’{‘ VLA H %%”H"F ’ 4557\/%‘1’ 7[2}5&(‘/1\ = and Timing, Generation (raw socket)
B &M, & Nmap#913001%
CiEE AL, FRALEKIL, & Response P Pactet Rx

I EE) (libpcap)

HARKRF O ZANE L4 —F
https://github. com/zmap/zmap
BE R IABEARABR EAZAR X ) T B

Durumeric, Z., Wustrow, E., & Halderman, J. A. (2013, August). ZMap: Fast Internet-wide
Scanning and Its Security Applications. In Usenix Security(Vol. 2013).
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— ) _[X T M tificate: . > E,u\
SR, B B Full Handshake e — Gl

host: “1.2.3.4”,

cipher: “DHE_AES” E:.I:T’j]‘

version: “SSLv3”, KON
certificate: .., IARHLE

tags: [“POODLE”], IRMERlAVA
server: “nginx”,

=B, :
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AR 34 A
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1.2.3.4,22,SSH

1.2.3.4,80,HTTP
1.2.3.4,443,TLS
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Copyright: Original Siemens Equipment
PLC name: ST_Turbine
: CPU 313C

HTTR/1.7 481 N/A
5 HEC

TP

Module name: CPU
Serial number of module: S (Q-D9U883642013
Plant identificatiol
GES

Basic Hardware: 313-5BGB4-0ABO v.0.3

PEIT TR

I sinfp.pl -Pf “/sinfpd-passive.pcap
10.100.0.1:80 > 10.100.0.63:39503 [SYN|ACK]

P2: BI0L11 FOx12 V5672 00204££££0402080afffffifEE I E1££01030306 H1430
TPv4: BHOFHOWHiOHOMH/P2: GNU/Linux: Linux: 2.6.x

SinFP R G e ¢

HTTP/1.1 200 OK

Server: nginx/1.1.19

Date: Sat, @3 Oct 2015 @6 4 GNT
Content-Type: text/html; charset=utf-§
Content-Length: 6466

realm="Wsh Smart Switch"

Connection: keep-alive
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FPREL 58.130.81.36 56.130.81.15 56.130.81.34 58.130.81.16
—Tr @ @ o =
" U512RE camera Hikvision U512 E camera Hikvision U512 camera Hikvision U512E S camera Hikvision
s §5H# 8 (admin:12345:554:rtsp) S5F# A (admin:12345:554:rtsp) SERHA(FE: E:554:rsp) = 85 HA(admin:12345:554:rtsp)
T B B 5
e amngenm an
[N E2 308 =1
=
= owrkERE  BR
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58.130.81.35 56.130.81.38 56.130.81.2 58.130.81.161
RS o " Ste "o “sw
EHHARR e — Hikvision T A FhRiEE FAT FRiEE R B
BRAEES ) B Fswe B EEe

ABER M TR TR ERA

58.130.81.0/24

SE

current handling host and vul_num is :58.130.81.15  CVE-2014-4678
current handling host and vul_num is :58.130.81.36  CVE-2013-4975
current handling host and vul_num is :58.130.81.36 CVE-2013-4976
current handling host and vul_num is :58.130.61.36 CNVD-2015-00294
current handling host and vul_num is :58.130.81.36 CNVD-2015-00079
current handling host and vul_num is :58.130.81.36 CVE-2014-4880
current handling host and vul_num is :58.130.81.36  CVE-2014-4879
bag i=ti] current handling host and vul_num is :58.130.81.36  CVE-2013-4977
current handling host and vul_num is :58.130.81.36 CVE-2014-4878
all task has done!
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Filtering Internet Space ~~ |dentifying Candidates

A R IR
A o 53 AR ) 975 205 5 U0 FR I i 6 B e

E S AEE R
AL (RHE. 230, W% HIME, #or et e

&2 EES



e THEIMNIESUE

e — .
- o : A . . SIMATICS7-1200 B sl
HRARIT QAEHIT . A&, TR T, AAle mEe :
Fgn S X A 09 48
SiemensF174F LI U4 4L

nnnnn - —— — —

¥ &£ HHIIFS7 PLC & 2] 4956+ 4EBMX PLC

TEH TR Y| ) ]u]
Modbus Schneider TCP 502
S7 Siemens TCP 102
Ethernet/TP General TCP 44818
Tridium Niagara Fox Tridium Niagara Fox TCP 1911
BAChet General UDP 47808
Redlion Crimson V3 Redlion TCP 789
DNP3 General TCP 20000
OMRON FINS (0)Y1:{0)\] TCP/UDP 9600
General Electric SRTP GE TCP 18245
ProConOS - TCP 20547
PCWorx General TCP 1962
MELSEC-Q Mitsubishi UDP 5006/5007
Codesys - TCP 1200/2454
HART-IP FIELD COMM TCP/UDP 5094/20004
IEC-60870-5-104 General TCP 2404
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BT
TP-LINKFF %
X473 : Basic
realm= “Web Smart

Switch”
FEReEER
IBM Tivoli WebSEAL

Smart Meter
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