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Message sequence during CSFB redirection

Total CSFE delay

A} L A
/ ‘/\ 4 —
A

UE/ MS eMB MIME
RRC_IDLE Paging
Paging

-

[ Random Access sequence

.| RRC Connection N

LTE additional delay

Request
RRC Connection

[~ Selup Request
RRC Caonnection Setup

Complete (incl.NAS Ext
Service Request)

Optional: UE capability enquiry

RRC Conn. Release

S1AP: Initial UE Messzge

{incl. NAS Ext.Service chucst]
S1AP: Initial Context Setup

"

(with CSFB indicator)

S1AP: Init.Cont.Setup Response

(with redirect info)

51 Context release

UE leaves LTE cell
and establiches RRC
connection in target RAT

RR.C Initial Direct Transfer

L L

* o BSS/RNS

" {incl.NAS response to Paging)

16
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BCCH/System Information Type

21:58:27 ' RRC CCCH/rreConnectionRequest
21:58:27 ' RRC CCCH/rreConnectionSetup
.cq- DCCH/
g1:58:27 f RRC rrcConnectionSetupComplete
21:58:27 ' RRC DCCH/securityModeCommand
21:58:27 t RRC DCCH/securityModeComplete
.cq. DCCH/
21:58:27 ' RRC rrcConnectionReconfiguration
215827 t RRC DC_CH/rrcConnectionReconﬁgu—
rationComplete
21:58:27 ' RRC DCCH/ueCapabilityEnquiry
21:58:27 t RRC DCCH/ueCapabilitylnformation
.cq. DCCH/
g1:58:27 ' RRC rrcConnectionReconfiguration
215827 ' RRC DC'CH/rrcConnectionReconﬁgu-
rationComplete
.£q. DCCH/
21:58:28 ‘ RRC rrcConnectionReconfiguration
o DCCH/rrcConnectionReconfigu-
21:58:28 t RRC rationComplete
21:58:28 t RRC DCCH/measurementReport

9/6/2016 3:01:54 PM

21:58:28 ' RRC DCCH/measurementReport
21:58:28 ' RRC DCCH/measurementReport
21:58:29 ’ RRC PCCH/paging

21:58:30 ‘ RRC PCCH/paging

21:58:39 ‘ RRC PCCH/paging

21:58:44 ‘ RRC PCCH/paging

21:58:46 ‘ RRC PCCH/paging

21:58:56 ‘ RRC PCCH/paging

21:59:09 ‘ RRC PCCH/paging

21:59:09 ' RRC DCCH/ullnformationTransfer
21:59:09 ‘ RRC DCCH/rrcConnectionRelease
21-59:09 ‘ RR ECCH/System Information Type
1:59-10 ’ RR 1B§CH/System Information Type
21:59:10 ’ RR BCCH/System Information Type

2ter

21:59:10 ‘ RR 2quater

21:50:10 ‘ RR gCCH/System Information Type
21:59:10 ‘ RR gCCH/System Information Type
21:59:10 ‘ RR ECCH/System Information Type
21:59:10 ‘ RR CCCH/Paging Request Type 1
91:50:10 ‘ RR 1BCCH/System Information Type
21:59:11 " MM CM Service Request

21:59:11 ‘ RR CCCH/Immediate Assignment
21:59:11 ‘ RR CCCH/Immediate Assignment
21:59:11 ' RR DCCH/Classmark Change

17



KRV B—V)

[ Hacker@KCon |

LTE CSFBE %€ [7] HJL3fE &

LTE Radio Resource Control (RRC) protocol:
UL-DCCH-Message:
message: c1
c1: ulinformationTransfer
ulinformationTransfer:
criticalExtensions: c1
c1: ulinformationTransfer-r8
ulinformationTransfer-r8:
dedicatedInfoType: dedicatedinfoNAS
dedicatedIinfoNAS:
d 274001060f1d074c1005f4c0138c7a57022000
Non-Access-Stratum (NAS)PDU:
| Security header type: Integrity protected
| and ciphered
Protocol discriminator: EPS mobility
i management messages
Message authentication code: 0xf060140
Sequence number: 29
Security header type: Plain NAS message,
| not security protected
Protocol discriminator: EPS mobility
| management messages
[ NAS EPS Mobility Management Message
Type: Extended service request
' Type of security context flag (TSC): Native
security context (for KSlasme)
NAS key set identifier:

Service type: Mobile originating CS fallback

} or 1xCS fallback
Mobile identity - M-TMSI
Length: 5

9/6/2016 3:01:54 PM

LTE Radio Resource Control (RRC) protocol:
DL-DCCH-Message:
message: c1
c1: rrcConnectionRelease
rrcConnectionRelease:
rre-Transactionldentifier: 0
criticalExtensions: c1
c1: rrcConnectionRelease-r8
rrcConnectionRelease-r8:
releaseCause: other
redirectedCarrierinfo: geran
geran:
startingARFCN: 1
bandindicator: dcs1800
followingARFCNs: explicitListOfARFCN
explicitListOfARFCNs: 21 items
Item 0
ARFCN-ValueGERAN: 539
Item 1
ARFCN-ValueGERAN: 538
Item 2
ARFCN-ValueGERAN: 537
Item 3
ARFCN-ValueGERAN: 536
Item 4
ARFCN-ValueGERAN: 535
Item 5
ARFCN-ValueGERAN: 531
Item 6
ARFCN-ValueGERAN: 530
Iltem 7

GSM A-I/F DTAP - CM Service Request
Protocol Discriminator: Mobility Management

messages

Protocol discriminator: Mobility Management

| messages

Skip Indicator: No indication of selected PLMN
Sequence number: 0
DTAP Mobility Management Message Type: CM

b Service Request

Ciphering Key Sequence Number
Spare bit(s): 0
Ciphering Key Sequence Number: 0
CM Service Type
Service Type: Mobile originating call establishment

| or packet mode connection establishment

Mobile Station Classmark 2
Length: 3
Spare: 0
Revision Level: Used by mobile stations supporting

8 R99 or later versions of the protocol

ES IND: Controlled Early Classmark Sending option

| is implemented in the MS

A5/1 algorithm supported: encryption algorithm

A5/1 available

RF Power Capability: class 1

Spare: 0

PS capability (pseudo-synchronization capability):
PS capability present

SS Screening Indicator: Capability of handling of

' ellipsis notation and phase 2 error handling

SM capability (MT SMS pt to pt capability): Mobile
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2. UEXECTAU Request, fhItvGReject ;
3. UEX & Attach Request, {hZLuLiReject ;
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1. OACHEE 52 X T R8FIRIHJRRCConnectionRelase,
Ha2WAa I H;
2. EFEMMMEFMeNodeBJACHY, HahnAH N Z 48 .

/* Dependencies */
typedef enum CarrierFreqsGERAN__followingARFCHs_PR {
CarrierFreqsGERAN__followingARFCNs_PR_NOTHING, /* No components present */

liml

/* Dependencies */
typedef enum RedirectedCarrierInfo_PR {

RedirectedCarrierInfo_PR_NOTHING, /* No components present */ CarrierFreqsGERAN__followingARFCNs_PR_explicitListOFARFCNs,
RedirectedCarrierInfo_PR_eutra, CarrierFreqsGERAN__followingARFCNs_PR_equallySpacedARFCNs,
RedirectedCarrierInfo_PR_geran, CarrierFreqsGERAN__followingARFCNs_PR_variableBitMapOfARFCNs
RedirectedCarrierInfo_PR_utra_FDD, } CarrierFreqsGERAN__ followingARFCNs_PR;
RedirectedCarrierInfo_PR_utra_TDD,

RedirectedCarrierInfo_PR_cdmaz@@@_HRPD, /* CarrierFreqsGERAN */

RedirectedCarrierInfo_PR_cdmaz2000_1xRTT, typedef struct CarrierFreqsGERAN {

/* Extensions may appear below */ ARFCN_ValueGERAN_t startingARFCN;
RedirectedCarrierInfo_PR_utra_TDD_r10 BandIndicatorGERAN_t bandIndicator;

struct CarrierFreqsGERAN__followingARFCNs {
CarrierfFreqsGERAN__followingARFCNs_PR present;
union CarrierFreqsGERAN__followingARFCNs_u {
ExplicitListOfARFCNs_t  explicitListOfARFCNs;
struct CarrierFreqsGERAN__followingARFCNs__equallySpacedARFCNs {

} RedirectedCarrierInfo_PR;

/* RedirectedCarrierInfo */
typedef struct RedirectedCarrierInfo {
RedirectedCarrierInfo_PR present;

N - N long arfcn_Spacing;
union RedirectedCarrierInfo_u { long number0fFollowingARFCNs;
ARFCN_ValueEUTRA_t eutra;
CarrierfFreqsGERAN_t geran; /* Context for parsing across buffer boundaries */
ARFCN_ValueUTRA_t utra_FDD; asn_struct_ctx_t _asn_ctx;
ARFCN_ValueUTRA_t utra_TDD; } equallySpacedARFCNs;
CarrierFreqCDMA2000_t cdma2000_HRPD; OCTET_STRING_t variableBitMapOfARFCNs;
. . rerF reqCOMA2008_t cdmaz@@e_1xRTT; } choice;
9/6/2016 3.01.5;%[ PNA 20

* This type is extensible, /* Context for parsing across buffer boundaries */
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19:48:34
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< 4= @ = 4= mp ¢

\

RRC

RRC

RRC

RRC

RRC

RRC

RRC

RRC

RRC

RR

RR

RR

RR

BCCH_DL_SCH/
systemInformationBlockType1l

BCCH_DL_SCH/
systeminformation

BCCH_DL_SCH/
systeminformationBlockTypel

BCCH_DL_SCH/
systemInformation

CCCH/rrcConnectionRequest

CCCH/rrcConnectionSetup

DCCH/
rrcConnectionSetupComplete

DCCH/dlInformationTransfer

DCCH/rrcConnectionRelease

BCCH/System Information Type
3

BCCH/System Information Type
4

BCCH/System Information Type
2

BCCH/System Information Type
3

19:48:359/6/2”16 1 :54 PRAH/Paging Request Type 1

BCCH/Svstem Information Tvpe

[ Hacker@KCon |
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LTE Radio Resource Control (RRC) protocol:
DL-DCCH-Message:
message: c1
c1: dlinformationTransfer
dlinformationTransfer:
rrc-Transactionldentifier: 2
criticalExtensions: c1
c1: dlinformationTransfer-r8
dlinformationTransfer-r8:
dedicatedInfoType: dedicatedinfoNAS
dedicatedIinfoNAS: 074411
Non-Access-Stratum (NAS)PDU:
Security header type: Plain NAS message,
not security protected
Protocol discriminator: EPS mobility
management messages
NAS EPS Mobility Management Message
Type: Attach reject
EMM cause
Cause: Network failure

JL3E 2

AL

LTE Radio Resource Control (RRC) protocol:
DL-DCCH-Message:
message: cl
c1: rrcConnectionRelease
rrcConnectionRelease:
rre-Transactionldentifier: 3
criticalExtensions: c1
cl1: rrcConnectionRelease-r8
rrcConnectionRelease-r8:
releaseCause: other
redirectedCarrierinfo: geran
geran:
startingARFCN: 644
bandIndicator: dcs1800
followingARFCNs: equallySpacedARFCNs
equallySpacedARFCNs:
arfcn-Spacing: 1
numberOfFollowingARFCNSs: 0
nonCriticalExtension:
.0.. .... Optional Field Bit: False
(nonCriticalExtension is NOT present)

LH

21
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LTE RRCEE 5E [1] 5L

seeker@calisson: ~fopenairinterface5g/cmake_targets/lte_build_oai/build
[HW][T][SCHED][eNB] TX thread 5 CPU 1 TID
[HW][T][SCHED][eNB] TX thread 6 CPU 1 TID
[HW][I][SCHED][eNB] TX thread 4 CPU 3 TID
[HW][T][SCHED][eNB] TX thread 8 CPU 1 TID
3 3
1 2

started
started
started
started
started
started

32319,
32321,
32317,
32325,
32316,
32312,

sched_policy
sched_policy
sched_policy
sched_policy
sched_policy =
sched_policy =

SCHED_FIFO ,
[HW][T][SCHED][eNB] RX thread CPU 3 TID
[HW][I][SCHED][eNB] RX thread CPU 2 TID
Creating main eNB_thread
[HW][T][SCHED][eNB] Started eNB
eNB_thread: mlockall in ...
eNB_thread: mlockall out ...
waiting for sync (eNB_thread)
Sending sync to all threads
TYPE <CTRL-C> TO TERMINATE
Entering ITTI signals handler
got sync (eNB_thread)
UU[PHY][I][eNB ©][RAPROC] Frame 133 Terminating ra_proc for harq 3, UE @
[MAC][I][rx_sdu] [eNB ©][RAPROC] CC_id © Frame 133, Received CCCH:
[MAC][I][rx_sdu] [eNB B8][RAPROC] CC_id © Frame 133 CCCH: Received Msg3: length 6, offset 3
[MAC][I][rx_sdu] [eNB @][RAPROC] CC_id @ Frame 133 Added user with rnti d2a5 => UE ©
[RRCI[I][FRAME ©2232][eNB][MOD 6O][RNTI d2a5] Received RRC_MAC_CCCH_DATA_IND

main thread on CPU 1 TID 32329 , sched_policy =

{[MAC][I][rrc_mac_config_req] [CONFIG][eNB ©/@] Configuring MAC/PHY for UE @ (d2a5)
[PHY][I]phy_config_dedicated_eNB: physicalConfigDedicated=0x7ff0680017cO
[RRC][T][FRAME ©2232][eNB][MOD @@][RNTI d2a5] [RAPROC] Logical Chamnel DL-CCCH,
[RRC][T][FRAME ©2232][eNB][MOD ©0][RNTI d2a5]CALLING RLC CONFIG SRB1 (rbid 1)
[RLC]I[I][FRAME ©2232][eNB][MOD 8O][RNTI d2a5] [SRB 1] rrc_rlc_add_rlc SRB

Generating

=
q
5
W
%
=
e

[MAC][I][schedule_ulsch_rnti] [eNB @] frame 133 subfarme 4, UE @: not configured, skipping
[PHY][I][eNB O] Frame 134: Sent physicalConfigDedicated=0x7ffe680017c0 for UE ©
[MAC][I][schedule_RA] [eNB ®][RAPROC] €C_id @ Frame 133, subframeP 5: Generating Msg4 with
[MAC][I][schedule_RA] [eNB @][RAPROC] €C_id @ Frame 133 subframeP 5 Msg4 : TBS 41, sdu_len
[MAC][I][schedule_ulsch_rnti] [eNB @] frame 133 subfarme 5, UE O: not configured, skipping
[MAC][1][schedule_ulsch_rnti] [eNB @] frame 133 subfarme 6, UE @: not configured, skipping
[MAC][I][schedule_ulsch_rnti] [eNB @] frame 133 subfarme 7, UE ©@: not configured, skipping
[MAC][I][schedule_ulsch_rnti] [eNB @] frame 133 subfarme 8, UE O: not configured, skipping
[MAC][1][schedule_ulsch_rnti] [eNB @] frame 133 subfarme 9, UE @: not configured, skipping
[MAC][I][schedule_RA] [eNB ©][RAPROC] CC_id @ Frame 134, subframeP ©: Checking if Msg4 was
[MAC][I][schedule_RA] [eNB B8][RAPROC] CC_id ® Frame 134, subframeP 0 : Msg4 acknowledged
[MAC][I][schedule_ulsch_rnti] [eNB @][PUSCH
[MAC][I][rx_sdu] [eNB @] CC_id & MAC CE_LCID 29 : ul_total_buffer = & (lcg increment ©)
[RRC][T][FRAME ©2233][eNB][MOD @O@][RNTI d2a5] Received on DCCH 1 RRC_DCCH_DATA_IND
[RRC][I][FRAME ©2233][eNB][MOD 0O@][RNTI d2a5] [RAPROC] Logical Channel UL-DCCH, processing
[RRC][T][FRAME ©2233][eNB][MOD @@][RNTI d2a5] UE State = RRC_CONNECTED
[S1AP][I][s1ap_eNB_handle_nas_first_req] Found usable eNB_ue_slap_id: ©x86692d 420141(10)
[SCTP][I][sctp_send_data] Successfully sent 152 bytes on stream 1 for assoc_id 202
[scTP][I][sctp_eNB_flush_sockets] Found data for descriptor 48
[SCTP][I][sctp_eNB_read_from_socket] Received notification for sd 48, type 32777
[SCTPI[I][sctp_eNB_flush_sockets] Found data for descriptor 48
[ScTP][I][sctp_eNB_read_from_socket] [202][48] Msg of length 32 received from port 36412,

SCHED_FIFO , prierity
SCHED_FIFO , prierity
SCHED_FIFO , priority
priority
SCHED_FIFO, priority =
SCHED_FIFO, priority =

SCHED_FIFO, priority =

4/d2a5] CC_id ® Frame 134 subframeP 4 Scheduled UE ® (mcs 10, first rb 7,

on stream 1,

SN A 2% i

19:42 %
98,
98,

CPU Affinity= CPU_1 CPU_2 CPU_3
CPU Affinity= CPU_1 CPU_2 CPU_3
98, CPU Affinity= CPU_1 CPU_2 CPU_3
98, CPU Affinity= CPU_1 CPU_2 CPU_3
98, CPU Affinity = CPU_1 CPU_2 CPU_3
98, CPU Affinity = CPU_1 CPU_2 CPU_3

99, CPU Affinity = CPU_1 CPU_2 CPU_3

51.a23.33.14.54.36, Terminating RA procedure for UE rnti d2as

[RRCI[I][FRAME ©2232][eNB][MOD BO][RNTI d2a5] Accept new connection from UE random UE identity (0x434531331a000000) MME code 0 TMSI O cause 3

RRCConnectionsetup (bytes 25)

[RLC][I][FRAME ©2232][eNB][MOD @@][RNTI d2a5][SRB AM 01][CONFIGURE] max_retx_threshold 4 poll_pdu 4 poll_byte 10000 t_poll_retransmit 80 t_reordering 35 t_status_prohibit @

UE scheduling

RRC Piggyback (RA proc ©, RNTI d2a5)
25, msg4_header 8, msg4_padding @, msg4_post_padding 7
UE scheduling
UE scheduling
UE scheduling
UE scheduling
UE scheduling
acknowledged:
nb_rb 6,

rb_table_index 5, TBS 129, harg_pid 4)

RRCConnectionSetupComplete from UE

PPID 18

[S1AP][I][s1ap_decode_siap_downlinknastransperties] Decoding message Siap_DownlinkNASTranspertIEs (/home/seeker/openairinterface5g/cmake_targets/lte_build_oai/build/CMakeFiles/R16.5/s1ap_decoder.c:3159)

[RRC][I][eNB 0] Received S1AP_DOWNLINK_NAS: ue_initial_id 1,
Attach Reject(©x44): Network failure(ex1il)

eNB_ue_silap_id 420141

[RRC][I][FRAME 00060][eNB][MOD BO][RNTI d2a5] Logical Channel DL-DCCH, Generate RRCConnectionRelease (bytes 6)

[RLG] [£] [RRAME 00680 [ eN8 1 MID BB][RNTI d2a5][SRB AM B1] RLC_AM_DATA_REQ size 11 Bytes,
&l d] (9] [Brakr _beeepifens][WoD e@][RNTT d2a5][SRB AM B1] RLC_AM_DATA_REQ size 11 Bytes,
U[RRC][I]Removing UE d2a5 instance

[RRC][W][eNB 0] Removing UE RNTI d2as

NB SDU 1 current_sdu_index=0 next_sdu_index=1 conf © mui @
NB SDU 2 current_sdu_index=0 next_sdu_index=2 conf @ mui @
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Location
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Priority : 5 Priority : 3
RadioQuality : 1 RadioQuality : 3
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1. GSM MITM{Il A S5 1 5 52
2. GSM Dy Fk ki ) i 2

3. GSM MITM 1] J5

4, GSM MITM 1) SZ 3,
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MSTERFTEILAZEIEEHEXK ( Location Updating Request )
BIIHEAR ZBIBITMSIFOLAI ( Location Area Identity ) .
FELKEIE | £SFEEMSHIMSIEFEHLRERNMEEIC, IMSI
BEEMMEIVCENE | —fEEE &ldentity RequestZaMS |, E3K
MSIERIMSI , B—HEEINEEERETXTMSIXINAIMSI |, AJgE
EEIRFELAKEIZBINIMSCES ZELR , BAATEE., BUSIMSIG
MBSEHFTHLR,

BEERT , Location UpdateiRiE=E M ( Authentication )
HEUEAEMSA HEENIEFK ( Authentication Request ) , B&EREH,
£ RHIRAND, AIZEFIMSC/HLRH EIRIEIRS IHEFEIIKIITEH
SRES , SRES=A3 ( RANDKi ) ,




| %1, Bowi—) [ Hacker@KCon ]

Location UpdateiitfE (2)

4. MSWZIRAND/Z , 1% Z5SIMT , SIMR{ERFATAKIEEXY
RANDHATANNEEAEE , 15HSRES,

5. MSIESRESLAAuthentication ResponsejB B & [BIE Y.

6. Iﬂéﬁtbiﬁﬂﬁ/\SREs ANERLEERMEE E)Eé’FRLL_o

E %i Location Updating AcceptediBE , [EHJRIMS
T }L—?d'ﬁ TMSI,
8. MSAZ[B]TMSI Reallocation CompletejBHE.,

9. Location Updatejif245eR,




| #®% 1. 5o

GSM Location Update L3 1§ %

[ Hacker@KCon |

BCCH/System Information Type

12:28:23 ‘ RR 1 12:28:24 ' RR SACCH/Measurement Report
12:28:23 ' MM Location Updating Request 12:28:24 ‘ RR _SF%IECE/SyStem Information
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int gsm_subscr_generate_kc(struct osmocom_ms *ms, uint8_t key_seq,

{

uint8_t *rand, uint8_t no_sim)

struct gsm_subscriber *subscr = &ms-=subscr;
struct msgb *nmsg;
struct sim_hdr *nsh;

/* not a SIM */
if ((subscr->sim_type != GSM_SIM_TYPE_READER
&& subscr-=sim_type != GSM_SIM_TYPE_TEST)
|| !'subscr-=sim_valid || no_sim) {
struct gsm48_mm_event *nmme;

LOGP{DMM, LOGL_INFO, "Sending dummy authentication response\n");
nmsg = gsm48_mmevent_msgb_alloc(GSM48_MM_EVENT_AUTH_RESPONSE);

if (!nmsg)
return -ENOMEM;
nmme = (struct gsm48_mm_event *) nmsg->data;
nmme-=sres[0] = 8x12;
nmme-=sres[1] = 8x34;
nmme-=sres[2] = 8x56;
nmme-=sres[3] = 8x78;
gsm48_mmevent_msg(ms, nmsg);

return 6;

}

/* test SIM */
if (subscr-=sim_type == GSM_SIM_TYPE_TEST) {

printf("test SIM authentication request %s %d\n", osmo_hexdump(rand,16

_afone_send_rand(subscr->imsi, key_seq, rand);
9/6/29E]t§r§:9;1:54 PM
1

struct afone_cmd_handler {
const char *cmd;
int (*handler)(struct afone *afone, const char *cmd, const char *args);

b
static const struct afone_cmd_handler afone_handlers[] = {
{ "ATTACH", _afone_cmd_attach },
{ "DETACH", _afone_cmd_detach },
{ "SENDSMS", _afone_cmd_sendsms },
{ "cALL", _afone_cmd_call },
{ "SRES", _afone_cmd_sres },
{ NULL, NULL }

};

static int _afone_read_cb(struct osmo_fd *ofd, unsigned int what)
{

struct afone *afone = ofd->data;

const struct afone_cmd_handler *ch;

char buf[AFONE_CMD_BUF_LEN];

char *cmd, *args;

ssize_t 1;

int rv;

/* Get message */
1 = recv(ofd-=fd, buf, sizeof(buf)-1, 0);

if (1 <= 0) {
/* FIXME handle exception ... */
return 1;

}

/* Check 'cMD ' */
if (strncmp(buf, "cMD ", 4))
goto inval; a4

/* Check length *|/
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static int gsm48_rx_mm_auth_resp(struct gsm_subscriber_connection *conn|static int

{

struct gsm48_hdr *gh = msgb_13(msqg);

struct gsm48_auth_resp *ar = (struct gsm48_auth_resp*) gh->data
struct gsm_network *net = conn->bts-=network;

struct gsm_subscriber #*subscr = conn-ssubscr;

DEBUGP(DMM, "MM AUTHENTICATION RESPONSE (sres = %s): ",
osmo_hexdump(ar-=sres, 4));

DEBUGPC(DMM, "sres expected (%s)\n",
osmo_hexdump(conn->sec_operation-=atuple.vec.sr

/* Ssafety check */

if (!conn->sec_operation) {
DEBUGP(DMM, "No authenticationfcipher operation in prog
return -EIO;

}

if(subscr->is_netauth==1){
printf("calling function to send sres %s\n", osmo_hexdu

F¥® sres_cmd(ar->sres);

subscr-=is_netauth = 8;
release_net_auth(conn);

1

J/* Start ciphering */

return fsmﬂaﬂa cipher_mode(conn, net-=a5_encryption,

9/6/2() 63:01:54 PM conn->sec_operation->atuple.vec.kc,

abts_ctrl_send_cmd(struct abts *abts, const char *cmd, const char *fmt,

{

va_list ap;

char buf[ABTS_CMD_BUF_LEN];

int 1;

1 = snprintf(buf, sizeof(buf)-1, "CMD %s ", cmd);
va_start(ap, fmt);

1 += vsnprintf(buf+l, sizeof(buf)-1-1, fmt, ap);
va_end(ap);

buf[l] = '\0';

//LOGP(DTRX, LOGL_DEBUG, "ABTS Control send: |%s|\n", buf);
printf("ABTS Control send: |%s|\n", buf);

send(abts->ofd_ctrl.fd, buf, strlen(buf)+i, 0);

return 0;

static int abts_attach_cmd(char *imsi)

{

}

char buf[ABTS_CMD_BUF_LEN];

int 1;

int ret;

1 = snprintf(buf, sizeof(buf)-1, "ATTACH %s", imsi);
buf[l] = '\8';

printf("abts_attach_cmd %s\n", buf);

ret = abts_ctrl_send_cmd(abts, buf, "%d", 0);

return ret; 45

)
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seeker@BT: ~ 89x24

=0x11 link id=8x080 fn=2307088 ts=1 trx=0
chan=BCCH chan nr=0x808 link id=0x80 fn=2307089 ts=0 tr

<P802> gsm 04 B8.c:1158 MM AUTHENTICATION RESPONSE (sres = e6 c6 a@ f4 ): sres expected

(ef 87 b5 7b ) 6 PH-DATA.req: chan nr=0x80 link id=0x0@ fn=2307089 ts=0 trx=0
calling function to send sres eb6 c6 a@ T4 9 TCH RTS.ind: chan=TCH/H(@®) chan nr=8x11 fn=2307892 ts=1 trx=0
abts sres cmd: CMD SRES e6 c6 af f4 3 PH-RTS.ind: chan=CCCH chan nr=0x90 link id=0x88 fn=2307093 ts=0 tr
<BBB3> gsm_04_08_utils.c:323 TX CIPHERING MODE CMD
ABTS respond recv: |SRES|® 6 PH-DATA.req: chan nr=0x90 link id=0x8@ fn=2307093 ts=0 trx=0
9 TCH RTS.ind: chan=TCH/H(®) chan nr=ex11 fn=2307097 ts=1 t ]
B <0003> osmo_msc.c:107 CIPHERING MODE COMPLETE 6 PH-DATA.req: chan_nr=0x11 link i1d=0x80 fn=2307097 ts=1 trx=0
| 9 PH-RTS.ind: chan=CCCH chan nr=0x90 link id=0x08 fn=2307099 ts=0 tr

<BBB3> gsm_04_08_utils.c:239 Sending Channel Release: Chan: Number: & Type: 1
<§004> abis rsl.c:619 (bts=8,trx=0,ts=0,ss=8) DEACTivate SACCH CMD

O™ ® seeker@BT: ~
| seeker@BT: ~ 8924

PH-DATA.req: chan nr=0x9@ link id=0x80 fn=2307099 ts=0 trx=0
TCH RTS.ind: chan=TCH/H(@) chan nr=8x11 fn=2307101 ts=1 trx=0
PH-RTS.ind: chan=CCCH chan _nr=0x96 link id=0x00 fn=23071603 ts=0 tr

e

% (M5 1) 5 PH-DATA.req: chan nr=6x90 link id=ex@8 fn=2307103 ts=0 trx=0
SMS r +86 g n N N ° ’ = :
% sis fron +6613o (M ' testing mitm... ) TCH RTS.ind: chan=TCH/H(@) chan nr=6x11 f 5
% (M5 1) il 3H-D#Tf."eq: chan_n :qx1l_Li nk_id=0x00 szzzl)?_l’os ts=1 trx=e
BB |+ on network, normat service: 1cc, 001  TCH RIS, Lnd: chan=TCH/Ha) chan_nr=gl1 Tre2367110 ts=1 tre-p
OsmocomBB# ) TCH RTS.ind: chan=TCH/H(8) chan nr=6x11 fn=2307114 ts=1 trx=0
I.r.,; 1) ’ 5 PH-DATA.req: chan nr=8x11 link id=0x88 fn=2387114 ts=1 trx=0
% Searching network. ..
v IvZ3 328 ] ]

% (Ms 1) mv.
% Trying to registering with network... 15 mV.

mA.
% (MS 1) ity is 63%.
% On Network, normal service: 1lcc, 001 is 3199..3999 mV.

it 468 LSB .. full at 585 LSB
osmocomsB# call 1 156N 9 LSB (204 mA).
OsmocomBB#
% (MS 1) lags=0x00000060
% Call is proceeding 3 chg state=0

s 2568) fregq err=47 pm=-63
% AMS, 1 5 2560) freq_err=119 pm=-64
IGaB{blaMRM 5 2560) f--eg err=8 pm=-63
]
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